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The Café Shooting

It’s March 5th, 2020, and the high temperature in Boston will be 33 degrees Fahrenheit, with light wind. Sam is meeting with FBI agents for the second time to discuss her master’s thesis. She doesn’t know that the agents want to talk about her working for the FBI. The first time they met, in her professor’s office, they asked for a copy of her thesis, which she said was too incomplete. She’s sure they’ll ask for a copy again. Since they’re meeting at a local coffee shop close to the university campus, Sam arrives early, gets a coffee, and sits at a table facing the door. The two agents arrive, scan the room, immediately walk over to her table, and sit on either side of her.

Supervisory Special Agent Frank Andrews and Special Agent Phil Nomikos from the FBI’s cybercrimes division say good morning, and Sam asks if they would like to get coffee first. The agent’s reply that they’ll get coffee at the end to take to the office. Agent Nomikos asks Sam, “I know we had a short discussion about your thesis when we met with you and your professor. We want to get more details. Your thesis is about hardening the firmware for network controllers, correct? Please go over the high-level with us again.”

Sam confirms her thesis is about how a hacker can modify the firmware on a Wi-Fi controller, gaining complete control over a user’s network. The device owner will never know that hackers have compromised their network.

Agent Nomikos asked Sam questions about how the hack could start, how they could remove it, and how they could detect it. Based on the questions, Sam knows that Agent Nomikos can understand her answers, so she responds to his questions in some detail. She’s not sure if Agent Andrews understands the details, primarily because he isn’t asking any detailed questions.

Agent Andrews is listening to the conversation and profiling Sam as they talk. He’s interested in Sam’s explanation but is more concerned with determining her state of mind regarding hacking. Does she have a grounded and clear set of morals, a compass? She’s happy to discuss her thesis but seems reluctant to talk about what she’s done in hacking, which concerns Agent Andrews.

To make sure both agents understand what she’s talking about, Sam adds a more straightforward explanation. “The primary job of a network controller is to capture network traffic for the device and pass it to the main device CPU for processing. If you can take control of the network CPU, you can change the data, send it to another computer, or prevent the data from reaching the main CPU. You can completely control the device’s connection to the world.”

Agent Andrews asks, “Sam, why hasn’t this been done before?”

“I don’t know that this has NOT been done before. It’s too hard to detect with the current standard instrumentation. The focus is always on the main CPU and what it’s doing.”

“How would a user remove this hack?”

“To remove a hack like this would require a firmware update that is very user intensive. You can’t just do a Windows update to fix something like this. Finding a hacked device would depend on what it was doing at the time. If traffic is stopped to the main CPU, you may never detect the hack. If it’s sending data to another server somewhere, your best possibility is to detect an anomaly in traffic flow.”

“Would a regular user, not an expert, be able to tell?”

“The end-user experience would be a slowdown of their network speed. No internet service provider guarantees the speed, and any complaints to the ISP will be ignored. Most users will think it’s the internet service provider.”

Agent Nomikos asks, “Can we get a copy of what you’ve completed for your thesis? Even though it’s a rough draft, I would like to see details of your research.” 

She reluctantly agrees, telling him, “Sure, I’ll send you an email with the current draft when I get home.” 

Agent Nomikos takes out a card and writes an email address on the back. He gives it to Sam and asks her to send it to that address. “This is the generic email address of our cybercrime laboratory.”

The agents discuss with Sam whether she’s interested in joining the FBI, but she expresses reservations. 

“You guys know that, as part of my research, I need to break into systems as a hacker. For my research to be complete, I must map, then find and exploit vulnerabilities across the internet. I don’t know that I can pass the lie detector requirements or meet your standards.” She knows that discussing the database she found and hacked last week would instantly get her into trouble.

Agent Nomikos tells Sam, “In the role we’re talking about, we expect our people to know how to hack. We don’t want people who think it can be done without experience. We want people who know how to do these hacks so they can work on detecting and then finding the hackers. Many former hackers work on penetration testing and hardening networks.”

Agent Andrews asks Sam, “Why are you reluctant to talk about any hacking you’ve done?”

Sam pauses, then replies, “Because I’m not convinced it’ll be good enough to prove my thesis. Like I said when we met before, if I can’t remotely access and take control of a system, then the thesis is limited.”

Agent Andrews, reading Sam’s body language, knows she’s telling the truth. 

Sam continues, “I talked about simple examples of hacking before, but what I’m talking about now is scary if the wrong people figure out how to exploit the capability.”

“Okay, Sam, I get your reservations, but you still haven’t answered the other question–are you interested in joining the team?” says Agent Andrews. 

Surprised by his insistence, Sam replies, “Wow, I didn’t expect that a thesis would lead to the FBI asking me to join law enforcement. My thesis and my research are very focused. I thought I would get a job with a networking company or a company that detects hacking. I mean, would I have the credentials to be successful in a role like this?” 

Agent Nomikos replies, “You’ve already shown that you think out of the box, which is a key criterion. We can help with the other hacking aspects. We need your help to detect and stop these network firmware-based hacks. I’m sure we can answer any other questions you may have, though.”

As they’re talking, Sam looks up and sees two men walking in the door. One is wearing a Boston Red Sox baseball cap and a blue jacket. The other person has a green jacket, which resembles the Celtics’ colors. They both have short hair. The Red Sox guy has a full mustache, and they both have several days of beard growth. They look around the coffee shop. Instead of walking toward the ordering line, they head directly toward the table where Sam and the agents are sitting. The one with the cap reaches into his jacket for something. As she sees him pull a gun, Sam shouts to the agents, “GUN!” Both agents stand up, draw their weapons, and turn around, while Sam drops to the ground and covers her ears. The second gunman draws his gun as the agents stand up.

The gunman with the cap shoots and hits Agent Nomikos in the upper right chest. Agent Nomikos can’t get his gun on target, so he shifts back and starts to raise his gun again. Agent Andrews hits that gunman in the center of his chest, and using common double-shot training, he follows immediately with a second shot. The gunman looks at his gun, then at Agent Andrews. The color has drained from his face, and he collapses.

Meanwhile, the green jacket gunman shoots at Agent Andrews as he is shifting his aim away from the first gunman. The small shift in position causes the shot to hit him in the side.

Agent Nomikos, with a chest wound affecting his right arm, is bringing his weapon up toward the second gunman. The gunman sees he hit Andrews, and that Nomikos is shifting toward him. He shifts to focus on Nomikos as the agent lines up his gun and fires. Andrews fires at the second gunman. The shots from both agents hit the gunman in the chest almost simultaneously.

Those gunshots don’t make the gunman drop to the ground immediately, causing both agents to fire at him again. The gunman gets one more shot off at the same time as the agents, and it goes through the spot where Sam had been sitting and into the wall. He falls to his knees; his breathing is ragged, then he falls onto his side. Agent Andrews moves toward him, kicking the gun away while still focusing his weapon on the gunman. The gunman coughs up blood, looks at Agent Andrews, and then stops breathing.

Agent Nomikos lowered his weapon when the gunman went down, using his left hand to check his chest. It hurts, but he doesn’t see much blood. He can feel that something is wrong, as his breathing immediately becomes more labored.

With both gunmen down, Sam assesses the situation and heads to Agent Nomikos. Ignoring the surrounding chaos, she has to speak loudly because of the crying and complaining. She tells him to put his gun away and sit down. Agent Andrews can see that Sam is checking on Nomikos, and he secures the café.

Agent Nomikos has a chest wound, and his breathing is rapid and shallow. Sam knows that he’s in serious trouble. She rips open his shirt to expose the wound. Once she sees that there isn’t much blood, her fast heartbeat speeds up even faster because she knows it means primarily internal bleeding. If the agent coughs, it will exacerbate the internal bleeding.

She talks to herself, saying, “Think, Sam, think! You need to slow the bleeding! Dad told me to pack the wound to slow down or stop the bleeding until the medics can help. You must control the bleeding.” She pauses and concentrates on her surroundings. Besides the scent of lingering gun smoke and the cries of confused people wanting to leave, she can smell the spilled drinks and hear the clinking of dishes. “Okay, we’re inside a coffee shop.” Sam looks around, her mind kicking into problem-solving mode.

“I need napkins!” She runs to the condiment counter and grabs a bunch of napkins. As she runs back, her brain is telling her this won’t stop the internal bleeding. As she drops the napkins on the table, Sam thinks about what other supplies are readily available and grabs her backpack, pulling out a tampon. She looks at Agent Nomikos and says to him, “This is going to hurt.” As she opens the packaging.

Agent Nomikos says to her, “Κάνε τo”, Greek for ‘Do it’. She doesn’t understand what he says, but she continues. Using the plastic plunger as leverage, she shoves the tampon into his open chest wound hard, sliding out the plastic as the cotton expands in the wound. Special Agent Nomikos grunts and then curses.

During this time, Agent Andrews is securing the shooters and the scene. Feeling better about Agent Nomikos’ situation, Sam goes to Agent Andrews and tells him she needs to check his wound. Agent Andrews’ gunshot wound is on the left side of the upper chest. There is an exit hole out of his back, and both entry and exit holes are bleeding, covering his shirt and jacket with blood. 

Agent Andrews asks, “What did you do to Special Agent Nomikos?” 

Sam’s reply surprises Andrews, “Oh, well, he has an upper chest wound, and I shoved a tampon into it to slow the bleeding. I didn’t have anything else to help.” 

With what sounds like a laugh disguised as a cough, Agent Andrews remarks, “Well, that was a smart move, Sam. Are you going to do the same to me?” 

Sam smiles, “I don’t carry a backpack full of tampons for shooting emergencies, Agent, but you need to be alert when the police get here.”

He replies, “I’m fine for now. I can hear the sirens, so they’re close.” 

Sam tells Agent Andrews, “I’m not waiting - I’m going to apply a bandage to help with your bleeding.” Sam grabs the stack of napkins, applies several to the inside of Special Agent Andrews’s jacket, and tells him to hold them with his right hand. “I can’t put napkins into the wound; I need cloth bandage material.” Sam pulls a 4-inch knife from her backpack, opens the blade, and slices up the coat sleeve on Agent Andrews’s left arm to the elbow. She cut off the coat sleeve and then slices up the shirt sleeve. With Sam working on his wound, Agent Andrews reaches for his phone while looking over to see Agent Nomikos on the phone.

“Agent, I need you to tell me if you have other injuries and how you are feeling. Light-headed, pain anywhere else?”

“My side hurts, but nothing else.”

After cutting off his sleeve, Sam says to Agent Andrews, “I don’t have tape. I need to slow the bleeding, which means I need to have a cloth material in the wound to help your blood clot. This will hurt.” Ripping the sleeve into two strips, she twists the end of the cut-off sleeve into a point and pushes it into the bullet exit hole in his back.

Agent Andrews grits his teeth and takes slow, deep breaths. Sam twists a point of the other strip and inserts it into the entry wound. She tells him, “Hold this as tight as you can.”

Agent Andrews asks Sam, “How do you know first aid like this?” 

“My dad ensured I could handle gunshot wounds in case something happened while we were hunting.” 

“What did you hunt with your father?” 

“Well, obviously, deer during deer season, but most of the time we hunted feral hogs and wild boar around the area. My dad worked out an arrangement with the local farmers and ranchers, allowing us to kill the hogs. The feral hogs will tear up crops and kill baby animals, so the farmers wanted help. His motivation was to get me constant experience with long-range shooting.”

When the police arrive, a female police officer whose name tag reads O’Donnell pulls Sam aside and starts asking for details about what happened. “What is your name, and can you show me some identification?” Sam points to her backpack, saying, “My ID is in the backpack. Can I go get it?” The officer nods, walking with Sam to the backpack. Sam pulls out her ID and hands it to the officer.

Sam detailed her arrival at the coffee shop, her meeting, and the sequence of events. She tells the officer about each shot the agents made in detail. 

Officer O’Donnell asks her, “How do you know those kinds of details?” 

Sam replies, “I was a competitive shooter for many years before college, so I know details about shot placement and movement.” 

Officer O’Donnell continues, “It also looks like you performed first aid on the agents.” 

“Yes, I learned about dealing with gunshot wounds from my father.” 

“Walk me through their wounds and what you did.” 

Sam described what she did and why. “I focused on controlling the bleeding.” 

“You shoved a tampon into his open chest wound?”

“Yes, it was the only thing I could grab quickly that would work inside the chest to slow bleeding. I was worried and couldn’t come up with another solution.”

“Did you apply any first aid to the attackers?”

“They weren’t breathing, so I didn’t try anything with them.”

Sam would repeat this story to everyone she talked to today. Hours later, Sam is exhausted. The agents went to the hospital; the shooters were processed and then moved to the hospital. The café witnesses finished their interviews and left, and she remained there, answering questions. A bunch of other FBI special agents, NCIS special agents, U.S. Marshals, and local police all showed up to help, and they all had the same questions: Who are you? Where do you live? Why are you here? What do you do……The questions and answers were all the same.

Later, another woman approaches Sam. “Hello, I’m Special Agent Nyah Jones from the FBI counter-terrorism unit. You’re Samantha Holzen, the woman the agents were talking to?” Sam nods, and Agent Jones tells Sam, “When two men attack FBI agents in a Boston coffee shop, I need to check if there is a domestic terrorist connection. Can you show me your ID and tell me what happened?” 

Sam lets out a sigh, and the agent asks why. Sam replies, “This is something like the sixth time I’ll be going through the same information. Everyone in law enforcement wants to interrogate me, I mean, question me, and the questions are all the same. I thought the information was shared across agencies.” 

Agent Jones tells her, “I can fix that. You’re with me now, and because you provided first aid to save the agents, I’m going to stop the constant questions about your role in all of this. However, you will need to go through it with me, and I’ll also be asking some different questions. Agreed?” Sam reluctantly agrees and goes through the same information she provided to everyone else. 

Agent Jones moves to specifics: “Upon entering, did the men scan the room or proceed directly to your table?” 

Sam tells Agent Jones, “I wasn’t paying that much attention until they didn’t move toward the ordering line.” 

“Why did you sit facing the door?” 

“That’s a habit my father taught me. He was a Navy SEAL, and I learned to be aware of what’s happening around me.”

“When the first man pulled his gun, you shouted ‘Gun!’ to the agents. Why did you do that?” 

“That’s standard procedure for law enforcement when an unidentified person pulls a gun. It seemed appropriate.” 

“Ms. Holzen, how do you know that’s standard procedure?” 

“Working tactical training with the sheriff’s department back in Texas. My dad had a good relationship with the sheriff, and they frequently discussed handling complex situations. My dad loved to have a plan for the unexpected.”

After Agent Jones questioned Sam for over 30 minutes and most of the other law enforcement left the scene, Agent Jones finally finished. “Sam, I think I’m done with my questions for now. I’m going to walk with you to get you out of this area. Will you be okay to get home?” 

“Yes, this spot was picked because it’s a few blocks from my apartment, and I don’t have a car.” Agent Jones walks a couple of blocks with Sam, thanks her for her help, and then Sam tells her she’ll be fine to head home from here.

On the way home, Sam reviews the events of the past few days. What was going on? Did the gunman show up targeting the agents, or her? How did they know where anyone would be at that time? Was this just a random event?

Then her thoughts get darker. Did the extortion group trace her activity and send these guys after her? She was so careful when accessing everything; maybe she missed something.

What is she going to do now? She didn’t realize what she was getting into when she found and downloaded the database. Everything was more dangerous than she had considered when she accessed the website. Plus, she just met with the FBI and didn’t tell them she has an extortion group’s master list of blackmail targets and victims. She’s now in way over her head if these guys will shoot FBI agents in a coffee shop, if that’s even who the attackers were after.

If these people know who she is, she’s in danger. But if they don’t realize she accessed the database, she could be safe. Should she turn all this information over to the FBI? And if she does, will these criminals find her? She told the agents she isn’t sure she’s a good enough hacker, and now her fears are amplified. What could she have missed? Sam doesn’t have many options now; she needs to be alert and ready.


Five Months Earlier

Sam walks into the lecture hall for class and looks around the room confidently. The lecture hall is about half full of people sitting in their usual groups. Her confidence comes from growing up being taught to handle any situation by her Navy SEAL father. She’s in graduate school because she’s good at math and knows she can do something interesting with an advanced degree. Her father taught her ballistics, and when they went hunting, she was required to perform the calculations mentally. When she realized those calculations came naturally, her path to an engineering degree seemed straightforward. Even though her mother and father never attended college, they encouraged her to pursue her dreams, and she wasn’t afraid of hard work. 

Now working toward her master’s degree in electrical engineering, Sam feels she can take on almost any situation, and her confidence shows. Another graduate student, Dexter, with whom she has a couple of the same classes, is in the classroom. Dexter frequently thinks he’s smarter than everyone else in any room. Still, Sam doesn’t treat him with the deference he feels he deserves, which causes Dexter to target Sam often, trying to show his superiority.

Sam is wearing her usual jeans, shirt, sneakers, and jacket. She’s practical about what she wears until it gets really cold. 

People look at her and see a five-foot-four-inch woman in her early to mid-twenties. She has shoulder-length dark brown hair, no makeup, small stud earrings, and no visible tattoos. She has a watch and usually gets comments about not wanting to get noticed.

Today, they are getting the results of their first major test in ethics class. No one considered it a straightforward test, but Dexter was smiling. The test challenged everyone’s assumptions about what they grew up with and what is the right thing to do. 

The professor wanted to discuss one question on the test that elicited every answer. She brought up the question on the display and asks the room, “What do you think about this question? Should a new hacking exploit be exposed publicly, kept for yourself to use, or only reported to intelligence agencies? Please show your thought process.” The screen showed the question and the three options: 

Release publicly.

Keep it and use it for yourself.

Give it to the government intelligence community.

Sam had given option three as her answer. It was marked with a question mark, not wrong. Dexter answered option 1, which the Professor said was correct. The Professor asks Dexter to explain why he answered that way. Dexter discusses how making it public allows people to learn about and apply fixes more quickly.

Sam raises her hand, saying she completely disagrees. “If you publish an exploit before there is a fix, you expose everyone to being hacked. The intelligence community and cyber researchers use a process to understand the hack and work on a fix before it’s published publicly. The FBI has a dedicated website for reporting exploits and cybercrimes. They don’t immediately publish the information. You don’t know who else may have discovered the exploit and is using it on you, your bank, or against our infrastructure like the power grid.”

The professor asks Sam if she had reported any exploits to the FBI. Sam replies, “As part of my thesis research, I reported a vulnerability that could impact companies and individuals.” 

Dexter says, “Tell us what you reported to the FBI.”

Sam simply says, “No, I will not make the information public. This is exactly the ethical question we’re discussing. Do you want me to release a hack that could compromise your system and steal your information? There is no documented fix, so you will remain vulnerable to the hack for an unknown period. The longer the hacked information is out without a fix, the more people will be impacted.”

Dexter replies, “In contrast, if the information is available, every security researcher can work on a fix.”

Sam shoots back, “Reputable security researchers get access to this kind of information through their work, and with non-disclosure requirements. The best security researchers get information without it being publicly published. When published, every hacker can exploit the information while researchers are working on a fix. Is that your end goal, Dexter, to get access to a hack that’s new with no fix?” Sam didn’t like Dexter’s condescending way of talking to her and women in general.

After her classes, Sam goes back to the apartment she shares with her friend, Claire. Claire is an economics major, working on her Ph.D.

They met in a programming class and worked together to help each other understand the concepts. Sam was not getting along with her original roommates and discussed the possibility of rooming together with Claire later. Claire revealed that she, too, was having issues with her roommate, and after discussing moving with their respective roommates, it turned out that no one was happy. They resolved the situation with a roommate swap: Claire’s roommate moved into Sam’s apartment with Sam’s roommates, and Sam moved into Claire’s apartment. They had developed a close friendship over the semester.

Claire is an inch taller than Sam, with light brown hair that goes to the middle of her back. They don’t look alike, but there have been times at restaurants when they have been called sisters.

That evening, when Sam returns from class, Claire asks her, “How were the exam results?” Sam recounts the discussion about revealing a new hack and what Dexter says in class.

“He’s a dick, Sam; you need to stop wasting energy on him.”

“I have a problem with his condescending attitude and the fact that he’s getting an A grade on every test,” replies Sam.

“Sam, have you considered that he’s so smug because he’s cheating? How else do you explain what’s happening?”

Sam pauses, looks at Claire, and says, “You’re right; I don’t know why I don’t look at the obvious.”

“You’re always looking at the good side, and this is an example of a situation where that doesn’t work. That’s why it bothers you so much.” Claire continues, “What are you going to do about this? You can either ignore him and move on with your life or report the incident and deal with the consequences. If you inform someone, he’ll probably come after you.”

“You mean he’ll be more of a dick than he already is to me. I’ll look into this my way and figure out a plan.”

Claire smiles, saying, “That means you’re going to hack the crap out of him, and he’ll never know.”

“Claire….”

“Don’t start with me, you know more hacking stuff than most people in Boston, hell, the world! Look, you can use your skills to get enough information so the university can do an investigation. You’re not bound by warrants, probable cause, and whatever else. I’ve heard enough growing up to know that giving key information to the right people will make something happen. Find enough to get the investigation going, and then you’re out.”

Sam rolls her eyes at her friend and heads to the kitchen for a snack.

###

A few days later, the weather is in the mid-50s, with blue skies and some wind, but forecasters predict the area will experience a cold front tomorrow. Sam has decided to check out Dexter in her own way. She’s on a park bench in Greene-Rose Heritage Park with her sandwich lunch. Dexter lives in an apartment across the park, close to campus. Sam puts her backpack at the end of the bench, with the utility pocket pointed carefully at the section of the building where Dexter lives. Sam has a small Wi-Fi adapter in the backpack that plugs into a USB port and a special long-range antenna. There’s a USB wire for her computer. The computer is running the Kali Linux distribution on a virtual machine. The long-range Wi-Fi antenna will allow Sam to connect to Dexter’s Wi-Fi from across the park. 

Claire is meeting her to have lunch. Claire starts eating her lunch while Sam is finishing the setup.

She reprogrammed the Wi-Fi MAC address on the USB adapter to make it appear as if it were an old laptop, rather than a new adapter. Anyone in the area who looks up the MAC address would see that it’s from a major computer manufacturer and is several years old.

“Now tell me what you’re doing. I see a laptop and a wire going into your backpack.”

“In the backpack is a long-range antenna that can reach Dexter’s Wi-Fi from here. It is much further than normal systems can reach. Now I’m going to search for Wi-Fi signals he could be using.”

Sam starts the software and begins searching for Wi-Fi signals. 

“I am looking for Wi-Fi in the building’s area where he lives, which could be his. Here is an interesting one: irresistible. Now I am starting the signal capture.”

“How long will this take?”

“Not long, but I need to search for other signals just to be sure.”

She finds a signal with the same frequency and power level, but the broadcast name (SSID) is hidden. Checking, she finds it’s the same MAC address for Dexter’s Wi-Fi. Dexter has a hidden Wi-Fi network, which is the one Sam needs to connect to.

“I found the basic Wi-Fi signal, and checking, I found another signal, his hidden network, which I need to use.”

“Now what?”

“Any device that connects to a Wi-Fi network goes through a very well-defined negotiation to establish the link. The data from this negotiation is what I need. Now I need to wait. Probably when Dexter leaves and returns. That is when his phone will connect and tell me the information.”

Claire leaves for her class after finishing her lunch. After 45 minutes, Sam must decide to wait or leave to get to her class. Frustrated, Sam realizes she’s going to need an alternative approach to get the information. 

###

The next day, in class, Sam sits three rows behind Dexter. Her backpack is on the floor, pointing toward Dexter. The Wi-Fi adapter features a standard antenna this time. She plugs in the USB cable and starts the virtual machine with Linux. She’s already created a script to configure the USB Wi-Fi adapter. It’s set up to look exactly like Dexter’s network. The adapter has the MAC address of his router, and the Wi-Fi channels and network names all match. She activates the network capture and turns on the Wi-Fi.

Dexter’s phone, detecting the network it knows with a strong signal, tries to connect. His phone sends Sam’s system all the information she needs in less than one second. Sam turns off the Wi-Fi, pulls out the USB cable, and focuses on notes for class.

The Wi-Fi hacking process doesn’t give the password directly; it’s shared as an encrypted string. Sam already has a file from the internet containing several million passwords that have been used and previously hacked. The password file contains clear-text, but not encrypted, entries, which is what Dexter’s phone provided. Each line in the password file is encrypted and then compared with the information received from the phone.

To speed the process up, Sam has taken the password file and created a database with multiple encryption methods: Unix login, Windows login, and Wi-Fi WPA2. It’s easy to add more to the database. When the virtual machine retrieves the encrypted string, it performs a simple database lookup to retrieve the password.

When Sam leaves class, she checks on the cracking results and finds out that her system doesn’t have the password. She has a database with millions of passwords, but not Dexter’s.

Dexter has a good, strong password. Sam’s disappointment doesn’t deter her. The simple process hasn’t worked, so she’ll need to resort to social engineering to get the information she needs.


The Social Engineer

At home, she tells Claire what she’s done and what she plans to do. “I need to identify Dexter’s regular friends who could have been in his apartment and used his Wi-Fi.”

“Oh, Sam, I can help with that! I can work on identifying his friends, discreetly, of course.”

“That would be amazing, thank you! Once we have their names, I can come up with a compelling way to engage them, maybe a survey or something. I can come up with a program that will hack their phones when they access the page, and their phones will give me the Wi-Fi password information.”

“You can really do that?”

“Yes, every device stores the passwords for Wi-Fi networks it has connected with. I will read that data from their device. I’ve been researching how to detect hacking, basically digital forensics. Knowing how to detect a hack means I understand how hackers perform their attacks. I’ve learned enough that I can hack them, and they won’t ever know it happened. I need your help to find his friends, help with creating an interesting pitch to get them to engage, and for you to smile at them when we do this.” Sam tells Claire.

“I’m totally in. I’ll ask around about Dexter and get some names. And since they know who you are, you really shouldn’t be doing the interaction part; I’ll do it. We can set it up as a research project that I’m working on. If we need to say anything about you at all, we can say that I got you to help with the tech stuff.”

“Show college boys pictures of attractive girls to get them to engage with a website,” Claire tells Sam.

A couple of days later, Claire has their names and pictures. Claire checks their Facebook and Twitter information, commenting to Sam. “These guys will never get a date, oh my gosh, they are such nerds.” 

“Like me?”

“No, no! You’re different, but in all the best ways. You’re cute, and you have common sense. You don’t dress or act like a nerd, and you certainly don’t behave as if you’re smarter than everyone else. The only way to tell is to watch you on that computer.”

Sam, uncomfortable, changes the subject: “Now that we know about them, we need to create a test product on a website. I agree with you; we should show them pictures of pretty girls.” 

Claire laughs, “I’ve been thinking about what I can say and show them. I can tell them I’m conducting a study on how picture backgrounds influence choices on dating sites. I’ll show them pictures of three or four models, each with four backgrounds. All in random order and let them rank them one through five. Will that work for you?”

“Yes, that’s it! If you can provide the pictures and backgrounds, I’ll merge them and create the site.”

“Sounds good, I’ll get you all the pictures tomorrow.” Claire puts her hand up, “Don’t leave me hanging, Sam. Operation take down Dexter is underway!” Sam awkwardly high-fives her friend and bursts into laughter.

“Tell me how this will work, Sam.”

“The starting website or landing page will ask for a cell phone number. The site will tell them that the cell phone will enter them into a random drawing to win a gift card. When they enter their phone number, the system will send a confirmation text with a link to the rest of the survey. It will then display the pictures in a random order, accompanied by five buttons at the bottom labeled one through five. The test subject will grade each picture. In the end, there will be a page to grade the survey on a scale of one through five. Was the survey easy and intuitive?”

“But how is that hacking them, and you can do all of them at the same time?”

“The hack will happen in the background when the SMS text is sent to the phone. From that text, the server will inject code and take over their phone. The initial program is small and will then download a larger payload. That larger file will begin pulling data from the phone. I initially created the program to get Wi-Fi passwords from the phone, but after considering these guys, I added browser history, usernames, and passwords from browser-saved websites.

One afternoon, when Dexter isn’t with the group, Sam texts Claire, ‘It’s time.’ When Claire arrives, Sam gives her a small page with the website address printed as a QR code.

Claire tells Sam, “Here goes nothing.” She approaches people at various tables and asks them to help. Claire gave the intro speech and let them scan the QR code. When they finished, she asked them for feedback. She did this with several people as she moved toward the friend’s table.

When she approaches the table with Dexter’s friends, Claire says, “Excuse me, would you gentlemen help me with my project? It’s short and simple: you access a web page and grade some pictures. I’m working to see if backgrounds make a difference for dating apps.” She smiles nicely at all of them and says, “Please.”

One friend says to the others, “We can take a break; Dexter isn’t here yet.” The second friend asks, “What do we need to do?”

Claire pulls out the QR code and puts it on the table. “Please scan the code to get to the website, then follow the prompts. When everyone is done, I’ll get your feedback on the process.”

They all scanned the QR code and accessed the website. The site shows a page for them to enter their cell phone number. When the site requests the phone number, they all enter it and then receive a text message with a link. The link directs them to another webpage to continue the process. When each had finished, they set down their phones.

When the last one put down his phone, Claire continues, “Thank you all; my questions now are about the survey process. Was the survey simple enough, intuitive?” Claire makes notes based on their comments, says thank you for their help, and walks to another table. 

Sam left the building earlier and is working on the data while Claire finishes up her “survey” work. She arrives 30 minutes later and immediately asks Sam, “Did you get what you needed?”

Sam is on her computer and replies, “Yes, and more. They all have campus administrative websites in their browser history. They may all be cheating.”

Claire gives out a low whistle, “You busted this wide open, detective. Now, what are you going to do?”

“I still don’t have the details I need. That they have a website in their browser history is not enough. I need to get into Dexter’s network and see what I can find.”

“What are you looking for?”

“First, I need to see what is on his network, then find where he could store information.”

A couple of days later, after her classes, she returns to the park bench and, using the information, connects to Dexter’s network. Now she finds the next problem. Dexter has set up his network so that it won’t provide an IP address to unknown devices, only to the specific devices he has configured. This is simple for Sam to fix now that she’s connected to Dexter’s network.

“Okay, let’s see what we can find,” Sam mutters to herself as she searches his network. Dexter does not know that Sam has connected and is scanning his network. She starts with an NMAP scan using the Linux virtual machine. After that, she scans with Bettercap.

Sam can detect a network-attached storage device, two cameras, a Linux computer, a MacBook Pro, two phones, and Dexter’s router. 

After scanning the open ports, Sam finds the router has an open Telnet and secure SSH port. The open Telnet port is a trap to log anyone trying to access the router.

She connects to the IP cameras and finds that one faces the door, capturing anyone entering. Dexter probably has set it up so that he’ll receive a phone alert if the camera detects motion. The second camera is facing his computer equipment, so he can check if someone is there and what’s happening on the screen. If someone remotely accesses his desktop, he can see the screen change. The camera stores data locally and then streams it to the cloud using network traffic. Sam doesn’t have access to his cloud storage, YET, but that’s not needed for what she’s trying to accomplish.

Dexter is sitting at his computer with his back to the camera as Sam watches. She can’t tell what he’s working on at the computer, but it’s interesting to know she can watch what he’s doing, and he won’t know. Now that she has access, she’ll come back later to learn more.

A few days later, Sam returns to the park bench, connects to the network, and starts working on the network-attached storage device. She has already researched the details of the device and has several ways to hack into it.

Once she’s on the device, she needs to figure out what he has and what’s useful. She looks at several directories, then focuses on ‘school’. He has a folder for each class, and in that folder, it appears to contain homework and tests. How does he have access to the tests they’ve taken? Students complete the tests in class on paper. In the leading school directory, there is a file called ‘access secrets’. It contains several login IDs and passwords. The only logical conclusion from this information is that Dexter has been hacking the professor and stealing tests. This is the proof she needs.

Sam captures as much information as possible until it’s time for her evening class. She wants to create a file of information that will lead to Dexter’s arrest. Finding proof that he hacked the school system makes her want to report to immediately. The problem is that reporting him will expose that Sam hacked his system and put her in trouble. Sam has the information she needs, but she must be careful about how to expose him.

###

Thursday, Sam has her mixed martial arts training class. It will be cathartic for her to have a workout; she can work out some of her frustrations with Dexter. 

She diligently went to class and worked hard as her primary way to stay physically fit. When she started, the instructors liked her work ethic, and she progressed quickly from the beginning. After several months, Sam had progressed enough that the instructor started regular sparring matches.

All the students rotated through the sparring. Every few weeks, the instructors matched Sam with someone. Her last match was with a much more experienced woman. Initially, the woman was aggressive, while Sam was timid, and things were not going well. 

The woman says to her, “Fight like I’m going to hurt you.” 

The instructor yells at her, “Are you giving up? Should we stop?” 

Sam gritted her teeth, clenched her fists, and changed her stance. She beat the more experienced woman. That was two weeks ago, and tonight there would be another sparring match.

The start of the class was normal; everyone warmed up, stretched, and then did basic movements. This week, the instructor put Sam with a more experienced man. He was taller and about 50 pounds heavier than Sam. For the sparring match, they both put on cloth hand wraps. It covers the knuckles and helps support the wrist, allowing for free movement of the fingers for grasping.

When the fight starts, Sam is nervous. She has seen him spar before, and he hits hard. Cautiously testing him with simple moves. She figures out that he brings his right hand down to his ribs every time she punches toward his abdomen. He is protecting his ribs on his right side. After a minute, Sam parried a punch, struck his ribs, and delivered a powerful left cross to his jaw. He takes a step back, shakes his head, looks at Sam, and brings his fists up.

Because of the instructor’s push during the last sparring match, she doesn’t want to back down. She’s thinking he has injured ribs, or this is a ruse to have her make a mistake. The only solution for her is to be aggressive.

Sam shifts to a left-handed stance; this puts her forward hand closer to his ribs on the right. She punches at his head as he comes in, then immediately swings her left leg up for a kick to his ribs. The man immediately moves his arm down, and that’s when Sam turns the kick into a step forward and punches him in the jaw again. The man staggers back, and Sam follows him, punching him with her left and then right fists in the ribs. When he brings his arms down to protect his ribs, she punches him in the jaw again. This time he collapses, semi-conscious on the mat. Sam steps back as the instructor checks on him.

The man quickly recovers, stands up, looks at Sam, yells, and lunges for her. Sam moves back quickly, waiting for the instructor to intervene. The instructor doesn’t move. Realizing that she must deal with the situation and that this could be dangerous, she instinctively lets her combat training kick in.

When the man dives to tackle her, she drops onto her back. Bringing her legs up and putting her feet on his chest, she shoves upwards. From his momentum, the man goes flying over her head, off the mat, and into the wall. He plunges to the ground, trying to break his fall with his right arm as he lands on his right side. The man grunted and curls up when Sam stomped on his groin. As he moves his hands to his groin, Sam punches his abdomen and then his face.

The instructor grabs her, and Sam immediately grabs his hand and twists as she rolls away. This causes the instructor to be off-balance and tumble onto the mat. Sam continues rolling and is on her feet instantly. The instructor, surprised, looks at Sam while rubbing his wrist and starts getting back to his feet. Her sparring opponent staggers to his feet and sees Sam looking at him differently. She approaches him when the instructor gets in the way. 

Sam yells at her opponent, “That was BULLSHIT! That wasn’t sparring. If you ever attack me like that again, I’ll put you in the hospital!” Turning to look at the instructor, she shouts in his face, “You were bullshit as well!” Sam walks away, telling the instructor she doesn’t know if she will be back.

She goes to a bench to unwrap her hands, then grabs her bag as the instructor approaches her. He asks if she’s ok. Sam replies, “Yes, and that shouldn’t have happened.” The instructor says, “I’m sorry, I didn’t expect this.” 

Sam responds, “You ensured I was out of the way to check him but didn’t check him or my readiness to restart. You let him come at me and that pissed me off more than him attacking me.” She put on her jacket and starts walking toward the door. The instructor calls her name, and she keeps walking. The woman she had sparred with previously shouts, “Don’t leave! Stay and kick his ass again!”

Sam leaves and walks home. She would take the bus to and from the gym, but today she needs to walk and calm her head.

At the apartment, she tells Claire about what happened. “My frustration has been building with the Dexter cheating situation. The sparring match was a good way for me to vent my frustrations. I should have kept it together, let him land a few punches.”

Claire smiles, saying, “You would have just hit him harder after that.”

“Yeah, but I could have been smarter and kept the match going much longer, giving me more opportunity to use the man as a punching bag.” 

“Yes, I have to agree with that part. But do you feel better?”

“I do; I really do. And now I know the instructor is a prick and I won’t be going back to that gym.”


Home for Christmas

Sam’s last final is on Thursday, so she flies back to Texas on Friday. She’s looking forward to getting home and seeing her mom and grandmother. Her plane lands at DFW airport late in the evening, and her mom is waiting to pick her up. After a big hug, her mom rushes her into the car so they can make the two-hour drive home from the airport.

The familiar smell of Mexican food and lemon cleaner greeted Sam as she entered the living room. The familiar smells and surroundings melt the stress of the long travel day, and Sam feels herself relaxing while also realizing that she’s hungry. She hopes to herself that there will be homemade tortillas on the dinner menu tonight. She takes a quick look around the living room, noting that it’s the same clean and tidy home she remembers whenever she’s away.

Her grandmother comes out of the kitchen and immediately puts her arms out for Sam. “Mija!” her grandmother calls to her, “Ay, hermosa, estás tan flaca. ¿No comes en esa escuela elegante?” Sam hugs her grandmother, chuckling at her ridiculous question, and says in Spanish, “Hola abuela. No sé si soy flaco, pero no tengo comida deliciosa como la que puedes cocinar. Huele fantástico aquí!” 

“No estoy seguro si entiendo ese acento tuyo, pero vamos a comer en un minute.”

“Abuela, Boston is not the best place to use Mexican Spanish. There are more Puerto Ricans and Dominicans than Mexicans. Besides, it helps when some people don’t think I can understand what they’re saying. I’ve walked out of businesses when they talk about charging me more or say gross things about me because they think I can’t understand. I’m no fool.”

Sam has the complexion of her German father rather than her Mexican mother. For better or worse, this gives her some advantages when in a mixed group. She knows many people hold biases. Therefore, when someone observes a group including her and a darker-skinned woman, they will select her first. Not fair, but that’s how it seems to work in most circumstances. She also has to deal with trying to interact with Spanish-speaking communities that consider her an outsider. Most people are unaware that she’s fluent in Spanish and has conversational ability in German.

“Sam, don’t hide your heritage; it’s part of what makes you special.”

“Abuela, I don’t hide it, I just don’t make a big deal about being Mexican or German. I’m very proud of my background, but I also love learning from other cultures. I’ve taken part in wonderful cultural experiences that’ve truly opened my eyes to the similarities in traditions across the world. What you taught me about being kind and accepting others is completely true. But don’t tell anyone, your food is still the best.” Sam winks at her grandmother while her mom laughs. Her grandmother pinches her side and tells her to get ready for dinner.

After dinner, her mother, and grandmother wave Sam off while they clean up. Her mother and grandmother clean houses around the area, so they keep the house clean all the time. Sam grew up with a strong work ethic and learned at an early age how to clean and maintain a neat space. Claire thought Sam had OCD because she kept the apartment clean all the time. Sam didn’t consider it unusual that she would stack dishes, wipe tables, and counters, or organize recycling.

Growing up, when her mom or grandmother was sick, Sam would go with the other person to clean the houses they had scheduled. Sam’s mother pushed for college to prevent her from working as a maid and often grumbled when Sam had to cover for her. But that work ethic stuck with Sam.

Christmas is on Wednesday this year, so Sam’s mom and grandmother are scheduled to clean on Monday the 23rd and the morning of the 24th. They discuss the menu for Christmas dinner and agree that Sam will do the shopping. She also needs to buy presents for them, so the timing works for her. 

They prepare the Christmas meal on the 24th. Every year, her grandmother insists on making a meal for the women’s shelter. On Christmas Day, they deliver the meal and spend much of the day there, talking with the women and their children while helping to set up the meal for everyone. Sam has been doing this with them for as long as she can remember, but she’s always surprised by the women and their kids. They’ve all been in bad, often dangerous, situations, but they made the hard choice to leave and move forward with their lives. When Sam, her mom, and grandmother return home, they finally put together a meal for themselves.

There were only a few things they did outside the house whenever Sam was home. Her mother didn’t like to interact with people much or draw attention to herself. Sam knew her parents had both suffered abuse as kids and assumed that experience caused her mom’s discomfort.

When Sam turned twelve, she began training and competing in shooting, and she and her dad would have long talks as they drove around the state for competitions. Her dad talked to her about bringing her grandmother to live with them because her grandfather was abusive and violent. Dad told her that her mom ran away from home at 15, never finished high school, and never went back to her hometown because of her grandfather’s abuse.

Dad talked to her about having a positive outlook, even in adversity: “Figure out what you can accomplish, what you want, and go for it. Practice and hard work are progress towards your goal,” he shares details about his childhood and joining the Navy after school. Her mother didn’t talk
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