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			CHAPTER ONE

			 

			 

			SIX TIMES SEVEN IS NOT FORTY-ONE

			This is a book about how facts—truths—have lost their power to hold us together as a community, as a country, and globally. The diminishing belief in truths, in favor of “alternative facts” or even conspiracy theories, has massively eroded trust around the world—in institutions, in political leaders, in scientists, in doctors and other professional experts (even that word is suspect), and in our own ability to solve our communities’ problems. As a result, civil society is unraveling.

			If different people believe in different versions of the truth, there is no real truth shared by all. Truth shrivels away and dies—and what binds us together shrivels away, too. Mistruths, invented “reality,” manipulation, distortion, and paranoia replace truth. Chaos replaces reason and civility. Power comes not through ideas debated civilly in democratic processes but to those who generate the most distrust for their own purposes.

			This crisis is not inevitable or irreversible. There are a variety of specific, practical steps, outlined in Chapter 15, that we can take to reverse this devastating erosion of trust. But first we have to confront its magnitude and understand how it happened.

			There has always been an instinct on the part of some people not to want to face facts or at least to try to paper them over. I remember parents’ visiting day thirty years ago, when my daughter’s grade school teacher answered “I disagree” when a student said that six times seven was forty-one. Yet even at this progressive school most parents rolled their eyes. We all seemed to agree that it’s a fact, not an opinion, that six times seven is not forty-one, just as we believed that the 1969 moon landing was not faked.

			Those who preferred alternative facts or to demote facts to matters of opinion were a relative few, and the issues they focused on were not nearly as abundant. That has changed. Newer myths, invented “facts,” and conspiracy theories have much greater followings, boosted, as we will see, by the amazing reach and power that social media and other technology now have to target and convince susceptible believers. We thought these were communications innovations that would bring the world together. Instead, we have seen them split us apart into an infinite collection of warring tribes with infinite fears and grievances.

			The decline of truth—the level of distrust in what should be accepted facts, conveyed by what were once trusted sources of information—is unprecedented. For example:

			
					The October 2023 mass shooting in Lewiston, Maine, was not a “false flag” staged by pro-gun-control groups. But less than twenty-four hours after the shooting, that false flag story began to spread widely on the internet’s array of conspiracy theory websites and on social media platforms. An October 26, 2023, article on the conspiracy website TheBurningPlatform.com, titled “Maine Manhunt: Back to the Staged, False Flag, Mass Shooting Psyops,” blamed the shooting on the “New World Order globalist cabal.” On X, a post by a man who has 135,000 followers and who had paid X $8 a month to get a “verified” account with a check mark reported that “the FBI just staged another shooting. All major shooters end up having connections to the FBI.” The post got 96,900 views within twenty-four hours.

					The measles vaccine works and is safe. It does not cause autism, ADHD, or any other illness. That’s a fact. But skepticism about this long-proven science now abounds. In the United States, as misinformation about the vaccine has proliferated online, measles vaccination rates have dropped, and measles outbreaks, unheard of for decades, have occurred in communities where that skepticism prevails. European countries have seen a similar trend.

					5G cell technology doesn’t cause cancer, nor did it cause COVID-19, but those twin myths—which were promoted, beginning in 2019 by Russian disinformation operations because Russia was behind on the technology and wanted to discredit it—spread so virally that technicians in the U.K. working on phone lines were attacked by angry mobs.

					The riot at the U.S. Capitol on January 6, 2021, was not a false flag operation engineered by the FBI. But a poll conducted by The Washington Post in January 2024 found that 25 percent of Americans, including 34 percent of Republicans and 30 percent of Independents, believe that that is probably or definitely true.

					Ukraine did not sell weapons donated by the United States to Hamas for it to use in its October 2023 attack on Israel. But users of X saw multiple versions of that false story promoted by people including the former Russian president Dmitry Medvedev—who posted that “the weapons handed to the nazi regime in Ukraine are now being actively used against Israel”—and the U.S. representative Marjorie Taylor Greene, who wrote, “We need to work with Israel to track serial numbers on any U.S. weapons used by Hamas against Israel. Did they come from Afghanistan? Did they come from Ukraine? Highly likely the answer is both.” Her post was then quoted by the Russian state news agency RIA Novosti in an article titled “The US Congress Said That Kyiv Could Have Armed Hamas to Attack Israel.”

					The deceased Venezuelan dictator Hugo Chavez did not engineer Joe Biden’s election. Nor was the election rigged in any other way. Yet as of 2023, 29 percent of Americans believed the election was stolen from Donald Trump, including 61 percent of Republicans. And 66 percent of those who voted in the January 2024 Republican caucus in Iowa did not believe Biden won the election legitimately. For them, the vote tallies—certified by Democratic and Republican election officials and civil servants—are a matter of opinion.

					COVID vaccines work and are safe, as the real data from all reputable sources proves. Yet in the United States in 2023, 36 percent of all Americans and 60 percent of all Republicans didn’t believe that the benefits outweighed the supposed risks. As a result, vaccination rates were lower, and COVID-related deaths per capita were higher, in states that Donald Trump won in 2020. As hard as it is to believe, vaccines of all kinds are now a political issue, another matter of “opinion.”

					Barilla pasta was not withdrawn from the market in Italy because it was found to be infested by insects. Nonetheless, a video promoting those claims enjoyed more than a million views on TikTok in 2023, prompting a social media campaign to boycott the popular pasta.

					The embarrassing material found on Hunter Biden’s laptop was real and not planted by the Russians. Yet a 2023 poll found that 41 percent of Americans, including 59 percent of Democrats, believe it was not real and was Russian disinformation.

					The April 2022 presidential elections in France were not rigged. But in the month prior to the election, 14 percent of surveyed French voters believed the election would be illegitimate, while another 31 percent were unsure whether the official results could be trusted.

					President Donald Trump and his postmaster general did not concoct a plot to remove mailboxes from the streets in swing states just before the 2020 election in order to suppress mail-in ballots. But an August 2020 photo of a mailbox being removed as part of a routine program, meant to replace boxes that were going unused as snail mail volume declined, went viral across the Facebook and Twitter accounts of Democratic politicians and others opposing Trump, buttressed by popular left-wing activist websites like the Daily Kos and popular liberal cable television programs like MSNBC’s The Rachel Maddow Show.

					The Russians did commit atrocities in Bucha and elsewhere throughout Ukraine, and Ukrainian generals did not wear swastika armbands. Nor did Ukraine start a war with Russia on orders from Washington, use the country’s children as human shields, or spread radiation throughout Poland. Yet the Russian propaganda machine—flourishing on YouTube, TikTok, Facebook, Instagram, and Twitter, and on 453 high-traffic websites controlled by Moscow and directed at Russians, Ukrainians, and the rest of the world—has effectively boosted all of those myths. Such is the reach and aggressive posture of the Russian disinformation apparatus that when a company I co-founded[*] issued a report that mentioned one such disinformation video running on YouTube, which YouTube then removed, the Moscow-based operative who had made the video began a disinformation and harassment campaign against me and my family. It included hiring a drone to film my home for a new YouTube video.

					The baseball great Hank Aaron did not die from a COVID vaccine, nor did the actor Matthew Perry. But a barrage of tweets spread that misinformation to hundreds of thousands of people around the world within days of their deaths.

					Colloidal silver, a liquid containing silver particles, does not cure cancer, AIDS, or diabetes. Yet multiple websites, including one with sixty-two times more online engagement than the website of the famed Mayo Clinic, say that it does. These websites have a thriving business of selling these cures to those it convinces that oncology and chemotherapy are scams. As we’ll see, sites like these also get financial support from all kinds of blue-chip advertisers, including celebrated cancer care hospitals. This support is not intentional. It’s the jaw-dropping result of another tech innovation, called programmatic advertising, that places their ads by algorithm, with no regard for the misinformation their ads are financing.

					NATO troops were not secretly fighting in Ukraine, but a twenty-second-long video, uploaded by a pro-Kremlin TikTok account declaring that “World War 3 was already starting” and purporting to depict them in battle, was seen more than six million times on TikTok before making its way to Facebook, YouTube, Instagram, and Twitter. (The video was actually filmed two years before at Kabul Airport in Afghanistan.)

					The CIA did not stage protests in Hong Kong against the Chinese Communist Party’s crackdown there. Nor did it stage the Arab Spring protests or the Sunflower Movement in Taiwan. But an elaborate online campaign was launched by China’s propaganda machine in the spring of 2023 to tie the CIA to these and other worldwide movements that threaten China and Russia. It received widespread coverage across Chinese and Russian broadcast and social media platforms.

					A gas leak at a polling center did not rig the November 7, 2023, election in favor of Democratic Kentucky governor Andy Beshear, but within a day of his reelection in the heavily Republican state three popular X users had posted versions of that false claim, and it had received more than 2.5 million views and been reposted more than 15,000 times.

			

			

			—

			There is nothing new about people being whipped into a frenzy and turned against each other with misinformation or disinformation. Cleopatra was smeared by her and Mark Antony’s enemies two thousand years ago. There were the religious wars of the Crusades in the eleventh century, the Salem witch trials in Massachusetts in the seventeenth century, and, of course, the twentieth century horrors of Hitler’s propaganda and killing machine in Europe. There were Mao’s Cultural Revolution in China, Stalin’s political repression in the Soviet Union, and the Red Scare and Joseph McCarthy’s communist witch hunt in the United States. More recently, American politicians have frequently misled their constituents, notably about progress in the Vietnam War and proof of weapons of mass destruction in Iraq. And, of course, yellow journalism and religious extremists around the world often pushed people and countries into wars throughout the last two centuries.

			But now the power to create that frenzy—the power to communicate—has gone from the slingshot age to the nuclear age. And it is continuing to accelerate as new generative AI models go far beyond the harm caused by social media by spreading false narratives at greater scale and more persuasively. Technology has given disinformation—the deliberate spreading of falsehoods to advance political interests or a cause, or to con people into parting with their money—unlimited reach and speed to create a contagion of believers. The believers then use the same technology, particularly social media postings, to create a plague of misinformation—falsehoods spread by those who may not know or care that what they are promoting is untrue.

			After the printing press was invented in the fifteenth century, there were efforts to regulate who could have access to one. It was celebrated as a breakthrough in advancing learning and knowledge, but also seen as a powerful weapon if used by the wrong people. Ultimately, those hoping to control these new tools of mass communication were regarded, correctly, as fearing free speech and the free exchange of ideas that might shake their hold on power.

			Initially, the internet enjoyed the same reception. It was celebrated almost unanimously as a wonderfully liberating force. And it is. The internet allows anyone and everyone to be a publisher and to publish instantly to anyone in the world. That’s the good news. But it turns out that the bad news is also that the internet allows anyone and everyone to be a publisher and to publish instantly to anyone in the world.

			A Chinese propaganda video in which a Russian Defense Ministry spokesman claimed Americans had a bioweapons lab in Ukraine that created the COVID pandemic wasn’t a pamphlet handed out on a street corner. It was seen by people around the world on Facebook and no doubt by even more people in China, who saw the video on Chinese state television.

			Today’s media tools can be used not just to distort the truth for millions of people. They can also do it in a way that hides the damage from the rest of us so that we cannot counter it effectively. As we shall see, international disinformation campaigns like this bioweapons hoax—and even campaigns aimed at distorting reality related to local issues or local politicians—are targeted using social media groups and forums that have lured people into joining based on what the platforms’ algorithms signal are their susceptibility to these messages. As a result, they can go unnoticed by others who would want to counter them. For example, the United States was caught flat-footed when the Ukrainian weapons lab conspiracy theory went viral, just the way doctors were initially dumbfounded when parents in California and in Germany started resisting measles vaccines for their children.

			These subject-specific myths and hundreds more spreading online at any given time gain strength from, and contribute to, a continuous loop in the erosion of trust in the institutions that people would otherwise rely on to steer them to the truth. Trust in the U.S. federal government to do the right thing all or most of the time declined from about 73 percent in 1958 to 16 percent in September 2023, according to the Pew Research Center. The Wall Street Journal made headlines in 2023 when it reported on a poll that showed belief in standard American values was on the decline. Interest in patriotism, religion, having children, and community involvement all declined, while interest in money increased. The 2023 Edelman Trust Barometer, an annual global survey, reported that 46 percent of people say that the government is “a source of false or misleading information,” while 42 percent say the same about the media. A year before, the report found that “concern over fake news being used as a weapon [to sow division and undermine democracy] has risen to an all-time high of 76 percent.”

			It’s not that everyone has become paranoid. These institutions have indeed become less dependable. It was not a long leap to believe that Donald Trump’s post office was plotting to suppress mail-in votes given his administration’s actual abuses of power. In this case and many others, leaders in charge of governments, businesses, media operations, and other key organizations have realized that they can get away with peddling their own snake oil.

			Moreover, “innovations” in media technology have made it difficult to tell which institutions to trust, leaving people wary of them all. Seen in a Google search or linked to in a tweet, a website that promotes false cancer cures looks exactly like the website of the American Cancer Society. A website or TikTok post from a Russian propaganda operation promoting an elaborate conspiracy theory about the United States aiding Ukraine because it’s a way for the Biden family and/or the Democratic National Committee to launder money can be made to look just as legitimate as a dispatch from Reuters or The Economist. And a significant subset of people are likely to believe it. As the scholar Walter Russell Mead wrote in 2023,

			
				In times like these, people hunger for explanations—for a way of connecting the dots to make sense out of the cascade of events. This is why we live in an age of conspiracy theories. Those theories are often desperate attempts to make sense of an unpredictable and terrifying world. It might be depressing to think that the world is controlled…by the Elders of Zion, the Deep State or a grand corporate conspiracy, but at least one has the comfort of knowing who the singular enemy is. Knowledge gives power, and even the illusion of knowledge that comes from embracing a conspiracy theory can feel empowering, at least for a while.

			

			It’s about to get much worse. We are beginning to see generative AI give people pushing misinformation or disinformation the ability to make phony websites or social media posts at exponentially greater scale that are also much more convincing and can target their victims even more precisely.

			The snake oil isn’t just a tool of the right. As we will see, liberals have also perfected the tools of undermining facts and truth. In the United States, liberal political action committees have secretly financed websites posing as independent news start-ups. Their organizers piously claim to have created these sites to fill the “news desert” caused by the decline of legacy local newspapers. Instead, they publish articles on websites and on social media platforms that support Democratic candidates in swing election districts while attacking their opponents. And with generative AI they have a new weapon that multiplies their reach, using bot-written websites to present alternative versions of the truth. It’s another especially insidious step at undermining trust in institutions—in this case local news, which has long been regarded as the most trusted news medium.

			Greed is central to the story, too. It has driven social media outlets to develop products that do not put safety and a civil society first—as they take advantage of being largely immune from liability under laws dating from the dawn of the internet, before these platforms were invented and before the harms they cause became clear. Money has also distorted policy making more broadly to favor the rich, further disenfranchising and alienating the non-rich so that they are increasingly easy prey for the conspiracy theorists and snake oil salesmen.

			That growing alienation is a key point. This is not just about “bad” people. It is about how the death of truth, and, therefore trust, has caused so many “normal” people to be derailed into acting badly by predators or by people who have themselves been deluded. And it’s about the new tools that technology has given them to spread distrust.

			This toxic mix that has caused so many people to behave so far outside any community’s social norms is gathering steam. We are living in a world in which once law-abiding citizens stormed the Capitol in Washington to overturn what they were convinced was a rigged election, or attacked utility workers installing 5G equipment in London in order, they were told, to prevent the spread of COVID.

			Facts are twisted so often and spread through such potent online media platforms that no one knows what or whom to believe. Maybe that reputable company’s pasta is infested. That nice woman on TikTok seemed to know what she was talking about. Aid to Ukraine really could be a plot by the Biden “crime family.” Who knows? I’ve sure read and heard a lot lately about Biden and his son. The popular website with the guy in a lab coat saying oncologists are ripping off cancer patients who should instead buy the website’s package of colloidal silver seems to be making sense. It’s worth a try. Besides, I can never understand what my doctor is saying, let alone decipher or pay his bills.

			Living together fruitfully and happily is about trust. Enough people must trust the same facts and trust each other to rely on facts for societies to make decisions based on those facts. That means that they have to trust the leaders and institutions that are responsible for those facts to be telling them the truth, not their version of the truth: businesses, legislatures, government agencies, the courts, doctors, teachers, religious leaders, climate scientists, and the media that purports to be providing reliable news and information. If we trust little or nothing because we can’t tell the snake oil from the facts, everything breaks down. We cannot have a democracy. Ultimately, we cannot expect a civil society. But if we can understand how truth has been so eviscerated, we can see how to restore it.

		

		
			Skip Notes

			
				* The company, NewsGuard, rates the reliability of online news sources.

			

		

	
		
		
			CHAPTER TWO

			 

			 

			THE LIBERATION OF THE “GOOD SAMARITANS”

			On August 4, 1995, a three-paragraph amendment was offered to a much-heralded 128-page bill pending in the U.S. House of Representatives. The goal of the legislation was an overhaul of telecommunications law in the United States, spurred by the bipartisan recognition that the booming twenty-year-old cable television industry was becoming a major force that required sweeping changes to a regulatory scheme that had been put in place sixty-one years earlier. That was when the Federal Communications Commission had been created to regulate the telephone, telegraph, and radio industries. These 1995 revisions were intended to establish a framework for deregulating phone service and for enabling cable’s continued growth. The goal was to encourage competition and outlaw anticompetitive practices while protecting important legacy video providers, including over-the-air broadcasters and public service television.

			To most members of the House, the three-paragraph amendment presented on August 4 was an afterthought. It was added on the morning of the same day that the House would vote on the overall bill, and it had nothing to do with telephones or cable television. Rather, it was focused on a far more embryonic communications technology—the internet, to which 14 percent of American households had access in 1995, almost all of it via telephone dial-up.

			The leading internet service was America Online, or AOL, which had approximately one million members in 1995. Its two competitors were Prodigy and CompuServe. All three charged a usage fee that entitled users to dial via their telephone line onto the internet, which then allowed them to send email and have access to a variety of subject-area web pages, or portals, so that people with common interests could congregate around the same content offerings. These portals also contained message boards or comment sections, where users could post their own content and engage in discussions with other participants in that community. The ability of users—rather than only the proprietors of AOL, CompuServe, or Prodigy—to add their own content marked the beginning of what became the interactive internet. With a simple click, users could be contributors, not merely passive readers.

			These editor-less content platforms presented a new legal peril—which was the subject of the little-noticed amendment. If someone who chimed in on one of those discussion groups said something libelous about someone else, could the victim sue not only the commenter but also the platform that had enabled the libel to be sent out to thousands or millions of others?

			Four years before the amendment was introduced, a federal court in New York had ruled that CompuServe should not be held responsible for a comment that a publisher called Rumorville had uploaded onto CompuServe’s subject-area forum where journalists gathered. The Rumorville publisher’s comment accused a rival publisher of unethical practices. Arguing that it exercised absolutely no control over what its users posted, CompuServe quickly won a summary judgment. The judge ruled that “the requirement that a distributor must have knowledge of the contents of a publication before liability can be imposed for distributing that publication is deeply rooted in the First Amendment.”

			The interactive platforms’ apparent immunity from responsibility did not last long. In May 1995, two months before the amendment to the Telecommunications Act was proposed on the House floor, a New York state trial court had held that Prodigy could be liable for publishing third-party content. The difference between this and the CompuServe case, the judge ruled, was that one of Prodigy’s selling points to consumers was that it did make efforts to remove inappropriate content. Therefore, it should be responsible for the content that was allowed to appear on the platform. The plaintiff, a Long Island over-the-counter brokerage house that had been accused on Prodigy’s “Money” forum of illegal conduct by an unnamed contributor, was able to negotiate a damages settlement with Prodigy.

			Taken together, the two rulings seemed to be penalizing responsible business practices and rewarding the opposite. Doing nothing to screen online content would keep the platforms safe from legal consequences, but taking steps to screen it would put the platforms in jeopardy. This seemed to invite the infant industry to grow into a no-man’s-land of pornography, misinformation, and disinformation.

			It was against that backdrop that a new section, called the Communications Decency Act, or CDA, had been added to the Telecommunications Act. The CDA’s additions mostly related to making it illegal to use a telephone or the internet to communicate “lewd, obscene, or indecent” content. (Most of those provisions would later be declared unconstitutional restrictions on speech.) The three-paragraph amendment added to the CDA section of the Telecommunications Act—Section 230—was written to deal with the way CompuServe had been able to avoid a libel suit, while Prodigy had not.

			The sponsors of the amendment were Christopher Cox, a Republican from California, and Ron Wyden, a Democrat from Oregon. Cox took the House floor on the morning of August 4 to assert that the content bans included in the proposed Communications Decency Act were unlikely to work. No “army of bureaucrats” could enforce it because “there is just too much going on on the Internet” for them to “get there in time,” he argued. Instead, the California Republican said, the platforms should do the screening.

			However, he added, “the existing legal system provides a massive disincentive for the people who might best help us control the Internet to do so.” He then described the Prodigy and CompuServe cases, saying that the decisions had produced a “backward” result. “We want to encourage people like Prodigy, like CompuServe, like America Online…to do everything possible for us, the customer, to help us control the portals at the computer,” Cox explained. He also noted that because of the large volume of content flowing through these portals, the platforms already had plans to buttress their own screening for harmful content by providing software and other tools to help consumers make their own choices about what content they would receive.

			At the time, the flood of content flowing through these platforms and the rest of the internet that Cox said was too much for an “army of bureaucrats” to handle was approximately 2.5 terabytes. In 2020, the fire hose of content flowing through Facebook, YouTube, Twitter, and other social media platforms was such that overall internet content had reached an estimated 59 zettabytes—approximately a 2 billion percent increase.

			Calling the internet “the shining star of the information age,” Wyden echoed his Republican colleague, explaining, “Our amendment will…protect computer Good Samaritans, online service providers, anyone who provides a front end to the Internet,…who takes steps to screen indecency and offensive material for their customers. It will protect them from taking on liability such as occurred in the Prodigy case in New York that they should not face for helping us…solve this problem.”

			“Section 230 was no big deal,” Reed Hundt, who was chairman of the FCC at the time, told me twenty-seven years later. “It was just a way not to have a bunch of tort lawyers figure out new types of suits. It would be like suing someone who built a wall because someone wrote something bad on the wall.”

			August 4 was a Friday, and the members of the House shared a bipartisan wish to dispense with business as quickly as possible so they could get to the airport and begin their summer recess. Only five other members of the House participated in the Section 230 discussion, which took approximately thirty minutes. Representative Joe Barton, a Republican from Texas, called the amendment “a reasonable way to provide those providers of the information [a way] to help them self-regulate themselves without penalty of law.” Zoe Lofgren, a liberal California Democrat from a Silicon Valley–adjacent district, said she supported the amendment because penalizing the technology companies “is like saying that the mailman is going to be liable when he delivers a plain brown envelope for what is inside it.”

			No one spoke against the Section 230 amendment, which passed by a 420–4 vote. Later that day the overall bill was approved with almost as lopsided a vote. The New York Times published an extensive story the next day about how the House had rushed to pass multiple pieces of major legislation that Friday before hurrying home. The Telecommunications Act was described without a word about the Section 230 amendment.

			The morning after President Clinton signed the act into law on February 8, 1996, there was a long front-page story in the Times about the competitive battles likely to ensue between telephone companies, as well as the new landscape looming for the cable industry. Again, not a word about Section 230.

			The brief text of the amendment focused on the idea that the platforms should be freed to be the Good Samaritans they wanted to be. It shielded them from being sued for posting harmful content that might slip through whatever screening they tried to do, or from being sued by someone aggrieved by any content they blocked through their Good Samaritan efforts. It read in full:

			
				(c) Protection for “Good Samaritan” blocking and screening of offensive material

				(1) Treatment of publisher or speaker

				No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider.

				(2) Civil liability

				No provider or user of an interactive computer service shall be held liable on account of—

				(A) any action voluntarily taken in good faith to restrict access to or availability of material that the provider or user considers to be obscene, lewd, lascivious, filthy, excessively violent, harassing, or otherwise objectionable, whether or not such material is constitutionally protected; or any action taken to enable or make available to information content providers or others the technical means to restrict access to material described in paragraph (1).

			

			Mark Zuckerberg, who was not yet twelve years old, had just received Good Samaritan protection. Whatever Facebook or Instagram sent out into the world would be shielded from liability. Elon Musk might have to worry about the safety of the cars his company Tesla produced. However, when he took over Twitter, he, too, would enjoy Good Samaritan immunity. It wouldn’t matter that the Facebook recommendation engine would be programmed to promote divisive, outlandish misinformation that maximized eyeballs and ad revenue. Or that by 2018—well before Musk took over and removed still more guardrails from Twitter—a study conducted by researchers at MIT documented that the Twitter algorithm had been so well designed to promote unreliable content that false stories were 70 percent more likely to be retweeted than true stories.

			

			—

			In the context of the early years of the Internet in 1996, Section 230’s grant of immunity made sense. What the legislators confronted was a legal scenario—the Prodigy case—where a platform that did the right thing by trying to screen content was penalized. What they also confronted was a movement, included in the same legislation, to have the government act as a censor by criminalizing the posting of ill-defined “obscene, lewd, or indecent” material on the internet. (Again, most of these provisions were quickly ruled unconstitutional.) In that sense, the mailman analogy seemed right. (Others used a phone company analogy: Would you want to penalize a phone company if someone on a call uses profanity, libels someone, or conspires to rob a bank?) Why should the unwitting transmitter of bad internet content be penalized, especially if, as in the case of Prodigy, the company had tried to screen the content but had not been completely successful because of the overwhelming volume of that content? Why not, instead, use this amendment to free these private companies to edit the content and keep the government out of it?

			Indeed, many who backed the overall telecommunications overhaul were wary of the idea, included much more visibly and controversially in the new law, of the government being able to outlaw obscenity on the internet. Yet those who favored criminalizing indecent content and those who opposed it could at least agree on the Section 230 amendment, which let private companies try to do the editing first without being penalized for trying. That’s what explains the noncontroversial, under-the-radar, near-unanimous vote. It seems likely that without Section 230 in the 1990s and 2000s the interactive internet and all the good that it brought by way of connecting people and spreading knowledge would have been strangled in the crib by an avalanche of litigation or self-censorship.

			What the legislators were not thinking about in 1996 was that Congressman Wyden’s “shining star of the information age” might become not just a carrier of pornography or libel but also an instrument of misinformation, disinformation, polarization, and overall chaos at a scale beyond the capacity of the most committed Good Samaritans to control.

			Worse still, the fathers of Section 230 could not have anticipated that those whom they had crowned as Good Samaritans and trusted to police their platforms with no government oversight would actually have a business model, with attendant algorithms, that encouraged them to be anything but Good Samaritans—but instead to edit their offerings in a way that maximized all of that misinformation, disinformation, polarization, and overall chaos, and to insist on maximizing at scale no matter how uncontrollable their platforms became. In retrospect we should not be surprised that an industry excluded from basic liability and told it would not be held accountable grew up to be irresponsible and unaccountable.

			“We saw the internet as a way to break up the dominance of the big networks, newspapers, and magazines who we thought had the capacity to manipulate public opinion,” Hundt, the FCC chairman at the time, told me. “We never dreamed that Section 230 would be a protection mechanism for a new group of manipulators—the social media companies with their algorithms. Those companies didn’t exist then.”

		

	
		
		
			CHAPTER THREE

			 

			 

			“WHAT’S UP WITH YOUR RECOMMENDATION ENGINE?”

			In 2013, Renée DiResta, then thirty-two, had just had her first baby. She wanted to get up to speed about issues related to his care, such as what his vaccine regimen should be. A computer coding enthusiast since childhood, DiResta had long been involved in the technology industry—as a Wall Street trader who had watched algorithms take on an increasingly important role, as an analyst at a venture capital firm in San Francisco, and as a head of marketing at a shipping technology start-up, also in San Francisco. So, she already had lots of friends in Silicon Valley when she had moved west two years earlier. But none had children. So she went online for information about infant vaccinations.

			“I was stunned,” she recalled, “at the anger, the indignation, that I saw. I was just looking for some basic information to supplement what the doctor had told me…. What I saw was an angry debate about something I had never thought was controversial.”

			Most of the sentiment was anti-vax, and to DiResta it was as if she had wandered onto a different planet. She is curious by nature, loves becoming embroiled in online research, and she had plenty of time while the baby slept. So she plunged down a rabbit hole of her own making, taking notes and recording data along the way. She noticed that the more she searched for vaccine information or related topics on Facebook or Twitter and read the resulting anti-vax screeds or watched the YouTube videos they linked to, the more the platforms surfaced more of it for her to read, and the more Facebook recommended groups for her to join that were composed of still more anti-vax fanatics. When she joined one of the groups, she was bombarded not only with more recommendations for other groups related to the cause but also with recommendations that she join other conspiracy-minded communities, such as one for those who believed airplanes were spraying chemicals on an unsuspecting public.

			Some nights, she texted her friends in the industry telling them about the crazy stuff she was seeing and asking, “What’s up with your recommendation engine?” The answers, she said, typically were blasé, as in “this is the way it works.”

			DiResta wondered if vaccine hesitancy was taking hold among the population at large the way it seemed to grip the online community. She found a California state website that reported the measles vaccination rates for each school and preschool provider in the state, data she was interested in because she would soon be choosing a preschool for her son. California had a law allowing parents to decline to have their children vaccinated for certain diseases, including measles. They did not have to provide a reason, such as a religious belief. She discovered that some schools had measles vaccination rates as low as 30 or 40 percent.

			Digging deeper, DiResta went back through ten years’ worth of the records and found that the trend line of unvaccinated children had been going straight up. Her college thesis in 2004 had been about the domestic effect of propaganda in Russia. Now, she said, she saw that the internet provided a way to give every cause a souped-up propaganda tool. As she would later explain in the celebrated 2020 Netflix takedown of social media platforms, The Social Dilemma, “It’s not that highly motivated propagandists haven’t existed before. It’s that the platforms make it possible to spread manipulative narratives with phenomenal ease, and without very much money.”

			Again, the good news about the internet was that anyone could be a publisher. And the bad news about the internet was that anyone could be a publisher, and what they published would get more reach the more impassioned or outlandish it was.

			Even before DiResta happened onto the health-related damage being done by recommendation algorithms, an academic in Canada pinpointed how the internet was polluting the information that patients saw and acted on. In 2010, Anna Kata, a researcher in the Department of Anthropology at McMaster University in Hamilton, Ontario, published a paper in the medical publication Vaccine titled “A Postmodern Pandora’s Box: Anti-vaccination Misinformation on the Internet.”

			Testing Google with various search terms related to vaccines, she found that rather than offering expert information about a vaccine, the search results were skewed toward displaying websites that emphasized danger. “Arguments around the themes of safety and effectiveness, alternative medicine, civil liberties, conspiracy theories, and morality were found on the majority of websites analyzed,” she concluded.

			Two years later, in 2012, Kata published a second study. This time she focused on the effects of what she called “Web 2.0”—the emergence of social media as an online source of information beyond internet website searches. “Surveys indicate the Internet now rivals physicians as the leading source of health advice,” she concluded. She found the results alarming:

			
				An analysis of YouTube immunization videos found that 32 percent opposed vaccination, and that these had higher ratings and more views than pro-vaccine videos; 45 percent of negative videos conveyed information contradicting reference standards. A YouTube analysis specific to HPV [human papillomavirus] immunization found that 25.3 percent of videos portrayed vaccination negatively. An analysis of MySpace [then another popular social media platform] blogs on HPV immunization found that 43 percent were negative; these blogs referenced vaccine-critical organizations and disseminated inaccurate data. A study of Canadian Internet users tracked the sharing of influenza vaccine information on social media networks such as Facebook, Twitter, YouTube, and Digg. Of the top search results during the study period, each of which had been shared and viewed thousands of times, 60 percent contained anti-vaccination sentiments.

			

			DiResta, who read Kata’s paper soon after it was published, realized that, as she told me, “This kind of misinformation on social media, on the Internet 2.0, is more toxic because it comes from sources you are more likely to trust: friends or friends of friends, or groups you have joined, not just from some website.”

			Kata similarly concluded that Web 2.0 had created “a new postmodern paradigm of healthcare…where power has shifted from doctors to patients, the legitimacy of science is questioned, and expertise is redefined. Together, this has created an environment where anti-vaccine activists are able to effectively spread their messages.”

			The resulting low vaccination rates that DiResta was seeing could put everyone’s children at risk, she thought, including her son, because when vaccination rates fall below the necessary level (usually thought to be 95 percent for measles), different strands can develop as more people contract the disease. Then even the vaccinated can become susceptible. She began researching public sentiment and found that 85 percent of Californians believed vaccines were safe. So she called her state senator’s office to find out why proposals to tighten the state’s permissive opt-out laws had never gotten traction. She discovered that this legislator and his staff and others whom she questioned knew about the overwhelming number in favor of vaccines but that they had also seen that whenever a politician talked about strengthening the vaccine requirement, they would face a storm of opposition online.

			DiResta was, she told me, “indignant that these people with their online conspiracy theories and bullshit science were endangering my son.” So she formed her own Facebook group to educate parents. However, as she traced the shares and likes and dislikes that she and the opposition got on Twitter and the posts, reposts, and group memberships on Facebook, she knew enough about algorithms from her trading days and got enough hints from the late-night replies to her texts to realize that she was not getting the traction her opponents enjoyed. In sheer numbers, there might be more people having calm, educated discussions online, but that content didn’t drive engagement—the time people spent on an online platform. The content that drove engagement was the angry, even over-the-top stuff. People who believed in conspiracies, including, in this case, those who believed there was a doctor or drug company plot afoot to harm their children, would want to talk about it and proselytize about it endlessly. A mother who went online and saw her conventional belief in vaccines validated was not nearly as likely to stay engaged and try to engage others.

			

			—

			A common argument for not regulating speech is that “good” speech will defeat “bad” speech. But that will not happen if the fight is fixed to give the “bad” speech so much more voice. In fact, when the Facebook data engineer turned whistleblower Frances Haugen came forward in 2021 and released a trove of internal documents to back her claim that Facebook was a “profit optimizing machine” that “amplifies division, extremism, and polarization,” one of the documents revealed that Facebook’s algorithm had given emoji reactions like “angry” five times the weight in its recommendation algorithm as “likes” because it would keep users more engaged. The Haugen papers also revealed that the company’s data scientists conceded that the “angry” reaction, along with “wow,” occurred more frequently in content that contained misinformation.

			Another Facebook internal presentation, in 2018, later revealed and reported on by The Wall Street Journal, warned management, “ ‘Our algorithms exploit the human brain’s attraction to divisiveness,’ read a slide…. ‘If left unchecked,’ it warned, Facebook would feed users ‘more and more divisive content in an effort to gain user attention & increase time on the platform.’ ” The same Journal article documented another internal presentation made two years earlier linking Facebook’s recommendations directly to almost two-thirds of new members of German extremist groups.

			Truth and moderation didn’t pass the algorithm’s test. They were not as engaging.

			To decide what would engage you, the algorithm considered a variety of factors, beyond whether the words might be angry. Had lots of other people engaged with the post? Was this post from someone you knew or from someone who knew someone you knew? Did you share the same demographics, or maybe drive the same kind of car? Had you read and liked similar content that the person who posted had read and liked, even if that content had nothing to do with the current subject (vaccines)? The more the platforms learned about you, the more data was poured into the algorithm. The overriding goal was to persuade you to stay glued to Twitter, Facebook, or YouTube (and later, when it was launched, TikTok).

			In fact, many of the engineers on these engagement teams had taken the same course at Stanford University. It was called the Persuasive Technology Lab, and Professor B. J. Fogg’s textbook, Persuasive Technology, had become the bible for these engineers.

			A lead Google engineer who took Fogg’s course was Tristan Harris. In Netflix’s Social Dilemma, he described what he learned as “how could you use everything we know about the psychology of what persuades people and build that into technology.” By 2013, he had become so disillusioned with his work that he prepared a slide deck to distribute to a group of co-workers titled “A Call to Minimize Distraction and Respect Users’ Attention.” It quickly spread to thousands of Google employees. Harris was particularly concerned about the addictive nature of smartphones and their apps. Even in 2013, Harris and his peers at the tech companies had likened smartphones to slot machines for the way they persuaded people to stay glued to the screen waiting for what would come with the next click. By 2023, Americans would be checking their smartphones an average of 144 times a day, with the machine spitting out content unchecked by any human.

			Engagement, in turn, is what drove advertising revenue. The more time people spent on a platform, the more advertising they would see. Online, truth didn’t pay. So, it would be de-ranked.

			When the subject was health care, the machines designed to entice the most engagement promoted posts by people with alarmist opinions over posts by doctors or scientists. Deciding whether a vaccine is likely to kill you or give your baby autism was being left to the wisdom of a crowd reading and seeing and then liking and sharing answers skewed by an algorithm that promoted the most impassioned members of the crowd rather than the experts who knew the data. True, the platforms could argue that giving everyone an equal say was democratic and anti-elitist (though they would never admit publicly what they also knew—that those who were angriest or most outlandish got the most say because they made the platforms the most money). Whatever the rationale, social media was crushing the truth that comes with expertise. When you’re getting brain surgery or wondering about a vaccine, you should want a certified brain surgeon or epidemiologist to advise you, not someone with an angry or paranoid opinion that generates the most likes and shares.

			At another point in The Social Dilemma, Cathy O’Neil, the author of Weapons of Math Destruction, a book about the social effects of algorithms, said to Tristan Harris, the disillusioned former Google engineer, “People talk about AI as if it will know truth…. AI cannot solve the problem of fake news. Google doesn’t have the option of saying, ‘Oh, is this conspiracy? Is this truth?’ Because they don’t know what truth is…. They don’t have a proxy for truth that’s better than a click.”

			Harris responded, “If we don’t agree on what is true or that there is such a thing as truth, we’re toast. This is the problem beneath other problems because if we can’t agree on what’s true, then we can’t navigate out of any of our problems.”

			The coming of the internet, and then Internet 2.0, had been celebrated as an anti-elitist breakthrough for democracy and an open marketplace of ideas. No longer would editors at establishment media institutions be the gatekeepers, determining what people would read or see. However, it was not as if gatekeepers were gone. Instead, new gatekeepers had taken over: anonymous engineers using their persuasion bible to fire up black box, unaccountable algorithms that determined what everyone would read or see, often sending people down rabbit holes of disinformation or, at the least, making sure they would be presented with content that the algorithm already knew they agreed with and, therefore, would keep them engaged. This was creating what one commentator called “filter bubbles,” in which we would see only what the filter knew we “liked” and might never see anything that violated the rules of the persuasion bible by not pleasing us and keeping us happily engaged by reinforcing our views.

			The result: increasing polarization.

			My experience watching baseball is instructive. I am a lifetime, avid New York Yankees fan. When the Yankees are winning, I stay glued to the TV set. If they win, I try to watch all the nightly news reports of their victory and read all the stories about it the next morning—even if I had watched the entire game live. However, if the team starts to lose, I turn the television off and never watch or read anything about their tragic loss. (I had a lot of extra free time during the team’s disastrous 2023 season.) I try to be a better-informed citizen when it comes to real news, but sometimes I have to force myself to watch commentary that I disagree with or interviews with politicians whom I don’t like.

			DiResta said that by the time she discovered the toxic nature of the recommendation engines in 2013, “most of the rank and file knew how they worked, and many were getting uncomfortable. People like Tristan [Harris] had left and spoken out. [Harris left Google in 2015 and in 2018 started a nonprofit advocacy group now known as the Center for Humane Technology.] But it would take until 2018 for the rest of the world to see it, and even then management wouldn’t acknowledge it.”

			By then, Facebook—whose CEO, Mark Zuckerberg, had said just after the 2016 election that it was a “crazy idea” that misinformation on his platform had influenced the election—had to acknowledge that more than 150 million users of its Instagram and Facebook platforms had seen hundreds of posts, joined dozens of groups, and been bombarded with thousands of inflammatory, skillfully targeted political ads favoring Donald Trump over Hillary Clinton. The campaign had been orchestrated by Russia’s Internet Research Agency, run by the then Putin crony Yevgeny Prigozhin, the man who went on to found the Wagner Group mercenary army and then die in a plane crash after he defied Putin.

			In 2014, DiResta formed an advocacy organization to push for stricter vaccine requirements. She tried to apply what she had learned about the algorithms and to make her group’s social media campaigns more engaging. In 2015, the law was changed to bar parents from opting out of vaccinations for their children based only on their personal beliefs. However, the real reason for the change wasn’t that DiResta had turned around the online conversation. The stricter law came only after vaccination rates had become so low that there was an outbreak of measles in California, starting at Disneyland, in late 2014. The headlines from what became the “Disneyland measles outbreak,” which spread to four other states, Canada, and Mexico, trumped the online conversation, but only long enough to get the law changed. Anti-vax content online continued to flourish and would spike dramatically, with dire offline consequences, when COVID attacked the world. The recommendation engine would continue to find anti-vax content too engaging not to promote.

			

			—

			If the consequences were so dire, why couldn’t something be done about it? If these companies were churning out harmful products, why couldn’t they be held liable? Suppose an automaker took no steps to ensure the safety of their cars: no quality controls to make sure the brakes worked, no steps to keep gas tanks from exploding, no seat belts, no air bags even though the technology had been developed. The company could be sued under common-law tort liability principles: You sold me an unsafe product that you could have made safe, and I got hurt. So you should compensate me.

			Or why couldn’t the safety of the product be regulated by the government so people would not have to sue? That is what has happened in the United States and most other developed countries. Cars, medicines, toys, food, and multiple other products are regulated. Why not Big Tech?

			The answer was Section 230 and the immunity it gave the internet and the social media companies created after the law was passed. It turned out that the “Good Samaritans” were not so good.

		

	
		
		
			CHAPTER FOUR

			 

			 

			“WE’RE SORRY”

			The first significant legal challenge to Section 230 came soon after the law passed. In 1995, following the bombing of the Alfred P. Murrah Federal Building in Oklahoma City, an anonymous posting on America Online falsely linked Kenneth Zeran to the bombing. It was a prank. Zeran, who lived in Virginia, had nothing to do with the bombing. Yet the story picked up steam. AOL accepted an advertisement for T-shirts with offensive slogans related to the bombing, directing those interested in buying them to “Ken” and providing Zeran’s phone number. After he began getting threatening emails and phone calls, Zeran asked AOL to delete the posts, and the company did. But the prank took on a life of its own—online and off-line (more phone calls, even threatening notes left at his home)—in a way that now seems predictable but was not then. In April 1996, as the stories about Zeran and Oklahoma City kept reappearing on AOL and even in some news reports, he sued AOL in state court in Virginia. With the Telecommunications Act of 1996, and its Section 230, now the law, the state court threw out Zeran’s case, ruling that the federal law giving interactive internet platforms total immunity preempted Virginia tort law. An appeals court upheld the ruling, echoing the arguments heard on the floor of the House when Section 230 was approved:

			
				Section 230 precludes courts from entertaining claims that would place a computer service provider in a publisher’s role. Thus, lawsuits seeking to hold a service provider liable for its exercise of a publisher’s traditional editorial functions—such as deciding whether to publish, withdraw, postpone or alter content—are barred…. Section 230 was enacted, in part, to maintain the robust nature of Internet communication.

			

			This left people like Zeran able to sue only the prankster who had upended his life—if he could figure out who he was, find him, and collect damages from him. Which, of course, was impossible.

			No subsequent cases succeeded in piercing Section 230’s immunity regarding the first generation of the internet’s early platforms. Again, these were platforms where other than email and some interactivity through comments on discussion boards, the focus was on providing content to users who were typically paying to join the platform. However, with the coming of Internet 2.0—robust social media platforms where anyone could join and contribute and the goal was maximizing time spent and the resulting advertising revenue, rather than subscription revenue on a paid platform—there was a new element in the mix and a possible new legal argument. As Renée DiResta and others would discover, the social platforms and the search engines were fast developing algorithms that recommended postings or search results. In other words, those who ran the platforms were choosing what to present to their users. The internet was no longer a neutral carrier like the postal service or telephone system.

			So, shouldn’t they now be treated like editors? Shouldn’t their content decisions be held accountable according to common-law tort standards if those decisions caused harm? True, in the United States the First Amendment made winning such tort cases difficult. However, even with the First Amendment someone could be held responsible for libel in certain circumstances or be sued for providing factually false information if doing so endangered someone else’s health or safety.

			By 2015, when Nohemi Gonzalez, a twenty-three-year-old college student, was killed during terrorist attacks in Paris, a legal theory related to the platforms’ recommendation engines had crystallized. The Islamic State, or ISIS, had claimed responsibility for the attacks, which had killed 130 people. Gonzalez’s family sued Google and its subsidiary YouTube, arguing that YouTube had used algorithms to push Islamic State videos to interested viewers who were encouraged to become terrorists. When the case finally made its way to the U.S. Supreme Court in 2023, the court sided with Google and threw it out. The decision sidestepped the issue of whether Section 230 protected Google. Instead, as in a similar case brought against Twitter following a different terrorist attack, the court found that the family had not made a sufficiently direct connection between YouTube recommendation algorithms and the actual terrorists. They had only established that as a general matter the algorithms pushed terrorist-encouraging content to terrorists or to those susceptible to being recruited to become terrorists.

			The YouTube lawyers’ brief made their Section 230 defense, had it been necessary, clear. “Users post torrents of content on the internet, to such a degree that it is impossible for service providers to screen all third-party content for illegal or tortious material,” the brief said, in part quoting directly from the original Zeran case about the Oklahoma City bombing. Another brief from YouTube’s lawyers went on to explain that, if anything, Section 230’s protection has become more vital: “Since Section 230’s enactment, the internet has grown exponentially. In 2023, the world is on pace to share 120 zettabytes of data online—60 million times the amount of information stored in every U.S. academic library combined.”

			The Google lawyers then argued that organizing a massive volume of content necessitated the algorithms. They never acknowledged the platforms’ desire to promote the most eyeball-enticing content, even if that content caused harm: “To deal with that staggering abundance of content, websites use computer programs called algorithms to sift through billions of pieces of content and publish information in a form most useful to particular users. Websites also allow users to select content for others by liking or sharing pictures, videos, and articles.”

			However, using that defense—that the algorithm was a benign organizational tool—was not necessary. The wording of Section 230 is clear. Even if a plaintiff can show a direct connection between what a platform published and an injury and could also prove that the algorithm sent the content to the person who actually caused the injury, it would not matter. There is nothing in the law, billed as “Protection for ‘Good Samaritan’ Blocking and Screening of Offensive Material,” that requires any person or corporation to be a Good Samaritan. Section 230 says only that the platforms can edit or not edit with immunity. It doesn’t say that they could keep that immunity only if they met some regulator’s or some jury’s standard of sending content out into the world that is not harmful. Their “edits”—their recommendation engines—could steer people to become terrorists, even help organize terrorist groups. They can knowingly or unknowingly let an anonymous person or group libel a business or shame a teenager into suicide, rally people to storm the Capitol, or persuade someone to use colloidal silver instead of chemotherapy to treat their cancer. They will still have Good Samaritan immunity.

			Christopher Cox, the co-author of Section 230, told me twenty-eight years after he introduced the amendment that he believes “you could make the argument that recommendation algorithms involve editing” and therefore would not deserve 230 immunity, “but I guess maybe it could be tweaked to make that clearer. However, an algorithm that simply organizes the content should have protection, so I am not sure how you would draw the line.” Again, there is nothing in the language of Section 230 that removes immunity for editing. In fact, Section 230 does the opposite.

			Alternatives to Section 230 that do not unleash a flood of frivolous litigation or create in every country the “army of bureaucrats” policing content that Congressman Cox feared are complicated. We will explore some later. What is not complicated is what Section 230 wrought. The story of Section 230 in
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