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    To the engineers, architects, builders, operators, and innovators who transform ideas into systems that serve millions.
To those who embrace complexity, pursue excellence, and never stop learning.
And to everyone who believes that technology, when designed thoughtfully and used responsibly, can improve the world.
This book is dedicated to you.

      

    



  	
        
            
            "We are what we repeatedly do. Excellence, then, is not an act, but a habit."
— Aristotle
Modern systems are not built through isolated moments of brilliance. They are built through disciplined thinking, deliberate design, continuous improvement, and the relentless pursuit of reliability, security, and scalability.
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Preface
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Technology no longer advances in isolated domains.

Modern software systems are built at the intersection of software engineering, system design, artificial intelligence, cloud computing, cybersecurity, data engineering, and large-scale distributed operations. Professionals entering the field today are expected not only to write code, but also to understand how systems behave in production, how they scale, how they fail, how they recover, and how they create value in complex real-world environments.

This book was created to address that reality.

The Modern Systems Engineering Handbook brings together seven previously independent chapters into a single, comprehensive reference that follows the complete journey from software foundations to globally scaled systems. Rather than treating software, infrastructure, security, data, and artificial intelligence as separate disciplines, this handbook presents them as interconnected parts of a unified engineering practice.

The journey begins with the principles of modern software development and systems thinking. It then progresses through practical system design, production-grade AI engineering, cloud-native architectures, cybersecurity, data engineering, and finally the challenges of operating large-scale systems across regions, organizations, and continents.

Throughout the book, the emphasis remains firmly on production reality.

Readers will encounter architectural patterns, engineering trade-offs, operational lessons, reliability principles, security considerations, and scalability challenges that emerge in modern technology organizations. The goal is not merely to explain how technologies work, but to explore how they are successfully applied in environments where performance, reliability, security, maintainability, and business outcomes matter.

The field of technology evolves continuously, but certain principles remain remarkably stable. Clear thinking, disciplined design, operational excellence, security by design, data-driven decision making, and continuous learning are foundations that endure regardless of changing tools and frameworks.

My hope is that this book serves not only as a technical reference, but also as a guide to systems thinking—a way of viewing technology as an interconnected ecosystem rather than a collection of isolated components.

If this handbook helps you design more reliable systems, build more secure platforms, create more effective software, or better understand the complex engineering challenges of the modern world, then it has achieved its purpose.

Thank you for joining this journey.

Build thoughtfully. Design intentionally. Secure proactively. Operate reliably. Scale responsibly.

e3

How to Use This Book

The Modern Systems Engineering Handbook is designed as both a learning journey and a long-term professional reference.

Sequential Learning Path

For readers seeking a comprehensive understanding of modern systems engineering, the recommended path is to follow the seven major parts in order:

	Modern Software Foundations

	System Design in Practice

	AI Engineering for Real Systems

	Cloud & Distributed Systems

	Cybersecurity & Modern Threats

	Data Engineering & Real-Time Systems

	Advanced Systems & Scaling


This progression mirrors the natural evolution of modern engineering systems—from writing software to operating globally distributed platforms.

Reference Guide

Experienced professionals may use this handbook as a reference manual. Each section is designed to stand on its own while remaining connected to the broader engineering landscape.

Throughout the book you will find:


●  Architecture diagrams

●  Design patterns

●  Engineering trade-offs

●  Case studies

●  Reliability considerations

●  Security practices

●  Scalability principles

●  Production lessons learned


The objective is not merely to learn technologies, but to understand how successful systems are designed, built, secured, operated, and scaled in real-world environments.

Technology changes rapidly. Fundamental engineering principles endure. Focus on the principles, and the technologies will become easier to understand, evaluate, and adopt.

Welcome to the journey of modern systems engineering.

— e3
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From Code to Systems Thinking

Foundations • Architecture • Runtime • Scalability

1. SOFTWARE THINKING PARADIGM

From producing code to designing system behavior


	What You Will Learn in This Chapter 

●  Distinguish among code, module, service, and system concepts.

●  Recognize the difference between locally correct code and a system that is reliable as a whole.

●  Evaluate boundaries, dependencies, failures, and feedback loops through systems thinking.




Software development is not merely the act of giving a computer a sequence of instructions. Software running in production is a living system that interacts with users, data sources, networks, security boundaries, scheduling constraints, failure conditions, and operations teams. A strong developer therefore asks not only, “Does this function return the correct result?” but also, “How does this behavior affect the rest of the system?”


	CORE IDEA
Code implements behavior; systems thinking designs the boundaries, dependencies, failure modes, and feedback mechanisms around that behavior.




[image: ]

Figure 1.1 — A systems-thinking model that expands from code to modules, services, and the complete system.

1.1 Code, Module, Service, and System


	Level

	Primary Question

	Success Criterion

	Code

	Does this operation work correctly?

	Correctness and readability


	Module

	Are related behaviors contained within a meaningful boundary?

	High cohesion, explicit interface


	Service

	Can this capability be operated independently?

	Contract, failure handling, scalability


	System

	Do all components work together to produce reliable value?

	Resilience, observability, maintainability




No matter how clearly a function’s responsibility is defined, system behavior can still fail when a data source is unavailable, the network is slow, or the same request is submitted twice. Systems thinking treats these situations not as exceptions, but as natural design inputs.

1.2 Input, Transformation, Output, and Feedback

Every software system can be understood through four fundamental elements: input, transformation, output, and feedback. A user request is an input; a business rule is a transformation; a response is an output; and logs, metrics, alerts, and user behavior provide feedback. Without feedback, we are forced to evaluate correctness through code review alone, which is inadequate in production reality.

[image: ]

1.3 Local Optimum and System Optimum

When a team focuses only on reducing latency in its own module, it may overload another component. Similarly, a cache can accelerate an endpoint while increasing the risk of stale data. An engineering decision must preserve the balance of the entire system rather than optimize a single metric in isolation.


Example 1.1 — Handling the same behavior through explicit system boundaries

[image: ]


Case Study — The Single-File Startup Application


	CONTEXT A small team entered the market with a single Python script that processed customer requests. During the first few weeks, the application was developed quickly and met the business objective.




Symptoms


●  Adding a new feature broke existing behavior.

●  The source of production failures could not be identified.

●  A change by one developer required redeploying the entire system.


Root Cause


●  Business rules, data access, and notification code were intertwined in the same file.

●  There were no explicit module boundaries or testable contracts.

●  Logs contained only error messages and carried no contextual information.


Solution Approach


1. Separate the flow into domain, repository, and adapter layers.

2. Add unit and integration tests for critical use cases.

3. Establish standards for structured logging and error codes.

4. Divide deployment into small, reversible steps.


Outcome

The team accepted a short-term reduction in development speed, but later releases showed a clear decrease in failure rate and rollback time. The system gained boundaries that new developers could understand.


	LESSON LEARNED A single-file structure that accelerates early development can become the most expensive dependency as the system grows. What is needed is not premature abstraction, but early awareness of boundaries.




Chapter Summary


●  Systems thinking designs the relationship between code and its environment.

●  Each layer answers a different question and has a different success criterion.

●  Production behavior cannot be managed reliably without feedback mechanisms.


2. CODE → ABSTRACTION → SYSTEM

Managing complexity through abstractions and contracts


	What You Will Learn in This Chapter 

●  Interpret the purpose of abstraction as “revealing the right detail” rather than merely “hiding detail.”

●  Distinguish among function, class, interface, port, adapter, and service levels.

●  Evaluate the costs of both excessive and insufficient abstraction.




Abstraction does not eliminate complexity; it organizes complexity for a specific purpose. A good abstraction reveals what a user needs in order to make a decision while keeping the remaining detail behind the appropriate boundary. A poor abstraction obscures essential behavior, makes failures harder to trace, or creates unnecessary layers.

[image: Modern consistent abstraction layers diagram]

Figure 2.1 — Levels of abstraction extending from the programming language to the application layer.

2.1 Levels of Abstraction


	Level

	What Does It Manage?

	Typical Mechanism

	Function

	One behavior and local state

	Parameters, return value


	Class / Object

	Managing state and behavior together

	Encapsulation, invariant


	Interface / Port

	Contract between the application and the outside world

	Protocol, interface, abstract base class


	Service

	Business capability and transaction boundary

	API, command, event


	System

	Multiple services and operational responsibilities

	Topology, deployment, observability





	GOLDEN RULE Every abstraction exists to limit the impact of a specific type of change. If you cannot explain which change it isolates, the abstraction is probably unnecessary.




2.2 Contract Design

The value of a module comes not only from the code it contains, but also from the clarity of the contract it presents to the outside world. A good contract defines inputs, outputs, failure types, idempotency expectations, and timeout behavior. This allows implementation details to change while client code remains stable.

[image: Figure 2.2 — Hexagonal architecture: separating the application core from primary and secondary adapters.]

Figure 2.2 — Hexagonal architecture: separating the application core from primary and secondary adapters.


Example 2.1 — Ports that separate domain behavior from external systems

[image: ]


2.3 Signs of Over-Abstraction


●  Interfaces with a single implementation and little likelihood of change.

●  Three or more meaningless pass-through layers required to call one method.

●  Generic helper classes that hide business rules without explaining decision logic.

●  The need to follow numerous files before reaching the actual operation during debugging.



	PRACTICE Clarify the language of the behavior first, then observe recurring axes of change. Build abstractions on demonstrated change pressure rather than speculation.




Case Study — Service Boundaries Inside a Monolith


	CONTEXT In an e-commerce application, order, payment, and notification code were growing inside the same deployment unit.




Symptoms


●  Changing the payment provider affected the order flow.

●  Notification failures caused the order operation to appear unsuccessful.

●  Simulating real external systems in tests became increasingly difficult.


Root Cause


●  Business capabilities had not been separated into modules.

●  External system calls were made directly inside domain logic.

●  The transaction boundary and the process boundary had been conflated.


Solution Approach


1. First establish explicit module boundaries inside the monolith.

2. Define PaymentPort and NotificationPort contracts.

3. Decouple notifications through a post-transaction event.

4. Postpone physical microservice separation until the need for independent deployment is proven.


Outcome

The codebase remained a single deployment unit, but its dependencies became explicit. When the payment module was later extracted as a real service, the scope of change remained limited.


	LESSON LEARNED Microservices do not automatically solve a modularity problem. Healthy physical separation requires logical boundaries to be established in the code first.




Chapter Summary


●  Abstraction does not remove complexity; it organizes it at the appropriate level.

●  Contracts must also define failure behavior and operational expectations.

●  Physical service separation is not a substitute for logical modularity.


3. EXECUTION MODEL & RUNTIME

How source code becomes process, thread, and memory behavior


	What You Will Learn in This Chapter 

●  Explain the call stack, heap, process, thread, and event loop as a connected runtime model.

●  Evaluate the runtime impact of blocking and non-blocking operations.

●  Distinguish among memory leaks, stack overflows, and resource leaks.




Source code is the logical expression read by the developer; runtime behavior is the real outcome jointly produced by the operating system, runtime, CPU, memory, and I/O resources. A significant share of performance and reliability problems arises from failing to understand the difference between these two views.

[image: Figure 3.1 — Conceptual arrangement of the code, data, heap, and stack regions inside a process.]

Figure 3.1 — Conceptual arrangement of the code, data, heap, and stack regions inside a process.

3.1 Call Stack and Heap

The call stack stores active function calls and their local execution context. Each call creates a new frame, and the frame is released when the function completes. The heap is the more dynamic region used for objects whose lifetime extends beyond a call boundary. Modern runtimes often automate heap management with a garbage collector, but unnecessary references that remain reachable can defeat automatic management.


Example 3.1 — Nested calls on the call stack

[image: ]


3.2 Process and Thread

A process is an execution unit isolated by the operating system. A thread is an execution flow within the same process. Threads usually share the same heap, which makes communication easier but increases the risk of race conditions. Separate processes provide stronger isolation, but data sharing and startup are more expensive.

[image: ]

3.3 Event Loop and I/O

Event-loop-based runtimes can coordinate long-waiting I/O operations efficiently within a single execution flow. This does not mean that “everything runs in parallel.” A CPU-intensive operation on the event loop can delay every other event. I/O-bound and CPU-bound work therefore require different execution strategies.

[image: ]

The relationship among the event queue, event loop, worker pool, and I/O polling.


	PRODUCTION PERSPECTIVE Looking only at average response time without understanding the runtime model is misleading. Queue depth, thread saturation, event-loop lag, and garbage-collection duration must also be monitored.




Case Study — Memory Leak in a Long-Lived Worker


	CONTEXT A data-processing worker read thousands of files and produced results throughout the day. The application ran quickly in the morning, slowed after several hours, and was eventually terminated by the operating system.




Symptoms


●  Process memory increased continuously.

●  Garbage collection ran more frequently and took longer.

●  Performance temporarily returned to normal after a restart.


Root Cause


●  Summaries of processed files were appended to a global list and never removed.

●  Callback objects retained references to large buffers that were no longer used.

●  There were no metrics or alerts for memory consumption.


Solution Approach


1. Capture a heap snapshot to identify the largest reference chains.

2. Replace the global collection with a bounded cache.

3. Limit buffer lifetime with a context manager.

4. Define alerts for resident memory and garbage-collection pause metrics.


Outcome

Memory usage was kept within a stable range, worker restarts were no longer necessary, and processing time remained consistent throughout the day.


	LESSON LEARNED Automatic memory management does not replace lifetime design. It must be clear why a reference to an object is retained and for how long.




Chapter Summary


●  The call stack carries execution context; the heap stores longer-lived objects.

●  Threads create synchronization risk because they share resources.

●  An event loop enables efficient I/O, while CPU-intensive work must be executed separately.


4. DATA STRUCTURES & MEMORY

How the data model affects speed, memory, and the cost of change


	What You Will Learn in This Chapter 

●  Compare arrays, linked lists, hash maps, and trees by their fundamental costs.

●  Relate data-structure selection to access patterns and memory behavior.

●  Make measurement-driven choices for large data volumes.




A data structure determines not only how data is stored, but also which operations will be inexpensive or costly. The same business rule can produce the correct result with different data structures, yet latency, memory consumption, and scalability behavior may change completely.

[image: ]

4.1 Access Pattern Comes First

The question “Which data structure is the fastest?” is incomplete. The correct question is, “Which operation dominates my use case?” Random access, sequential scanning, insertion at the beginning or end, key-based lookup, ordered traversal, and range queries require different structures.


	Structure

	Search / Access

	Insertion / Deletion

	Strength

	Array / List

	O(1) by index; O(n) search

	Usually O(n) in the middle

	Cache locality and simplicity


	Linked List

	O(n)

	O(1) next to a known node

	Frequent link changes


	Hash Map

	Average O(1)

	Average O(1)

	Fast key-based access


	Balanced Tree

	O(log n)

	O(log n)

	Ordered data and range queries




[image: ]

Bucket-, linked-list-, and tree-based collision resolution inside a hash map.

4.2 Memory Cost and Cache Locality

Real performance may differ even when Big-O complexity is the same. Array elements stored in contiguous memory benefit from CPU cache locality. Pointer-based structures require more metadata and more memory jumps. For small and medium-sized datasets, a simple list may therefore outperform a theoretically more sophisticated structure.


Example 4.1 — A hash index for frequently searched data

[image: ]


4.3 Immutability and Sharing

Mutable data structures introduce additional risk, especially in concurrent code. Immutable data models may create copying costs, but they improve reasoning, testability, and safe sharing. Object size, update frequency, and the sharing model must be considered together.

Case Study — A Search Bottleneck Caused by the Wrong Data Structure


	CONTEXT For every request, a campaign system searched hundreds of thousands of products by product identifier.




Symptoms


●  CPU consumption increased linearly with traffic.

●  P95 latency degraded as data volume grew.

●  The application layer was slow even though the database was fast.


Root Cause


●  Products were stored in a list and every query performed a linear scan.

●  The repeated per-request lookup pattern had not been measured.

●  Only database queries had been examined; application profiling had been ignored.


Solution Approach


1. Use profiling to confirm that CPU time is being spent in the search loop.

2. Index products by identifier in a hash map.

3. Move index refresh into the data-update flow.

4. Observe the memory increase and establish a capacity limit.


Outcome

Average lookup cost approached constant time, CPU usage decreased, and latency became less sensitive to data volume.


	LESSON LEARNED
Performance optimization is not about choosing the most sophisticated algorithm; it is about choosing the data structure that matches the real access pattern.




Chapter Summary


●  Choose data structures according to the dominant access pattern.

●  Memory layout and cache locality matter alongside Big-O complexity.

●  Profiling is the primary tool for replacing incorrect assumptions with evidence.


5. CONTROL FLOW & COMPLEXITY

Making the cost of flow decisions visible


	What You Will Learn in This Chapter 

●  Evaluate control-flow structures in terms of readability and failure risk.

●  Relate Big-O notation to real workloads.

●  Identify the risks of nested loops, unnecessary repetition, and premature optimization.




Control flow determines which path a program follows and when. Conditions and loops that appear simple can create unexpected costs as data volume grows. Complexity analysis provides a model for understanding growth behavior before code is executed; profiling confirms how that model appears in the real system.

[image: Figure 5.1 — Operational cost of common Big-O classes as input size increases.]

Figure 5.1 — Operational cost of common Big-O classes as input size increases.

5.1 Big-O Is Not a Measurement of Time

The expression O(n) does not tell us exactly how many milliseconds an operation will take. It describes how cost grows as the input grows. Constant factors, data layout, I/O, runtime optimizations, and hardware all affect elapsed time. Big-O is therefore a pre-decision model, while benchmarking is a post-decision validation tool.


	Class

	Example

	Growth Behavior

	O(1)

	Hash map lookup

	Approximately constant as input grows


	O(log n)

	Balanced tree search

	The search space shrinks at every step


	O(n)

	Linear scan

	Grows linearly with input


	O(n log n)

	Good general-purpose sorting

	Generally acceptable for large data


	O(n²)

	Comparing all pairs with nested loops

	Approximately four times the cost when input doubles




5.2 Readable Control Flow

Deeply nested conditions make both readability and test coverage more difficult. Guard clauses, small functions, and meaningful domain names make decision paths visible. Moving every condition into a separate function can also increase navigation cost; the objective is to preserve the language of the business rule.


Example 5.1 — Pre-indexing instead of a nested loop

[image: ]



	COMMON MISTAKE O(n²) code that appears fast with small test data can cause sudden latency growth as production data expands. Document input limits.




5.3 Amortized Cost and Worst Case

Some operations are inexpensive most of the time and occasionally expensive. Dynamic array growth is a typical example: most append operations have constant cost, but when capacity is exhausted, a larger region is allocated and the elements are copied. Even when average behavior is good, worst-case latency may matter in real-time systems.

Case Study — A Latency Spike Caused by a Nested Loop


	CONTEXT A reporting endpoint matched customer records against authorization rules. No problem appeared with one hundred records in the test environment, but production data grew into the tens of thousands.




Symptoms


●  P50 was acceptable, while P95 and P99 increased rapidly.

●  CPU saturation occurred only for large customers.

●  Because timed-out requests were submitted again, the load multiplied.


Root Cause


●  Customer and rule lists were matched with a nested loop.

●  Production data volume was not represented in test scenarios.

●  The retry policy contained neither backoff nor jitter.


Solution Approach


1. Create a benchmark with realistic data volume.

2. Index rules by their key fields.

3. Add pagination and an upper bound to the endpoint.

4. Update the retry policy to use bounded exponential backoff.


Outcome

Processing cost approached linear growth, and both tail latency and the timeout rate decreased.


	LESSON LEARNED
A complexity problem is not only an algorithmic problem; retries, timeouts, and capacity policies can amplify its system-wide impact.




Chapter Summary


●  Big-O describes growth behavior, not actual elapsed time.

●  Readable control flow makes failure paths and test coverage visible.

●  Tail latency, worst-case behavior, and retry effects must be evaluated together.


6. MODULARITY & ARCHITECTURE THINKING

Boundaries, dependencies, and the cost of change


	What You Will Learn in This Chapter 

●  Apply separation of concerns, coupling, and cohesion in practice.

●  Design dependency direction so that business rules remain protected.

●  Evaluate modular-monolith and microservice decisions in a balanced way.




Architecture is more than folder names or diagrams. It is the set of decisions that determines where a change will be made, how far a failure can spread, and within which boundaries teams can act independently. Good architecture makes change less expensive; poor architecture turns every change into a coordination problem.

[image: Figure 6.1 — A dependency model with the domain at the center and frameworks and external systems in the outer layers.]

Figure 6.1 — A dependency model with the domain at the center and frameworks and external systems in the outer layers.

6.1 High Cohesion, Low Coupling

High cohesion means that the elements of a module serve the same business purpose. Low coupling means that modules depend as little as possible on one another’s internal details. When these principles are not applied together, modules are divided only into physical folders and no real boundary of change is created.


	Symptom

	Likely Problem

	Improvement

	The same change spreads across 8–10 files

	High coupling

	Review the contract and responsibility boundary


	One module performs many unrelated tasks

	Low cohesion

	Split by business capability


	Domain code directly uses framework classes

	Dependency direction is reversed

	Isolate the external dependency through a port/adapter


	Tests require a real database

	Boundaries are not open to substitution

	Use a repository contract and test doubles




6.2 Modular Monolith

A modular monolith establishes explicit business-capability boundaries inside a single deployment unit. It reduces network, distributed-transaction, and operational complexity at an early stage while making future service extraction easier. Boundaries should be protected through package-import rules, separate data-access layers, and explicit event contracts.


Example 6.1 — A modular package structure organized by business capability

[image: ]


[image: Figure 6.2 — Conceptual comparison of monolith and microservice topologies.]

Figure 6.2 — Conceptual comparison of monolith and microservice topologies.

6.3 When Should You Use Microservices?

A microservice is valuable when there are proven needs such as independent scaling, team ownership, a distinct lifecycle, or fault isolation. When selected merely because it appears “modern,” it increases the cost of distributed data, network failures, observability, and deployment. Architecture decisions must be driven by change and operational pressure, not technical fashion.

Case Study — From Spaghetti Code to a Modular Structure


	CONTEXT In a back-office application, user management, billing, reporting, and file operations had grown together inside the same service classes.




Symptoms


●  Small changes produced unexpected regressions.

●  Test setup required many unrelated dependencies.

●  Code ownership was unclear.


Root Cause


●  Responsibilities had been grouped by technical layers instead of business capabilities.

●  Global helpers and shared models had eroded the boundaries.

●  There were no automated tests validating dependency rules.


Solution Approach


1. Identify business capabilities through a workshop such as event storming.

2. Establish domain, application, and adapter boundaries for each capability.

3. Restrict the shared module to genuinely common technical capabilities.

4. Validate import rules with architecture tests.


Outcome

The code continued to be deployed as a single application, but teams became responsible for specific modules and the regression surface became smaller.


	LESSON LEARNED Architectural transformation begins by making boundaries visible. The physical deployment model is the second decision.




Chapter Summary


●  Architecture is the set of decisions that limits the impact of change and failure.

●  A modular monolith is a strong starting point for many systems.

●  A microservice decision must be based on concrete needs such as independent scaling and ownership.


7. CONCURRENCY & PARALLELISM FOUNDATIONS

Correctness and efficiency when multiple tasks make progress


	What You Will Learn in This Chapter 

●  Explain the difference between concurrency and parallelism.

●  Recognize race-condition, deadlock, starvation, and contention risks.

●  Evaluate message passing and immutable data as alternatives to shared state.




Concurrency means that multiple tasks make progress within the same time interval; parallelism means that tasks actually run at the same time on different processing units. An application may be concurrent while running on one core. Parallel execution, by contrast, requires suitable resources, data independence, and coordination.

[image: Figure 7.1 — Time-slicing in concurrency and simultaneous execution on multiple cores in parallelism.]

Figure 7.1 — Time-slicing in concurrency and simultaneous execution on multiple cores in parallelism.

7.1 Shared State and Race Conditions

When multiple threads read and update the same data, execution order can affect the result. “balance += 1” may appear to be one atomic operation, but in most runtimes it consists of read, calculate, and write steps. Two threads can read the same value and lose one another’s update.


Example 7.1 — Protecting a shared counter with a lock

[image: ]



	CAUTION A lock can preserve correctness, but an incorrect scope creates contention and deadlock. Keep the critical section as small and single-purpose as possible.




7.2 Choosing Between Threads and Processes

Threads have low communication overhead because they share memory. Processes provide stronger isolation and may support true parallelism for CPU-bound work. The choice must consider runtime characteristics, data-sharing needs, fault isolation, and startup cost together.

[image: ]

Figure 7.2 — Comparison of multithreading and multiprocessing in terms of shared and separate memory.

7.3 Async I/O and Backpressure

The async model uses waiting time efficiently, but starting an unlimited number of tasks can allow resource consumption to grow without control. Backpressure mechanisms such as semaphores, bounded queues, and rate limits protect the system when the producer is faster than the consumer.


Example 7.2 — Backpressure with a bounded queue

[image: ]


Case Study — Deadlock Caused by Conflicting Lock Order


	CONTEXT A payment system protected account and transaction records with two different locks. Under rare traffic patterns, requests began waiting indefinitely instead of completing.




Symptoms


●  The thread pool filled up while CPU usage remained low.

●  Timeouts increased, but no error log was produced.

●  A restart temporarily resolved the problem.


Root Cause


●  One code path acquired the account lock first and then the transaction lock.

●  Another code path acquired the locks in the opposite order.

●  There were no metrics or timeouts for lock waiting time.


Solution Approach


1. Establish one standard lock-acquisition order for all code paths.

2. Redesign the critical section that required two locks.

3. Add a timeout and diagnostic logging for lock acquisition.

4. Serialize suitable updates through a message queue.


Outcome

The deadlock was eliminated, lock-wait duration became observable, and throughput was more consistent during peak traffic.


	LESSON LEARNED Concurrency failures are often nondeterministic. Design rules, bounded waiting, and telemetry must be used together.




Chapter Summary


●  Concurrency is a progress model; parallelism is physically simultaneous execution.

●  Shared state requires synchronization to preserve correctness.

●  Backpressure is a fundamental design mechanism that prevents system collapse under load.


8. OBSERVABILITY BASICS

Understanding internal system state through external signals


	What You Will Learn in This Chapter 

●  Explain how log, metric, and trace signals answer different questions.

●  Evaluate the difference between monitoring and observability.

●  Apply correlation and context during production incidents.




Monitoring tracks known conditions through predefined metrics and thresholds. Observability is the ability to investigate a system’s internal state through externally produced signals when an unexpected problem occurs. Good observability is not about collecting more data; it is about producing the context required to answer the right question.

[image: ]

8.1 The Three Fundamental Signals


	Signal

	Question Answered

	Example

	Log

	What happened in one specific event?

	order_failed, error_code, user_id


	Metric

	How much and how often is it happening across the system?

	request_rate, error_rate, latency


	Trace

	How did a request travel across services?

	span durations, dependency calls




8.2 Structured Logging

Free-form text logs may be readable to humans, but reliable querying at high volume requires structured fields. Event name, severity, timestamp, correlation ID, tenant, transaction identifier, and error code should be standardized. Sensitive data must not be logged, and fields should be governed by a masking policy.


Example 8.1 — A structured log with queryable fields

[image: ]


8.3 Distributed Tracing

In a distributed system, a single user request may touch multiple services, queues, and databases. A trace makes this journey visible through spans. Sampling every operation at 100 percent is expensive, however; the sampling policy should preserve greater detail for failures and high-latency cases.

[image: Figure 8.2 — Tracking a request across microservices with spans and centralized trace analysis.]

Figure 8.2 — Tracking a request across microservices with spans and centralized trace analysis.


	QUALITY CRITERION If the team can determine user impact, the affected component, and the most recent change within a few queries after an alert arrives, the observability design is approaching its purpose.




Case Study — An Invisible Dependency During a Production Incident


	CONTEXT The order-completion rate fell, while CPU and memory metrics for the application servers appeared normal.




Symptoms


●  Users experienced intermittent timeouts.

●  The main application logs contained only a generic “operation failed” message.

●  The problem was concentrated in specific regions and time periods.


Root Cause


●  Latency in the external tax service was not being monitored.

●  Dependency calls did not generate trace spans.

●  Timeout budgets were defined independently and generously for each call rather than for the entire chain.


Solution Approach


1. Add latency, error-rate, and timeout metrics for the external call.

2. Propagate trace context across service boundaries.

3. Derive sub-call budgets from the overall request deadline.

4. Define fallback behavior together with the business rule.


Outcome

The team quickly confirmed that the external service was the source of the problem. Timeout and fallback policies were updated, and diagnostic time for similar incidents fell substantially.


	LESSON LEARNED Observability must reveal not only your own code, but also how critical dependencies affect the user experience.




Chapter Summary


●  Logs explain event detail, metrics explain system trends, and traces explain the journey of a request.

●  Structured context reduces diagnostic time.

●  Observability design must cover user impact and dependency boundaries.


9. FROM FUNCTIONS TO SERVICES

Transforming business behavior into independent service boundaries


	What You Will Learn in This Chapter 

●  Explain the difference among a function, module, application service, and network service.

●  Consider API contracts, idempotency, timeouts, and scaling decisions together.

●  Evaluate the operational cost of extracting a service.




A function is a call boundary inside a process. A network service introduces new failure modes involving the network, serialization, authentication, timeouts, retries, and versioning. Turning a function into an HTTP endpoint does not automatically make it a good service.

[image: Figure 9.1 — Evolution from a monolith to microservices and event-driven architecture.]

Figure 9.1 — Evolution from a monolith to microservices and event-driven architecture.

9.1 A Service Boundary Is a Business Capability

A healthy service boundary is organized around a business capability rather than a technical table or controller. Capabilities such as ordering, payments, identity, or inventory should manage their own rules, data, and lifecycle as far as possible. Shared database tables and cross-service transactions weaken independence.

9.2 API Contract


	Topic

	Question

	Design Decision

	Idempotency

	What happens if the same request is received again?

	Idempotency key or a natural uniqueness boundary


	Timeout

	How long may the call wait?

	Deadline and sub-budgets


	Retry

	Which failures may be retried?

	Bounded backoff, jitter, and a retry budget


	Versioning

	How does the contract evolve?

	Backward compatibility, deprecation


	Error Model

	How does the client classify the failure?

	Stable error code and HTTP status




[image: Figure 9.2 — An API gateway model connecting web and mobile clients to backend services.]

Figure 9.2 — An API gateway model connecting web and mobile clients to backend services.


Example 9.1 — A simple idempotent service endpoint

[image: ]


9.3 Scaling and Stateless Design

Stateless service instances make horizontal scaling easier, but state does not disappear completely. Information such as sessions, job state, idempotency records, and caches is stored in appropriate external systems. Horizontal scaling requires joint consideration of load balancing, connection pools, cache invalidation, and the capacity of shared dependencies.

[image: Figure 9.3 — Comparison of vertical and horizontal scaling approaches.]

Figure 9.3 — Comparison of vertical and horizontal scaling approaches.

Case Study — Extracting the Payment Capability as a Service


	CONTEXT
A growing commerce system wanted to separate its frequently changing payment module from the main application because of payment-provider integrations and fraud rules.




Symptoms


●  Payment releases blocked the release calendar of the main application.

●  Payment traffic scaled differently during promotional periods.

●  Provider failures affected unrelated use cases.


Root Cause


●  The payment module had developed its own lifecycle and capacity profile.

●  Shared database transactions, however, prevented direct separation.

●  Retry and idempotency behavior was not clearly defined.


Solution Approach


1. First clarify the payment domain boundary inside the monolith.

2. Define a state machine and event contract between Order and Payment.

3. Design idempotent payment commands and webhook processing.

4. Introduce the new service through gradual traffic routing.


Outcome

The payment team began releasing independently, and the service scaled separately during promotional periods. The Order system tracked payment results through events.


	LESSON LEARNED
Service extraction is not merely moving code; it requires redesigning data ownership, the failure model, and process state.




Chapter Summary


●  A network service introduces new failure modes and operational costs.

●  A service boundary must be designed together with business capability and data ownership.

●  Idempotency, timeouts, retries, and versioning are part of the API contract.


Review Questions


1. What core engineering problem does “CODE → ABSTRACTION → SYSTEM” address in a production system?

2. Which boundaries, contracts, or responsibilities must be made explicit when applying “CODE → ABSTRACTION → SYSTEM”?

3. What failure modes or operational risks would appear if “CODE → ABSTRACTION → SYSTEM” were ignored?

4. Which metrics, tests, traces, logs, or reviews would prove that the design is working?

5. How would your answer change when the system grows from a small team to a multi-team, multi-region platform?


Use these questions for self-assessment, classroom discussion, or technical interview preparation.

10. CASE STUDY: FROM SCRIPT TO SCALABLE SYSTEM

Transforming a single-file automation into a production platform


	What You Will Learn in This Chapter 

●  Plan system evolution step by step through needs, risks, and measurements.

●  Combine modularity, service extraction, deployment, and observability decisions in one case.


●  Create a roadmap that avoids unnecessary complexity at every stage.




This chapter examines how a small script that processes customer files and emails the results evolves into a scalable system with queues, workers, an API, a database, and observability components. The objective is not to “build a distributed system from day one,” but to make the right engineering investment as real pressure emerges.

[image: ]Figure 10.1 — A scalable system architecture containing clients, a gateway, services, a data layer, messaging, and operations components.

10.1 Stage 1 — Script

The first version scans a directory with one command, processes files, and produces results. Data volume is small, there is one user, and execution is started manually. At this stage, the most important investments are clean functions, explicit error messages, and safe rerun behavior.


Stage 1 — A simple and rerunnable script

[image: ]


10.2 Stage 2 — Structured Code

As operation types and failure conditions increase, the domain model, configuration, and adapters are separated. A service is not yet necessary; the objective is testability and a clear boundary of change. Contracts such as FileSystemReader, ResultWriter, and NotificationPort isolate external dependencies.

10.3 Stage 3 — Modular System

When multiple users and scheduled jobs appear, API, job-management, and worker modules are introduced. Even inside one application, job state is stored in a database. The user request does not wait directly for the long-running operation; a job record is created and processed by a worker.

[image: Figure 10.2 — Conceptual view of a distributed system with client, data, security, communication, and processing components.]

Figure 10.2 — Conceptual view of a distributed system with client, data, security, communication, and processing components.

10.4 Stage 4 — Queue and Worker Pool

When traffic begins to fluctuate, a queue buffers the producer from the consumer. The worker count is scaled horizontally. Because a message may be delivered at least once, processing must be idempotent. A dead-letter queue isolates jobs that exceed the retry limit.


	Risk

	Control

	The same job is processed twice

	Idempotency key and state-transition validation


	The queue grows without limit

	Backpressure, admission control, and capacity alerts


	A worker fails halfway through processing

	Visibility timeout / lease and redelivery


	A poison message is retried forever

	Retry limit and dead-letter queue


	The result is lost

	Durable state and a transactional outbox




10.5 Stage 5 — Service Extraction and Independent Scaling

When the API, processing, and notification capabilities acquire different scaling or release needs, physical separation may be considered. Each service carries its own SLO, dashboard, and runbook. The overall deadline and error contract must still be preserved to protect a coherent user experience.

10.6 Production Readiness


●  A health check must reflect not only whether the process is running, but also the true condition of critical dependencies.

●  Deployments must be reversible, and database migrations must remain backward compatible.

●  Logs, metrics, and traces must be connected through a correlation ID.

●  Capacity tests must use realistic file sizes and concurrency levels.

●  Backup, restore, and incident-response procedures must be exercised regularly.

●  Secrets must be stored in a secure configuration mechanism rather than in source code.


Case Study — The Result of the Full Evolution


	CONTEXT The system initially processed a few files per day, but within a year it was running concurrent jobs for hundreds of customers.




Symptoms


●  A single worker reached its capacity limit.

●  Long-running operations caused API timeouts.

●  Invalid files stopped the entire batch.

●  Customers could not see job status.


Root Cause


●  The synchronous processing model





Solution Approach








Outcome



	



10.7 Evolution Roadmap
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# 0(n2): compares every order with every campaign
def eligible_pairs(orders, campaigns):

result = []

for order in orders:

for campaign in campaigns:
if campaign.product_id == order.product_id:
result.append( (order, campaign))
return result

#0(n + m): index campaigns by product identifier first
def eligible_pairs_fast(orders, campaigns):
by_product = {c.product_id: ¢ for ¢ in campaigns}
return [
(order, by_product[order.product_id])
for order in orders
if order.product_id in by_product
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# Systens thinking: contract, cache, and failure boundary
class UserService:

def

def

__init_(self, repository, cache, logger):
Self.repository = repository

self.cache = cache

self.logger = logger

get_user(self, user_id)
cached = self.cache.get (user_id)
1f cached 1s not None:

return cached

try:
user = self.repository. find_by_id(user_id)
self.cache.put(user_id, user, ttl_seconds=60)
return user

except Exception as exc
self.logger. error("user_lookup_failed", extra={"user_id": user_id})
raise UserLookupError(user_id) from exc
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def run(input_dir, output_dir):
for path in scan_files(input_dir):
result = process_file(path)
write_result(output_dir, result)

if _name_ == "_main
run("./in", "./out’
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from fastapi import FastAPI, Header, HTTPException

app = FastAPI()
processed = {}

@app.post(*/orders*)
def create_order (payload: dict, idempotency_ke
if idempotency_key in processed:
return processed[idempotency_key]

str = Header(...)):

if not payload.get(*items"):
raise HTTPException(status_code=400, detail="items_required")

result = {"order_id": "ord-1001", "status": "accepted"}
processed[idempotency_key] = result
return result
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import json
import logging

logger = logging.getLogger (“orders")

def log_order_failure(order_id, trace_id, error_code):
Logger.error(json. dumps ({
"event": "order_failed",
“order_id": order_id,
“trace_id": trace_id,
“error_code": error_code

)
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# Return order: ¢ - b - a
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import asyncio

async def worker(queue, client):
while True
item = await queue.get()
try
await client.send(item)
finally:
queue. task_done()

queue = asyncio.Queue (maxsize=500)
# maxsize prevents the producer from accumulating an unlimited load.
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from abc import ABC, abstractmethod

class OrderRepository (ABC):
@abstractmethod
def save(self, order):
“"t"Persist the order; raise RepositoryError on failure."

class NotificationPort (ABC):
@abstractmethod
def order_created(self, order_id):
pass

class OrderService:
def _init_(self, repository, notifier):
self.repository = repository
self.notifier = notifier

def process(self, command):
order = Order.create(command. items)
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self.notifier.order_created(order.id)
return order.id






d2d_images/image132.jpg
MODERN

SOFTWARE
FOUNDATIONS






d2d_images/chapter_title_below.png





d2d_images/image016.png
ABSTRACTION LAYERS

I Applcaton Layer

Programming Languas

o e s o Incraasing
i =
I Domain Abstractions s
T
Programming paradigms
s i e s e—
I i






d2d_images/image138.png
HASH MAP INTERNAL STRUCTURE

Buckets nkecist collsions, and tre-based calion handiing

Bucket array
Bucket0
Bucket 1
Bucket2
Bucket3
Bucketd
Buckets
Buckets
Bucket7
Buckets
Buckets

Linkedtist ol

e ) ey > entyien)

Direct lookup path

Enyth)

Fiaure 42— Corsistert modern hsh-mapdram sing th sme sl rgusge s th ther e e

Design notes
+ Aveage OO ook
« Colisons s cost

+ Towin ot

« Capactyand
hasingmater






d2d_images/image185.png





d2d_images/image061.png
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import threading

class Counter:
def _init_(self):
self.value = 0
self._lock = threading.Lock()

def increment (self):
with self._lock:
self.value += 1
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