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The National Security Constitution

This book addresses the various ways in which modern approaches to the protection of national security have impacted upon the constitutional order of the United Kingdom. It outlines and assess the constitutional significance of the three primary elements of the United Kingdom’s response to the possibility of terrorism and other phenomena which threaten the security of the state: the body of counter-terrorism legislation which has grown up in the last decade and a half, the evolution of the law of investigatory powers, and (to the extent relevant to the domestic constitution) the law governing international military action and co-operation. On the basis of this, it demonstrates that national security as a good to be protected and promoted in contemporary Britain is reflected not merely in the emergence of a discrete body of law by which it is protected at home and abroad, but that the concern with national security has leaked into other areas of public law—areas which are not directly linked to terrorism and legal response to it, but which become (whether by accident or design) implicated in these endeavours, with significant and potentially grave consequences for the constitutional order generally. A renewed and strengthened concern for national security since 9/11 has, it is argued, dragged into its orbit a variety of constitutional phenomena and altered them in its image, giving rise to what we might call a national security constitution.
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Introduction: The Constitution and National Security

I.The United Kingdom’s Constitutional Order

The most distinctive features of the contemporary British constitution are well-known: first, an order which is uncodified and partially unwritten, reliant upon conventional rules (enforced politically rather than legally) in order to guide the exercise of legal powers whose substance is often undemocratic; second, an omnipotent legislature, capable—at least as a matter of law—of legislating without reference to any standards of morality or legal limitations which would act, more or less successfully, as a proxy for them; third, an electoral system which has usually resulted in an executive which commands a large majority in Parliament, which as a result often appears incapable of effecting the ongoing accountability upon which the Westminster model of government is predicated; fourth, courts which are not only incapable of striking down the enactments of the legislature, but are simultaneously limited in their institutional capacity to adjudicate upon, and to enforce their will against, the executive of the day; fifth, a system of human rights protection which is deliberately weaker than equivalents elsewhere, reliant on interpretation and declaration to avoid unsettling the traditional balance of power between the institutions of state, and so reflecting the traditional British preference for political over legal mechanisms of constitutional accountability even as the efficacy of those political mechanisms is too often left unconsidered; sixth, a territorial division of power whose only consistent quality is its instability. Taken together, these features both give rise to and reflect an order that, though remarkably stable over the long term, is susceptible to sudden and dramatic change both on its surface and, increasingly, at deeper and more fundamental levels.

In the past, the great evolutionary forces of the constitution included the torrid struggle between the Crown and Parliament, from which much of our modern constitutional settlement continues to flow: the doctrine of parliamentary sovereignty and, in particular, the subordination of the Crown to the Crown-in-Parliament, which enjoys the right to regulate its succession and ultimately to abolish it; the exercise by a parliamentary executive of powers which were once the monarch’s; the progressive limitation of the Crown’s prerogative powers; the financial privilege of the Commons. A second of the historic forces giving rise to evolution is the growth of formalised democracy in the period beginning with Earl Grey’s Reform Act of 1832. On one hand, many of the distinctive features of the modern constitution—the most important of the conventions which emerged in order to add a democratic veneer to the (less than democratic) legal base, for example, and the almost total subordination of the upper chamber to its popular counterpart—result more or less directly from the subsequent expansion of democracy. More generally, however, the expanded democratic element of the constitution entered into an important and yet poorly understood dialectic with the emergent administrative state, the one prompting and in turn being prompted by the other. In the absence of a deliberate break with the centuries of accumulated law, practice and variegated tradition—a moment of constitutional renewal presumably given effect via the exercise, by ‘the people’, of a constituent power which the UK’s constitution has historically been unable to recognise to it—these forces continue to scar the constitutional landscape which we encounter today, even if awareness of the geological processes which created that landscape ebbs and flows.

In recent decades, on the contrary, the equivalent forces remain present to the senses and vital to an understanding of how the constitution has come to be as it is. Within the relevant time-frame, a variety of such forces are prominent. Some are at least partly endogenous, being the product of a political environment which the constitutional ordering has created or to the existence of which it has at least contributed. Amongst these we might number, for example, the internationalisation of politics in the post-war twentieth century. This internationalisation is represented most obviously by the formation of what became in time the European Union, British accession to which in the early 1970s began a process of legal evolution which is ongoing to this day even as the method—and in fact the possibility—of undoing the effect of EU membership on the domestic constitution and the associated legal order(s) is contested on all sides. It is evident too in the creation of the Council of Europe, guardian of the European Convention on Human Rights and Fundamental Freedoms, to which the UK has been a signatory since inception, and which was partially transposed into domestic law by the Human Rights Act 1998. A second, related but broader, theme involves the judicialisation of the constitution: the assertions and reassertions of a judicial right to control the legality of executive action even where Parliament appears to have granted to it a broad discretion (a wholly unfettered discretion facilitates arbitrariness, and opposition to the arbitrary exercise of power is the golden thread which runs through the history of public law) and perhaps even—in extremis—to control the lawfulness of Parliament’s legislation itself. Both positions reflect, it seems, a belief in the inability of political mechanisms to limit executive and legislative action such that they must be supplemented, if not supplanted, by mechanisms enforced, and if necessary devised, by courts of law. Only where the domestic political constitution has been threatened by courts alien to the UK’s constitution have the domestic courts sought to defend it, warts and all, from those who invariably privilege its legal aspects over their political counterparts. A third theme—logically posterior—is that of resistance to the increased prominence of (legal) human rights mechanisms within the constitution. As the courts’ familiarity with and fondness for individual rights has increased, suspicion of those mechanisms has often shifted from the left of the political spectrum to its right, the constitutional order in this way sowing the seeds of a possible future realignment of a scheme of human rights protection which has not yet existed for even two decades. A fourth is the introduction of devolution—demand for which was in many ways a feature of the constitution’s inability to accommodate the uptick in nationalist sentiment to which its own failings had in the past contributed—and the frequent amendment of which has been a function of the failure of devolution to close off these conversations, which it has often instead encouraged and amplified by producing new divergences between politics within the devolved institutions and at Westminster, and new forums in which those differences are made manifest.

Other features of the political context are, however, wholly or almost entirely exogenous: the constitutional order comes to reflect new values, new priorities, not because of anything that has been done by or within it, but because the world beyond has changed and so too—as a result of political decisions, social pressures, media perspectives which operate within political processes, both formal and informal—must it. In recent years, far and away the most prominent of these exogenous factors has, this book contends, been the renewed and expanded focus upon the needs of national security following on from the terrorist attacks on New York and Washington on 11 September 2001 and which has been shaped by a variety of other specific attacks or broader trends in the years since. Many of the legal rules which are most prominent in this work are the direct result of those attacks and later evolutions (or apprehended evolutions) of the nature of the threat to the UK and its people. We have seen, in short, the emergence and the strengthening—at times, the dominance—of a ‘national security constitution’ which overarches the constitutional order as described above; which comprises new bodies of law created in response to emerging and evolving threats, pre-existing bodies of law which have been newly and explicitly deployed in service of the often all-encompassing exigencies of national security, and bodies of law which on the surface have little or nothing to do with national security but which have been, slowly but inexorably, pulled into the orbit of that theme, and which come to be reconceptualised as part of, or even subsumed within, this new national security constitution. It is on this phenomenon—on these overlapping and interlocking bodies of law—which the present work focuses.

II.The National Security Constitution

The purpose of this book is to account for and explore the changes in the constitutional order which have taken place as a result of the dominance of national security as a policy priority within the contemporary UK: to first of all analyse, from a constitutional perspective, those new, renewed, and repurposed legal rules which directly and unambiguously reflect the predominance of national security in the contemporary political environment, and then, secondly, to consider the ways in which the wider constitution has come to be impacted—indirectly, and at times inadvertently—by that predominance. The book’s methodology is, least by the standards of contemporary public law work, unsophisticated. Public law in the UK has for many years been characterised by a turn to theory which began in the early 1990s and which remains influential to this day. The public law scholar cannot content him or herself with a familiarity with the relevant legal rules and their political context, as might once have been the case; indeed, very often the key effect of the turn to theory has been to wrest public law from that political context. Instead, discussion around public law takes place with reference to a vast range of theoretical work, some indigenous to the discipline, some imported from other parts of the academy. This work has done much to enhance the study of the UK’s constitution, not least by forcing those who study it to reflect upon and then articulate their own assumptions as to, most obviously, the role of the state, and its appropriate relation to the individual; the question of the extent to which the right can be separated from the good, and how that distinction should be reflected in arrangements of governance; the inter-relation between law and politics in the constitution, and the extent to which it should (and can) be reconfigured. Nevertheless, there have been costs: a portion of that literature is prone to advancing arguments which are broad and sophisticated, purporting to shed new light on the UK’s constitution in particular or public law (or ‘constitutionalism’) in general, but which are only weakly grounded in the legal rules to which they ostensibly relate and which do not balance out the indulgence of starting from a point other than the basic constitutional landscape with a willingness to end there; to use the insights gleaned to work towards reshaping it. This work seeks to do the opposite. It begins in every case from direct consideration of the relevant legal position, augmented by the standard sources of constitutional scholarship: parliamentary materials, legal commentary, and so on. Where it seeks to theorise it does so lightly, seeking never to become unmoored from the law from which it began. For this, I make no apology. A fundamental truth of academic work is the importance of one’s priorities. Even within the relatively well-defined world of contemporary public law, there is far more legislation enacted, far more cases decided, than any one person could usefully engage with. And the greater the number of people who are writing about things other than legal developments, the more likely it is that those developments and their effects will go unconsidered at appropriate length. This is true of certain of the issues dealt with in the current work: in the UK, national security law has yet to emerge—as it has in the US—as a discipline in its own right. Even then, considerations of space mean that much of relevance is not discussed in this book in the requisite detail, and in some cases at all.

It must be emphasised too that the overarching argument offered by this book is a descriptive one. In many cases, reason will be offered for thinking that the changes which have taken place—both deliberate and inadvertent—are to be regretted. This is, though, by no means the case for all of those developments addressed herein. On the contrary, many are the result of judicious attempts to ensure that the necessary evolution of the constitution takes place in the way which does the least possible to unsettle its rules, institutions and values. More generally, where the pursuit of national security ends reaches further into the constitutional landscape than was previously the case, that fact is often in large part the consequence of there having been formalised in law (and, by extension, in constitutional law) processes and actions which would previously not have taken place, or would have happened without legal authority. That is, what is presented here as the emergence (or acceleration) of a national security constitution is in many ways the consequence of developments which are themselves, from the point of the rule of law—or, if that is too diffuse a value, the bare commitment to legality—unambiguously positive. Even where that is true, however, we must not assume that the wider consequences of desirable change are necessarily to be welcomed. It will be argued, at several points, that some act or development which was admirable (or simply and obviously necessary) in the context in which it took place has had consequences which we might nevertheless regret.

A third preliminary point concerns the scope of the material under consideration, defined—of course—with reference to the dual concepts of ‘national security’ and ‘constitution’. The language of national security is relatively new; older statutes spoke instead of the ‘defence of the realm’, the language pushing to the foreground the link between the imperative of protecting a territory and the identity of that territory’s Sovereign. National security has never been the subject of statutory definition and for much of the twentieth century various features of the constitutional order ensured that the courts were not called upon to consider the question too frequently, or with particular care. What emerges from the relevant case law is less a sense of what national security is than of who it is for: that national security is the province of the executive is constantly reaffirmed, as is the fact that accountability for the executive’s action in that domain is primarily political, to Parliament, rather than legal, to the courts, which will therefore exercise the lightest of touches in reviewing actions in this domain.1 That idea is evident also in the following passage from the decision of the House of Lords in Rehman, the last national security case of the pre-11 September era, which is notable also for the broad, pragmatic definition of ‘national security’ offered by Lord Hoffmann:

… there is no difficulty about what ‘national security’ means. It is the security of the United Kingdom and its people. On the other hand, the question of whether something is ‘in the interests’ of national security is not a question of law. It is a matter of judgment and policy. Under the constitution of the United Kingdom and most other countries, decisions as to whether something is or is not in the interests of national security are not a matter for judicial decision. They are entrusted to the executive.2

‘National security’, as used in the present work, mirrors that definition: it is ‘the security of the United Kingdom and its people’, and includes both the internal and external security of the state. It tracks, crucially, those concepts as they are understood and invoked by those with constitutional responsibility for national security, and so does not seek to second-guess in the abstract the claim that this or that phenomenon is relevant to the concept of national security. Several points follow from this. The first is that this book treats, say, the phenomena of domestic counter-terrorism and military action abroad—much of which is or purports to be aimed at ensuring security at home—as part of a single whole, rather than focusing on one to the exclusion of the other. The second is that without needing to define the concept of ‘national security’ in any greater detail than does Lord Hoffmann, we are able to make use of the implicit distinction between those measures taken, and those powers which exist, for national security purposes, and those designed to combat ‘ordinary’ crime, which does not threaten the security of the UK and its people. Time and again we find that the former are broader and more intrusive than are the latter. To begin from a subjective understanding of the concept of national security allows for a starting point which is suitably attuned to the reality we must confront—one which does not require us to reject out of hand, based on mere definitional disagreement, the relevance of legal rules and practices which make up the UK’s response to threats to its national security—but without depriving us of the capacity for critical treatment of that empirical legal reality.

Our second concept—that of the constitution—need not cause difficulty. Many of the defining features of the constitutional order of the UK cited above can in fact be traced back, more or less directly, to the first and most consequential: the uncodified and partially unwritten nature of the constitution. Though this deprives us of the most obvious of starting points—the constitutional document, or Constitution—from which we would inevitably, elsewhere, begin, the absence of that starting point must in the circumstances of a work such as the present one count as an advantage. We can range widely and freely across that body of law and practice which relates the distribution and exercise of public power, focussing on functional concerns and avoiding the temptation to reify, as might be done in certain other jurisdictions, the text of that document, and to risk being distracted by disputes as to the proper method of its interpretation. And so the present work deals primarily with the classic trinity of questions to which a constitutional order must offer answers—what are the institutions of the state? how do they relate to each other? how do they relate to the individual?—without being in any way fenced in by them.

What should be emphasised, finally, is that in speaking of a ‘national security constitution’ I mean to suggest neither that the focus upon national security is a new one, nor that the modern era is unique in seeing national security impact upon the constitutional order. Neither claim would be even superficially plausible. National security, though not always under than name, has always been central to the task of government. Indeed, the twin domestic and international dimensions of security are in many accounts some of the very few ends in pursuit of which public power might legitimately be employed; they represent not an addendum to but the irreducible minimum of the state’s role, to which all other tasks are in theory and often in practice necessarily secondary or subordinate. If national security is more prominent as a policy end now—and that itself may be an illusion based upon the public knowledge, in the modern era, of information which would once have been part of the arcana imperii—that should not be taken to suggest that it was not similarly vital in previous decades, even if the specific threats which were apprehended differed in important ways; ways which in turn impact upon the manner in which the constitution comes to reflect national security needs. And, again: the idea that the manner in which national security is protected and pursued might be reflected in the relationship between Parliament and executive as it appears at a particular point in time, or the relationship between citizen and state, is by no means a new one. If national security is the primary purpose of the state, and the constitution the body of rules and practices by which the state pursues its purposes, the constitution, we can see, must always have contained a national security dimension; or, rather, must always have been capable of being understood through a national security lens. What has happened, therefore, is not the emergence of a wholly novel phenomenon, nor the identification of a new perspective from which an existing phenomenon might be described. Instead, there has been, this book contests, an intensification not only of the importance of national security to the domestic policy agenda, but with that, and at least partially as result of it, a broadening and a deepening of the work done by the concept of national security within the constitution: the national security dimension of the constitution has grown, and the extent to which one can make sense of the constitution through a national security lens is greater than it has been for many decades, perhaps ever.

III.Structure

The book is divided into two parts. In the first I consider the law of the national security constitution as it has evolved in recent decades and with reference, in particular, to its constitutional implications. This discussion takes place under three headings, to each of which a chapter is devoted: counter-terrorism, investigatory powers, and what I call ‘the military constitution’. The second part of the book shifts its focus from these topics to what I describe as the ‘themes’ of the national security constitution. Here, we consider not those legal frameworks which directly address the threat to national security, but those changes to the broader constitutional order which are derivative of or consequential upon the renewed focus upon national security in contemporary social and political activity. Here I argue that the contemporary constitution tends, due to the contingent but nevertheless evident centrality of national security as an end of government in the modern era, towards a ‘national security constitution’ in which, in its most extreme form, little or nothing would be untouched by the exigencies of national security. It is not any part of the argument of the book to suggest that we have already arrived at that particular destination: there is much of the constitution which does not (yet) bear the marks of national security, albeit that fewer of its aspects meet that description than might be immediately realised. Nor, crucially (I emphasise again) is it argued that the process by which national security comes to influence and condition aspects of the constitution other than those explicitly designed in order to further those ends is a new one, which began in 2001 and represents a break with an impliedly prelapsarian past. Such a narrative would be unsustainable. Constitutions are frameworks of governance, implementing some vision—however implicit, however poorly articulated, however contested—of the public good, while leaving room, and creating processes for, the resolution of conflicts as to what the public interest, to the extent not already reflected in the constitution, demands. In this first sense, the public interest a constitution protects will always and everywhere include some consideration of the salus populi, even where such thing is not—as it might once have been—the suprema lex. That is, constitutions bear necessarily the imprint of national security concerns. They do so in the first place merely by existing and so constituting a group of people, and the territory they occupy, as a polity distinct from all others, and entitling some amongst them to act on behalf of those people and to speak for them on an international plane. They do so similarly in the very fundamental distinction they encode between insiders and outsiders—those who are granted a higher status by law and those who, without citizenship, relate to the state in a necessarily different, less secure fashion, than do its own citizens. Relations between legislatures and executives, between both of those and courts, will always and everywhere reflect some sense that the executive bears responsibility for the protection of national security, in relation to which the other parties can expect to play, whether formally or otherwise, a lesser role than in other areas of policy. So too will a constitutional order always provide for some level of secrecy as to the activities of government, its capacities and its strategic thinking. All of these things are, it goes without saying, clearly identifiable within the constitutional order of the UK from its earliest days, and certainly long before the turn of the millennium.

What is argued therefore is not that the national security constitution as described herein is a novelty, but instead that the prominence of national security concerns has increased, having both spread and deepened, penetrating areas of the constitution which are not explicitly implicated in the pursuit of national security ends; areas which, though they were never previously immune from its influence, have been acted upon by national security more explicitly and to a greater degree than was previously been the case. We are, however, dealing with a change rather than a mere continuation of a prior trend: the process described has accelerated significantly over the last two decades, and if it continues at that pace may ultimately give to the constitutional order a fundamentally different nature. The themes I address are four, each understood broadly: they are citizenship, justiciability, secrecy and sovereignty. In relation to this final theme, I show how the internationalisation of national security works to undermine the process—its constitutionalisation—charted in earlier chapters. It must again be emphasised that these themes are not exhaustive of the changes which are evident in the constitution: others might have been chosen, though few of these demonstrate change of the same degree and, potentially, consequence as those addressed.

IV.The National Security Council

Finally, because it is significant, and because there is no other obvious place for a consideration of it, it is worthwhile to take a moment here to discuss the constitutional body most relevant to national security as a whole: the National Security Council, a Cabinet committee which is ‘the main forum for collective discussion of the government’s objectives for national security and about how best to deliver them in the current financial climate.’3 The immediate origins of the Council lie in the 2010 general election. Both of the main parties were committed to the appointment of a National Security Advisor, and though Gordon Brown had introduced a Cabinet committee (‘National Security, International Relations and Development’) with related responsibilities, William Hague (foreign secretary in the Coalition) claimed that the government after 2010 had ‘inherited a structure of government that had no effective mechanism for bringing together strategic decisions about foreign affairs, security, defence and development or to align national objectives in these areas.’4 The NSID committee was therefore, in conjunction with the launch of a Strategic Defence and Security Review, replaced with the NSC, which seeks to ‘bring together foreign, defence, security, resilience and intelligence policy under the auspices of one committee and secretariat structure in a way which was not a feature of earlier arrangements.’5 The Council includes the Prime Minister and the relevant Cabinet Ministers; other Ministers, as well as the Chief of the Defence Staff,6 the Chief of the Joint Intelligence Committee,7 and the heads of the three security and intelligence agencies (MI5, MI6 and GCHQ) attend when necessary.8 Distinguishing it from its spiritual predecessor, the Council’s secretary is the National Security Adviser.9 Ministerial sub-committees of the Council focus on specific issues, including ‘threats, hazards, resilience and contingencies’, ‘nuclear deterrence and security’ and ‘matters relating to cyber programmes and policy development.’10 The associated National Security Secretariat ‘provides coordination on security and intelligence issues of strategic importance across government’ and as of 2014 comprised five directorates: the Civil Contingencies Secretariat, Foreign Affairs, Security and Intelligence, the Office for Cyber Security and Information Assurance, and the Computer Emergency Response Team UK.11

Considering the work of the NSC, the Joint Committee on the National Security Strategy observed that while it welcomed the introduction of the NSC in order to ‘to give strategic direction to the Government’s national security agenda’, it was unconvinced ‘that the NSC has successfully maintained its strategic focus’ but rather, had strayed often into operational territory.12 This loss of focus was accompanied by—if it did not cause—a lack of imagination in the selection of topics for discussion by the NSC: the Joint Committee noted specifically the NSC’s ‘failure to discuss the national security implications of either the Eurozone crisis or the possibility of Scottish independence’.13 A related and persistent complaint about the work of the NSC has been the dominance of foreign policy questions within its work, linked by some commentators to the recruitment as National Security Adviser of a series of individuals whose previous experience had been mostly or entirely in the Foreign and Commonwealth Office.14 Moreover, the limited information in the public domain about the work of the Council has made it difficult to assess the nature and significance of that work, and the Joint Committee has requested ‘regular confidential oral briefings on the work of the Council.’15 A further recommendation was that the NSC meet regularly, including when Parliament is not in session.16 What emerges most clearly from those considerations of the NSC and its work which have taken place in the still-short period since its creation, however, is the contingency of its position within the executive’s national security endeavours. Though judged by many to have been ‘remarkably effective’,17 it seems clear that a weaker Prime Ministerial commitment to the Council and its work might quickly threaten the place it has established for itself within the national security constitution.18 Though the Prime Minister at the time these observations were made, David Cameron, has since been replaced by one with a long-standing involvement in, and evident concern for, national security matters, it is by no means clear that that pattern will be repeated in future, particularly if national security issues fade from prominence in light of, say, the currently ongoing Brexit process. In such a scenario, the (perhaps surprisingly recent) creation of an institution which brings the full range of national security questions together at the heart of government may, in effect, be undone.19 What this book shows, however, perhaps above all else, is that any such change would do little to undermine the prominence of national security within the wider constitutional order.
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1

The Counter-Terrorism Constitution

I.Introduction

At the heart of the national security constitution in its modern form stand those powers which address, directly and explicitly, the threat of terrorism. Here, not only is there a significant body of law to consider, but that body of law is rapidly and constantly evolving: the law of counter-terrorism in the middle of the century’s second decade was very different from that which was put in place by the Terrorism Act 2000. This first chapter considers the evolution of that law, providing an overview of the background to the legal position, followed by a discussion of the key developments since the attacks of 11 September 2001, showing how the approach to counter-terrorism has shifted in response to changing patterns of national security threats (or at least changing perception as to the nature of those threats) and considering certain specifically constitutional themes which recur within the modern law of counter-terrorism. The most important point which emerges from this chapter, however, is one which cannot be made directly within it, but must be made elsewhere in this book: that the law of counter-terrorism upon which this chapter focuses, though it is the most direct constitutional response to modern threats to national security at home, constitutes only a small fraction of the national security constitution.

Though in beginning from a consideration of the law of counter-terrorism we are addressing that element of our broader subject which enjoys the highest public (and academic) profile, to focus only upon the law of counter-terrorism would be to miss the number of other ways in which the constitution promotes and otherwise reflects the ends of national security. One point to make is that in considering the counter-terrorism constitution, we are always in the domain of exceptionalism. Even where the law is stable over time, even where the powers are widely used, the law of counter-terrorism necessarily presents itself as something exceptional, a body of law which implements powers or limits rights in ways which would not otherwise be accepted because it responds to a phenomenon which exists outside the mainstream of those activities which the law is required to address. Were it otherwise—were terrorism understood by lawmakers to be a phenomenon capable of accommodation within the normal criminal and civil law—there would be no counter-terrorism law. In what follows, that claim to exceptionalism acts as the background to certain critical observations made about the law in this area, but it should not thereby be assumed that it is in any way endorsed. There is good reason to believe not only that terrorism is not an exceptional phenomenon requiring an exceptional legal response, but—further—that there does not exist a group of activities which can be usefully categorised, at least as a matter of law, as a single phenomenon of ‘terrorism’.1

II.CONTEST and the Joint Terrorism Analysis Centre

The government’s approach to terrorism is underpinned by ‘CONTEST: The United Kingdom’s Strategy for Countering Terrorism’, published for the first time in 2006 and reissued, following occasional revision, in 2011. The strategy, the aim of which is ‘to reduce the risk to the UK and its interests overseas from terrorism, so that people can go about their lives freely and with confidence’, is organised around four ‘workstreams’: Pursue (‘to stop terrorist attacks’); Prevent (‘to stop people becoming terrorists or supporting terrorism’); Protect (‘to strengthen our protection against a terrorist attack)’; and Prepare (‘to mitigate the impact of a terrorist attack’).2 The second of the four has been the subject of the most sustained attention, as a result of the perceived anti-Muslim bent of many of the projects which take place within the workstream.3 Otherwise, what is most striking about CONTEST strategy is the level of generality at which the key commitments are formulated, and how little work they are therefore able to do in determining the specific steps taken in order to combat the threat of terrorism. That is, though the various legal issues and regimes described in the chapter can all easily be numbered under one or the other of these headings, the specific form that they take and the manner in (and time at) which they are reformed or amended, appears to be causally connected to CONTEST in only the loosest of ways.

The key institution of the counter-terrorism constitutional order is the Joint Terrorism Analysis Centre (JTAC), established in 2003, which is the body which ‘pulls together all the available intelligence on the Islamist threat, analyses it and produces short-term assessments of the level of threat and longer-term assessments of terrorist networks, capabilities and trends.’4 JTAC enjoys a certain level of prominence as the body which sets the ‘threat level’—the threat posed to the UK by international terrorism on one hand and Northern Irish terrorism on the other—changes in the former of which are widely reported and often result directly in changes to the experience of travellers and other sections of the public.5 JTAC, though it is ‘self-standing’ and comprises representatives of over a dozen separate bodies and agencies, is based within MI5’s headquarters. Its head is accountable to the Director General of MI5, and reports periodically to the JTAC Oversight Board. The creation of JTAC is widely seen to have been a positive development (Hennessy notes that it has ‘spawned a number of imitators across the developed world’)6 and it may well be true that the quality of analysis has improved as a result. It is nevertheless clear that very little of JTAC’s work leaves any obvious mark upon the legal record.

III.The Role of the Criminal Law in Counter-Terrorism

One of the key features of the legal response to terrorism is, of course, the criminal law. There exist, and have existed for many decades, a large (and growing) number of criminal offences which specifically relate to terrorism, as well as an unquantifiable number which might be committed by people recognised—in law or merely informally—as terrorists. Some of the terrorism offences are intuitively justified; others are far broader than can be justified and only selective enforcement prevents the law being brought into dispute—perhaps rendered farcical—by their existence.7 Some are prosecuted with relative frequency; others rarely or not at all.8 There is also a special power of arrest under section 41 of the Terrorism Act 2000, to which a longer permissible period of pre-charge detention than usual applies.9 Though this chapter makes reference to some of the relevant offences at certain points, they are not its focus. For one thing, the offences in question (mostly) raise issues which are not relevant to a consideration of national security from a constitutional perspective. There are, of course, exceptions—see, for instance, the consideration of public interest immunity and in camera trials in Chapter 5—but the primary issues to which the various relevant offences give rise are better addressed by criminal lawyers. That there remains a counter-terrorism constitution to consider in this chapter is the result of a variety of factors. A first is that the criminal law can respond only to acts which have already taken place (even if those acts are preparatory to some act which might take place in future). The legal response to terrorism seeks, alongside that possibility, to pre-empt terrorist acts; to put in place mechanisms which prevent them from taking place at all. Related to this is the criminal standard of proof: though—as we shall see—the legal threshold for the various mechanisms under discussion here varies, each is by definition lower than the ‘beyond reasonable doubt’ standard used in the criminal law, and some are much lower indeed.

This alone does not explain the discrepancy: after all, the criminal standard of proof applies generally, and there is no sense in which too few offences are successfully prosecuted in the contemporary United Kingdom. More important within the specific context of terrorism is the law governing the use made within the legal process of material acquired via the interception of communications (what is usually described as ‘intercept evidence’, and which by statute includes the content of intercepted communications but also ‘secondary data’ or ‘communications data’ associated with those communications).10 The relevant rules as found in the Regulation of Investigatory Powers Act 2000 (RIPA) provided that ‘no evidence shall be adduced, question asked, assertion or disclosure made or other thing done in, for the purposes of or in connection with any legal proceedings’ which disclosed intercept material in circumstances suggesting that it originated in one of a number of acts, or which tended to suggest that such acts had taken place.11 For present purposes, the most important of those acts was ‘the issue of an interception warrant’ but also included within the categories of acts which were not to be disclosed in this way were unlawful interception by one of a number of identified agents of the state, the making of an application for a warrant, and ‘the imposition of any requirement on any person to provide assistance with giving effect to
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