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  Preface


Preface 
I have been practicing as an independent security consultant for over 40 years. I have personally conducted more than 2,000 physical security assessments at a wide variety of different types of facilities all across the United States and in Canada. I am also the author of the book “Becoming an Independent Security Consultant - A Practical Guide to Starting and Running a Successful Security Consulting Practice”, now in its second edition.
As the result of my book and the many years I have been in the security industry, I frequently get asked the question “What is a physical security assessment, and how do I go about conducting one?” While this question is most frequently raised by new consultants, even those who have been practicing for many years can still be doubtful about whether the way that they are conducting assessments is correct or if they should be using another method.
This confusion is understandable, as the security industry has no single, universally accepted way of conducting physical security assessments. Even the basic terms used within these assessments (threat, risk, vulnerability, etc.) can be subject to debate among security professionals. There are many different risk assessment methods, ranging from simple risk matrices to more advanced approaches that use complex mathematical formulas and probability models to score risks.
There are currently over 50 security risk assessment frameworks that include those produced by international standards bodies (such as ISO), the United States Federal Government (such as NIST, DHS, and DoD), industry and professional associations (such as ASIS and IAHSS), and industry-specific organizations (such as IATA/ICAO, AWWA, NERC, HIPAA/HHS).
To add to the confusion, some organizations are now taking a more holistic approach to risk management by conducting assessments that look at a wider range of risks that affect not only security, but operations, safety, and resilience. These assessments consider the potential for both man-caused and natural disasters and examine strategic risks, financial risks, legal risks, compliance risks, reputational risks, market risks, and cyber risks. These assessments are most commonly referred to as “all-hazards risk assessments” or “enterprise risk assessments”.
All of this can be very overwhelming for a new security consultant who has been asked to conduct a physical security assessment for a client. Often, the more that they read and study, and the more advice that they receive from other consultants, the more confused that they become.
While there are a proliferation of books, guides, and training materials on how to conduct physical security assessments, most explain what an assessment is but not how a working consultant actually performs one in the field. Also, many of the resources that are available are aimed at end users, such as security directors, business executives, and facility managers, and leave out the day-to-day challenges that consultants encounter while conducting assessments for clients.
This book is intended to fill this gap by providing a comprehensive guide to conducting physical security assessments for the independent security consultant.






  
  Introduction


The primary audience for this book is the independent security consultant who has been asked to perform a physical security assessment for a client. This is one of the services most frequently requested by clients and one that nearly every consultant will be called on to provide. 
Within this book, I will discuss:
	The essential elements of a physical security assessment.

	Why clients hire consultants to conduct security assessments.

	Writing a proposal for a security assessment.

	Preplanning the assessment.

	Conducting client interviews.

	The on-site survey process.

	Observing activity at and around the facility.

	Identifying and prioritizing security risks and threats.

	Evaluation of existing security measures and identification of vulnerabilities.

	Developing recommendations for security improvements.

	Writing the Security Assessment Report.

	Presenting findings and recommendations.

	Follow up with the client after the report.



The purpose of this book is to provide practical advice that consultants can use when performing physical security assessments. The techniques outlined are based on real-world experience and have been continuously refined through lessons learned from past assessments.
In the chapters that follow, I provide step-by-step guidance to help you successfully conduct a physical security assessment from start to finish using practical, proven techniques. This guidance is aimed primarily at consultants working alone or as part of a small team, but it can also be used by employees of larger firms.
The methods described in this book can be used to conduct security assessments at most commercial and industrial facilities. With minor adjustments, they can also be adapted for other types of sites, including institutional and residential facilities. These techniques are not intended for facilities with specialized security needs, such as military installations, nuclear plants, or correctional institutions.
Experienced security and risk management professionals may take issue with some of the advice presented here, perhaps because the language is not always technically precise or the methods differ from their preferred assessment approaches. Many seasoned consultants have strong opinions about the “right” way to conduct assessments and may not agree with every aspect of my approach.
I did not set out to write an academic textbook or to gain universal acceptance within the consulting community. My goal is to give practical guidance to independent consultants who need a clear, field-tested approach to conducting physical security assessments. The methods presented here are based on what has worked for me over the past forty years, and they will work for you too, if properly applied.






  
  Chapter  1 – What is a Physical Security Assessment?


Definition
Ask five different security experts what a “physical security assessment” is and you will probably get five different answers. Like with so many other terms in the security profession, there is no single, universally accepted definition of this term, however, most practitioners would probably not object to the following description: 
“A structured evaluation of an organization or facility’s physical security program that identifies, measures, and prioritizes security risks; examines existing protective measures; uncovers vulnerabilities; and provides actionable recommendations for security improvements.”
Let’s look at the key points in this definition:
Structured evaluation – a structured, systematic process is used.
Organization or facility’s – the assessment can address an entire organization or individual facilities, depending on scope.
Physical security program – the assessment focuses on the security of the physical environment and does not include cybersecurity.
Identifies, measures, and prioritizes security risks – considers risks, threats, likelihood of events, and potential consequences.
Uncovers vulnerabilities – looks for weak points in the existing security program that could be exploited by an adversary.
Provides actionable recommendations – offers solutions that are clear, specific, and practical to implement.
When explaining what a physical security assessment is to a client, some consultants compare it to going to a medical doctor to get a complete physical examination where the doctor checks your overall health from head to toe. In the case of a security assessment, the security consultant closely examines every aspect of the client’s physical security program, diagnoses any vulnerabilities, and then, if necessary, prescribes the appropriate security solutions.
Other Terms Used to Describe Security Assessments
Numerous other terms are used to describe the security assessment process, including security survey, security review, security audit, security inspection, site security assessment, facility security assessment, security risk assessment, threat and vulnerability assessment, and many others.
While there are technical differences between some of these terms, they are often used interchangeably in common practice. Clients will often request the services of a consultant using one of these terms, either through direct communications or by issuing a Request-for-Proposal (RFP). It is essential that you clearly understand what the client expects to get out of the assessment, no matter what they choose to call it.
Key Components of a Security Assessment
Regardless of the terminology used, most security assessments will include at least the following steps:
	Understanding of the client’s operations and facilities.

	Identification of critical assets.

	Identification of general and industry-specific security risks.

	Conducting risk analysis based on history of losses, crime statistics, and industry trends.

	Prioritizing security risks based upon likelihood, severity, and business impact.

	Reviewing and evaluating security policies, procedures, and training.

	Reviewing and evaluating security staffing.

	Reviewing and evaluating physical security of the site and buildings.

	Reviewing and evaluating the use of electronic security systems.

	Determining industry-specific regulatory requirements and best practices for security.

	Identifying security vulnerabilities and areas where security can be made more effective or efficient.

	Developing specific recommendations for security improvements.



Security Assessment Methodologies
With more than 50 different security assessment methodologies in common use, how does the independent security consultant choose which one to use?
In some cases, you have no choice. Many government agencies and regulated industries require that assessments be conducted using a specific methodology in order for the client to operate. Examples of regulated industries include aviation, chemical, critical infrastructure, (energy, water, transportation), healthcare, and others.
Consultants conducting assessments for these clients normally need to follow the security assessment standards applicable to that specific sector. These standards are usually fairly clear and specific about the assessment process that must be followed.
Altogether, I estimate that these clients represent just around 30% of the demand for security assessments, making up an important but relatively small share of the market.
Physical security assessments conducted for private and public companies, commercial and residential properties, and most state and local government agencies generally do not need to be conducted using any specific type of assessment methodology.
These types of clients make up the vast majority of the demand for physical security assessments and are the types of assessments that independent security consultants will most often be asked to conduct.
When there is no requirement to use any specific standard or guideline, you are free to use any type of assessment process that you wish, however a reasonable standard of care must be used in conducting the assessment. A “reasonable standard of care” means that you must exercise that degree of care, skill, and learning expected of a reasonably prudent security consultant in the same or similar circumstances and must apply it in a manner consistent with accepted security practices.
You are not expected to be perfect, nor to guarantee positive outcomes, but are expected to act with the competence and judgment normally exercised by peers in your profession.
Many security consultants develop their own security assessment processes, often starting off with a recognized standard (such as the ASIS Security Risk Assessment Standard) and then building upon it to meet their needs. Other consultants may take a security assessment tool intended for one industry (such as healthcare or critical infrastructure) and then modify it so that it can be applied to other industries that they perform security assessments for.
Whatever security assessment process that you choose to use should be consistent, repeatable, and well-documented. To the extent possible, the processes that you use should conform to published industry standards and best practices commonly used in the security profession.
What Motivates Clients to Have a Security Assessment Conducted?
Here are some common reasons that clients have security assessments conducted:
Genuine Desire to Improve Security
The client has expressed a clear commitment to strengthening security and is seeking expert guidance on the most effective ways to achieve this.
In Response to Recent Security Incident at Their Facility
The client has experienced a major security breach (theft, robbery, assault, etc.) at their facility. They want a good answer when stakeholders ask, “what are we doing to keep this from happening again?”
In Response to Recent Security Incident Elsewhere
A major security breach has occurred at a facility in the client’s same industry or in the community where the client is located. They want a good answer when stakeholders ask, “what are we doing to keep this from happening here?”
To Justify Budget Requests for Security Improvements
The person in charge of security has specific plans for making security improvements and hopes that your assessment report will support these plans and make a strong case to obtain the necessary funding.
To Comply with Regulatory Requirements
The client must “check the box” by having a security assessment conducted to satisfy the requirements of a regulatory agency or accrediting body.
To Satisfy a Request from Upper Management
The client’s senior management has questions about the effectiveness of the existing security program and is seeking an assessment from an independent outside security expert.
In Response to or In Anticipation of Litigation
The client has either been sued or expects to be sued in a matter alleging negligence related to physical security. These assessments are most often conducted through the client’s attorney to obtain protection under attorney–client privilege.
Security consultants should have a good understanding of the client’s reasons for having an assessment conducted when taking on an assessment project. These motives can have a direct impact on how a security consultant goes about conducting an assessment and the level of cooperation and support that they will receive from the client representatives that are assigned to work with them.
For example, clients who have a sincere desire to improve security will likely be very cooperative and helpful throughout the assessment process. Clients who are having an assessment conducted simply to comply with regulatory requirements may cooperate but show no real interest in the project. When an assessment has been forced upon employees by senior management, you may find the client representatives that you are assigned to work with to be defensive and sometimes downright hostile.
The Typical Security Assessment Process
The chart below shows the general sequence of events during the typical physical security assessment. Not all consultants will include all of the steps shown in the chart and some may perform the steps in a different order.
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  Chapter  2 – Proposal to Conduct a Security Assessment


The Need for a Proposal
Clients may have never had a security assessment conducted before and may have no idea what an assessment does and does not include. This can result in the client expecting services that go well beyond what is normally included in an assessment, or the client being surprised at the price of the assessment because they really don’t understand the level of effort required. 
The first step in any security assessment project is to prepare a written proposal that firmly establishes a scope of work. This proposal may be submitted in response to a Request for Proposal (RFP) issued by the client, or in follow up to a meeting or telephone conversation where the assessment project was discussed.
A clear and well-written proposal is crucial for both the client and consultant and is instrumental to the success of any security consulting project.
Consultants who don’t have a full understanding of the client’s needs and expectations may overprice the assessment because they are proposing more than the client needs or wants or underprice the assessment because they have failed to include items that the client expects.
Consultants who work without a detailed scope of work may have doubts as to whether or not they are delivering what was promised and are sometimes uncertain as to when the project is complete. Consultants working off of a comprehensive proposal know exactly what should be delivered and exactly when the project has been satisfactorily completed.
What to Include
Proposals for security assessments should be prepared using your standard proposal format unless you are responding to a client RFP where a specific format has been requested. Every security assessment proposal should address the following items:
Number, Location, and Size of Facilities
The name, street address, and approximate square footage  of each facility to be included in the assessment should be clearly spelled out in the proposal. For larger or more complicated projects, it can be helpful to show the facilities on a drawing or aerial photo that is attached to the proposal.
Clients will sometimes give you only the address of their main facility but have expectations that the assessment will also include detached parking garages and other nearby buildings that you are not aware of.
A consultant will sometimes use online aerial photos to determine the size of a facility, not realizing that buildings across the street or down the road are also part of the client’s campus and need to be included.
Online aerial photos from sources such as Google Maps can also sometimes be outdated, as I once learned the hard way. I gave a fixed-price proposal to assess the security of a paper mill based on an online aerial photo. Once on site, I discovered that a 500,000 square foot building had been added to the campus since the aerial photo that I used to estimate my fee was taken. (Because this was my mistake, I absorbed the additional cost.)
Scope of Assessment
The scope of work should clearly state what the assessment includes, and equally important, what it doesn’t include. Most physical security assessments don’t include a review of cybersecurity, fire protection systems, inventory control procedures, or occupational health and safety. Some clients may expect differently, so things that are not included should be specifically disclaimed.
Applicable Standards
When conducting an assessment that must comply with an established standard or assessment methodology, specifically state this within the proposal.
Consulting Team
The consulting team that will conduct the assessment should be specified in the proposal.
Independent consultants operating alone should have a good understanding of their strengths and weaknesses. Most consultants who have just a security management background are not well suited to assess complex electronic security systems, and most consultants who have only a security systems background lack the ability to properly assess the operational aspects of security.
The pairing of a security management consultant with a technical security consultant often creates a winning security assessment team.
Primary Point of Contact
The security assessment process works best when the client appoints one individual to serve as your main point of contact. Within this book, I will refer to the person as the “Client Representative”.
The Client Representative should coordinate all interviews and site visits, obtain all requested documents, and generally facilitate the security assessment process at the client’s end.
The requirement to have a designated Client Representative should be included in the proposal.
Interview Process
Details concerning the security interview process should be clearly spelled out, including who will be interviewed and whether the interviews will be conducted in person or by teleconference.
If possible, the job titles of specific people to be interviewed and the total number of interviews expected should be listed.
Documents to Be Provided
The documents that the client needs to provide for the assessment should be specified. These documents can include security policies and procedures, security training outlines, security post orders, incident reports, site and floor plan drawings, and many others. The timeline for the submission of the documents should also be specified.
Facilities and Equipment to Be Provided
If the client is expected to provide any facilities and equipment for your use, this should be specified in the proposal.
Examples include an office that can be used while you are on site, a utility cart that can be used to travel throughout the client’s campus, and personal protective equipment that is required to be worn when on site.
Use of Cameras and Recording Devices 
Many consultants use audio recorders to efficiently capture information during interviews and cameras to take pictures for inclusion in the Security Assessment Report or for general reference purposes.
The ability to use these devices while conducting the assessment should be stated in the proposal and any specific places where such devices may not be used should be clearly spelled out.
Work Products and Deliverables 
The Security Assessment Report is the primary work product resulting from the security assessment. The proposal should specify how many versions of the report will be provided (draft, final, etc.) and describe the process for collecting reviewer comments and making revisions.
When conducting assessments for multiple sites, it should be specified whether individual reports will be prepared for each site, or if all sites will be included in a single report.
The format in which the report will be submitted (PDF file, MS Word file, printed copy) as well as the method by which the report will be delivered should also be indicated.
Some clients may request written meeting minutes from interviews or written progress reports on a periodic basis. The time that it takes to produce these documents can be substantial and whether are not they are included should be specified.
Presentations and Follow-Up Meetings
It is customary to provide clients with a follow-up meeting after the report has been submitted to review the findings and recommendations and to answer any questions that the client may have.
Some clients may also request a formal presentation of the report be made to their senior leadership team, Board of Directors, or other governing bodies.
The number of meetings and presentations provided, as well as the methods (in person or teleconference) that will be used to conduct the sessions should be specified.
Assessment Schedule
A detailed project schedule should be included in the security assessment proposal. Because the exact date of proposal acceptance is often uncertain, it is usually better to define schedule milestones in terms of days or weeks rather than fixed calendar dates.
The schedule should identify the following key milestones:
	Start of the assessment process.

	Deadline for the client to provide requested documents.

	Dates for conducting client interviews (on site or by teleconference).

	Dates for the on-site assessment surveys.

	Deadline for submitting the draft Security Assessment Report to the client.

	Deadline for receiving the client’s comments on the draft report.

	Deadline for submitting the final Security Assessment Report.

	Anticipated dates for follow-up meetings and presentations.



Fees and Expenses
Your fees and expenses should be stated within the proposal. If charging a fixed fee for the assessment, state whether or not this fixed fee includes expenses. If charging on an hourly fee plus expenses basis, provide the total number of hours that the project is expected to take along with the anticipated cost of expenses.
Insurance Requirements
The type of insurance (auto, general liability, professional liability, etc.) that you carry as well as your policy limits should be stated in the proposal. The proposal should state that if the client requests insurance beyond these limits, it will be provided subject to availability, and that the cost of the additional coverage will be paid by the client.
Additional Services Available
You should provide a list of additional services that you can provide for an additional charge if requested by the client.
Listing these services does two things: 1) it lets the client know of additional ways that you can further help them with their security needs, and 2) it emphasizes that these services are not included in the security assessment.
The following are some examples of some additional consulting services that can be offered to clients:
	Assisting with Recruiting and Selecting Security Personnel.

	Benchmarking Studies.

	Conducting Penetration Testing.

	Conducting Security Lighting Surveys.

	Conducting Operational Testing of Security Systems.

	Cost Estimating.

	Design and Specification of Security Systems.

	Development of Security Policies and Procedures.

	Development of Training Programs and Providing Training.

	Preparing RFPs for Security Equipment or Guard Services.

	Providing Design Assistance to Architects or Contractors.

	Reviewing Vendor Proposals and Submittals.



Clients are sometimes confused about the level of detail that will be provided in a Security Assessment Report. For example, the report may recommend that a client’s security policies and procedures manual be completely rewritten. The client may have an expectation that you will actually rewrite the manual as a part of the assessment; however, most consultants would consider this to be an additional service and charge extra for it.
As another example, the assessment report might recommend installing video surveillance cameras in the parking lot but would not provide detailed design information about how this should be done. This would be a separate security system design activity that would be provided to the client as an additional service.
Some consultants choose to bundle one or more of the additional services listed above into their security assessments. For example, many consultants consider security lighting surveys or benchmarking studies to be an essential part of an assessment and include them in every assessment project.
The important
Determining What to Charge for a Security Assessment 
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Gathering the Necessary Information
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