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For everyone who has ever wondered what happens to their information after they click "submit."

And for my family, who taught me that some things are worth protecting.
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"The most ordinary things can hold the deepest secrets. You just have to know where to look."

— Anonymous



Epigraph

"You are not the customer. You are the product."

— Popular saying in the tech world



Also By Ivan Kenny Herrera

"Digital life is our life now whether we like it or not."
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The Secret Life of Your Information

Your data is worth money. Here's who's buying.

You don't see it. You don't hear it. You don't feel it.

But every day, your information moves.

It moves when you pay your phone bill at 8:47 on a Tuesday morning.
It moves when you sit in a paper gown at an urgent care clinic.
It moves when you buy running shoes at midnight because you couldn't sleep.
It moves when you like a photo, search a symptom, or swipe your credit card for coffee.
Your information has a life of its own.

And that life is worth money.

Not a little money.

A lot of money.

Most people picture a hacker in a hoodie typing in a dark room. They imagine the threat to their personal information as something criminal, shadowy, and illegal.

The truth is far more complicated—and far more unsettling.

Your data doesn't just live in the shadows of the dark web. It lives in corporate databases, marketing platforms, insurance systems, analytics engines, and broker marketplaces most people have never heard of.

Entire industries exist for one purpose: to collect, analyze, buy, sell, and use your information.

Sometimes legally.

Sometimes illegally.

Sometimes in ways that exist in a gray area between the two.

This book is not about paranoia.

This book is about reality.



Your Information Is Not Just Data. It Is Intelligence.

A single document—something as ordinary as your cell phone bill—contains intelligence.

It reveals:


  Who your provider is
  How much you pay


  What plan you use


  Your phone number


  Your home address


  Your usage patterns


  Your financial behavior



To you, it's a bill.

To someone else, it's an opportunity.

A competing company could use it to design a targeted offer that pulls you away from your current provider.

A scammer could use it to impersonate your provider convincingly enough to trick you into revealing passwords, credit card numbers, or verification codes.

An identity thief could use it as a building block to become you.

Your information is not valuable because of what it is.

It is valuable because of what it allows someone to do.



You Are Not the Customer. You Are the Product.

Many of the services you use every day are free.

Social media platforms. Email accounts. Apps. Online tools.

If you are not paying for the product, you are the product.

This isn't philosophy. It's business.

Your behavior is tracked. Your preferences are recorded. Your habits are analyzed. And then—often—that information is sold to the third group we will discuss shortly: the data brokers. They don't need to hack you. You gave them permission when you clicked "I agree."

Your information is used to:


  Predict what you will buy
  Influence what you believe


  Determine what ads you see


  Decide what prices you are offered


  Assess how profitable you are as a customer



Two people can search for the exact same product at the exact same time—and see different prices.

Not by accident.

By design.



There Are Three Main Groups Interested in Your Information

Throughout this book, you will repeatedly encounter three types of entities that seek your data.

1. Competitors

Companies want customers. Your information tells them how to win you.

They want to know:


  What you pay now
  What you use


  What you can afford


  How loyal you are



This allows them to create precise offers designed specifically to take you away from someone else.

Your data becomes a weapon in a corporate battle.

2. Criminals

Criminals do not need everything about you.

They only need enough.

Enough to impersonate you.

Enough to trick someone else.

Enough to open a door.

Most identity theft does not begin with a dramatic hack. It begins with small pieces. A bill. An email. A leaked database. A social media profile.

Information is assembled piece by piece until someone else can stand in your place.

3. Data Brokers and Intelligence Companies

This is the group most people never see.

These companies collect information about millions of people and sell profiles that include:


  Income estimates
  Spending habits


  Interests


  Health indicators


  Family status


  Risk scores



You may have never heard their names.

They know yours.

They operate legally in many countries.

And their business is you



The Most Dangerous Information Is the Information You Think Is Harmless

Most people protect their passwords.

Few people protect their documents.

Most people worry about hackers.

Few people worry about what their everyday records reveal.

A phone bill.

A credit card statement.

A medical form.

A shipping confirmation.

Each one seems harmless.

Each one tells a story.

This book will show you that story.

Not to teach you how to hide.

Not to teach you how to disappear.

But to teach you how to see.

Because once you understand the secret life of your information, you will never look at your everyday documents the same way again.



Scope of This Book

This book focuses on ordinary people.

Not celebrities.

Not politicians.

Not billionaires.

Because you do not need to be famous to be valuable.

You only need to exist.

We will examine everyday documents and digital traces, including:


  Phone bills
  Credit card statements


  Medical records


  Online shopping activity


  Social media content



For each, you will learn:


  Who wants it
  Why they want it


  What they can do with it


  How it can be used legally


  How it can be abused illegally



You will also learn about the laws designed to protect your information—and the limits of those protections.

This is not a technical manual.

This is an awareness book.

You do not need to be a cybersecurity expert to understand it.

You only need to be someone who has information.

Which means you.




A Note for Readers Outside the US

This book draws heavily on US laws and examples because that's where the author's expertise lies and where many readers will be. But privacy is a global concern. In Chapter 6, you'll find a section specifically for non-US readers, with references to privacy authorities in Canada, the UK, Australia, and
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