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Introduction
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In the digital age, nearly every aspect of modern life, from global commerce to personal communication, is dependent on a complex web of interconnected technology. The foundation of this digital ecosystem is built upon two critical, yet distinct, disciplines: network infrastructure and system administration. While often discussed together, they represent a symbiotic relationship where one provides the physical and virtual framework, and the other provides the management and maintenance.

Network infrastructure can be understood as the blueprint and physical components of a network. It encompasses all the hardware, software, and services that enable data to travel between devices. This includes tangible elements like routers, switches, servers, and cables, as well as virtual components like network protocols and operating systems. Without a robust and well-designed infrastructure, data flow would be chaotic, insecure, and unreliable.

System administration, in contrast, is the operational side of this equation. It involves the day-to-day management, configuration, and upkeep of computer systems, including the network itself. A system administrator's responsibilities are broad and include installing software, managing user accounts, troubleshooting technical issues, and, most importantly, ensuring the security and performance of all systems. They are the proactive guardians who keep the entire IT environment running smoothly.

Together, these two fields form the backbone of modern information technology. Network infrastructure provides the "what"—the pathways and components—while system administration provides the "how"—the expertise and oversight needed to keep it all functioning reliably. Understanding their combined importance is fundamental to grasping how technology supports every layer of contemporary society.

Engr. Khawaja Waleed Uddin

02 September, 2025
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Computer Hardware Basics

Routers

A router connects multiple networks and forwards data packets between them

Switches

A switch connects multiple devices within a single local area network (LAN)

Firewalls

A firewall is a security device that monitors and controls incoming and outgoing network traffic based on a set of security rules.

Modem 

A device that converts digital signals from a computer into analog signals that can be transmitted over a phone line, cable, or fiber optic network, and vice-versa. A modem is used in a VoIP setup if it’s your gateway to the internet

Wireless Access Point (WAP)

A device that allows wireless devices to connect to a wired network using Wi-Fi technology

Hub (Ethernet Hub)

A basic device that connects multiple network devices in a LAN. Unlike a switch, it broadcasts all incoming data to every connected device, which can lead to network congestion.

Bridge

A device that connects two separate LANs or divides a larger network into smaller segments to improve performance.

Repeater

A device that amplifies or regenerates network signals to extend the range of a network and combat signal degradation over long distances.

Network Interface Card (NIC)

A hardware component, often a card installed in a computer that allows it to connect to a network.

Servers

A dedicated computer that provide services and resources to other computers on the network.

Printers

Networked printers that can receive print jobs over the internet.

Cameras

IP cameras for surveillance.

Point of Sale Systems

Devices used in retail that connect to the internet.
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Operating System Basics

An operating system (OS) is system software that manages a computer's hardware and software resources and provides common services for computer programs. Its core functions include process management (handling multiple programs running simultaneously), memory management (allocating and de-allocating memory to applications), file system management (organizing data and files), and device management (controlling hardware like printers and mice).

Windows Server

​

Windows Server is a family of operating systems developed by Microsoft specifically for servers. Unlike its desktop counterparts like Windows 11, Windows Server is designed to handle the rigorous demands of enterprise-level computing environments. It provides a robust foundation for a wide range of server roles, including hosting websites, managing databases, and centralizing user authentication. Its key strength lies in its tight integration with other Microsoft products and services, such as Active Directory, which is a cornerstone of network management in many organizations. System administrators who are proficient with Windows desktop environments will find the learning curve for Windows Server to be relatively gentle due to its familiar graphical user interface (GUI).

While it’s licensing can be more complex than open-source alternatives, Windows Server's extensive support, security features, and powerful management tools, such as PowerShell, make it a compelling choice. It offers a secure and reliable platform for mission-critical applications and services. The continuous evolution of the platform, with new versions introducing advancements in virtualization, cloud integration, and security, ensures that it remains a central player in the world of IT infrastructure. 

Linux

Linux is a family of open-source Unix-like operating systems based on the Linux kernel. Unlike proprietary systems like Windows, Linux is distributed under a free and open-source software license, allowing anyone to modify and distribute the source code. This collaborative model has led to a vast number of distributions, or "distros," such as Ubuntu, Red Hat, and Debian, each tailored for different use cases, from desktop computing to massive server farms.

In the world of servers and system administration, Linux is highly valued for its stability, security, and flexibility. Its command-line interface (CLI) provides a powerful and efficient way to manage systems, making it a favorite for developers and administrators. Linux servers are the backbone of the internet, powering a significant portion of the world's websites, cloud services, and supercomputers. Its lightweight nature and minimal resource requirements also make it ideal for embedded systems and IoT devices. The robust and modular design of Linux ensures it can be customized to meet any organizational need.

Conclusion

In conclusion, the choice between Windows Server and Linux is not about one being inherently superior, but rather about selecting the right tool for a specific job. Windows Server, with its user-friendly graphical interface and strong integration with Microsoft's ecosystem, is an excellent fit for organizations heavily invested in Active Directory, Exchange, and other proprietary services. Conversely, Linux stands out for its flexibility, open-source nature, and robustness, making it the preferred platform for web servers, scientific computing, and custom applications. The modern IT landscape often sees a blend of both, where administrators leverage the unique strengths of each operating system to build a resilient and efficient infrastructure. Ultimately, a successful strategy hinges on understanding the distinct philosophies and capabilities of both Windows Server and Linux.
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Server

A server is a dedicated computer or a role taken by any computer that provides services to client machines, such as desktops or workstations, over a network either locally or via the Internet. Servers offer specific services like hosting websites, managing emails, or storing data. Depending on organizational needs, servers can be dedicated to a single function or handle multiple services on the same machine. 

Servers are critical for organizations and are designed to operate continuously, often 24/7, with high reliability and minimal downtime. This necessitates robust hardware such as Intel Xeon processors, which support multiprocessing, error-correcting code (ECC) memory, larger RAM capacities, and higher core counts, distinguishing them from typical desktop processors like Intel Core. Additionally, server hardware includes features like hot-swappable hard drives arranged in RAID configurations to prevent data loss and maintain uptime even when hardware components fail. Redundant power supplies are also standard to ensure continuous operation.

Servers run specialized Server Operating Systems such as Linux, Windows Server, or macOS Server, which are built for stability, continuous operation, and managing thousands of concurrent connections. 

Key Insights

The concept of a server is not confined to a physical machine; any computer can be configured as a server. 

Dedicated-service Server Models: Larger organizations typically use dedicated servers for each service to optimize performance and reliability, Multi-service Server Models: while smaller organizations might consolidate multiple services on one server due to budget and space constraints. 

This trade-off affects scalability, fault tolerance, and maintenance complexity, influencing an organization’s IT infrastructure design.  

Processor Architecture and Features: Server processors like Intel Xeon support multiprocessing environments, allowing multiple CPUs on one motherboard, which is essential for handling large-scale, concurrent tasks. They also support ECC RAM, which detects and corrects memory errors, preventing server crashes. This hardware specialization is a key factor distinguishing server-grade machines from desktops and directly impacts the server’s stability and performance under heavy loads.  

Variety of Server Types Reflecting Diverse Services: Servers come in many types, each serving a specific role. There are various types of servers categorized by the service they provide: 

	Web Servers host websites, 

	Email Servers facilitate sending and receiving emails using protocols like IMAP, POP, and SMTP, 

	Database Servers manage data storage and retrieval using query languages such as SQL. 


RAID and Hot-swappable Drives for Fault Tolerance: RAID (Redundant Array of Independent Disks) configurations enable data redundancy across multiple hard drives. 

RAID 10 (1+0: Mirroring + Striping); Mirroring means making exact copies of data for Safety and Striping mean splitting data into chunks (stripes) for Speed

Combines mirroring (RAID 1) and striping (RAID 0). Data is mirrored and striped.

Disk 1: [A1]

Disk 2: [A1]

Disk 3: [B1]

Disk 4: [B1]

In case of a drive failure, the server continues running without data loss, and the failed drive can be replaced without downtime. This hardware resilience is critical for maintaining data integrity and availability in business-critical environments.  

• Pros: Fast and fault-tolerant.

• Cons: Requires even number of disks (50% storage efficiency).

Redundant Power Supplies Enhance Server Uptime: Servers often include multiple power supplies to ensure continuous operation even if one power unit fails. This redundancy is part of the overall design philosophy to minimize downtime and maintain business continuity, especially for services that must be available 24/7.  

Limitations of Desktop Operating Systems for Server Use: Desktop Operating Systems are not optimized for server workloads; they have limits on the number of concurrent connections and are not designed for non-stop operation. Server operating systems like Linux or Windows Server are engineered for stability, high availability, and managing thousands of simultaneous connections, making them better suited for server roles.  

––––––––
[image: ]


[image: ]

Basic Networking

IP address

An IP address (Internet Protocol address) is a unique identifier assigned to each device connected to a network. There are two main versions of IP addresses: IPv4 and IPv6.


•  IPv4 addresses are 32-bit numbers typically represented in dotted-decimal notation

(e.g., 192.168.1.100).

•  IPv6 addresses are 128-bit numbers typically represented in hexadecimal notation 

(e.g., 2001:0db8:85a3:0000:0000:8a2e:0370:7334). 


Here’s a list of common devices that usually have IP addresses:

Networking Devices

	Routers: Manage traffic between devices on a network and the internet.

	Switches: Connect devices on a local network.

	Access Points: Provide wireless connectivity to devices.

	Modems: Connect to the internet service provider.


Computers

	Desktops: Personal computers used for various tasks.

	Laptops: Portable computers for mobile use.

	Servers: Provide services and resources to other computers on the network.







Mobile Devices

	Smartphones: Mobile phones with advanced computing capabilities.

	Tablets: Portable touchscreen devices.


Smart Home Devices

	Smart TVs: Internet-connected televisions.

	Smart Speakers: Devices like Amazon Echo or Google Home.

	Smart Thermostats: Devices that manage heating and cooling.

	Smart Security Cameras: Cameras that can be monitored over the internet.

	Smart Light Bulbs: Internet-connected bulbs that can be controlled remotely.


IoT Devices

	Wearable’s: Smart watches and fitness trackers.

	Connected Appliances: Refrigerators, ovens, and other home appliances with internet connectivity.

	Smart Locks: Door locks that can be controlled remotely.


Industrial Devices

	Industrial Controllers: PLCs and SCADA systems in manufacturing.

	Sensors: Various sensors used in smart cities and industries.


Miscellaneous Devices

	Printers: Networked printers that can receive print jobs over the internet.

	Cameras: IP cameras for surveillance.

	Game Consoles: Devices like PlayStation, Xbox, etc.

	Digital Assistants: Devices specifically designed to assist users with various tasks.

	E-readers: Devices like Kindle that may connect to the internet.


Virtual Devices

	Virtual Machines: Software emulations of physical computers that can have their own IP addresses.


Others

	Networked Storage Devices: NAS (Network Attached Storage) systems.

	Point of Sale Systems: Devices used in retail that connect to the internet.

	Televisions: Smart TVs that can connect to streaming services.


DNS (Domain Name System):

DNS is the System that translates human-readable domain names (e.g., www.example.com) into IP Addresses that computers can understand.

DNS servers











	Discover: Client broadcasts “Need an IP.”

	Offer: DHCP server responds with an available IP.

	Request: Client accepts the offer.

	Acknowledge: Server confirms and leases the IP.






















	The Application Layer, (Web Browsing, Email Services) – User-facing apps.

	The Transport Layer, (TCP and UDP) – Reliable/unreliable data delivery.

	The Internet Layer (IP), (IPv4, IPv6) – Routing/packets.

	Network Access Layer, (NIC, Cables, Modems, Ethernet, Wi-Fi) – Physical transmission.
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Networking Foundations

1.  LAN (Local Area Network)







2.  WAN (Wide Area Network)







3.  VLAN (Virtual Local Area Network)







4.  Sub-Netting
















Switching & Routing

❖  Switching Basics
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❖  Routing Basics



	A router connects different networks together.

	Works at Layer 3 (Network Layer) using IP addresses.

	Maintains a routing table to decide the best path for packets.





	RIP (simple, old)

	OSPF (commonly used, fast, scalable)

	EIGRP (Cisco proprietary)

	BGP (used on the internet, between ISPs)





























Firewalls





































VPN (Virtual Private Network)




	Your device's VPN client software establishes an encrypted connection to a VPN server.

	All your internet traffic is routed through this secure tunnel.

	The VPN server decrypts your traffic and sends it on to the final destination (e.g., a website).

	The destination sees the VPN server's IP address, not your own, making your activity anonymous and protecting your location.

	All data returning from the internet is encrypted by the VPN server before being sent back through the tunnel to your device.









































NAT (Network Address Translation)




	It takes the request from a device with a private IP address (e.g., 192.168.1.5).

	It replaces the private IP address with the router's public IP address.

	It records this translation in a NAT table, which maps the internal private IP and port number to the external public IP and a new port number.

	When the response comes back from the internet, the router checks its NAT table to find the correct internal device and forwards the data to it.

























System Administration Basics
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	A new user's computer joins the network. The DHCP server automatically gives it an IP address and tells it which DNS server to use.

	The user tries to log in using their username and password. The computer now knows the DNS server's address (thanks to DHCP) and queries it to find the Active Directory Domain Controller.

	The DNS server responds with the IP address of the Domain Controller.

	The user's computer contacts the Domain Controller, which uses the Active Directory database to authenticate the user's credentials and apply the correct security policies.
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	Object-Oriented: Commands (called cmdlets) produce objects with properties and methods, which can be piped to other cmdlets for filtering and processing. For example, the Get-Process cmdlet returns a list of objects, each representing a running process.

	Verb-Noun Syntax: Its cmdlets follow a consistent Verb-Noun naming convention (e.g., Get-Service, Set-Item), making them easy to learn and remember.

	Cross-Platform: While it's native to Windows, PowerShell Core is now cross-platform and can be used on Linux and macOS.





	Text-Based: All commands and their outputs are processed as text streams. This requires using tools like grep, sed, and awk to manipulate the text.

	Ubiquitous: Bash is available on nearly every Linux and Unix-like system, making it a universal tool for system administration.

	Scripting: Bash scripts are a series of commands executed sequentially. They are excellent for automating file management, executing programs, and managing services.
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Security & Administration Advanced






















































	Enforce password complexity requirements.

	Disable USB ports or other removable media.

	Install or uninstall software automatically.

	Configure security settings for users and computers.





	A user's computer uses Kerberos to securely authenticate with a Domain Controller (a server running Active Directory).

	The Domain Controller looks up the user's information and permissions in its database using the LDAP protocol.

	The Domain Controller then applies the appropriate Group Policies to the user and their computer, configuring their access and settings based on their role in the organization.
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	Splunk is a commercial product with licensing based primarily on the volume of data ingested per day. This can make it a significant investment.
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Cloud & Automation



























	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	







	Agentless: Ansible doesn't require any software to be installed on the target machines, communicating with them over standard SSH or WinRM.

	Playbooks: Automation scripts are written in simple, human-readable YAML files called playbooks.

	Procedural: You define a sequence of tasks that are executed in order.

	Use Case: Best for "Day 2" operations, such as keeping servers patched and configured after they have been provisioned.




[image: ]



	Declarative: You state what you want (e.g., "I want a server in AWS, a database, and a load balancer"), and Terraform takes care of the dependencies and execution.

	State Management: Terraform keeps a "state file" that maps the resources in your configuration to the actual resources in your infrastructure. This allows it to detect and manage changes (known as "drift").

	Multi-cloud: It's vendor-agnostic, supporting hundreds of providers like AWS, Azure, Google Cloud, and even on-premises solutions.

	Use Case: Best for "Day 1" operations, such as provisioning the foundational infrastructure from scratch.
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