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Chapter 1
Setting the Stage: China's Evolving Views of Information

As a society that has revered learning and education for millennia, China has a long history of valuing information. As a disadvantaged, developing country for much of the past century, Chinese leaders, whether imperial, republican, or Communist, have recognized the importance of increasing their access to technical and military information in order to help improve China’s standing and capabilities. As a Marxist–Leninist dictatorship for the past several decades, the Chinese Communist Party (CCP) leadership has understood the importance of controlling information, as a central element of retaining power.

This evolving view of the relationship between information and power has crystalized in the past half century, as the world economy has globalized, and as information has become even more integrated with development. Beginning in the 1970s, the proliferation of microelectronics, computers, and telecommunications technology has accelerated the ability to gather, store, manage, and transmit information. Information technology, including computers and telecommunications systems, has permeated all aspects of society and economies and become an integral part of a nation’s infrastructure.1 Chinese analysts have dubbed this process “informationization” (xinxihua; [image: ]).

From the Chinese perspective,


Informationization is a comprehensive system of systems, where the broad use of information technology is the guide, where information resources are the core, where information networks are the foundation, where information industry is the support, where information talent is a key factor, where laws, policies, and standards are the safeguard. 2



In the face of this broad trend of economic, political, and social informationization, Chinese analysts have concluded that threats to national interests and security have also become informationized.

The spread of information technology means that potential adversaries have unprecedented access to each other’s national economy, as well as the broader population and the top decision-makers. Just as the bomber and long-range missile allows an opponent to directly strike a nation without having to first break through ground or naval defenses, so too information technology outflanks traditional military forces. The proliferation of information technology into society and economies makes them vulnerable to a range of new pressures and threats.

These threats extend beyond information networks (e.g., vulnerability to denial-of-service attacks) and component computers (e.g., computer viruses, malware). Instead, the very information itself can constitute a threat, if, for example, its content erodes the morale of key decision-makers, popular support for a conflict, or the will of the military to fight. Consequently, China’s interpretation of its national interests has expanded, in step with the expanding impact of information writ large on China.

This growing importance of information technology inevitably influences the nature of warfare. Informationized societies and economies lead to informationized wars, which in turn require informationized militaries to fight them successfully. This reflects the interplay between the military and the larger economy and society. Mechanized military forces are a reflection of the Industrial Age, including both industrial economies and an industrialized society. Correspondingly, an informationized society will create an informationized military, while an informationized military can be produced only by an informationized society and economy. In the Chinese view, the People's Liberation Army (PLA) and broader security establishment must be prepared for "informationized warfare" (xinxihua zhanzheng; [image: ]).

In December 2004, Hu Jintao, in his role as chairman of the Central Military Commission, gave a major speech wherein he charged the PLA with a set of “historic missions for the new phase of the new century,” commonly referred to as the “new historic missions.” The speech essentially provided guidance for what the PLA should be preparing for, given changes in the international strategic context and national development. One of the new historic missions was to “provide strong strategic support for maintaining the nation’s interests.” While those interests still center on issues of territorial integrity and national sovereignty, they now also extend to outer space and the electromagnetic spectrum, and into the information domain.3

Increasing Informationization

As early as the 1980s, the People’s Republic of China (PRC) began to pay attention to information technology. This was one of the original seven focal areas for Plan 863, the Chinese National High-Technology Research and Development Plan established in 1986, which sought to promote and accelerate China’s capabilities in key technological areas.4 Initial efforts in this domain included promoting fiber-optic technology in order to facilitate the creation of a Chinese information superhighway, as well as the development of large-scale parallel and distributed computing and symmetrical multiprocessing.5 China also promoted its own personal computers, the “Legend” brand.

As information technology rapidly advanced throughout the 1990s, China’s leaders recognized its growing impact and sought to ensure that China would not be left behind. In 1991, China first joined the Internet, as the Institute of High Energy Physics leased a direct international line to the United States.6

In 1993, the PRC established the State Economic Informationization Joint Council. While China had already spent a decade moving away from the stifling hand of centralized economic control, traditional state planning was still heavily emphasized. This new council promoted advances in information technology to gather more and better economic data to assist national development planning. It soon became evident, however, that rapid global advances in information technology had impacts beyond the narrow focus on economic data and national planning. These advances made information technology itself important—and also required thinking beyond computers and fiber optics to information networks and the human capital needed to design and manage them.

Similarly, Deng Xiaoping had already made clear that China could not hope to modernize in isolation and threw open the doors to foreign trade and investment. His successor Jiang Zemin expanded this view, pushing for China to establish a broader presence on the Internet, at that point still an entity largely limited to the United States. In Jiang’s view, it was essential that China be plugged into the global information network if it was to sustain its modernization efforts.


The Leading Small Groups

In the People’s Republic of China (PRC), power and authority are bifurcated between the Chinese Communist Party (CCP) and the Chinese government. The CCP’s Political Bureau (Politburo), the top 24 members of the party’s 200-member Central Committee, and especially the Politburo Standing Committee (PSC), seven to nine members of the Politburo, are the leadership cohort of the party. Policy issues are decided by the Politburo or the PSC.

Policy is implemented by the machinery of the Chinese government, through the various ministries and commissions. While all ministers and senior leaders are party members, they are not necessarily of sufficient party rank to be on the Politburo. This can create divides, such as in foreign policy. As of 2016, no Chinese foreign minister has been a member of the Politburo, much less of the PSC, since the late 1990s. In essence, the foreign minister is not part of the foreign policy– setting system. This system is replicated throughout the PRC political structure, from national to provincial and township levels.

In order to ensure proper coordination between policy setting and policy implementation, there is a system of "leading small groups" (lingdao xiaozu; [image: ]), or LSGs, that brings together relevant senior party leaders and ministers and heads of other government bureaucracies at each level of governance. There are three types of national-level LSGs:

	Permanent LSGs that focus on ongoing issues of strategic importance
 	Term-oriented LSGs that focus on single programs, such as the Olympics or nuclear development
 	Task-oriented small groups that are assembled for shorter-term tasks—often in response to crises, such as earthquakes7


While LSGs are typically headed by a principal member of the party leadership at the relevant level, there is no single template governing the organization of the various LSGs. Their staffing varies from group to group, with no standard operating rules, as far as is known.

LSGs serve as venues to bring various stakeholders together, providing background information and generally informing participants (and their home bureaucracies) of the state of policy setting and policy implementation on their topic. LSGs can solicit expert opinions and reconcile views among stakeholder entities.

They also ensure policy implementation. Meetings of the LSGs usually involve updates to key leaders in both the party and the state on how given policies are being implemented. They also present an opportunity for mid-course corrections, incorporating new information and responding to recent developments.

An important part of any LSG is its central or general office, which contains the staff who support LSG meetings. The members of the general office provide background information and research in response to member requests and can arrange for outside testimony, and its director helps set the agenda for meetings.8

The Central Group for Internet Security and Informationization, created and headed by Xi Jinping, therefore helps coordinate policy implementation regarding these issues, bringing together the key elements of the party leadership and state ministries. It is expected to typically meet several times a year to provide Xi and other members with updates on how those policies are being implemented. Reporting to Xi and other members of the LSG, as the head of its general office (which is apparently also referred to as the Cyberspace Administration of China), would be Lu Wei. Mr. Lu also serves as head of the State Internet Information Office, the governmental counterpart to the Cyberspace Administration of China.



China’s information networks, in terms of both international and domestic connectivity, steadily grew throughout the 1990s. In 1996, the State Council Informationization Work Leading Small Group (LSG) was established. Headed by Vice Premier Zou Jiahua, it promoted broader use of information and information technology across all parts of the Chinese government. Information technology and informationization was incorporated into the Ninth Five-Year Plan (1996–2000), emphasizing the construction of China’s telecommunications infrastructure. This included domestic digital mobile communications equipment and program-controlled switchboards. China’s networks would be assembled from Chinese-manufactured hardware.

The Chinese simultaneously introduced a series of information programs, part of the “Golden projects,” to push Chinese information exploitation forward. These included the following:

	Golden Bridge (jinqiao; [image: ]). An information infrastructure to facilitate the movement of economic information
 	Golden Card (jinka; [image: ]). A nationwide payment system promoting the use of credit and debit cards in what had been a cash-driven economy
 	Golden Tax (jinshui; [image: ]). Computerization of the nation's tax system, to reduce fraud and tax dodging while simplifying tax payments9


It was also during this period that the Chinese “Golden Shield” (jindun; [image: ]) project was initiated. While China was interested in joining the global telecommunications network, it sought to control what could be accessed. Even as China was taking its first steps into connectivity, research was under way to ensure that those connections were firmly under the control and supervision of the CCP and its censors. The Golden Shield project, popularly known as the “Great Firewall of China,” constituted an initial step of defending the PRC from unauthorized information proliferation from without—and within.

Informationization is based on more than technology, however. As information was increasingly emphasized, new bureaucracies arose and industries were reorganized. Chinese informationization efforts were guided by the slogan of “Thorough planning, national leadership; unified standards, joint construction; mutual linkages, shared resources.” This reflected efforts to standardize and unify Chinese information technology, increasing compatibility and reducing duplication. In 1998, the Ministry of Information Industries (MII) was organized to supervise China’s information industry development. This entity seems to have eclipsed the State Council Informationization Work LSG.

This consolidation was apparently insufficient. In December 1999, the State Informationization Work Leading Small Group was formed. It was headed by Wu Bangguo, a member of Jiang Zemin’s Politburo Standing Committee. This LSG promoted further informationization. It was very limited in authority and organization, however, and relied on the MII for its support and staffing.10

Yet another reorganization occurred less than two years later, with the establishment of a revived State Informationization Leading Small Group (SILSG) in August 2001, under Premier Zhu Rongji, one of the key architects and supporters of broader Chinese economic reform (and number two in the CCP hierarchy at the time). This series of reorganizations reflected not only the need to promote informationization but a sense of its growing importance, as more and more senior leaders were included in each iteration of this LSG.11 As one Chinese observer noted, “Compared with the 1999 State Informationization Work Leading Small Group, the newly organized leading small group’s membership was more senior,” including the head of the State Council, two members of the Politburo Standing Committee, and two other members of the broader Politburo.12 This likely reflects the larger effort by Jiang and the senior party leadership to refocus Chinese informationization efforts from building an information economy to an information society.

In 2002, at the I6th Party Congress, informationization was formally recognized as essential for growing Chinese "comprehensive national power" (zonghe guojia liliang; [image: ]). General Secretary Jiang Zemin emphasized the Chinese path to industrialization and economic modernization would depend on the information sector. Jiang noted that information technology was the "logical choice" if Chinese industrialization was to accelerate, especially since informationization would generate other benefits, including raising the overall level of scientific and technical awareness, reducing resource consumption, and developing Chinese human resources. Therefore, "we must give priority to the development of the information industry and apply IT in all areas of economic and social development."13

In the 10th Five-Year Plan (2001–2005), national informationization was among the 16 priorities. To achieve this, the government would:

	Promote the information technology sector
 	Increase the accessibility and use of computers and computer networks
 	Expand the use of digital and network technologies
 	Further expand the national information infrastructure, including broadband and telecommunications networks14


As Hu Jintao rose to the top leadership positions in 2002 and 2004, the Chinese leadership shifted gears on broader economic policies. Hu and his premier Wen Jiabao were far less enamored of economic reform than their predecessors Jiang Zemin and Zhu Rongji. Nonetheless, they recognized the importance of expanding the role of information technology in the PRC.

In 2005, the Chinese government promulgated the “National Strategy for Informationization Development, 2006–2020.” This charted a course for China’s efforts to expand and deepen information technology. Major priorities would be increasing the level of informationization in the national economy and society; expanding information and communications infrastructure (e.g., making broadband more widely available); promoting the application of information technology in healthcare, education, and government operations; and improving Chinese global competitiveness in information-related technology production, including the development of more sophisticated computer programs and applications. Chinese information security systems would meanwhile be strengthened, and informationization of public security ministries would be enhanced.

In 2007, after the 17th Party Congress, the SILSG included five members of the Politburo (out of 24). Not only was this a substantial slice of Chinese political power, reflecting highest-level attention, but military and internal security interests increasingly dominated.15 This was further reinforced the following year, when the PRC consolidated much of the information technology and aerospace sectors into a new superministry, the Ministry of Industry and Information Technology (MIIT), which also oversees the military industrial complex (through the State Administration for Science, Technology, and Industry for National Defense, or SASTIND).

All of these measures ultimately reflected the interest of the Chinese leadership in expanding its comprehensive national power, which could happen only if information technologies were incorporated and integrated into the broader society. This is the essence of informationization, from the Chinese perspective.

These efforts have borne steady fruit, as China’s presence on the Internet and level of computerization has steadily expanded. In 2000, according to the International Telecommunications Union (ITU), China had Internet usage penetration of less than 2 percent, with some 22.5 million users in a population of 1.28 billion. This had more than doubled by 2002, to 59 million users, representing 4.6 percent penetration.16 By December 2013, the China Internet Network Information Center (CNNIC) reported some 618 million Chinese Internet users, marking a 45.8 percent penetration rate. The CNNIC also reports that 93 percent of Chinese businesses used computers and 83.2 percent used the Internet while much of China accesses the Internet via their mobile phones (the foremost means of Internet connectivity in the PRC).17 Many Chinese used the Internet for shopping (302 million in 2013), engaged in mobile online gaming (215 million), and instant messaging (532 million). As the CNNIC noted, mobile instant messaging has rapidly expanded because “such applications as information sharing, communication, payment and finance have been added [to mobile communication] based on social contact elements, which has greatly increased user stickiness,” that is, willingness of users to stay at a given site.18 China is clearly on the path toward becoming an information society.

Maintaining Control Over Information: The Case of Chinese News

As information has assumed a greater role in economics and society, it has also become a central part of national security considerations. This includes not only generation of military power but a broader revolution in what constitutes a security threat. For China’s leaders, this radical alteration in the central means of generating power and influencing society has required incorporating information management into both peacetime and wartime security planning. This is typified in how the CCP strives to control news, even in the era of informationization.

In some ways, this effort at controlling the various forms of new media is an updating of the Chinese leadership’s traditional approach to security. The CCP has always tried to control what information reaches the populace. While the Chinese news environment is more open today than it was during the Mao Zedong era, with a major proliferation of media outlets, the Chinese government continues to exercise very strict control over news media. Indeed, Reporters without Borders ranked China near the bottom of nations for press freedom, ranking it 176 out of 180 countries in its 2015 World Press Freedom Index.19

The Chinese news environment has become much more complex, as nonofficial news outlets now exist alongside the state-run news agency Xinhua and state-run national media organizations such as China Central Television (CCTV), People’s Daily, and provincial-level entities. It is important to recognize that these new entities may not be state run, but they are not a truly private or free press. Many commercially oriented newspapers were spawned by state media organizations to raise additional revenue. Southern Weekly, for example, was spun off from Guangdong Province’s official newspaper Nanfang Daily.20

Many of these new media organizations have proven to be very popular. In 2011, a dozen commercially published Chinese newspapers had circulations exceeding one million.21 These nonofficial outlets enjoy substantial readership because of higher levels of credibility with the broader population. “Official media sources are considered to be experts on the position of the state and aimed at manipulating public opinion. In contrast, nonofficial media sources are seen as reporting from the perspective of the public in a less biased way.”22

In reality, however, nonofficial media operate under only slightly looser reins than their official counterparts. Indeed, “asked about whether media commercialization has brought about greater independence, journalists and editors commonly answer, ‘There is no fully commercialized and private media’ ” in China.23

The CCP’s Central Propaganda Department (CPD) exercises close oversight of all Chinese media (including cultural as well as news products). The CPD, in conjunction with state entities such as the State Council Information Office, the General Administration of Press and Publication (GAPP), and the State Administration of Press and Publication, Radio, Film, and Television (SAPPRFT), as well as their respective subsidiary provincial-level party propaganda departments, ministries, and offices, regularly reviews the content of all Chinese media. This includes not only news broadcasts but television and radio programs, films, and so on.24 The CPD regularly issues directives on news topics, dictating what topics should, and as important should not, be covered. These directives also provide guidance on which specific perspectives should be allowed, should be encouraged, or are forbidden.25 Depending on the topic, these instructions often apply not only to official state-run media but to nonofficial media as well.

On July 23, 2011, two high-speed trains were involved in a horrific collision outside Wenzhou city in Zhejiang Province. The crash killed some 40 people and injured hundreds more. Initial reporting on the subject was sparse but soon became critical of authorities. Chinese journalists reported that the Railway Ministry had buried some wrecked cars rather than examining them carefully and suspended rescue operations too early. CCTV and newspaper commentators questioned whether the emphasis on rapid national development had overridden safety concerns.26

Chinese press censorship began almost immediately. The CPD instructed Chinese journalists not to question official accounts, stating, “Do not question, do not elaborate.”27 Initially, these instructions were not always obeyed. By the following week, however, stricter controls had been imposed. The CPD issued directives warning reporters not to draw any conclusions regarding China’s larger effort to promote bullet train development. News media were instructed to write “stories that are extremely moving, for example people donating blood and taxi drivers not accepting fares.”28 Many media sites pulled articles, focused on more upbeat aspects, and often deleted older, more critical stories.29

In some cases, censors are much more decisive and overt in their actions. In 2013, the nonofficial newspaper Southern Weekly wrote a front-page editorial calling for greater adherence to the Chinese constitution. The Guangdong provincial propaganda ministry (under whose purview Southern Weekly operates) replaced it with an essay praising the CCP. Within hours, and over the course of the following week, the national-level CPD issued several directives regarding the rewriting of the newspaper’s front page. At first, it forbade any discussion of the situation. It then dictated exactly how it could be described in other news media. Eventually, other newspapers in China were also directed to publish an op-ed that had originally appeared in Global Times (a commercial newspaper in the People’s Daily publishing group), which criticized the originally planned op-ed. Interestingly, the CPD’s directive also noted that “external hostile forces are involved in the development of the situation.”


Directives from the Central Propaganda Department Regarding Southern Weekly

The Central Propaganda Department’s (CPD’s) instructions on how to cover the Southern Weekly story in January 2013 provide useful insight into how the
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Chinese Efforts to Control Foreign Media











Understanding how the PLA thinks of Future Wars





	PLA reference materials. These comprise volumes such as official military encyclopedias and military dictionaries. These are materials used by the PLA itself to provide consistent definitions and explanations of key concepts and reflect the corporate knowledge of the PLA.
 	PLA textbooks. These are recently published books that are required readings for PLA officers at institutions of professional military education. These provide a common foundation of knowledge for PLA officers.
 	PLA teaching materials. In addition to PLA textbooks and reference materials, the PLA publishes an extensive array of supplemental teaching materials. These complement the textbooks and reference materials, as part of a professional military educational curriculum. They flesh out concepts laid out in the textbooks, often providing more extensive analysis, exploration of key concepts, and enumeration of guiding concepts and basic principles of operations. There are typically study-aid-type questions at the conclusion of each chapter, further identifying key concepts and terms.
 	Professional military journals. Any organization as large as the PLA will have professional journals to facilitate debates about future concepts, airing of various points of view, and informing the overall body of new developments. The PLA is no different; indeed, it publishes a range of newspapers and journals not only for the entire PLA (e.g., People's Liberation Army Daily, China Military Science) but for narrower audiences (e.g., Journal of the Academy of Equipment).
 	 Professional reading materials. The PLA also publishes various volumes on more specific topics. These are not teaching materials or textbooks but are study guides and volumes of "frequently asked questions." These provide important insight into Chinese views of fundamental operational issues.
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