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Sanctions Law

This book aims to create a user-friendly, accessible guide to the complex area of sanctions law. In particular, the book will examine how sanctions restrictions work in practice, and what the implications are for multinational businesses operating across numerous sanctions regimes. To this extent, the book considers the interrelationship between sanctions at the supranational and national levels, including the impact of the far-reaching US sanctions regime. The book’s aim is not to provide an exhaustive list of sanctions regulations, but rather a framework for engaging with the relevant legislation and the main issues arising therefrom. Reinforcing this practical and commercially-focused approach, each chapter is written in a format that enables easy reading and rapid assimilation. Where there are relevant materials, be they legislative or case-law, these are outlined at the start of each chapter. In addition, the chapters dealing with challenges to sanctions designations each include a section with key principles, providing the clearest possible treatment of the subject.
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Foreword

As Ombudsperson for the Security Council Al-Qaida Sanctions Committee, I often remarked that I worked in a vortex where politics intersected with law, with less than desirable results. One of the core problems in dealing with this challenging role was the complete lack of understanding, in many quarters, of how important the law had become to sanctions practice. This book brings much welcome focus to that reality – law can no longer be ignored in the sanctions world.

The past 20 years has brought essentially a revolution in the field of sanctions. In the 1990s there was a sudden resurrection of a dormant power of the Security Council under Article 41 of the UN Charter, not utilised since the measures aimed at the apartheid regimes in South Africa and Rhodesia in the 1960s and 1970s. Since the initial comprehensive regime imposed on Iraq in August 1990, there has been a proliferation of Security Council sanctions on a global scale and the creation of elaborate structures – including panels of experts and monitoring teams – to support them. In addition, there have been many innovations in Security Council practice, including the use of sophisticated sanctions measures and the migration from comprehensive to targeted schemes. Within that migration there has also been an expansion of targets from state sectors to state officials and to non-state actors.

In parallel to these developments at the UN level, sanctions have become a popular tool of other multilateral institutions – most notably the European Union – and we have seen innovative use of unilateral sanctions by states in a broad range of circumstances.

It was inevitable that this increased activity in the use of measures which affect economies, industry, financial services and individual rights would generate complex legal issues and challenges. Much has been written about the use of sanctions in terms of policy objectives and effectiveness. There has also been scholarly examination of the substance of legal challenges, particularly in the context of targeted sanctions. But this book makes a unique contribution with its focus on the ‘how’ of sanctions in legal practice – how the sanctions themselves are implemented, how the types of laws are used, how the sanctions can be challenged in various fora and practical issues for the private sector. This book will be helpful to lead practitioners and academics alike through the ever-expanding quagmire of sanctions law.

Classically, sanctions aim to prevent, deter and stigmatise. To be effective in achieving these goals, sanctions have to be implemented or they will remain purely political statements. In most instances, modern sanctions involve financial, trade or travel restrictions, and require the adoption or amendment of laws for implementation. This is an especially complex process when the sanctions are decided upon and imposed by a multilateral institution at the international level, but where the laws themselves which give them effect have to be adopted at the individual state level. Perhaps the most complex in that regard is the implementation of EU sanctions, which can take place through laws adopted by the EU or individual states or sometimes both. One of the important contributions of this text is that it provides a comprehensive overview of the kinds of legal measures used to implement UN and EU sanctions, and gives examples of state implementation in the UK and US. To the extent that part of the legal challenge is the lack of clarity surrounding the adoption of sanctions, it is helpful as well that there is a description of the process by which sanctions are originally adopted in international fora.

While the implementation of sanctions is an important part of sanctions law, unquestionably the area of law which has seen the largest explosion of activity over the past 10 years is sanctions-related litigation. In relation to United Nations sanctions, the starting point was the adoption of resolution 1267 in 1999, which created a targeted sanction regime aimed initially at the Taliban and, a year later, incorporating Osama bin Laden and Al-Qaida. The goal of the sanctions measures was to compel the Taliban to turn over bin Laden, who had been identified as the suspected organiser of the 1998 bombings of the American embassies in Kenya and Tanzania. At the time of the adoption of the resolution, he was being sheltered within Afghanistan by the Taliban. Whilst the list of targeted individuals was initially quite limited, after the tragic events of 11 September 2001 in the United States hundreds of individuals and entities – said to be associated to Al-Qaida – were added to the list. The further complication, not seen before with other lists, was the geographic scope of resolution 1267, which triggered the inclusion of individuals and entities from across the globe.

The result was greatly increased anxiety about due process surrounding Security Council sanctions. Without notice, reasons or recourse hundreds of individuals had their assets frozen and were prohibited from travel on a worldwide basis. Left simmering for many years with only modest improvements by the Security Council, the situation generated litigation in national courts and most significantly before the European Union’s own Court – the ECJ. Ultimately, the landmark decision in Yassin Abdullah Kadi and Al Barakaat International Foundation v Council of the European Union and Commission of the European Communities triggered the creation of another forum for challenging sanctions – this one at the UN level – an Ombudsperson for the 1267 regime.

In parallel to these developments, the increased use of sanctions by the European Union for broader policy reasons triggered a wave of litigation against sanctions imposed under the EU’s autonomous regimes. In addition, there continued to be litigation on a national level in relation to both internationally and nationally generated sanctions.

All of this together created what is perhaps best described as a chaotic web of litigation options in the field of sanctions law. The benefit of the approach in this text is that the focus is not merely on the substantive case law but also on the practice of litigating sanctions in these different fora. As such, it provides a useful guide for practitioners considering litigation options and more broadly an overview which will be helpful in many other contexts.

Lastly, the book provides much-needed consideration of sanctions from the perspective of business – the legal implications for commercial law and the array of legal challenges in the context of compliance. These are important topics, particularly as reliance is increasingly placed on the private sector to implement economic sanctions which are becoming ever more intricate and complex in design and function.

As the use of sanctions shows no signs of abating – to the contrary in fact – the number of interested practitioners will continue to expand. A practical guide of this nature – with manageable content and length – will be a valuable asset. And more generally the book will make an important contribution in focusing attention on this growing area of national and international law. As such it will help advance the important concept that sanctions policy and practice must be properly managed in accordance with the rule of law.

Kimberly Prost

Judge of the International Criminal Court and former Ombudsperson for the UN Security Council Al-Qaida Sanctions Committee

The Hague

July 2018




Preface

When we first had the idea for this book we were struck by the absence of any practitioners’ texts dealing with sanctions law in its own right. There were good reasons for that. Sanctions law is highly technical, involving questions not only of international law, but also of regional and domestic law, depending on where the sanctions are drawn up, implemented and enforced. It is also multi-polar and fast-moving, sanctions having become an increasingly popular tool of foreign policy for states and international organisations such as the UN and the EU. To this extent, sanctions law changes from week to week in line with governmental imperatives. Given this, we decided to focus on the broad framework of sanctions law at the UN, EU, UK and US levels; in other words, on the ‘how?’ of sanctions law, as opposed to the ‘why?’.

Not that the ‘why?’ is unimportant. Sanctions have much more salience than hitherto because of the need to restrict the kind of capital flows that are facilitated by globalisation and digital technology. Enforcement of sanctions was once a matter solely for naval officers and customs officials; now it requires to be a priority item for anyone engaged in international trade and those advising such traders, to say nothing of high-end London estate agents and private jet operators. This book is for them too and not just the lawyers.

The framework of sanctions law has been updated and amended on multiple occasions since we started writing, not least as a result of Brexit. A new UK financial sanctions regulator – the Office of Financial Sanctions Implementation (OFSI) – was set up in June 2016 and then followed by the creation of new enforcement powers under the Policing and Crime Act 2017. More recently, the UK’s sanctions framework has been overhauled by the Sanctions and Money-Laundering Act 2018, which received royal assent on 23 May 2018 but which will not come into force until the Brexit process is complete. The book reflects the situation as fully as possible as at 1 June 2018, but there will inevitably be further developments in these turbulent times. Indeed, the next few years will be busy for sanctions law practitioners. Our hope is that this book can serve as a useful starting point for understanding where the law has got to and where it might go from here.

The aim of the book is to serve as a practical guide to sanctions law as it operates both internationally and at the EU, UK and US levels. It is not, for the reasons discussed above, anything like a comprehensive compendium of the law that exists in this area. The book sets out first to explain how sanctions law works at various levels, and then to grapple with some of the main ways in which it engages individual rights and business interests. Part 1 aims to provide an overview of how sanctions policy becomes law in various jurisdictions, including how sanctions policy decided at the international level is implemented domestically. Part 2 deals with challenges to sanctions designations in the courts and the expanding body of case law in this area. Finally, Part 3 looks at sanctions law from a business perspective, focussing on the impact of sanctions on commercial contracts and the compliance requirements for businesses operating in the UK.

Due to the breadth of the area covered, we have needed, at various stages in the drafting process, help from a long list of people. We owe a special debt of gratitude to Adam M. Smith, partner in the Washington D.C. office of Gibson, Dunn & Crutcher, who helped us at short notice to navigate the murky waters of US sanctions law. Closer to home, thanks are due in particular to Nicky Smith, Head of the International Institutions and Security Policy Team in the Legal Directorate of the UK Foreign and Commonwealth Office, as well as Crown Advocate Kate Rabey from the Law Officers’ chambers in Guernsey, and Luigi Lonardo, research student at King’s College London, for their help with the EU aspects of the book. Gavin Irwin, barrister at 2 Hare Court, provided much-needed feedback in relation to the implementation and enforcement of sanctions law in the UK. In terms of litigation, Richard Blakeley of Brick Court Chambers alerted us to a number of important developments in the EU courts. Similarly, Richard Eschwege, also of Brick Court Chambers, helped clarify some of the recent case law involving sanctions in the courts of England and Wales. Nick Petrie, research student at Cambridge University, deserves thanks for commenting on the international law points raised in the book. Finally, we must mention Maziar Jamnejad, Global Head of Legal Innovation at Freshfields Bruckhaus Deringer LLP, who has on numerous occasions been willing to assist us in our battle to understand the private sector implications of sanctions law.

Needless to say, any errors in law or exposition are entirely our own. We have endeavoured to state the law as at 1 June 2018.

Richard Gordon QC

Michael Smyth CBE QC (Hon.)

Tom Cornell

London

June 2018
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Introduction

0.1. This book examines the ever-expanding law of sanctions. The subject matter of sanctions law is, by necessity, cross-jurisdictional in the sense that it looks both at the different national and international sources of sanctions law – from multilateral measures passed by the UN Security Council to unilateral measures passed domestically – and at the manner in which the case law regarding sanctions has developed in different legal systems. Given the fast-moving nature of sanctions law, it is not intended to serve as a comprehensive guide to the measures in force at any one time. Rather, it constitutes an overview of the mechanisms whereby sanctions become law, and of the mechanisms whereby those sanctions can then be challenged. Part I examines the implementation and content of sanctions measures at the UN, EU, UK and US levels, whilst Part II deals with challenges to those sanctions measures in the corresponding regional and national courts, as well as via the UN Ombudsperson and at the European Court of Human Rights. Part III sets out the main practical implications of sanctions law for businesses, primarily in relation to the measures in force in the UK.

0.2. There follows, by way of introduction, a brief overview of some of the key underlying issues in the area, and a description of the general framework for understanding sanctions law.


What Do We Mean by ‘Sanctions’?

0.3. The term ‘sanctions’ itself is notoriously slippery, particularly in a legal context. It is conventionally used in legal theory, and indeed more generally, to mean a penalty or punishment imposed as a means of enforcing obedience to a law.1 This is what John Austin meant when he defined the law as ‘command backed by sanction’.2 In the field of international relations, the term ‘sanction’ has been used by analogy to mean action taken against a state to compel it to obey international law or to punish it for a breach of international law.3 In this regard, international law distinguishes between ‘retorsions’, which are unfriendly but internationally lawful measures taken by one state in response to a prior injurious act by another state, and ‘reprisals’, which are always unlawful in international law. Somewhere in between, the term ‘countermeasures’ is used to describe measures which, although prima facie unlawful, may be justified in international law where they are taken in response to a prior unlawful act by another state, and where they fulfil the conditions set out in the Articles on the Responsibility of States for Internationally Wrongful Acts (ARSIWA).4

0.4. However, the term ‘sanctions’ as used in this book has a more modern focus. This reflects the fact that sanctions no longer refer solely to measures taken by a state in response to the prior unlawful conduct of another state.5 To begin with, one of the main creators of modern sanctions law is an international organisation, the UN (not a state). Moreover, the UN has now been joined by the EU as a major source of sanctions law. Secondly, the idea that sanctions must be imposed in relation to some prior illegality seems increasingly quaint. In fact, the term is frequently used to denote action taken by states and international organisations where the ultimate goal is unclear. The previous decade has seen a proliferation of measures targeting non-state entities and individuals, particularly in the field of counter-terrorism. For the purpose of this book, therefore, the term ‘sanctions’ will be used in the sense of non-forcible (ie, non-military) foreign policy measures adopted by states or international organisations and designed, possibly among other things, to influence other states or non-state entities or individuals to change their behaviour or take a particular course of action.6

0.5 This is a broader approach than the traditional view of sanctions. It embraces a vast number of measures taken by states and international organisations in the name of foreign policy. In fact, the huge variety of measures available to international actors is often neglected when it comes to discussing sanctions, and it is important to bear in mind that there is really no such thing as a ‘typical’ sanctions measure. However, this book will deal only with sanctions that require some form of legal implementation. In this regard, it is possible to discern the following broad categories of sanctions measures:


	Financial sanctions: These are measures targeting the assets and economic resources of designated individuals and entities. The relevant legislation will establish a list of designated persons, and will require individuals and entities, including financial institutions, to cease dealing with those designated persons and freeze their assets.7 Financial sanctions are currently the most commonly used sanctions measures.

	Trade sanctions: These are measures imposing import and export restrictions, almost always in relation to a state. The most extreme form of trade sanction is a comprehensive trade embargo, whereby the sanctioning state or organisation imposes a total blockade on trade with the target state. However, trade sanctions will usually only prohibit the export or import of particular items to or from the state in question.8

	Travel bans: These are measures prohibiting travel to or through the territory of the sanctioning state. As with financial sanctions, travel bans will apply to certain designated or listed persons.



0.6 In relation to the categories set out above, it is important to note the shift towards the use of individualised or ‘smart sanctions’ that occurred in the mid- to late-1990s.9 Prior to this policy shift, sanctions were mostly aimed at cutting off trade with targeted states (ie, comprehensive trade embargoes). However, following intense criticism of the humanitarian impact of sanctions on Iraq, Haiti and the former Yugoslavia, policymakers began to develop and deploy sanctions measures aimed at individuals (eg, asset freezes, travel bans etc). Perhaps the most prominent of these targeted sanctions regimes is the ‘1267 regime’, which was established by the UN in 1999 in response to the bombings of the US embassies in Dar es Salaam, Tanzania and Nairobi, Kenya.10 The key feature of these sanctions regimes is the use of ‘designations’ or ‘listings’ which target individuals associated with particular state or non-state groups. Once a person is designated pursuant to a particular sanctions regime, he or she will be added to the list of individuals and entities targeted by that regime, and in most cases be subjected to financial restraints and a travel ban. Usually, banks operating in jurisdictions where the sanctions apply will be forced to freeze assets belonging to designated persons, and designated persons will no longer be permitted to travel to or through those jurisdictions. The shift from comprehensive to targeted sanctions is key to understanding the development and proliferation of modern sanctions law and will be discussed at various stages in this volume.

0.7 Whilst the categories discussed above (financial sanctions, trade sanctions and travel bans) represent the most frequently used sanctions at both the international and national levels, sanctions measures come in all shapes and sizes, and are becoming increasingly sophisticated. Moreover, sanctions measures will often be tailored to the specific situation with which they are intended to deal. For example, the EU measures imposed on Russia following the invasion of eastern Ukraine include restrictions on dealing with transferable securities issued by major credit institutions established in Russia with over 50 per cent public ownership or control.11 In this regard, as sanctions measures become more complex, so the interpretation of those measures becomes more problematic. Part I will address some of the interpretative issues that have arisen in this regard.




The Sources of Sanctions Law

0.8 In accordance with this more modern deployment of ‘sanctions’, sanctions law can, therefore, originate in decisions made either by states or international organisations. Part I of this book will deal with sanctions law emanating from four major actors in the area: the UN, the EU, the UK, and the US. Each of these decision-makers inhabits a separate legal sphere, and sanctions measures are adopted and implemented in different ways depending on the ultimate source of authority. The UN, for example, imposes sanctions by way of resolutions adopted by the UN Security Council in accordance with the terms of the UN Charter.12 The US, on the other hand, usually imposes sanctions by way of Executive Order signed by the President in accordance with statutory powers granted by Congress.13

0.9 However, the legal systems dealt with in this book are by no means hermetically sealed from one another, and one of the key aspects of sanctions law is the relationship between the various sources of law and overlapping jurisdictions. In this regard, it is important to understand how sanctions law is implemented once it is decided on by the organisation or state in question. At the highest level, for example, sanctions adopted by the UN Security Council impose an international obligation on UN Member States to implement the measures domestically. This often leads to issues of normative hierarchy, particularly where UN sanctions obligations come into conflict with domestic or regional human rights obligations. However, UN Security Council resolutions do not in and of themselves create obligations for private individuals and companies. To this extent, the enforcement of sanctions law as against private individuals occurs on the domestic level via national authorities.

0.10 One of the most basic distinctions in sanctions law is between unilateral and multilateral sanctions, the former referring to sanctions adopted unilaterally by individual states, and the latter referring to measures adopted by a number of states or via an international organisation on a multilateral basis. To this extent, sanctions adopted by the UN are considered to be multilateral sanctions, whilst sanctions adopted independently by the US are considered to be unilateral sanctions. The EU is another multilateral source of sanctions law, albeit that its sanctions are not necessarily imposed with a wider international consensus. In other words, the EU can and does adopt sanctions measures even where there is no consensus at the UN level.14 Where this occurs, the EU refers to the adoption of ‘autonomous’ sanctions measures.

0.11 As a result of the multiplicity and confluence of sanctions law, it is crucial to establish the originating source of the measures in question at the outset. The figures below set out some of the basic relationships in terms of the implementation of sanctions originating at the UN, EU and UK levels:15


UN Sanctions

[image: A three-level flow diagram showing the implementation of UN sanctions in EU law. Level 1: UN Security Council resolution adopts sanctions. Level 2: EU Council issues decisions/regulations to implement the resolution. Level 3: Member States enact domestic legislation where required, especially for criminal enforcement.]


EU (Autonomous) Sanctions

[image: A two-step process illustrating autonomous EU sanctions. Step 1: EU Council decides and issues regulations autonomously (without a UN resolution). Step 2: EU Member States enact domestic legislation to criminalise breaches, especially through delegated or secondary legislation.]


UK (Unilateral) Sanctions

[image: A single-step block describing the UK's independent power to impose sanctions. It explains that primary UK legislation allows HM Treasury limited power, and post-Brexit, the UK will use new laws to impose sanctions unilaterally outside the EU framework.]


0.12 The origin of sanctions measures is particularly important when it comes to challenging those measures, whether judicially or administratively. In relation to the example of UN sanctions set out above (ie, UN sanctions as implemented by an EU Member State), a UN decision can be challenged in a number of different fora. First, there is now a UN Ombudsperson that exists for the sole purpose of reviewing certain UN designation decisions.16 This will usually be the first port of call for persons designated pursuant to a UN Security Council resolution. Secondly, the designated person can bring a challenge before the EU courts. In particular, the EU General Court will hear actions for annulment in respect of EU law designations, whether or not those designations have been introduced pursuant to UN Security Council decisions.17 Thirdly, the designated person may in some cases have recourse to domestic judicial review of the designation.18 Finally, the designated person may be able to invoke his or her rights before a specialised court such as the European Court of Human Rights.19 It is therefore common for designated individuals or entities to bring challenges in multiple jurisdictions.

0.13 Post-Brexit, UN sanctions measures will no longer be implemented in the UK by way of EU law.20 To this
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on HM Treasury to limited in scope. Post-Brexit, new primary legislation will allow
impose sanctions UK authorities to introduce sanctions outside the EU system.
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EU Council Decision and
EU Regulation
implementing autonomous
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‘The EU Council may decide to impose sanctions autonomously
(ie, in the absence of any overriding UN resolution). The decision
to impose sanctions is made within the context of the EU’s
Common Foreign and Security Policy (CESP). The Council
Decision is implemented via EU Regulation(s) and by EU Member
States.

Domestic legislation
implementing EU law
(where necessary)

Again, each EU Member State must enact legislation criminalising
the breach of EU sanctions law. In the UK, this is currently done
by way of delegated or secondary legislation (although this will
change post-Brexit).






