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			Introduction

			Working from home on a brisk New England day, I was lured outside by the noises of truck engines and grinding machines. Standing outside my front door, I watched the garbage men—or, excuse me, the sanitation engineers—at work. The newer garbage trucks were impressive. A futuristic-attached mechanical arm hoisted each trash can high in the air and dumped them into the truck’s belly. The driver seemed a bit hesitant, unsure of the best place to grab the container. However, once the arm’s jaws secured it, the up-and-down motion was swift if a bit jerky. But in the end, the hydraulic-controlled arm banged the truck’s steel belly mouth, whose lid was already open.

			It was all good. The job was now less injury-prone and faster, although the workers would lose some muscle tone. Walking down the driveway to retrieve my containers, I noticed a wheel on one of my cans was missing and nowhere to be found. The robot had eaten a wheel.

			My job entails conducting research, so I learned through a few simple searches that there has been a lot of trash talking lately. For example, more than twenty-five thousand reports of cracked lids, broken bins, missing wheels, and other damage were filed with Solid Waste Management in Memphis from September 2020 through February 2022. I was intrigued and decided to contact Waste Management, Inc. to follow up. While they weren’t specific, they admitted “lots” of cans were destroyed, especially by new drivers.1 In fact, the waste management worker assigned to fix my can disclosed that he had spent thirty-four hours that week dealing with trash cans destroyed by robot arms. “When metal meets plastic, the plastic doesn’t win,” he noted.

			Even as I was writing and speaking about automation trends at Forrester, the wheels in my head began to turn upon encountering such a disappointing truth. Could the current path of automation increasingly lead to unforeseen trouble?

			I have been an industry analyst for more than fifteen years. Every day I speak to business leaders frantic to apply AI and overly confident tech vendors eager to help. This rush to automate is creating unintended consequences that affect all of us. My goal is to provide an unflinching, honest, balanced, and from-the-ground perspective on where automation will take us. I interview displaced workers tossed into the gig economy, workers who struggle with technology upgrades, and mothers concerned for their children’s future. 

			And now is the time. The current AI push is different. GenAI and large language models are the most dramatic technical innovations in my professional lifetime, with the potential to alter the workplace in the way we have feared for decades. It is more dramatic than the power our phones have given us, more impactful than the information access that the internet provides, and more disruptive than any physical or robotic automation we have seen. I’ve spent my career helping businesses adopt or create the latest automation. Despite the job losses, we told ourselves that there would always be more things for working people to do. I did not think much about or try to help those workers, but now I am concerned about them. That’s why I’m writing this book.

			One Big Movement

			The book’s main theme is automation will trigger a seismic shift in the workforce that few anticipate. Millions of middle workers will slip into “gig” work or become human-touch workers while others leverage automation to become the digital elite. Millions of digital elites will fall to the middle or be forced to take human-touch positions. Traditional full-time employment will decline as many opt to become “work-life pioneers.”

			In essence, this glimpse into the future of automation reveals its potential trajectory and likely impact on the workforce. This book is a blueprint for workers to navigate this upheaval and understand their current position and potential paths. It is also a valuable guide for parents to help their kids with career decisions.

			Politicians, pundits, and journalists focus on specific and often dramatic examples of AI and work but miss the bigger picture. This is all one trend: the factory workers at Amazon, the restaurant workers in a Jamaican restaurant, the sales workers replaced by chatbots, the middle managers pressed into new challenges, and the skilled laborers reduced to “gig” workers. No other book looks at all these labor shifts and puts them all in a common context. An important job of the next presidential administration will be to deal with the disruption caused by these labor shifts.

			The Fact Is We All Need Help

			The relentless AI advancement may feel like a personal threat looming over your well-paying job. You fear a future driving a delivery truck for Amazon, or worse, losing your work identity altogether. Your once-trusted professional training and credentials feel increasingly outdated amidst the brilliance of the latest GenAI release. At work, the watchful eyes of monitoring systems seem to scrutinize your every move, fueling a sense of unease and mistrust.

			The barrage of information about AI solutions leaves you feeling lost, and you’re not sure what education, training, or upskilling is right for you. Even your home becomes a battleground against cunning digital scams, further isolating you from colleagues and the familiar comfort of your community. The aggressive push toward self-service technology across every aspect of life leaves you stripped of your agency and individuality. In a world where everything is automated, who or what can you trust?

			You may have these problems but don’t know what to do about them. The pace of automation is altering the landscape of your workplace and life, leaving you feeling anxious, uncertain, and isolated. Our current race toward automation creates unintended consequences that disrupt our work life and mental state.

			This book is a blueprint for workers impacted by automation across all segments, from front-line to professional roles who need help with career choices, daily work decisions, personal life behavior, and educational direction. It is your guide through these turbulent waters, offering a lifeline of understanding, practical advice, and hope. Each chapter presents automation-based concerns along with corresponding recommendations that workers and individuals can employ. Government-led policy will be too slow and ineffective and have unintended consequences. Instead, workers must confront the repercussions of automation head-on. To help, this book is divided into four parts.

			Part 1: The Dark Side of Automation makes the case for the inherent randomness of advancing technologies through examples and analysis. It defines automation, traces its evolution, and unveils the unpredictability that lies at its core. An unflinching, balanced, and from-the-ground perspective highlights nine-billion-dollar AI real estate blunders, a robotic dog that terrorizes the homeless, machinists that can no longer operate their equipment, and back-office workers replaced with bots, all victims of the unintended consequences of advancing automation.

			Part 2: The Workers examines the worker types used throughout the book: a growing human-touch front-line service segment, a digital elite segment, an uneasy middle, and emerging work-life pioneers. These segments are defined by their relationship to automation. It captures the practical on-the-ground realities and concludes with clear, concise recommendations designed to help them navigate this ever-shifting landscape.

			Part 3: The Mind Under Siege examines the mental impact of automation on workers. Here, we delve into the anxieties sparked by invasive monitoring technologies, the insidious threats of AI-powered scams, and the unsettling reality of intelligent bots competing for jobs and even concert tickets.

			Part 4: Reimagining Work: A Path to Optimism shifts the focus toward a brighter future, exploring novel approaches to skill development and rethinking our definition of progress. We embark on a journey of hope, seeking innovative solutions to thrive in an ever-evolving workplace.

			What Are Random Acts of Automation?

			Random acts lack a definite plan, purpose, or pattern. A random act of automation might produce a poor product more rapidly, hire the wrong candidate based on a biased algorithm, negatively impact an employee’s mental health, or simulate a creepy experience using robotics. Societally, unintended automation consequences include the acceleration of wealth and skill-based gaps. I call these changes random because they were not predicted or planned. They affect us without the intervention of our conscious decision-making with no pattern or predictability.

			For over a hundred years, many debates have surrounded the effects of automation on society, starting with Karl Marx’s Das Kapital in 1867. For example, a well-known research area called Technology Determinism (TD) argues that automation directly affects social change. Some TD proponents also posit that most automation effects are far from random and instead are launched with specific goals in mind, such as suppressing workers. On the other hand, several views in the recent past argue that automation does not shape society but only human action will.

			This book’s argument lies somewhere midway on this spectrum, claiming that several automation technologies have unintended consequences, and as AI advances, this number will rise. In short, as we continue to roll out automation, we don’t know how it will turn out for us. And, in all honesty, how could we? Humans’ work patterns and mental states change with new use cases of technology.

			Automation can now learn and evolve independently from its operating environment. In such a scenario, how can we be sure of the outcomes? Several years of firsthand observation at Forrester Research, examining how automation is implemented across tech, business, and government sectors, have informed this pragmatic, real-world perspective.

			The Workers

			To connect automation trends and worker advice, the book uses four distinct work groups. The framework is helpful for several reasons. Firstly, automation trends will affect each group differently. Physical automation, such as a new robot janitor, poses a greater disruption to human-touch workers than it does to digital elite workers, for instance. Secondly, the advice that a worker needs varies depending on their segment. Workers can better understand their current position, but more importantly see the potential paths available. Finally, the framework allows us to see how automation will shift workers from one segment to another.

			The Digital Elite

			The digital elites are the first group. Social scientists might see them as a subset of the historical Professional Managerial Class (PMC), a term coined in 1977 to describe a class of workers that leveraged education to separate from the working class. The digital elites share a similar playbook.

			Digital elites encompass a growing pool of technologists, including tech industry executives, TED talkers, programmers, cybersecurity analysts, data scientists, and machine learning specialists. They actively design, build, and manage the technology we rely on. Their innate talent and education empower them to extract the full potential of this technology.

			Furthermore, the digital elites include non-tech professionals—occupations like lawyers, marketing specialists, and business leaders with positions at the top of the work pyramid. Automation has reduced their work to words and numbers on a screen, and this screen can now be anywhere. Technological advancement propels their careers without writing a single line of code.

			Consider Phil, the head of business development for a tech firm, a fancy name for sales. His firm develops “virtual agent” technology, which often translates into the clumsy chatbot experience we suffer through when we can’t access human support. He describes himself as a regular guy, good at games like golf and tennis, but not a true tech entrepreneur or engineer, and admits he was a C student at the community college he attended. He struggles to understand technology but has strong “people” skills that earned him a spot to contribute to the next big thing.

			We’ll revisit Phil later. The crux of the issue is this: the digital elite’s power is surging as our collective understanding of automation dwindles. This growing gap allows them to exert unprecedented influence. A prime example is OpenAI: a small, isolated group controls ChatGPT’s output filters by embedding their ethical views without public oversight.

			The Uneasy Middle Worker

			In the technological spectrum, middle workers fall between human-touch workers and the digital elite. These jobs require a certain amount of education, several years of experience, and advanced skills. In the past, a middle worker could put in hard work and see it eventually pay off with higher wages and a better life. His or her children would have access to a better education and achieve more in turn. A nice suburban home was within reach, with a late-model car in the garage and a comfortable mid-sixties retirement ahead. Compared to when Ronald Reagan was president, these ambitions are far less achievable now.

			Robert Jacobsen is a good example. He completed high school and volunteered to enroll in the navy in World War 2. His job title was “floor covering mechanic,” a fancy union name. He put down tile and carpet. Jacobsen put down a hundred miles of it, mostly in New Jersey malls. All in, he spent over forty years on his knees. While some claim that anybody could have done the job, he would disagree. He would cite the tricks, extra measurement, adjustments made with your eyes, mistakes you learn to avoid, and so on, all of which took years to get right.

			The only thing that bothered Jacobsen were his knees. Even with heavy-duty pads, they were not a pretty site—swollen, blueish, and streaked with dark veins. He rarely passed up a visit to the local “gin mill” on the way home and always had time for his version of “the luckiest man in the world” speech:

			Look at me. I did not come from much, but I make a good salary thanks to the union. I have a small lot on a lagoon at the Jersey Shore, that takes you through Barnegat Bay out to the Atlantic Ocean. I’ve got my own keg of beer at home, a nine-foot slate pool table, and my German Shepard, Shafer. What else could a man want?

			Life was indeed good for Jacobsen. But will it be good for today’s high-school graduates? Can we even expect millennials with college degrees to do as well? The middle worker continues to suffer and can no longer attain the standard of living as Jacobsen. The French even have a name for it: le grand déclassement.

			The Human-Touch Worker

			Olek Sumoski came to this country from central Europe.2 He graduated from high school and has held various security officer positions. Millions like Sumoski work at banks, office buildings, or shipping facilities and live a life of suffering with low wages and self-esteem that is even worse. To Sumoski, “A security officer is a thankless job. Sadly, you get mocked for it. People think you’re a failed cop. It doesn’t affect me much, since I never wanted to be a cop, anyway.”

			Human-touch jobs like Sumoski’s offer employment opportunities to people with limited education and experience. The term is not perfect but captures the nature of services delivered. These jobs provide essential services that require significant human-to-human interaction. They became frontline heroes in difficult times like the pandemic. As we will see, they serve as community connectors and bridge relationships between the digital elite and middle workers.

			Human-touch workers might toil as janitors or in a warehouse or wash cars they do not drive. They might be a third-world nanny pushing strollers with first-world babies, or a street vendor in Mexico City. They might opt to serve as a health services worker such as a nursing aide, orderly, or attendant; a store clerk; or the driver cruising down your street to deliver a package. They prepare food and beverages for us and wait on our tables. They clean the buildings and cut our lawns at homes and offices.

			So, who are the people behind that practiced smile? For one, they tend to be poor white, black, and brown. Typically, they are high school graduates and earn low wages. For them, life is fragile. Many live in garages, huddle in small apartments, or live with parents into adulthood. Their work emphasizes human agility and requires a local presence in frontline locations like health care, retail, construction, agriculture, and manufacturing.

			Work-Life Pioneers

			When John Lennon was five years old, his teachers asked him what he wanted to be when he grew up. He wrote, “Happy.” They supposedly told him he did not understand the assignment, and he supposedly told them they did not understand life.

			Young John makes a relevant point today: we should set life goals in alignment with happiness and not an occupation. This shift in people’s attitudes and behavior is evident. People today want to experience life more, work less, and find jobs in areas that align with their values. The tools now exist to allow them to reject traditional work patterns.

			How Random Acts Is Different

			Most discussions of AI and automation target the business or technical professional and therefore miss the mark for the average reader. The only way to understand where work is going is to speak to readers through people they know and stories they can relate to. To do this, I’m standing on the broad shoulders of Studs Terkel. He captured the state of work in America in the 1970s by entering the workplace and letting firemen, police, and teachers tell their stories. Little insight or analysis was provided, but the raw exposure of work life struck a chord.

			Toward that goal and using the worker’s voice, this book isn’t about the fearmongering of AI stealing jobs or the technical jargon that leaves you confused. Sure, AI will displace some jobs, but more important and practical to understand are the disruptions and shifts that will reshape what work means for millions. The four defined worker segments provide a framework to do that. The key is for a worker to understand their current job and figure out where automation will take them and how to prepare.

			Another distinction is the focus on the mental state of workers going forward. Humans are the only animals that know they will someday die and the only ones that drink alcohol. This is more than a coincidence. Most animals are lucky: they do not give the future a second thought. Their anxiety exists only in the present, an instinct that also makes the chipmunk dart into a nearby hole when sensing a bird of prey cruising the thermals above. Humans are cursed with existential worry, both in the present and about the future.

			Driven by the promise of efficiency, businesses today rush to automate, often neglecting the mental state of their employees. This is not a criticism. They are paid to achieve fast results that target business objectives. In the equation that they are trying to solve, random acts such as isolation, lowered self-esteem, trust anxiety, fear of invasive monitoring, and stress from gaps in required skills are not yet variables.

			Our current path toward all forms of self-service automation is one example. Too many companies focus their automation efforts on replacing people. As an employee, you’ll see that this is one of the basic threats to your job. And as a customer, you will do a greater proportion of the work that employees used to do for you. At the current pace, automation will force all but the affluent to service themselves in most situations. Advances in physical automation—or if you want a simple word for them, robots—threaten humans with creepy experiences and psychological discomfort.

			This book hopes to unify workers concerned about their jobs. The same forces impact factory workers in Detroit, service workers in the Midwest, software testers in Silicon Valley, call center workers overwhelmed by AI-driven chatbots, and waitresses facing increased workloads and stress. From the raw tales of real workers comes a clear and common understanding of the challenges and opportunities presented by automation, along with practical advice for navigating the evolving workplace. This book helps with career choices, daily work decisions, personal life behavior, and educational direction. This book tells us where we are headed, and, more importantly, what to do.

			

			Part I

			The Dark Side of Automation

			Part 1 provides background in automation past and present to better understand projected workplace effects.

			Chapter 1, Humans in the Loop, argues that the tech industry’s approach to automation often leads to unreliable outcomes, supported by historical and contemporary examples. It emphasizes the need for human involvement and ethical considerations in technological advancement.

			Chapter 2, Automation: Where We Are Headed, traces the history of automation from the Industrial Revolution to the present and beyond through three phases. Understanding where automation has been and where it will go is essential context to understand future workforce impacts.

			Chapter 3, The Self-Service Time Bomb, highlights self-service automation as an example of automation that has gone too far. Today, we push automation on people prematurely and are too quick to eliminate humans. Overreliance on self-service automation can have negative human and social consequences.

			Part 1 lays the groundwork for a deep dive into the four worker segments explored in Part 2. This understanding will be crucial in deciphering how automation will trigger shifts among these segments, the challenges workers will face, and the potential paths they must navigate.

			
			
		

	
		
			Chapter 1

			We Need Humans in the Loop

			This chapter addresses two main points: the tech industry’s approach to innovation leads to unreliable outcomes, and advancing automation is inherently unpredictable. These conditions lead to random acts, which leads us to the chapter’s main argument. We need to integrate humans into processes where the consequences of errors are high. In the cases presented here, it was irrational to trust the machine without placing a human in the loop. We need leaders who listen to technologists, relevant stakeholders, and affected communities. Automation must be approached with humility and caution.

			There Is an Inherent Unreliability in the Tech Industry

			On November 16, 2021, starting soon after 12:00 p.m. Eastern, thousands of companies witnessed their websites crashing, replaced by the Google “404-page error” message. For a few companies, outages lasted for days, and this was just one incident in a long year of technology-related disruptions. Companies are rapidly adopting public cloud infrastructures to run their businesses, and in doing so, have become prone to third-party vendors like Amazon, Microsoft, Google, and a host of others in entirely new ways.

			Google Cloud apologized for the service outage and described the root cause as “a latent bug in a network configuration service.” A similar perfect storm of disruption unfolded in July 2024 when a routine software update from cybersecurity vendor CrowdStrike triggered widespread chaos. Like the Google example, the culprit was a routine software update. Airports grounded flights, hospitals halted surgeries, financial institutions froze, and essential services faltered. At Denver International Airport, large screens where arrivals and departures would usually be displayed were flashing error messages against an eerie background, called the “Blue screen of death”, leaving passengers confused and anxious. Delta’s CEO groused that CrowdStrike cost them 500 million in lost revenue. They generously compensated those affected by the worldwide disruption with a $10.00 gift card.

			Ironically, CrowdStrike software was installed to counter global threats from online intruders and cyberattacks but instead managed to instantly wreck computer systems worldwide. This starkly revealed the vulnerability of the world’s core infrastructure that so much automation depends on.

			Software bugs are inevitable, but our hyperconnected digital infrastructure amplifies the potential consequences of these errors.

			The tech industry’s fast-paced, “move fast and break things” mentality exacerbates this issue. The common practice known as “vaporware” prematurely releases incomplete software with the promise of future improvements, to gain a competitive edge, for example. While this strategy might have been successful in the past, the growing dependence on AI and automation necessitates a more rigorous approach.

			Think of it this way: a first release of any software is often like the first pancake off the griddle. Maybe the stove temperature wasn’t right, or the frying pan’s surface was sticky. The chef might be unsure of when to make the flip. The second batch of pancakes is always better, and this rule can be applied to software too. But this loose approach isn’t acceptable for AI. Applications in health care, the military, and finance, for example, will not tolerate the usual software risk with AI in play.

			Software is about to be released at a scale not seen before. If the tech industry gets its way, we can create automation without formal training. The rise of “low-code and no-code” platforms lets individuals with no prior coding experience, also known as “citizen developers,” build applications. It is estimated that the worldwide market for low-code technologies will reach $26.9 billion in 2026.

			With these tools, people who do not have adequate computer training can develop software applications. Generative AI (GenAI) will take this even further. If you can text into your phone, you can develop software. In essence, the next programming language will be human. To more cautious observers, this is the equivalent of giving your son the keys to the car before the first driving test.

			Automation can now affect a greater number of people and systems. In the 404-page error scenario, Google did not make a configuration change to a few dozen servers. Instead, it used automation to attain this for thousands. It boils down to the following: the rapid digitization, increasing opaqueness, and extreme digital connectivity creates a concentration risk and presents a double-edged sword. While it amplifies our potential for greatness, it also magnifies the impact of our mistakes.

			It becomes a serious threat when it uses algorithms based on probability to control critical systems, such as the software in our cars, or a plane’s navigation system, or to determine who to hire or grant a loan to. Humans are being removed from important oversight positions, with less visibility into the machine’s inner workings.

			Automation software often stumbles forward without the extra human and safety reviews required for advancing technologies. A glance at Figure 1.1 illustrates this point. Overall, over a thousand automation-induced negative incidents have been reported. These included accidents caused by self-driving cars, illegal monitoring of workers, or incorrect outcomes from predictive analytics. It is interesting to note that GenAI, which has been used for less than a year, already claims the number two spot.
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			Based on over one thousand automation incidents to the AI Algorithmic and Automation Incidents And Controversies (AIAAIC) Repository

			Figure 1-1: Negative incidents in automation are increasing.

			AI Is a Gamble Where Not Even the House Knows the Odds

			I would ask: do you like to gamble, and if so, are you good at it? You may answer the first question with a resounding yes but with a strong no to the second: I’m not too good at it. After all, it’s just luck. The dealer pulls a high card and busts; a roll of the dice hits your number; you draw the right card to hit a flush in Texas Hold’em.

			In layman’s terms, you are essentially saying gamblers play the odds or probabilities, which amounts to luck. As such, how could anyone be good at it? And there lies the problem with AI. It, too, is based on probability. Historical data is employed by machine learning to establish relationships and make predictions based on the patterns. Large language models like ChatGPT predict the most probable next word to use. While static calculations are currently in use, it is gradually evolving to employ incoming data for improving and reconfiguring models without human intervention.

			Think of it this way: no one is tracking what you watch on Netflix or what you buy at Amazon with a master spreadsheet. Algorithms automatically update your actions. Your category is sharpened through refreshed data for various commercial purposes; some you know about and some you don’t. This power to learn and adjust forms the core of automation’s disruptive potential and unreliability.

			Significant literature has pertained to AI’s unpredictability, and not just in recent times. The famous mathematician Norbert Wiener warned us more than fifty years ago, “If we use, to achieve our purposes, a mechanical agency with whose operation we cannot interfere with effectively, we had better quite sure that the purpose put into the machine is the purpose we really desire.”

			Brian Christian, in The Alignment Problem: Machine Learning and Human Values, brings Wiener’s concerns up to date. He dives deep into why AI developer intentions sometimes lead to unintended outcomes. The dependence on probability is the root problem. Most businesses will soon be using statistical methods for management and will need to address the resulting uncertainties.

			To illustrate the differing approaches to automation, consider an analogy between music and automation. Imagine a classical pianist who meticulously follows sheet music, precisely playing every predefined note. This approach represents yesterday’s automation, where machines followed rigid instructions. In contrast, modern automation is how jazz musicians play. They improvise within a framework provided by a “lead sheet” that uses only a single melody line and one or two chord changes per measure. The lead sheet is like an executive summary of the song: it contains the minimum amount of information to express the musical idea.

			In this way, the song is never played the same way twice. Jazz musicians make their “arrangement” (specific notes, timing, chord phrasing, and tempo). They improvise around the basic framework. This parallels how modern automation learns and adapts to changing situations.

			Before the advent of AI, automation used the classical pianist approach. Every action or rule is explicitly programmed into the app. Automation specialists use the term “deterministic” to capture the simple notion that all actions for the software are predetermined and follow an unalterable sequence.

			On the other hand, AI developers take the lead-sheet style. They create a model containing the important variables or data elements. The “algorithm” connects these variables statistically to achieve the desired outcome. When new data comes in, the variables are updated automatically, and the algorithm can take on different shapes and patterns to arrive at different conclusions. The prediction or decision is not predetermined but based on calculated probabilities. In other words, machine learning can improvise.

			Our Tech Workforce Is Not Ready for The Probabilistic Age

			The rapid expansion of technology has outstripped the development of discipline and training needed. In the past, when technology relied on deterministic tools—predictable, rule-based systems—this skills gap wasn’t as critical. However, as seen in the music analogy above, we now depend on probability and complex algorithms. This requires an understanding of core principles that are just developing. We need to find ways to ensure key positions possess this evolving knowledge, and today they do not,

			In fact, as we enter the probabilistic age, our tech titles deceive us. Let’s illustrate this with Enterprise Architects. As an analyst that covers automation, I speak to them frequently. These senior technology positions design and oversee an organizations’ technology infrastructure of computer servers, networks, and applications, that allows information to flow throughout an organization. It is that unseen foundation that much like your home’s plumbing, is critical but taken for granted.

			The title evokes images of licensed professionals ensuring structural integrity, but unlike your plumber, no certification or training is required to get that position. My wife is a registered architect and cringes when she hears that term. She had to learn fundamentals, like how to keep a building from collapsing, and prove it over a three- or four-day test to get her certification.

			In essence, titles like “Enterprise Architect,” “Data Scientist,” and “Software Engineer,” sound impressive, but don’t embody the implied skillsets or certifications that those professions imply. Data scientists lack the scientific discipline needed to analyze complex data, for example to eliminate bias. Most software engineers receive no formal engineering training. In short, enterprise architects are not architects, data scientists are not scientists, and software engineers are not engineers. These professionals don’t have the necessary knowledge or credentials to build reliable, ethical, and sustainable technological solutions. Yet they are responsible for doing so.

			Keep a Human in The Loop Where Consequences Are Dire

			The business world is pushing to optimize systems to achieve greater operational scale. This relentless pursuit of efficiency leads to more tightly wound closed loop or Level 4 patterns (discussed in the next chapter). Previously isolated automations now find themselves as nodes on integrated networks. Automation links our digital activities with sensor-equipped physical assets, further tightening global supply chains. AI Agents acting as digital coworkers exchange richer and faster-flowing information. AI’s power will undoubtedly push systems even further in this direction.

			While this interconnectedness promises efficiency, it comes with a hidden cost. The tighter the coupling of automation end points, the more susceptible it is to random, unanticipated events or disruptions. James Shore documented these dangers in “The Art of Agile Development” in the context of software development, but the principles apply more acutely to complex systems driven by AI’s statistical models, where the potential for misdirection is even higher.

			Warnings surrounding the unpredictability of AI’s algorithms and their implications are not new. As early as 2016, Cathy O’Neil, in Weapons of Math Destruction, warned about the societal impact of algorithms. She showed how their use in fields like insurance, advertising, education, and policing, can lead to decisions that harm society. Algorithms can be opaque, unregulated, and difficult to contest.

			To reduce random acts and enhance system safety, we need to loosen the coupling. The most effective way to achieve this is by introducing a human in the loop (HITL). The tech industry has used the term HITL terms for years in the context of designing machine learning algorithms. The “human” selects and prepares data to train the machine, and the algorithms are tested and revised through various human-driven tasks.

			But now we need HITL raised to the application or process level. Human intervention allows for the identification and handling of unexpected situations that might otherwise cripple tightly coupled systems. Humans must be actively injected into the work stream to deal with AI’s unpredictability. We are too quick to put automation in charge, which must be avoided in case of serious implications on people. Human checkpoints will help prevent a biased hiring decision, the arrest of innocent people, or poor decision-making in business. A HITL reduces pressure to build the perfect algorithm with perfect data.

			Automation Can Get Us in Trouble Even Without AI

			Hanna “John” Ayoub was relaxing at his New Jersey home one day, when he heard a hard knock at the door. He opened the door to police officers who put him in handcuffs and took him downtown. He was charged with stealing a truck he rented from Hertz, despite properly returning it. It was eventually determined that the computer system that tracked car inventories was the main culprit. It couldn’t locate the vehicle and filed a stolen car report. Ayoub was jailed for three months before the criminal charges were dropped. Over two thousand customers have been arrested for car theft. Court documents claim customers spent 2,742 days in jail due to false arrests.

			The entire conundrum can be traced back to Hertz’s failure to have a human security officer review the report before the police were notified. Thus, if automation can result in serious consequences, they must employ a human default or checkpoint, particularly when underlying systems are unreliable. At the time of writing this book, 230 lawsuits against Hertz are in flight, and incredibly, the problem persists. Five Hertz customers filed 2022 lawsuits, while Hertz admitted that it still files at least 3,365 theft reports a year against customers.3

			Even automation with no AI algorithms can be dangerous. Donnie Williams worked for Uber for several years. He is a process improvement expert with a resume full of arcane terms like “Kaizen,” a leading method to eliminate waste in systems.4 He commented on Uber’s attitude toward automation, “Uber emphasized speed in all aspects of the business, whether getting a fair or resolving a customer issue. There was no opportunity for automation that was overlooked, and that included responding instantly to social media posts.”

			According to Williams, a third-party tool called “Sprinklr”5 was installed to respond to Twitter comments at web speed. Unfortunately, a Twitter user who posed as an Uber customer set their Twitter display name to a racist slur. Uber’s automated response system repeated the offensive language in their response, “We are so sorry, ********. Please send us your contact information so we can connect.” The customer support team apologized for the offensive tweet, but the damage was already done.6 This incident demonstrates the dangers underlying automated systems that emphasize speed over quality and do not have basic filters.

			The examples above used basic automation and still got in trouble. What happens when AI gets in gear? Many projects today plan to use AI to shift decision-making from humans to software without considering the consequences. This “move fast and break things” approach, made famous by Mark Zuckerberg, and well documented in Jonathan Taplin’s book of the same name, is not an acceptable approach for many decisions.

			Machines should not be given full responsibility in cases where the consequences are severe.

			Human Review Can Mitigate Bias in AI

			Brandon Purcell is a leading analyst on “Responsible AI” at Forrester Research. He believes it is impossible to attain 100 percent elimination of bias in AI. Further, he believes that bias is so inherent in AI models that new executive positions with titles like Chief Ethics Officer will be required. Salesforce, Airbnb, and Fidelity already employ individuals for such roles.

			Bias in AI algorithms is a well-researched area. Leading thinkers would argue that machine racism is systemic, institutionalized, and deeply embedded in society’s technological apparatus. Moreover, the bias is not random but results from long-standing intentional racism that has infected our data and technology.

			Ruha Benjamin’s 2019 Race After Technology is one such study. It demonstrates how algorithms can mimic and perpetuate this institutional racism. Safiya Umoja Noble’s Algorithms of Oppression (2018) exposed negative biases against women of color by analyzing search engine results. Virginia Eubanks’ 2019 Automating Inequality: How High-Tech Tools Profile, Police, and Punish the Poor outlines the life-and-death implications of automated decision-making for welfare provision, supporting the homeless and child protection services.

			Reading these books, you might conclude that racism is more ingrained in machines than most humans, although the designers did not intend to create a racist outcome. Most were unaware of the bias inherent in the data. For example, AI may prefer males for programming jobs based on forty years of data that shows longer work histories for men than women. Police-operated computers might falsely flag Black defendants as future criminals at twice the rate as white defendants, as they did in Broward County, Florida.7 While we can’t let AI designers off the hook, it is important to understand these results were unintended from their perspective. It is another example of misalignment or the gap between the intended and actual results.

			Bias is embedded and pervasive and infiltrates in too many subtle and unintended ways. For example, most voice recognition systems are built by male programmers and trained on their voices. They don’t hear females as well. Data discrimination like this runs deep, is hard to spot, and is not easily resolvable by merely tweaking an algorithm. However, the solution is straightforward: human review with the right tools and authority.

			Leaders Must Champion Inclusive Stakeholder Engagement

			Human beings’ ability to manage automation has been challenged for some time. Einstein expressed concerns about this ability when writing for The Nation in 1932. He suggested the organizing power of man has not kept pace with his technical advances: “As it is, the achievements of the machine age in the hands of our generation are as dangerous as a razor in the hands of a three-year-old child.”

			This holds true even today, probably more so than before. There is a need to maintain a healthy skepticism about what AI can achieve today. Business and government decision-makers must involve a wide range of stakeholders, not just within their enterprises but also within their affected communities.

			Advances in automation, whether using GenAI to repair a machine or a new closed-loop industrial pattern, will challenge our leaders to do so. Boeing’s 737 Max disaster can provide further insights. Despite boasting one of the strongest safety cultures ever created, this company didn’t integrate the guardrails needed to prevent an automation disaster. When AI advances and reaches the average company, imagine the future implications.

			We all know the story by now. The brand-new 737 was behaving strangely. Lion Air pilots had about ten minutes to save the lives of 189 passengers. They skimmed through checklists and manuals calmly to control a plane that had a mind of its own. Despite their best efforts, Indonesian Lion Air Flight 610 plunged into the Java Sea in 2018, killing all 189 passengers and crew due to auto-pilot technology.8 Another similar incident was the 2019 air crash in Ethiopia.9

			In both these incidents, the “angle of attack” sensor insisted the nose of the plane was too high. This caused automation to take over: the now-famous Maneuvering Characteristics Augmentation System (MCAS), used to counter the larger size of the Max engines, forced the nose of the plane downward, sending the plane plummeting. Pilots found it challenging to override the MCAS automation.

			This tragedy can be attributed to deficiencies in engineering and training.10 If either was conducted properly, these horrific accidents could have been prevented. The plane could have had two sensors feeding the algorithm instead of one. Authorities could have mandated simulator training for the MCAS system for all pilots. Few aviation experts were aware of the MCAS system. What occurred was a human/machine struggle that we are certain to encounter more frequently. In this case, the pilots fought the machine and the machine won.

			The 737 Max problem was a “black swan” event for Boeing—exceedingly rare. Few companies have contributed more to the technical advancement of the US than Boeing. They contributed to virtually every major engineering milestone, whether space exploration, unmanned military planes, or commercial airliners.

			I recently spoke with a senior Boeing leader. His remarks emphasized the pride second- and third-generation engineers and factory workers held regarding the quality of their work, in an engineering and safety-first culture. He quipped, “Elon Musk’s SpaceX can blow up a rocket on the launch pad and celebrate the event as innovation. Boeing doesn’t blow things up.”

			However, following this incident, the media painted Boeing as a broken and compromised culture. Management was too focused on Wall Street and rushed production schedules. Outsourcing critical components weakened quality control, which resurfaced in 2023 after Alaska Airlines was forced to make an emergency landing after a door blew off in flight. They also ignored warnings from their engineers and misled regulators.

			The drama at Boeing continued: the 737 Max faced renewed safety concerns in 2023 following a series of incidents. A new Southwest Airlines Max experienced a malfunction with its automated stabilizing system, leading to an emergency landing. Shortly after, an Alaska Airlines Max with was grounded due to a fire detection system issue. Most worryingly, a brand-new United Airlines Max suffered an engine failure at cruising altitude. These incidents prompted an FAA audit that uncovered widespread quality control problems within Boeing’s manufacturing process. Further compounding the issue, a key supplier raised fresh concerns about their overall safety culture, despite supposed improvements implemented after the deadly crashes in 2018 and 2019.

			These allegations are scary enough, but my takeaway raises a broader and more frightening concern. Boeing had one of the strongest safety and engineering cultures ever created, and yet, it wasn’t enough in the face of management pressure to rush production schedules and reduce costs. Imagine what the world may witness as AI advances and permeates your average business. Most never needed to develop a safety or governance culture directed at advanced use of technology.

			Automation will become more complex, opaque, and less predictable. Simultaneously, leadership needs to be more sensitive to a wider range of views to counter these effects. Complex automation projects will have hundreds if not thousands of voices. Most will claim everything is fine, but a few always
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