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AUTHOR'S NOTE

This book tells the story of Israeli cyber warfare development from 1948 to 2010, based on extensive research including declassified documents, memoirs, investigative journalism, technical analyses, and interviews with former officials.

Methodology and Sources:

Intelligence history presents unique challenges. Most operations remain classified, participants are bound by secrecy oaths, and official records are often unavailable. I have therefore employed several narrative techniques:

Reconstructed Scenes: Detailed descriptions of meetings, conversations, and operational moments are reconstructions based on documented facts, participant accounts, and informed analysis of how such events would have unfolded. Dialogue in quotation marks represents either documented statements or reconstructed exchanges reflecting the substance of what sources report was said.

Insider Information: When I write "according to sources familiar with the operation" or "former officials recall," this indicates information from individuals with direct knowledge who could not be named. Where specific published sources exist, these are documented in endnotes.

Internal States: Descriptions of what individuals thought or felt are informed inferences based on their documented actions, public statements, and assessments by colleagues. I distinguish between demonstrable actions and likely thoughts using phrases like "appeared to believe" or "seemed to conclude."

Technical Details: Descriptions of cyber operations and malware capabilities are based on publicly available security research and technical analyses, not classified information.

The Unit 81 Question: Chapter 10 discusses Unit 81, which some sources describe as Israel's primary offensive cyber warfare unit. The existence and precise role of this unit remain disputed among researchers. I present available evidence while acknowledging significant uncertainty about this unit's actual structure and mission.

Perspective: This book is written primarily from the Israeli security perspective. Arab, Iranian, and Palestinian viewpoints on these events would differ significantly. This is not a comprehensive history of Middle Eastern conflict but rather the story of how Israel developed cyber warfare capabilities.

My goal has been to tell an engaging story while remaining faithful to historical truth and clearly identifying where uncertainty exists.
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Chapter 1: The Birth of Israeli Intelligence

[image: ]


The smell of burnt sugar hung in the cramped attic room on Allenby Street, mixing with cigarette smoke and the sweat of six men who had not slept in thirty hours. Below them, in the Carmel Bakery, ovens had been running since before dawn on this May morning in 1947. Reuven Shiloah pressed his ear against a modified telephone receiver, transcribing Arabic into Hebrew shorthand while his hand cramped. The conversation crackling through the line—between a Syrian arms dealer in Damascus and a contact in Jaffa—would determine whether three hundred Jewish settlements in the Galilee received advance warning of the attack planned for the following week.

Shiloah was thirty-six, a Baghdad-born Jew who spoke seven languages and had spent the war years cultivating relationships with British intelligence officers over whiskey at the King David Hotel. He possessed the quality that would define Israeli intelligence for the next seventy years: the ability to transform scarcity into advantage, to build systems from spare parts and desperation. The listening post above the bakery ran on equipment borrowed from the British Mandate's telephone exchange, installed by a twenty-two-year-old engineer who had learned his trade splicing wires for the Royal Corps of Signals.

"They're moving the shipment Tuesday," Shiloah said, removing the headset. "Six trucks. Rifles, ammunition, possibly mortrel’s."

Isser Harel, compact and intense, leaned over the map spread across a table made from packing crates. At thirty-four, he commanded the Shai—the intelligence arm of the Haganah, the Jewish underground army. He had joined the Zionist movement as a teenager in Vitebsk, watching his neighbours murdered in pogroms while local authorities looked away. That experience taught him a lesson he would never forget survival required knowing what your enemies planned before they acted.

"Can we intercept?" Harel asked.

"We can do better," Shiloah replied. "We can let the British intercept it and thank us for the intelligence."

This exchange, mundane in its efficiency, revealed the essential character of the intelligence apparatus taking shape in the final years of the British Mandate. The men in the room above the bakery had no tradition of espionage to draw upon, no established institutions, no training manuals passed down through generations of professional spies. What they possessed was urgency, ingenuity, and the clear-eyed understanding that a Jewish state emerging into a hostile region would need eyes and ears everywhere. They had learned their craft in fragments—from British officers, from captured German intelligence manuals, from necessity itself.

The state they prepared to defend did not yet exist. The institutions they were building would have to function before they had legal standing, before they had budgets, before they had official recognition. This circumstance, which would have paralysed a conventional bureaucracy, liberated them to experiment. In the absence of established procedures, they invented their own.

The roots of Israeli intelligence grew in soil fertilized by catastrophe. In 1920, when Arab riots swept Jerusalem and British police stood aside while Jewish civilians died, a group of veterans from the Jewish Legion—formed during the Great War to fight with British forces against the Ottomans—organized the Haganah as a self-defence militia. The name meant "The Défense," chosen deliberately for its modest implications. The British authorities, ruling Palestine under a League of Nations mandate, tolerated no independent armed forces. The Haganah operated underground, disguising its activities behind youth groups, sports clubs, and agricultural cooperatives.

By 1939, as Europe descended into darkness and the British restricted Jewish immigration through the White Paper, the Haganah had evolved into a sophisticated underground army of some twenty thousand members. It maintained weapons caches, trained soldiers, ran an illegal immigration network, and operated the Shai—an acronym for Sherut Yediot, Information Service. The Shai began modestly: neighbourhood watch networks in Tel Aviv and Jerusalem, informants in Arab villages, contacts in British administrative offices. Shaul Avigur, who helped establish the service, described its early days as "more gossip than intelligence." A grocer might report that Arab workers seemed nervous. A clerk in the British Land Registry might copy documents after hours. A teacher in Haifa might translate overheard conversations from Arabic.

This informal network acquired structure and purpose during the Arab Revolt of 1936-1939, when Palestinian Arab attacks on Jewish settlements forced the Haganah to develop systematic intelligence gathering. The British, fighting their own counterinsurgency against Arab militants, proved willing to share information with Jewish leaders. They offered something more valuable: training. In 1938, Captain Charles Orde Wingate, a British intelligence officer with Zionist sympathies and messianic intensity, organized Jewish fighters into Special Night Squads to conduct counterterrorism operations. Wingate trained his men in reconnaissance, surveillance, and the aggressive patrolling techniques he had learned in Sudan. His influence extended beyond tactics. "You must know your enemy better than he knows himself," Wingate told his students. "Intelligence is not collected. It is hunted."

Among those students was Moshe Dayan, twenty-three years old, whose left eye would be destroyed by a Vichy French sniper's bullet three years later during the Allied invasion of Syria. Dayan absorbed Wingate's lessons with fierce attention. The value of surprise. The necessity of speed. The power of knowing your enemy's intentions before he acted. These principles would shape Israeli military doctrine for generations, and they rested on a foundation of intelligence.

The outbreak of World War II complicated the relationship between the Yishuv—the Jewish community in Palestine—and British authorities. David Ben-Gurion, chairman of the Jewish Agency, articulated the prevailing strategy: "We shall fight the war as if there were no White Paper, and we shall fight the White Paper as if there were no war." In practice, this meant cooperating with British intelligence against the Germans while simultaneously preparing for eventual conflict with Britain over independence. Some thirty thousand Palestinian Jews enlisted in British forces. Many received training in signals intelligence, cryptography, commando operations, and irregular warfare. They learned British methods, British discipline, British tradecraft.

They learned, most importantly, how modern intelligence services functioned. Before the war, Jewish intelligence had been amateur, reactive, provincial. The conflict transformed it. In 1942, the Haganah established the Palmach—elite strike forces—and assigned Shiloah to create an intelligence section called the "Arab Platoon." Young Jews fluent in Arabic underwent intensive training, then infiltrated Arab communities in Palestine, Syria, and Lebanon, gathering intelligence while posing as Arabs. The operations were dangerous. Capture meant certain death. The training was ruthless. Candidates spent months living as Arabs, eating Arab food, praying in mosques, speaking only Arabic even among themselves. Shiloah described the program as "turning Jews into Arabs on the outside while keeping them Jews on the inside."

The Arab Platoon produced Israel's first generation of Middle East intelligence specialists—men who understood Arab culture not as outsiders studying it but as temporary insiders living it. They returned from operations with street-level intelligence that desk officers could never acquire: the mood in Syrian military barracks, the rivalries between Palestinian Arab clans, the weakness of Transjordanian border patrols. This human intelligence—HUMINT in the jargon that would develop later—became the foundation of Israeli understanding of its neighbours.

Parallel to the Arab Platoon, another strand of intelligence capability emerged from an unlikely source: the Palmach's signals unit, formed in 1943 under the command of a nineteen-year-old radio enthusiast named Ephraim Katzir. The unit began with five people and one British Army wireless set. Within two years, it operated a network of radio intercept stations monitoring Arab and British communications. The equipment was primitive, often homemade. Operators hand-wound transformers and built receivers from salvaged parts. One intercept station operated from a chicken coop in Kibbutz Givat Brenner, camouflaged behind stacks of feed bags.

The intelligence gathered was anything but primitive. British police and military units used radio communications constantly, often without encryption. Arab irregular forces coordinated attacks over commercial radio frequencies. The Jewish operators, many of them teenagers with good ears and quick hands, transcribed everything. They learned to recognize individual British officers by their radio procedure. They mapped Arab command structures by tracking which voice gave orders to which subordinates. When the British began hunting illegal arms caches in 1946, the Jewish radio operators often knew about raids hours before they occurred, giving settlements time to hide weapons.

This signals intelligence—SIGINT—proved its value during the bitter conflict between the Haganah and British authorities in the immediate postwar years. In October 1945, the Haganah launched the "Revolt in Zion," sabotaging British military installations to protest continued restrictions on Holocaust survivors seeking refuge in Palestine. The British responded with Operation Agatha in June 1946, arresting thousands of Jewish Agency members and Haganah leaders. The operation, which Jews called "Black Sabbath," decimated the Shai's leadership. Harel, already recognized as Shai's most effective operator, had stayed out of British hands only by sleeping in a different safe house each night.

In the chaos following Black Sabbath, intelligence became improvisation. With senior commanders in British detention camps, young operators made decisions traditionally reserved for their superiors. The listening post above the Carmel Bakery exemplified this new reality. Shiloah, technically a mid-level officer, ran sensitive operations with minimal oversight. Harel, working underground, coordinated intelligence networks across Palestine while moving constantly to evade arrest. The absence of hierarchy forced initiative. The absence of resources forced creativity.

The British departure from Palestine, announced in February 1947, created a strategic vacuum that Arab armies prepared to fill. The United Nations partition plan, passed in November 1947, promised a Jewish state comprising roughly 55 percent of Palestine. Arab leaders rejected it immediately. Within days, irregular Arab forces began attacking Jewish settlements and convoys. The Yishuv faced enemies on multiple fronts: Palestinian Arab militias, Arab Liberation Army volunteers from neighbouring countries, and eventually the regular armies of Egypt, Syria, Transjordan, Iraq, and Lebanon. Intelligence became not merely useful but existential.

Ben-Gurion, preparing for war, understood that Jewish forces would be outnumbered. Arab states possessed tanks, artillery, and aircraft. The Haganah had rifles and homemade mortars. In this asymmetry, intelligence offered a potential equalizer. Knowing where enemies would attack allowed concentration of limited forces. Knowing enemy capabilities allowed realistic planning. Knowing enemy intentions allowed pre-emptive action.

In December 1947, Ben-Gurion summoned Shiloah to his office in Tel Aviv. The meeting lasted three hours. Ben-Gurion wanted assessments: Would Arab states truly invade? How capable were their armies? Could the Yishuv survive? Shiloah, cautious by nature, provided nuanced analysis. Egyptian forces were numerous but poorly trained. Syrian army officers were competent but politically divided. Jordan's Arab Legion, trained and led by British officers, represented the most serious threat. Iraqi involvement seemed likely but logistically complicated. The aggregate picture suggested serious danger without guaranteeing defeat.

"Can we win?" Ben-Gurion asked.

"That depends," Shiloah replied, "on whether we know what they're doing before they do it."

Ben-Gurion made his decision. When independence came, the new state would require a centralized intelligence service—professional, well-funded, answerable directly to the prime minister. Multiple organizations currently gathered intelligence: the Haganah's Shai, the Palmach's Arab Platoon, the Irgun's intelligence section, the Lehi's informant networks. This fragmentation produced duplication, competition, and dangerous gaps. The coming war would test whether these rival organizations could coordinate. The peace that followed—if there was peace—would require a unified intelligence apparatus.

The war that erupted on May 15, 1948, hours after Ben-Gurion proclaimed Israeli independence, validated Shiloah's assessment and exceeded his warnings. Egyptian Spitfires bombed Tel Aviv. Syrian armour attacked settlements in the Galilee. The Arab Legion besieged Jerusalem. Iraqi forces crossed the Jordan River. For the newborn state, the first months brought crisis after crisis. Israeli forces, outnumbered and outgunned, held largely because intelligence provided advance warning of major attacks.

The Shai's crowning achievement came in June 1948, when an operator intercepted Jordanian radio traffic revealing that the Arab Legion planned to attack the Israeli-held suburb of Ramat Rachel, south of Jerusalem. Israeli commanders reinforced the position hours before Jordanian forces struck. The attack failed. Jerusalem remained divided rather than falling entirely to Arab forces. An intercepted radio message had shaped the outcome.

Victory in intelligence produced no immediate celebration. Isser Harel, walking through Tel Aviv on the day the first truce began, saw a city exhausted, short of food, surrounded by enemies. Six thousand Jews had died—nearly one percent of the entire Jewish population of Palestine. The war continued intermittently until 1949, when armistice agreements finally established Israel's borders. Those borders, created by war rather than negotiation, left Israel nine miles wide at its narrowest point, surrounded by states committed to its destruction.

Ben-Gurion, elected prime minister, turned to the task of building institutions for the improvised state. In March 1949, he established the Institute for Intelligence and Special Tasks—Ha-Mossad le-Modiin ule-Tafkidim Meyuhadim. The name would be shortened to simply "Mossad," meaning "Institute." The organization received responsibility for foreign intelligence and covert operations beyond Israel's borders. Domestic security went to Shin Bet—an acronym for Sherut ha-Bitachon ha-Klali, General Security Service. Military intelligence became Aman, subordinate to the Israel Défense Forces.

To lead Mossad, Ben-Gurion chose Reuven Shiloah—the man from the listening post above the bakery. The selection surprised some observers who expected Ben-Gurion to choose Harel, the more aggressive and experienced operator. Ben-Gurion's reasoning revealed his understanding of intelligence. Harel excelled at operations—surveillance, interrogation, catching spies. Shiloah understood strategy. He cultivated relationships with foreign intelligence services, spoke their language, thought in terms of long-term positioning rather than immediate results.

"We need friends," Ben-Gurion told Shiloah at their first meeting. "We are surrounded by enemies. We must find allies who will share intelligence, sell us weapons, support us diplomatically."

Shiloah nodded. He had already begun the work. During the war, he had maintained contact with James Angleton, the CIA's liaison to Israeli intelligence. Angleton, a Yale graduate who wrote poetry and collected orchids, developed an intense fascination with Israel. He saw the country as a strategic asset—a Western outpost in a region sliding toward Soviet influence. Through Angleton, Israel gained access to American intelligence on Soviet activities in the Middle East. Through Israel, the CIA gained insights into Arab politics and Soviet penetration of Arab governments.

The relationship with British intelligence proved more complicated. MI6 had trained some of Israel's best officers but also armed and advised Arab states during the 1948 war. British officers commanded Jordan's Arab Legion and Iraqi forces. This ambiguity—Britain as both teacher and enemy—characterized much of Israeli intelligence's early foreign relationships. The British possessed institutional knowledge, global reach, and sophisticated tradecraft. They also pursued interests that often conflicted with Israel's survival.

Shiloah navigated these contradictions with patient pragmatism. He met with MI6 officers in Paris and London, offering Israeli intelligence on Soviet activities in exchange for British assessment of Arab military capabilities. He cultivated French intelligence services, recognizing that France's own conflicts with Arab nationalism in Algeria and Syria might create common cause with Israel. He dispatched officers to emerging African nations, offering technical assistance and security training, building relationships that might yield intelligence cooperation.

The strategy reflected a hard truth about Israel's strategic position: the country possessed few natural resources, limited population, dangerous geography, and implacable enemies. It could offer potential allies only one commodity in consistent surplus—intelligence. Israeli operatives in Arab countries, Jewish communities throughout the Middle East, signals intercept stations monitoring every neighbour’s communication, tactical intelligence from constant border conflicts—these produced information that larger, richer nations valued. Intelligence became Israel's currency in international relations.

Domestically, Harel took command of Shin Bet in 1948 and transformed it into an organization obsessed with security to the point of paranoia. The obsession was not irrational. Arab states ran extensive intelligence operations inside Israel. Palestinian refugees who had fled during the war attempted to return, some to reclaim property, some to conduct reconnaissance, some to carry out attacks. Communist agents sought to penetrate Israel's socialist parties. Jewish immigrants from Arab countries and the Soviet Union might include spies. Harel saw threats everywhere because threats existed everywhere.

Shin Bet built a surveillance state within the democratic state. It monitored political parties, infiltrated suspected disloyal organizations, interrogated immigrants, restricted movement near borders, censored press reports on security matters. Civil libertarians protested. Ben-Gurion overruled them. "We cannot afford normal democracy," he said privately. "We are a nation at war, and we will be at war for decades."

The tension between security and liberty, between the necessities of survival and the values of a democratic society, would define Israeli politics for generations. In 1949, with memories of the Holocaust raw and war continuing, security won easily. The question of what happened when temporary measures became permanent remained unanswered because no one believed the measures would last. Everyone assumed that eventually—after peace treaties, after recognition, after the initial dangers passed—Israel would become a normal country with normal security concerns.

The assumption proved wrong. The dangers did not pass. They evolved, intensified, and proliferated. Each decade brought new threats requiring new intelligence capabilities. The intelligence services grew accordingly, expanding their reach, refining their methods, developing technological capabilities that would have astonished the men in the listening post above the bakery.

On a spring morning in 1952, Isser Harel received a file that would change everything. A German prosecutor had contacted the Israeli embassy in Bonn with information: Adolf Eichmann, architect of the Final Solution, might be living in Argentina under an assumed name. The evidence was fragmentary—a letter, a rumour, an unconfirmed sighting. Harel read the file twice. His hands did not shake. His expression revealed nothing. He closed the folder, placed it in his desk drawer, and locked it.

The Holocaust had ended seven years earlier. Six million Jews had been murdered. Thousands of perpetrators had escaped justice, fleeing to South America, the Middle East, and sympathetic communities in Europe. Nazi hunters pursued them with varying success, hampered by limited resources, uncooperative governments, and the passage of time. Harel had thought often about the possibility of capturing a high-ranking Nazi. The idea appealed to both his sense of justice and his operational instincts. It would demonstrate that Jews no longer waited passively for others to protect them. It would show that Israel's reach extended far beyond its borders. It would send a message to enemies everywhere: there was no statute of limitations, no safe distance, no refuge from Israeli vengeance.

None of this showed on Harel's face as he left his office that evening. He walked home through Tel Aviv streets crowded with immigrants from dozens of countries, speaking dozens of languages, building a country from desert and determination. The state they were building would soon demonstrate what happened when intelligence, technology, and national purpose combined. The operation to capture Eichmann lay eight years in the future, requiring patience, planning, and capabilities that did not yet exist. Creating those capabilities would occupy the 1950s. Using them would define the decades that followed.

The bakery on Allenby Street closed in 1951. The listening post above it had moved to larger quarters, then to professional facilities with newer equipment. The attic room sat empty for years before the building was demolished to make way for a concrete apartment block. No plaque marked the location. The men who had worked there told no stories. Israeli intelligence, from its inception, operated in silence.

That silence masked an ambition that exceeded anything the country's size or resources suggested possible. In the cramped attic above a bakery, breathing smoke and sugar, men who had survived catastrophe decided they would build an intelligence apparatus that could protect their improbable nation. They succeeded beyond even their own expectations. The listening post was long gone
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