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SMART CONTRACTS

This book brings together a series of contributions by leading scholars and practitioners to examine the main features of smart contracts, as well as the responses of key stakeholders in technology, business, government and the law.

It explores how this new technology interfaces with the goals and content of contract law, introducing and evaluating several mechanisms to improve the ‘observability’ and reduce the costs of verifying contractual obligations and performance. It also outlines various ‘design patterns’ that ensure that end users are protected from themselves, prevent cognitive accidents, and translate expectations and values into more user-oriented agreements.

Furthermore, the chapters map the new risks associated with smart contracts, particularly for consumers, and consider how they might be alleviated. The book also discusses the challenge of integrating data protection and privacy concerns into the design of these agreements and the broad range of legal knowledge and skills required.

The case for using smart contracts goes beyond ‘contracts’ narrowly defined, and they are increasingly used to disrupt traditional models of business organisation. The book discusses so-called decentralised autonomous organisations and decentralised finance as illustrations of this trend.

Smart Contracts is designed for those interested in looking to deepen their understanding of this game-changing new legal technology.
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Introduction: The Technology, Use-Cases and Law of Smart Contracts

MARCELO CORRALES COMPAGNUCCI, MARK FENWICK AND STEFAN WRBKA

Smart contracts – self-executed, autonomous agreements in the form of computer code hosted on a blockchain – are, according to many observers, poised to disrupt the theory and practice of contracting. The perceived advantages of smart contracts are manifold. They can facilitate the performance and execution of agreements without the necessity of intermediaries and are said to provide better security, enforcement and verification systems than traditional contracts. Moreover, they seem to be immutable, irrevocable and cost-efficient. This makes smart contracts an attractive and convenient option for many different types of agreement, particularly in a business context.

A smart contract is a tamper-proof, digital agreement that runs on a decentralised blockchain. As such, smart contracts have two obvious advantages over traditional arrangements. First, smart contracts are shared records, meaning that the parties do not need to keep a personal copy. This is a significant advantage, especially for modern companies where departments operating as silos may have conflicting working procedures resulting in no single or reliable record of truth.

Second, smart contracts are reliable, and execution can be relied upon to a greater degree than in the past. In traditional agreements, the deal might not be implemented as initially agreed by the parties, either due to a choice or mistake. Smart contracts operate in the blockchain environment where they are executed exactly as written and do not require any approval at each step. If the predetermined conditions are fulfilled, then the agreement is performed automatically.

Today, many transactions include a third party to handle the counterparty risk that another party defaults on their obligations. The parties may be reluctant to perform their obligations if there is no guarantee that the counterparty will reciprocate. One way to think about the emergence of platforms, such as Uber or Airbnb, is that they provide structural mechanism to solve this problem of counterparty risk.

Blockchain’s decentralised infrastructure, however, generates and guarantees trust without the need for intermediaries. According to advocates of these technologies, blockchain replaces trusted third parties with an open and secure protocol that all parties can trust. And, crucially, neither party can control or change the contents of the blockchain ledger as it is decentralised. Central servers are replaced with a decentralised network of computers that record all transactions in the shared ledger. In this way, distributed computing ensures the ledger is always accurate, and the decentralised network keeps the ledger secure.

As such, smart contracts are a scripting language overlaid on the blockchain that enables transactions on a blockchain that mirror ‘real life’ contracts by defining if/then conditions. For example, if an asset hits a certain price on a specific date, then a payout should be made to the other party (or parties) to the contract. A smart contract developer could programme the contract conditions according to any specifications. The if/then parameters are then tied to inputs and outputs of the smart contract. To take a simple example, consider a smart contract in the case of a car loan. If the borrower misses a payment (tracked via a blockchain-like technology) then the contract/code would not allow the use and operation of the car, ie, the contract would be automatically ‘enforced’ via network technologies that disable the vehicle, rather than through the use of a third party. Such contracts may produce efficiency, timing and performance improvements as a result of the automation of the contract’s terms. This automation is achieved by computer code, which controls the automated performance in the context of an Internet of Things environment where digital devices are interconnected.

As this simple example shows, a smart contract utilises code to execute an agreement. In addition, the term ‘smart contract’ is also often used to refer to traditional text-based contracts in which the ordinary language text references the use of such a ‘code-only contract’ to effect some (but not necessarily all) of the provisions.

While smart contracts can be applied in many different situations, they are still in an early phase of development – they are a relatively new and untested technology and the range of possible and effective use cases is still being worked out. At present, the actual tasks that smart contracts can perform are relatively basic and straightforward. However, as the adoption of blockchain-based platforms and applications accelerates, the expectation is that smart contracts will become increasingly sophisticated and capable of handling more complex and diverse transactions.

However, the deployment of smart contracts in the real world still needs further testing. The relative immaturity of the technology makes them potentially vulnerable to hacking. The lack of regulation is also a bottleneck for the development of more sophisticated forms of contract. This means that we need a more integrated or interdisciplinary approach to such contracts. There are still multiple concerns to be resolved relating to the technology, business models, appropriate markets, consumers and the law. Moreover, such contracts inevitably raise regulatory issues that need to be addressed by policymakers. Several countries have already started to develop new regulatory approaches, as legal commentators identify issues with such agreements.

Addressing the many challenges created by smart contracts requires going beyond a single disciplinary perspective or frame of reference. In particular, the integration of technological, business and legal issues is crucial. This edited volume brings together a series of contributions by leading scholars and practitioners currently working in this space to examine the main issues that are driving the development of smart contracts, as well as the current response of key stakeholders in technology, business, government and the law. As such, the book explores the critical technical, business and legal challenges created by these potentially game-changing technologies and attempts to devise sound practical solutions in a broader scope regarding the functional and non-functional requirements of such contracts.

* * *

In exploring these themes, this book comprises eight substantive chapters and some concluding reflections on the future.

By way of an overview of critical themes and debates, in chapter one Kevin Werbach and Nicolas Cornell provide a general introduction to smart contracts and the technologies underlying them. Such contracts were first theorised more than 20 years ago, but the recent development of Bitcoin and blockchain technologies rekindled excitement about their potential among technologists and industry. Start-up companies and major enterprises alike are now developing smart contract solutions for an array of markets, purporting to offer a digital ‘bypass’ around traditional contract law.

For lawyers, smart contracts pose an important and challenging question: Do smart contracts offer a superior solution to the problems that contract law addresses? This chapter aims to understand the potential and limitations of smart contracts from the perspective of this question. It concludes that smart contracts offer novel possibilities, may significantly alter the commercial world and will, over time, demand new and innovative legal responses. But smart contracts will not displace contract law. Understanding why can bring into focus the essential role of contract law as a remedial institution. In this way, smart contracts help illuminate the central role of contract law more than they obviate it.

Joshua S Gans (chapter two) proceeds from the observation that smart contracts stored on a blockchain are potentially self-executing, but this ultimately depends on the state of information recorded on the blockchain ledger itself. His chapter demonstrates that by improving the ‘observability’ of smart contracts and reducing the costs of verifying contractual obligations and performance, the use cases of feasible contracts can be significantly enlarged. Moreover, by providing commitments to various monetary payments, a blockchain can potentially create a foundation for mechanisms that have been shown to overcome the traditional difficulties of contractual incompleteness. This claim is demonstrated using an international trade environment example, but the implications of this argument are far-reaching. Thus, even though smart contracts must respect the incentives of decision-makers in their obligations, they can use easily verifiable elements and create incentives to reduce hold-up and other commonly experienced contractual difficulties.

Matti Rudanko (chapter three) explores self-enforcing and tamper-proof smart contracts from the perspective of contract law, particularly the variety of liability based contractual remedies and the adaptiveness of contracts to shifting real-life circumstances. Moreover, the possibilities of linguistic analysis and computer sciences are considered in the research on coded languages in their relationship with natural languages, including questions of (oftentimes intentional) ambiguity and the flexibleness of language. This connects with the implementation of traditional contract law principles in the context of smart contracts, eg, the protection of the weaker party, by the use of indeterminate legal concepts such as good faith and equity that are, based on contract law-specific reasoning. Special attention is drawn to the contract law analysis of the intention of parties to conclude a contract. A novel approach to regulating smart contracts is developed by seeking models from securities markets, which also involve anonymous contracting. The chapter concludes with some reflections on smart contracts from the broader perspective of the principle of the rule of law and legal certainty.

W Gregory Voss (chapter four) begins with the observation that, despite the apparent potential of smart contracts to streamline transactions in many areas of business and government, they may also be subject to the provisions of data protection and privacy laws since personal data is often going to be processed. The chapter focuses on the European Union’s General Data Protection Regulation (GDPR) as the most significant and influential data protection legislation, given its omnibus nature and extraterritorial scope.

By their nature, smart contracts raise difficulties for the classification of the various actors involved, which will have an impact on their responsibilities under the law and their potential liability for any violations. The analysis focuses primarily on the role of the data controller in the context of blockchain technology used in smart contracts. In doing so, the significance of classification is highlighted in the context of the GDPR.

Furthermore, certain rights granted to data subjects under the GDPR may be difficult to guarantee in smart contracts, such as the right to rectification and the right to erasure – the so-called ‘right to be forgotten’. The chapter addresses these issues, along with the relevant advisory guidance and recommendations, such as the use of encryption to make data inaccessible, and the storage of data off-chain. The critical distinction between anonymised data and personal data is explained, together with its practical implications in smart contract settings. Finally, the GDPR requirements of data minimisation, data security (‘integrity and confidentiality’) and ‘privacy by design’ are discussed. These requirements highlight how data protection and privacy must be considered when smart contracts are designed and implemented, adding to the costs of utilising such agreements.

Arianna Rossi and Helena Haapio (chapter five) approach smart contracts from the perspective of legal design. Legal design is an emerging interdisciplinary approach that merges proactive legal thinking with design thinking. Together, they place the end-user and user experience (UX) at the centre of the discussion and apply human-centred design principles to prevent or, at least, mitigate real-world problems experienced by many users. The approach is increasingly used in fields such as contracting and privacy. This chapter introduces legal design in the context of health data sharing based on smart contracts. In particular, the chapter explores the opportunities that design patterns offer to respond to recurring challenges, to protect people from themselves, prevent cognitive accidents and translate expectations and values into design-oriented requirements. The user interface layer (UI), when properly designed and built, allows users to translate their intentions into a form that meets their objectives and is legally sound. The chapter explores these issues in the context of healthcare contracts. The goal? Promoting transparency and trust in smart contracts.

Stefan Wrbka (chapter six) discusses smart contracts in the context of unfair contract terms. Twenty-five years ago, the European Economic Community responded to the increased use of standard form contracts with the adoption of the Unfair Contract Terms Directive (UCTD). The goal was to lay down minimum protective standards to ensure that consumers would not be deprived of their statutory rights in B2C transactions by lopsided, business-friendly crafted standardised contract regimes. The UCTD did not intend to stop the use of standard form contracts. Instead, it primarily aimed to strike a balance between the business-side interests in utilising contractual templates to save time and transaction costs and the consumer-side interest in enjoying mandatory protective standards. With the rise of smart contracts, the idea to save both time and money has reached the next level. Advancements in digital technology (paired with legal expertise) are often deemed to increase contractual certainty, speed up contractual negotiation, conclusion and execution phases, and lower transaction costs. These perceived advantages do not come risk-free, however. Smart contracts can be understood as a development of standard form contracts in the sense that they are designed and crafted by their primary users – professional sellers and service providers – with the help of IT experts. Consumers have little influence on this process. The chapter argues that the likely risk that results from this unilateral making of smart contracts needs to be considered in regulatory efforts to guarantee a similar degree of balance of interests as the UCTD envisaged concerning ordinary standard form contracts. This becomes even more obvious when one thinks of the automatic enforcement mechanisms embedded in smart contract regimes.

Stylianos Tsarsitalidis, Marcelo Corrales Compagnucci, George Kousiouris and Alan Dahi (chapter seven) investigate the broad range of real-world applications of smart contracts and relevant rules associated with them by examining the requirements coming from supply chain management and the current technology landscape. Issues such as copyright protection, product delivery, etc, have been enforced through various technological means. However, more dynamic means are now needed. The modern supply chain is a complex network of suppliers and creators. It has become increasingly difficult to control and track abnormal conditions occurring during manufacturing, delivery, sale and management. The chapter uses the AffectUs:TagItSmart semantic and event detection framework as a use case example to demonstrate how the aforementioned concepts could be implemented. The basic idea is that relevant pseudo-code can be used as triggering logic or core rules in potential smart contracts for supply chains. The transformation of these rules and the use of semantics will provide a more effective and multilayered end-to-end supply chain solution that can aid in the integration with a smart contract rationale.

Mark Fenwick and Erik PM Vermeulen (chapter eight) locate the emergence of smart contracts and blockchain, more generally, in the context of ongoing technology-driven changes in the organisation and governance of business, in particular, a trend towards more decentralised business models and organisational forms. The closed, hierarchical modern corporation, which was so successful in an earlier phase of industrial capitalism, is less suited to the demands of an innovation-driven economy. In the context of the digital transformation, flatter, more open and distributed forms of operating and governing business have emerged. This chapter argues that, in order to understand their historical significance, the emergence and proliferation of smart contracts need to be located in this broader narrative. The chapter considers more recent use cases of smart contracts to highlight the diversity and disruptive potential of these technologies. In particular, the chapter discusses recent developments in decentralised autonomous organisations (DAOs) and decentralised finance (DeFi).

Chapter nine concludes with some reflections by the editors on the current situation and prospects of smart contracts. Various ongoing uncertainties – technological, business and legal – are described. In particular, as a blockchain-based technology, many of the challenges of developing and deploying smart contracts are the same as blockchain and need to be considered together. Nevertheless, in spite of these remaining and significant uncertainties, there is widespread interest in blockchain and business-related initiatives considering blockchain. The fact that so many ‘old world’ organisations, as well as younger start-ups, are exploring possible uses of blockchain, as well as smart contracts is, at least, suggestive that it is not all just hype and that something significant is happening.
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Contracts: Ex Machina*

KEVIN WERBACH AND NICOLAS CORNELL


I.Introduction

Technological advancements hold the potential to alter our very conception of the law. It is already common to suggest that technologies can operate as a kind of law, regulating the behaviour of users.1 But, thus far, traditional legal enforcement has generally remained available as a backstop. Is it possible for emerging technologies to displace the law even for enforcement, law’s historically essential province? In this chapter, we examine a significant contemporary example: digitally enforced smart contracts based on the distributed cryptocurrency technology of Bitcoin and the blockchain that facilitates it. Enthusiasts of various stripes believe that smart contracts offer the potential to displace the legal system’s core function of enforcing agreements.2

It has traditionally been assumed that enforceable agreements – the lifeblood of the modern economic and social world – require the backing of a legal system. Nearly four centuries ago, Thomas Hobbes described the impossibility of binding agreements without the law:

If a covenant be made, wherein either of the parties perform presently, but trust one another; in the condition of mere nature (which is a condition of war of every man against every man,) upon any reasonable suspicion, it is void: but if there be a common power set over them both, with right and force sufficient to compel performance, it is not void. For he that performeth first, has no assurance the other will perform after, because the bonds of words are too weak to bridle men’s ambition, avarice, anger, and other passions, without the fear of some coercive power …. But in a civil estate, where there a power set up to constrain those that would otherwise violate their faith … he which by the covenant is to perform first, is obliged so to do.3

Hobbes’s basic idea – that binding agreements require a system to ensure that counterparties can trust one another to perform – is an intuitive and powerful argument for the essential role of the law.4

Yet recent technological advances have led to speculation that smart contracts might largely, or entirely, displace the apparatus of contract law.5 As one commentator succinctly puts this radical claim, ‘Smart contracts don’t [need] a legal system to exist: they may operate without any overarching legal framework. De facto, they represent a technological alternative to the whole legal system’.6 Mainstream legal trade journals wonder whether ‘innovations offered by the Bitcoin 2.0 generation of technology may create a world where … technology renders some contract causes of action obsolete’.7 Even world leaders have taken notice: Russian Prime Minister Dmitry Medvedev declared that ‘Smart [c]ontracts represent [a] new challenge to legal regulation. Systems creating such contracts live by their own rules, beyond the boundaries of law’.8 In short, smart contracts may offer the hope – or possibly the threat – of circumventing Hobbes’s age-old essential role for the law.

The reaction to these new possibilities runs the gamut, from gleeful triumph to killjoy scepticism. Supporters claim smart contracts will obviate the need for
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