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Dedication

To the men and women on the front lines of America’s defense—across intelligence, law enforcement, the military, and industry—who understand the scale and urgency of the threats we face, and who work with quiet resolve to safeguard our freedom, our innovation, and our future.
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A Note from the Authors

TEN YEARS ago, the United States saw firsthand the insidious threat posed by the People’s Republic of China (PRC) and its Chinese Communist Party (CCP). It was 2015, and the Office of Personnel Management (OPM) data breach shocked the nation. The personal and sensitive information of more than 22 million government employees, the coauthors included, had been exposed to a foreign power with increasingly alarming capabilities.

The OPM data heist was just the opening salvo.

It wasn’t a routine hack. It was an unprecedented theft of government records, including background investigations and personnel data of federal workers past and present. While the breach wasn’t a direct theft of America’s corporate intellectual property, it revealed a darker reality: that China had the power not only to steal vital data but to do so on a massive scale never seen before.

The OPM breach occurred during a pivotal year in China’s ascent to global dominance. That same year, Xi Jinping, the general secretary of the Chinese Communist Party and premier of the People’s Republic of China, launched Made in China 2025, an aggressive strategy designed to position China at the forefront of high-tech industries such as robotics, aerospace, and biopharmaceuticals.1 Xi’s motivation was to ensure that the CCP’s grip on power would never be challenged, the “great rejuvenation of the Chinese nation” would be achieved, and the twenty-first century would be defined by Beijing domination over frontier technologies such as artificial intelligence (AI), quantum computing, semiconductors, space, and biotech. Never again would China suffer the shame of the “Century of Humiliation,” when China was colonized and divided by foreign powers in the nineteenth century.

At the same time, as America was reeling from the implications of the OPM cyber-intrusion, China’s military, bolstered by stolen US and Western technologies, embarked on an unparalleled modernization program. The People’s Liberation Army (PLA) began transforming itself into a cutting-edge force infused with foreign innovations, including stolen weapons designs and classified knowledge, all aimed at preparing for a potential future confrontation with the United States, which had long been identified as its primary adversary. After a ten-year period, China has arguably achieved all of the ambitious goals it set out in Made in China 2025, in the process catapulting it to superpower status.

The events of 2015, underscored by the OPM breach and paralleling China’s increasingly aggressive policies, marked the beginning of a distinct shift in the global balance of power. Through a combination of cyber-espionage and systemic theft, China has positioned itself as the United States’ most formidable and long-term threat. The Great Heist—the theft of hundreds of billions of dollars’ worth of critical data, intellectual property, and technology—has been a driving force behind China’s rapid industrial and military expansion.

As former intelligence officers who had to face this threat firsthand, our motivation for writing this book is to issue an urgent wake-up call.

The CCP’s unrelenting pursuit of stolen information has propelled China’s economic and military might to heights previously unimaginable. Yet America and the West continue to underestimate the scale of this threat. It’s time for the world to fully comprehend the depth and breadth of China’s predatory behavior. Our national security depends on how we respond—and whether we finally wake up to the reality that China has already declared an economic war on the West using espionage at the forefront of its campaign. It already has a decades-long head start. The story of how we got here must be told, for it is not just about protecting sensitive information, it’s about safeguarding the future of our freedoms, our way of life, and our very existence on the global stage.

This book contends that China’s rapid rise in geopolitical power is due, in no small measure, to its unprecedented campaign of state-sponsored industrial espionage—not just other factors such as its cheap labor force, command economy, or domination of any one industry such as semiconductor chips. What this book seeks to make definitively clear is that China’s supposed “economic miracle” is nothing less than a mirage—one that has been built not on ingenuity but rather grand larceny. Hopefully public discourse around China’s rapid economic ascent can fully acknowledge this reality.

Our hope is to also show how the cumulative effect of industrial espionage (whether that be in the form of simple piracy, talent recruitment programs, cyberattacks, forced IP transfer through lawfare, hijacked research at universities, nefarious acquisitions of emerging tech start-ups, or classic human intelligence spycraft) can transform the very foundations of the world’s balance of power. Power, particularly power as defined by the twenty-first century, is zero sum. Sensitive IP or technological breakthroughs in things like AI, stealth fighter jets, or chemical formulas lost to an adversary do not happen in a vacuum. They lead, instead, to the very direct and very serious loss of the relative capabilities that define and underpin the balance of power within the international system.

To tell this story, this work is divided into three general sections. The first focuses on exploring the strategic impetus behind China’s campaign of industrial espionage and the machinery behind it. The second looks at case studies of Chinese espionage in line with the industrial sectors outlined in the country’s master intelligence collection guide, Made in China 2025, from electric vehicles to hypersonic weapons. Drawing upon numerous interviews with some of our country’s top China, national security, and counterintelligence experts, the final section focuses on the recommendations, through two fictional scenarios framed around nonfictional realities, that we believe will help the United States—and America’s allies—successfully take on this threat.

This is a book for a broad audience, not just policymakers or intelligence professionals. Understanding China’s espionage playbook and how to counter it will be of critical interest to a wide variety of readers. It’s for every American who cares about the stability, security, and prosperity of our country: CEOs and blue-collar workers, accountants and high school students, software developers and academics, scientists and truckers, start-up founders and history buffs, service members and social workers, and everyone else in the tapestry of our nation. All have an interest in understanding this threat and how it has materially reshaped the global economy and balance of power in the twenty-first century.

Indeed, from Main Street to Wall Street, from the chemical industry to agriculture, American core interests have been irreparably impacted by this heist, eroding our economic and military competitiveness against an increasingly assertive geopolitical rival. Perhaps no sector has been more affected than the industries seeking to win the race to develop the emerging technologies that will define the commanding heights of both economic and military power in the twenty-first century. As the head of Great Britain’s Security Service, MI5, warned the traditionally apolitical tech start-ups at Stanford University in October 2023, “If you’re working today at the cutting edge of technology then geopolitics is interested in you, even if you’re not interested in geopolitics.”2 Silicon Valley may have once harbored hopes about the power of the internet and technology to unite the world and usher in an era of peace, similar to those who hoped that liberalizing free trade would inevitably lead to further democratization. Such assumptions, however, have proven to be disastrously wrong.

The point of this story is not just job or quarterly earnings losses. As we move from a unipolar to a multipolar world, the prospect of a direct war between great powers is becoming ever more likely. The 2023 Annual Threat Assessment of the U.S. Intelligence Community concluded that President Xi has ordered the People’s Liberation Army to develop the capabilities to invade Taiwan by 2027. In early June 2025, US Secretary of Defense Pete Hegseth went so far as to assert that the Chinese threat to Taiwan was “imminent.” In the event such a conflict between the US and China were to in fact materialize, the side that develops—and controls—the ones and zeros that are at the root of power in the modern era will no doubt be victorious.

The stakes couldn’t be higher. Our hope is that our leaders start to take this threat as seriously as it deserves and that this book—by capturing the full extent and severity of China’s espionage against America—serves as the necessary wake-up call to make this happen.

David R. Shedd and Andrew Badger






Prologue

The Billion-Dollar Thumb Drive

ON A humid summer day in 2018, Tesla CEO Elon Musk stood in front of bright red curtains in Shanghai, clasping hands with a Chinese official, Ying Yong, the mayor of Shanghai. Ying’s diplomatic smile, while broad, seemed disingenuous. Both men wore dark suits. Cameras clicked. Reporters buzzed. Musk, ever comfortable in any environment he finds himself in, had just pulled off what seemed like the boldest move of his career to date: Tesla would become the first foreign automaker in history to operate in China without a local partner. The standard business model for a foreign investor in China, which requires a joint venture, was waived as a requirement by the CCP. It was an economic coup.

At the time, no one—not the media, not the financial markets, not even Musk himself—knew exactly what that handshake would set into motion. While Tesla was breaking ground in Shanghai, China was preparing to dig into the IP that gave Tesla the competitive edge over its global rivals.

Within months of the photo op moment, one of Musk’s top engineers would quietly walk out the door of Tesla’s sprawling white headquarters in the heart of Silicon Valley. In his proverbial digital back pocket? One of the vaunted “crown jewels” of Tesla’s empire: the source code for Autopilot, the advanced driver assistance system that allows Tesla vehicles to drive automatically. Obtaining this jewel didn’t require breaking into a bank or a vault. Rather it was simply uploaded to a cloud account and synced to personal devices. The billion-dollar technology, promoted as the future of electric vehicles, the end product of years of extensive research and development, sweat and toil, the brains of Tesla’s self-driving software, would now be accessible with a simple cloud log-in. A critical technology for the future of electric vehicles and a closely guarded secret, stolen in seconds. Ones and zeroes representing material wealth and hard power, gone.

For Tesla, China presented the world’s largest, most lucrative market-growth opportunities at the time. Achieving its ambitious quarterly earnings targets would be impossible without it. The pressure of the free market can be unrelenting. But the question that would soon haunt the Tesla offices and the desks of the FBI: Had Elon Musk just handed the keys of his company to the Chinese Communist Party?

Back in 2018, Musk was ranked fifty-fourth on Forbes’ list of the world’s wealthiest people.1 In Shanghai, he was treated like virtual royalty. The announcement was explosive: Tesla would build a massive new “gigafactory” in China, a large-scale industrial factory to produce batteries for EVs, its most ambitious international expansion yet. Shanghai officials pledged that the factory would be operational in less than a year. Chinese state-run banks promised $521 million in loans to fund the project—a number that would eventually swell to $1.4 billion. The interest rates were so appealing that one of the Chinese ministers reportedly balked at the terms.2

It was no doubt a windfall and a highly strategic move on the industrial chessboard. Manufacturing in China domestically meant that Tesla could finally avoid the 25% import tariff that had long priced its vehicles out of reach for most Chinese buyers. Now, via local production, it could slash costs and pump its sleek, sophisticated electric machines into the world’s largest car market. Owning a Tesla was more than just about saving gas money; it was a status symbol. And the Chinese market appeared primed to eat it up.

But beneath the fanfare was a startling precedent: Tesla would become the first wholly foreign-owned automaker in China. No joint venture. No mandatory tech-sharing clause that was typically associated with such deals. No local partner with open access to the blueprints. It appeared to be a jaw-dropping break from decades of Chinese Communist Party policy designed to be solely “China First.”

In China, deals like that don’t happen without approval from the top. The man who engineered it was Li Qiang, then Shanghai’s powerful Communist Party secretary. Five years later, he would be named premier of China, the second most powerful position in the country.

Wall Street barely reacted to the news at the time. Tesla’s stock price hovered between $20.80 and $21.85.3 But in FBI field offices in Washington, DC, San Francisco, and Silicon Valley, the reaction was different. “We were having conversations regularly with the Bureau [FBI],” said one former Tesla insider. “They warned us: If you don’t want your intellectual property stolen, don’t open a factory in China.”4 Musk didn’t seem to want to listen. “Obviously, I’m paraphrasing a bit,” the insider added. “But Elon’s attitude was essentially ‘We’re not skipping the biggest car market in the world because of espionage fears.’” Musk was not alone in this degree of hubris. Many Western corporate leaders had been guided by this approach toward the country for years.

Inside Tesla the warnings weren’t ignored entirely. They were weighed between risk and the lure of future financial reward. Musk emphasized that Autopilot and Tesla’s proprietary battery tech had to be protected at all costs. Engineers debated protocols: Who would have access to what information? Should anyone with source code clearance even set foot in the Shanghai facility?

Tom Zhu, the head of Tesla China, cut to the chase. “If we’re putting stuff in China,” he said, according to the insider, “we have to be essentially okay with the Chinese getting it.”

Musk agreed but doubled down on the importance of speed. “We’re more innovative,” he said. “We’ll move faster than them. By the time they catch up, we’ll be ten steps ahead.”

Beneath the swagger, one fear kept surfacing. “Elon always worried about the so-called billion-dollar thumb drive,” said a former senior staffer. “A single USB stick with the Autopilot source code. That was the nightmare.”5

Autopilot, the AI-powered driver assistance software that promised a fully autonomous driving experience, was Tesla’s golden goose. It was the most sophisticated system of its kind on the consumer market at the time, and Musk knew that everyone wanted a piece of it. It was the exact type of technology that had allowed Tesla to revolutionize the auto industry.

Then it happened. The dreams became nightmares. On January 3, 2019, four days before construction of the Shanghai factory began, Dr. Guangzhi Cao, a Tesla engineer, resigned abruptly—effective the next day. Bespectacled, with frequently mussed hair, Cao wasn’t just any engineer in the rank and file at Tesla. He was a seasoned expert in machine learning, computer vision, and electronic imaging, with a PhD from Purdue University6—and he had deep access to Tesla’s Autopilot code.

Sometimes in the world of espionage, the most unassuming can in fact be the most dangerous. A post-exit review of Cao’s computer activity after his sudden resignation triggered alarms within Tesla’s in-house security team. According to court papers, they discovered that he had uploaded complete copies of Autopilot source code to his personal iCloud account. Tesla investigators alleged he then zipped the files—making them smaller, easier to move, and easier to extract—and later logged back in to his Tesla networks to clear his browser history,7 an act that suggested clear efforts to cover his tracks.

Upon discovering the alleged breach, two senior Tesla executives immediately summoned Cao into their office. The confrontation didn’t go according to plan. “His excuse was ‘I uploaded it by accident,’” recalled the former staffer. “But this guy doesn’t do anything by accident. He’s too sharp.”

Then came the real bombshell: Cao was going to work for XMotors, a Chinese electric vehicle start-up backed by powerful interests and flush with Chinese government money. Even worse? He had already flown to China a few months after receiving a verbal offer from the company.

This news sent a collective shudder through the Tesla security team, forcing members to grapple with an inescapable question. Had Elon Musk’s billion-dollar thumb drive nightmare finally come true? Could it be that what started as a simple handshake in Shanghai would culminate in a security breach that would, in part, upend the global EV market?

They called the FBI.






Chapter 1

Foreshadowings

IN THE middle of the sixth century, two hooded figures emerged from the clamor of Constantinople’s busy streets and slowly climbed the steps of the awe-inspiring halls of the Sacrum Palatium—the Sacred Palace, the epicenter of the Eastern Roman Empire. The smell of frankincense, earthy and woody, wafted through the air. Christian Orthodox hymns resounded from nearby churches. Their robes were stained and threadbare, their sandals dusty from an arduous journey, but their eyes glimmered with the promise that only a secret of great worth could reveal.

The men were monks, disciples of Christ who had dedicated their lives to preaching his Gospel in faraway lands. Though of humble origin, they had requested an urgent audience with the most powerful man in the Christian world: Justinian I, emperor of the Romans. The “good news” they sought to share, however, was not one of the Kingdom of Heaven but rather earthly riches.

Determined to rival the majesty of Augustus, Justinian obsessed over the future of the Roman people. The ancient Roman Forum lay barren, surrounded by rubble, open marshes, and ghosts of past glory. Justinian believed in a New Rome that would rise from Constantinople, perfectly situated at the crossroads of Europe and Asia.

Justinian was a man of vision. A workaholic, he dreamed not only of constructing grandiose monuments and elaborate law codes but of establishing nothing less than renovatio imperii, the restoration of the Roman Empire to its rightful place as the world’s superpower. Pax Romana, a Roman peace and golden age, would once again be reborn. Yet Justinian’s dreams were constrained by harsh geopolitical realities: empty treasuries and barren coffers, seemingly never-ending wars, and, perhaps worst of all, trade dependence on the East. Military might has always depended on economic might; no empire can be rebuilt without the money to pay for it.

Silk, a luminous fabric with a soft texture and lustrous strength born of silkworm cocoons, had become the lifeblood of the ruling classes and a commodity of great worth. Senators demanded it. Courtiers flaunted it. Even bishops wore it beneath their vestments. Yet all silk flowed into Roman lands from the mysterious East through an ancient rival that had haunted the Romans for centuries: Persia. Leaders in Ctesiphon, the capital of the ancient Persians, were fully aware of the economic leverage the country held as a middleman between East and West through its control of key passages along the mighty Silk Road. Deliveries could be delayed. Fees were charged. Prices could become extortionate. And Justinian had had enough.

The monks came bearing a tale whispered in the borderlands beyond India. They spoke of a distant realm called Serinda, known to Rome as Serica, land of the Seres, the silk people. Its rulers, they said, referred to their domain as “The Middle Kingdom,” for they believed it to be situated at the center of the divine cosmos. It was a holy land governed by men with a mandate from ancient deities to rule. There, in hidden groves and mulberry orchards, silk was not woven but grown, produced by creatures no larger than a fingernail: larvae fed on leaves, spinning threads finer than any loom could produce.

Obtaining these valuable creatures was easier said than done. Such larvae, delicate as dew, were unlikely to survive the arduous journey west. But their eggs—small, unassuming but budding with life—very well could. Packed in cool mud, hidden in dung, and most likely concealed within hollowed bamboo walking sticks, they could be carried across continents without arousing suspicion.1 Such “tradecraft,” hiding and protecting sensitive information through covert means and tools, was necessary. The punishment for being caught smuggling it was death.

Justinian, clad in imperial purple, no doubt recognized the opportunity for what it was: the theft of a trade secret that could become one of the empire’s economic crown jewels. As the distant predecessor to Justinian’s throne once put it: Fortune favors the bold. Nowhere is this wisdom perhaps more true than in the world of espionage.

Tasked by the emperor, the monks returned to China. Slipping past Persian patrols and hostile raiders, they threaded their way through treacherous mountain passes and barren deserts littered with the crumbling remains of Roman outposts from centuries of glory past. How exactly they were able to obtain the silkworms is lost to history. The great Byzantine historical chronicler Procopius, the ancient source of this story, did not share those details in his account.2 What is known, however, is that they were successful. The monks returned home, their task complete. As they passed through the towering, legendary walls of Constantinople, the monks carried their great prize inside their hollowed-out bamboo walking sticks.

From that day forward, the Romans were able to eventually break the Chinese and Persian stranglehold of the silk trade. The elegant fabric, once a symbol of China’s economic preeminence and Persian might, would now freely adorn the togas of Roman senators, the cloaks of bishops, and the curtains of Justinian’s own court in the Sacred Palace.

In many ways the monks’ single act of espionage bestowed upon the Byzantine Empire incalculable economic benefits, helping bankroll its renovatio imperii, no doubt helping fund Justinian’s eventual reconquest of the city of Rome itself.

The identity of the two monks who undertook that incredible mission is now lost to history. The monks received no public honors for their bravery, as great Roman warriors of the past once did. There would be no triumphal processions through the forum. Their operation, like all great acts of espionage, was conducted in the shadows, and in the shadows their fate would remain. But their journey was perhaps one of history’s most defining acts of industrial espionage, a heist that helped shift the global balance of economic power in the ancient world. It would not, however, be the world’s last.

The Non-Assignment

In 1976, Ronald “Rudy” Guerin joined the FBI and was dispatched to the Oklahoma City Field Office. Traffic and activity were low, and for a while, the rookie found himself working in a one-man residence. “I was the FBI in three counties of Oklahoma,” he recalled. “I looked about eighteen, and even though I was the only one there, I always went to work with a suit and tie on.” He loved it. He met his future wife. The local sheriffs called him “Little Hoover.”3

Three years later, he was transferred to the Washington Field Office. Excited at joining the FBI’s largest division outside New York, he went to meet the special agent in charge to discuss his new assignment. “Go down to see Larry Torrence” were his orders. “You’re on the China squad.”

Guerin was stunned. “I felt like I got kicked in the groin,” he recalled. “I was like ‘China? What is that? Don’t you have any real work? Fugitives, bank robberies, kidnapping?’”

His reaction was understandable. In 1979, China had no official presence in the United States. Its embassy on Connecticut Avenue in DC wasn’t even an embassy. Insiders called it “LOPRC,” short for the Liaison Office of the People’s Republic of China. The only other PRC office in the country was its UN mission in New York. As assignments go, the China squad wasn’t sexy. And it didn’t seem that complicated, especially with only two primary targets to monitor.

Guerin stuck with the job for twenty-seven years. He watched as Beijing sent a massive influx of university students into the country. He worked with the CIA on developing intelligence sources. He was involved in many of the Bureau’s biggest Chinese espionage cases, some decades in the making. He went on to a career advising businesses on managing risk in China. That boring assignment he once protested? It became exponentially more complicated.

“They [Chinese intelligence agents] grew real fast, and we didn’t,” he said. “When I left the Washington Field Office in 2001 for another assignment, we had seven Russia squads and one China squad.” China was on the offense. America barely noticed. Soon enough the PRC would no longer be the backwater of American intelligence priorities. It would be the most formidable threat it ever faced.

Setting the Stage: Innovation by Acquisition

On June 30, 1984, Deng Xiaoping stood before a Japanese delegation in Beijing and delivered a speech that appeared benign and expected—at least on the surface. In reality the Communist leader was redefining the Chinese Empire’s economic strategy for decades to come. Little did anyone realize at the time, but the world’s tectonic plates of global capitalism would soon shift as a result. “Some people ask why we chose socialism,” he said firmly, “. . . we had to, because capitalism would get China nowhere.”

To the assembled guests from the Council of Sino-Japanese Non-Governmental Persons, Deng’s words sounded both familiar and expected. China, still recovering from the chaos and violence of the Cultural Revolution, was signaling continuity: ideological stability in a time of social transformation. “If we had taken the capitalist road,” he said, “we could not have put an end to the chaos in the country or done away with poverty and backwardness.”4

But behind Deng’s Communist cheerleading, the Party’s apparatchiks were already beginning to execute a very different plan. By 1984, one government entity in particular, the Institute of Scientific and Technical Information of China (ISTIC), had been quietly pursuing a strategy steeped in capitalist principles: knowledge acquisition on a massive scale.

Founded in 1956 under the Ministry of Science and Technology, ISTIC had already amassed a staggering collection of Western intellectual capital. By the mid-1960s, its library held over eleven thousand foreign journals, 5 million foreign patents, and hundreds of thousands of technical reports, blueprints, and dissertations—a Cold War–era equivalent of Google Scholar, curated not for sharing with the wider world but for harvesting material to further the CCP’s goals.5

While Deng spoke in political platitudes, ISTIC had been covertly mining the West’s innovation ecosystem for decades. No mention of that made it into his speech. Instead, he offered a statement layered with typical obfuscation: “That is why we have repeatedly declared that we shall adhere to Marxism and keep to the socialist road. But by Marxism we mean Marxism that is integrated with Chinese conditions, and by socialism we mean a socialism that is tailored to Chinese conditions and has a specifically Chinese character.”6 It was the ideological equivalent of slight of hand: Marxism in appearance, capitalism in function.

There was no simple analysis for anyone trying to decode Deng’s contradictory doublespeak. Was it economic pragmatism wrapped in revolutionary language? A rebranding effort? Or was it something else entirely, a doctrine of intentional ambiguity that would allow China to pivot strategically without having to concede a retreat from its founding principles? The answer became apparent two years later.

In March 1986, Deng’s government unveiled the National High-Tech R&D Program, also known as the 863 Program, China’s first formalized, state-sponsored initiative to compete with the West in emerging technologies. Framed as a national R&D push, the program identified its targeted priorities with surgical precision: space, biotech, lasers, automation, energy, information technology, and advanced materials. This was not ideological jargon; it was the foundation of an industrial policy with global ambition. It was the origins of a road map that would propel China to superpower status.

The 863 Program’s stated mission was as bold as it was simple: to “enable China to approach or catch up with international pioneers by the year 2005.” It was a declaration not just of intent but with a hard timeline.

Buried in the fine print of the 863 Program’s “Relevant Measures” section, a particular paragraph would lay the strategic groundwork for decades of state-sponsored espionage to come: “Encourage innovation. In project award and evaluation, proprietary intellectual property right (IPR) acquisition is adopted as an indicator [of success].”7 Proprietary IP? In a Communist economy? The seeds for economic innovation by illegal acquisition were laid.

Socialism with Chinese characteristics was no longer just an empty slogan. It was morphing into a highly orchestrated system designed to benefit from capitalism and free trade: seizing the by-products of its intellectual and economic progress through open competition without accepting its rules.

By declaring economic innovation a priority national objective and IP acquisition a critical metric of its success, China was effectively transforming espionage into industrial strategy. It would innovate where it could—and acquire, by any means necessary, where it couldn’t. The end goal was clear; how the water flowed there didn’t really matter. And with ISTIC, joint ventures, foreign academic exchanges, talent recruitment programs, and a rising tide of state-backed enterprises, it was building the infrastructure to do both.

Deng’s genius was in his subtle, manipulative use of language to rally his people and shield his intentions from global competitors. He redefined the ideological underpinnings of the Party that had governed China for decades and in the process set in motion a grand strategy, purposeful and directed, of committing espionage on a scale never seen before.

Hedging between Party ideology and economic realities, China’s foundational model for achieving power was born: state-directed capitalism, shielded by revolutionary language and powered by state-of-the-art technology—no matter where it came from or how it was obtained. And the West? It was still parsing Deng’s speech, still playing by the rules he had never intended to follow.

Tea After Tanks: Business at Any Cost

On December 8, 1989, Brent Scowcroft, then the national security advisor, touched down in Beijing. Two days later, he was photographed sitting across from Deng Xiaoping, sipping tea beneath an elegant bouquet of flowers, both men smiling politely for the cameras. For the Chinese, it was a masterstroke of optics: projecting normalcy and diplomatic business as usual. For many Americans back home, it was a self-inflicted gut punch.

Just six months earlier, tanks had thundered into Tiananmen Square. Soldiers of the People’s Liberation Army (PLA) had opened fire on unarmed civilian protesters. Hundreds—possibly thousands, the true figure is forever lost to Communist censors—of pro-democracy protesters had been killed. The world had watched in horror as the CCP had executed one of the most violent crackdowns on its own people in the history of China. And now the man advising the president of the United States on matters of global strategy was clinking teacups with one of the key architects of that repression.

The backlash was immediate. The writers of numerous editorial pages fumed. Human rights activists denounced the visit as a betrayal. Members of Congress called it appeasement wrapped in diplomacy. How could the United States, a bastion of human rights and the self-declared leader of the free world, cozy up to such evil?

But the photo op wasn’t the real scandal. What came next was. Days after the picture was published, CNN reported that Scowcroft’s visit hadn’t been his first trip to Beijing that year; it was in fact his second. The first had taken place just ten days after the massacre. The mission had been kept secret: no press, no statement, no transcript.

According to later declassified documents, Scowcroft had flown into Beijing under orders from his boss, President George H. W. Bush, to deliver a personal message to Deng. The content of that message? A handwritten note from Bush himself—what one internal memo described as “warm personal regards.”8

There would be no formal rebuke by the Americans. No condemnation. No sanctions for the vast violence and repression the world had just witnessed. The buds of democracy had been ruthlessly crushed by steel and lead in the heart of Beijing. But America’s response was just quiet diplomacy and a handshake. Other incentives were at play.

The White House insisted that the first meeting had been to “convey America’s deep outrage.” But if that were true, critics asked, why do it in the shadows? Why offer warmth instead of warning? The answer, it turned out, was personal.

In the mid-1970s, Bush had served as the United States’ de facto ambassador to China, the head of the Liaison Office before formal diplomatic ties were established. He admired Deng. He believed in the long game. He saw engagement with China not as an endorsement of its behavior but as a strategic imperative, given its robust demographic and economic prospects.

The massacre, in his view, was indeed horrific—but not reason enough to derail what he saw as a vital geopolitical relationship for the United States. But Deng had a more clear-eyed, long-term, and holistic understanding of the geopolitical chessboard. For all the moral outrage, all the fire and fury from various corners of Washington, Scowcroft’s quiet visit was the signal Deng needed: The Americans would not hold the line when pressed. Trade would continue. Talks would resume. The sanctions would be superficial, and time would smooth over the rest.

The photograph of two statesmen smiling across a floral centerpiece wasn’t a mistake; it was a message to the world. China had gunned down its own youth who were protesting for nothing more than greater transparency, fairness, and freedom. Six months later, a representative of the United States went back for tea with the same Party apparatchiks who delivered the execution order. And from that moment on, Beijing understood something fundamental about its most powerful rival: It could be managed, exploited, and even controlled.9

Stand Down: The Network That Never Was

In late 1995, something inside the CIA shifted. On the famous seventh floor of CIA headquarters in Langley, Virginia, the Agency’s top leaders had come to a sobering conclusion: While America remained the economic and military superpower of the era—at least at the moment—it wasn’t keeping pace with China in the realm of espionage.

For years, the Ministry of State Security (MSS), China’s premier intelligence agency and CIA equivalent, had operated in near-total opacity. Chinese commercial strategy was expanding aggressively. Yet the US intelligence community knew remarkably little about what Beijing was actually targeting, why, or how.

So the Agency officers decided to try something new. The idea was simple, a blend of Cold War tradecraft and modern commerce. Instead of penetrating Chinese government agencies directly, which was becoming increasingly difficult, the Agency would go to where China was looking outward: trade. As in an effective judo throw, China’s strength, its unrelenting focus on industrial theft, would be turned against it.

The Agency assigned a senior CIA veteran to design the program. His remit: to embed deep-cover intelligence officers inside US companies doing business in China. Some were Fortune 500 companies; some were fast-moving start-ups. All of the agents had legitimate reasons to be on the ground—and plausible access to what the Chinese were trying to extract. “The goal wasn’t to confront the MSS head-on,” the architect of the program later recalled. “It was to understand the strategy behind their collection targets. If we could see what they were going after, we could see where they were headed.”10

Cover identities were built. Assignments were drafted. American companies were quietly cooperative. After all, they had a stake in the outcome. America’s economic interests were their interests and vice versa. Their IP was already being lifted, mirrored, and repackaged by Chinese competitors they’d never met halfway around the world. And that meant market loss and lower quarterly earnings. American jobs and 401(k) plans were on the line.

The officers went in. They joined companies, attended trade expos, took meetings in tech parks. Some were embedded in joint ventures. Others were placed in supply chain logistics or procurement positions, close enough to see how Chinese firms operated but far enough down to remain under the radar.

With their newfound commercial placements completed and covers for action in place, the CIA case officers would be set to execute their core mission: to recruit and handle human intelligence sources—or in other words, informants. Party members in Chinese firms, midlevel managers, factory floor liaisons—low- to midlevel officials and employees—could, with the right access to systems, meetings, or individuals, have just as much intelligence value as the most senior ones. Understanding their potential motivations, the life force that drives the willingness to commit espionage and in essence risk one’s life, were key. Did they want money? Had their ego been damaged by their being passed over for promotion? Were they ideologically opposed to the crushing hand of Communist rule?

Then came the orders from Langley: “No recruitment pitches.” “Just watch.” The message was clear: The American agents could stay in place, but they couldn’t engage with and try to recruit Chinese assets.

It wasn’t a tactical call; it was political.

At the time, the director of central intelligence was John Deutch, a Bill Clinton appointee who had taken a cautious approach to doing anything that might endanger the White House’s broader geopolitical strategy. The Clinton administration wanted to normalize relations with Beijing. Intelligence operations that might cause friction—even routine ones—were seen as too risky.

When George Tenet took over as director in 1997, the tone didn’t change. If anything, it hardened. Inside the Oval Office, the mood was pragmatic, bordering on deferential. Trade with China was booming. Markets were opening. The logic of the moment (shared by economists and diplomats alike) was that engagement would tame Beijing. Why jeopardize it with risky spy games? So the commercially embedded case officers waited. And waited. Until the program was quietly shut down. No headlines. No scandal. Just silence. A network of skilled, embedded CIA officers who had never been activated. Could the potential clandestine access have provided a rare chance to see the MSS strategy from the inside and potentially preempt China’s master plan to illegally acquire America’s intellectual capital? We will never know.

All because the political interest—or will—to do so simply didn’t exist.

The WTO Breakthrough: A Virus Enters the System

On March 8, 2000, President Clinton walked onto the stage at the Johns Hopkins University School of Advanced International Studies to talk about what he called “one of the most important decisions America has made in years.”11 Behind him sat his cabinet members, senior advisers, diplomats, and policy elites. In the front row was Paul Wolfowitz, then the dean of the school, not yet the architect of America’s next war in the deserts of the Middle East but already a true believer in the transformative power of US ideals exported abroad. The topic wasn’t war, not yet at least, it was trade. More specifically, trade with China.

Clinton had come to sell to the American public what would become the single most consequential economic and strategic gamble of the twenty-first century: permanent normal trade relations with the People’s Republic of China and support for its entry into the World Trade Organization (WTO), the body that governs trade relations and terms around the globe. It was framed as diplomacy, as engagement with a potential trading partner, possibly even a future ally. In hindsight, it was the moment the proverbial virus entered the global trade system and the launching pad for the CCP’s Great Heist against America.

“I submitted the legislation to Congress,” Clinton announced, “and I again publicly urge Congress to approve it as soon as possible.” “It will advance our own economic interests.” he went on. “Economically, this agreement is the equivalent of a one-way street. It requires China to open its markets—with a fifth of the world’s population, potentially the biggest markets in the world—to both our products and services in unprecedented new ways. All we do is to agree to maintain the present access which China enjoys.”

What followed was a 3,500-word tightrope walk, a balancing act between political constraints, economic optimism, and ideological hope. To his credit, Clinton didn’t shy away from the obvious. “China is a one-party state that does not tolerate opposition,” he said. “It does deny citizens fundamental rights of free speech and religious expression.”

In Clinton’s telling, China’s admission to the WTO wasn’t a reward for bad behavior; it was a tool to reform it, a mechanism through which liberal capitalism would eventually erode the country’s illiberal authoritarianism. Over time, with trade and patience, China would naturally transform into a democracy—maybe one not exactly resembling the United States but perhaps its allies such as Japan and South Korea. After World War II, many observers had claimed that the establishment of Western-style democracy in those countries would be impossible, only to be proven wrong.

On paper, the deal seemed perfect: A new, large market would be opened to American titans of industry. Profit margins once inconceivable given the rising wage costs in the United States would soon be achievable. The stock market would boom. Americans’ 401(k)s would grow, and America’s economic dominance far into the twenty-first century would be ensured.

But in the world of power politics and grand strategy, not everything always goes according to plan. Clinton’s logic was rooted in the post–Cold War orthodoxy that dominated Washington and the halls of Ivy League classrooms at the time: that economic integration would inevitably lead to political liberalization. Under this theory, exposure to markets, investment, and open information would be the “invisible hand” that over time, even if subtly at first, would nudge China toward democracy. That change would come not through outside pressure or at gunpoint but by China’s participation in the American world order built from the ashes of World War II. To those at the time any other outcome seemed impossible. American self-confidence was brimming.

Despite warnings by some, with the tact of a true politician, Clinton gently dismissed the skeptics: “The choice between economic rights and human rights, between economic security and national security, is a false one.” Then he took a more forceful and direct tone: “Membership in the W.T.O., of course, will not create a free society in China overnight. . . . But over time, I believe it will move China faster and further in the right direction, and certainly will do that more than rejection would.”

In his speech, he seemed to dismiss the deep-rooted rot in the Chinese political and economic system regarding issues such as child labor, environmental abuse, political repression, and censorship. He even joked about what he believed would be China’s futile efforts to suppress the internet: “Trying to crack down on the Internet,” he quipped, “. . . That’s sort of like trying to nail jello to the wall.” Those in the room laughed. The very concept of a “Great Firewall” seemed, at the time at least, impossible.

Continuing with his grandiose vision, Clinton closed his speech with the full weight of presidential conviction and ideological certainty: “If you believe in a future of greater prosperity for the American people, you certainly should be for this agreement. If you believe in a future of peace and security for Asia and the world, you should be for this agreement. This is the right thing to do.” It sounded like a rational strategy. But it was built on faith and sold behind the veneer of liberal moralism. What it became was something else entirely. China would indeed prosper, and many Americans would, too, in the process—but the real question would soon come into view: At what cost?

Soon the fruits of that great experiment in democratic idealism would be harvested. The results were objective and definitive. Within five years, China’s economy began growing at double-digit speeds. Meanwhile, US employment in manufacturing entered a terminal decline. Jobs were lost. Families crumbled. Suicides increased. Empty cities across the Rust Belt were soon saturated with drugs such as oxycodone—and later the more potent fentanyl. Chinese firms flooded global markets with state-subsidized goods competing against those of competitors in the “free market.” American exports diminished, and trade imbalances rose to never-before-seen levels. The American way of life didn’t get better; it got worse.12

Beijing, now firmly implanted in the WTO, played by its own rules. Intellectual property theft accelerated. Joint ventures became Trojan horses, and state-sponsored espionage was scaled up with impunity. Washington had opened the gates to a foreign power with interests antithetical to its own, convinced that the future was going to lead to a China that would eventually change its predatory behavior and adopt the same liberal economic and democratic systems as its own.

But Beijing wasn’t mirroring the West. It was mapping it, identifying its strengths and vulnerabilities, stealing the former and exploiting the latter. The Communist leaders in Beijing had closely studied the downfall of the Soviet Empire. They wouldn’t follow the same path. They weren’t so naive. They fully understood what Western leaders such as Clinton were trying to do, what their true end goals were by engaging in trade with China. And they weren’t prepared to roll over and concede power. The CCP was about to go all in.

***

THESE ACCOUNTS and storylines each represent a key thread in the grand narrative that explains China’s unprecedented economic and military rise in just under a quarter century. Many people have sought to explain this extraordinary ascension as being due to variables such as China’s massive population, which has enabled it to achieve greater economies of scale and lower wages, its generous use of state subsidies, or its state-driven command-and-control economy, allowing it to commit to more long-term strategic plans without the vicissitudes inherent in democracies.

While these factors have no doubt been important, this book contends that a critical and largely underappreciated and underreported explanation for China’s rise has been the scale, scope, and pace of its unprecedented campaign of state-sponsored industrial espionage, particularly over the past twenty-five years since entering the World Trade Organization in 2000. Quite simply, this is the story of the most consequential economic heist in human history. And it’s one that has played, and will continue to play, a key role in redefining the global balance of power.

Over the past three decades, the CCP has orchestrated a global campaign to acquire—covertly and often illegally—trillions of dollars’ worth of Western intellectual property, proprietary technology, know-how, and strategic data. The end goal was never subtle: to accelerate China’s economic rise, modernize its military, and challenge the United States for technological and geopolitical supremacy. By all accounts and objective measures, from GDP growth to market capitalization in emerging industries such as EVs, the strategy is working.

The CCP’s success of turning espionage into a tool of economic statecraft has redefined the nature of great power competition. Industrial sabotage has given way to strategic extraction. Beijing didn’t just build factories; it built an entire ecosystem for harvesting knowledge on a large scale. What began with reverse engineering consumer electronics has evolved into the systematic theft of military designs, AI source code, next-generation energy solutions, and the architecture of advanced microelectronics. China, within our lifetimes an agrarian society, now dominates the filing of patent applications for some of the world’s most cutting-edge technologies, filing more than twice the number of the United States in 2023.

US government estimates put the annual cost of intellectual property theft to the American economy at between $225 billion and $600 billion, almost all of it by China.13 That sum almost matches the nearly $800 billion the United States spends on defense each year. These thefts include everything from counterfeit consumer goods to pirated software to the more insidious theft of trade secrets. And while the losses are staggering, they don’t capture the full strategic cost: the erosion of Western competitive advantage in a zero-sum world and the strengthening of a rival whose ambitions are openly revisionist.

No doubt, cheap labor indeed played a role in China’s economic surge. So did favorable trade terms and massive infrastructure investments guided by top-down, long-term state planning. But none of these variables explains the speed at which Beijing has closed the gap with America in sensitive sectors such as aerospace, electric vehicles, quantum computing, and telecommunications. That leap was powered in significant part by what can only be described as an epic level of state-sponsored espionage.

The numbers back up this claim. The Center for Strategic and International Studies (CSIS) conducted a survey of every Chinese espionage case in the United States since 2000. What they’ve found is a staggering 224 reported instances of PRC espionage against our country—meaning the “illicit acquisition of information by Chinese intelligence officers or their agents.”14 This does not include the numerous attempts of trying to smuggle export restricted or “controlled items” out of the country (such as munitions or other sensitive technologies) or the more than 1,200 cases of IP theft lawsuits undertaken by American companies against Chinese counterparts. China’s espionage activities against the United States far outweigh that by any other nation, including Russia. This list, as large as it is, is not even fully complete. It only shows the number of cases caught. The true figure, including those where intelligence tradecraft prevented an agent’s capture, is likely even higher.

Many Western firms have been complicit, both intentionally and unintentionally, in what has happened. In exchange for market access in China, they agreed to establishing joint ventures that left their critical intellectual property exposed. Years and millions of dollars spent on valuable R&D have been lost with the ease of plugging in a thumb drive. Other companies were infiltrated by employee insiders recruited by China’s Ministry of State Security (MSS) or enticed by lucrative “talent recruitment programs” or targeted by cyberattacks launched from inside PLA command centers. In many cases, the thefts went undetected for years.

The consequences have been profound. American military technologies once considered strategic advantages—stealth aircraft, silent propulsion systems, hypersonic missile platforms—are now widely found in the inventories of China’s armed forces. These thefts are not abstract; they represent very real threats to the American war fighters who one day may have to face down such advanced technology. The theft of these assets doesn’t just threaten markets; it threatens lives. Indeed, their loss undermines the very military advantage that has underwritten decades of global stability and American primacy.

China’s total R&D savings from this theft are impossible to truly quantify. Autonomous vehicle software, telecom hardware, chemical manufacturing processes, and semiconductor fabrication techniques developed in the West have reappeared inside Chinese state-owned enterprises. No model—economic or computational—can fully account for the acceleration enabled by this kind of acquisition. Research and technology can have exponential effects; opportunity costs are also impossible to quantify. What is clear, however, is that without this access to the global trading system and American firms, China’s rise as a peer technological and military power would have taken significantly longer and been significantly more challenging.

None of China’s economic ambitions were hidden. Since the early 2000s, China’s leadership has issued formal policy directives outlining national goals in science, technology, and defense. Plans such as Made in China 2025 were not subtle; they named industries to be dominated and timetables to be met. Sectors ranged from advanced robotics and aerospace to biotechnology, semiconductors, and renewable energy. The plans were public. The means of reaching them, however, were not.

***

THE MINISTRY of State Security (MSS) sits at the center of China’s technology acquisition strategy. A civilian intelligence agency with a sprawling mandate, the MSS coordinates with other state organs, university systems, military institutions, and nominally private corporations to conduct clandestine operations around the world. Its mission is clear: to acquire critical technologies that serve national development goals, regardless of their origin and by any means necessary. Unlike in the United States, for Chinese agencies such as the MSS there is no distinction between civilian and military efforts. They are fused. China has truly pioneered a “whole-of-society” approach, marshaling every resource available to the state for the sole purpose of stealing intellectual property.

Targets for such theft have included nearly every major US tech and defense company: Lockheed Martin, DuPont, Cisco, T-Mobile, and many others. America’s most prominent academic institutions, like Harvard University, have also been targeted. Sometimes the MSS uses students or researchers to access university labs. Sometimes it deploys front companies to buy distressed assets. Sometimes it recruits employees already inside a target organization. Sometimes it breaks in through the digital back door via custom malware or compromised third-party vendors. And sometimes it simply lifts a prototype off a desk and smuggles it out in a backpack.

From agricultural seeds to cutting-edge hypersonic technologies to paint formulas, the breadth, scale, and pace of China’s Great Heist are truly astonishing. At one point in 2019, the FBI was opening a China industrial espionage case every twelve hours. Spies being run by China’s notorious MSS have also been caught at the highest levels of the American government, from NASA to working on top secret military projects for our country’s biggest defense contractors to even the CIA itself. American universities have been flooded with hundreds of thousands of Chinese students who, compelled by Chinese law and intelligence services that are unafraid to leverage their family and friends back home, have helped steal cutting-edge research, scientific innovations, and technical know-how.

Such theft is not simply a means of copying Western and American capabilities; it’s a way of collapsing the entire R&D timeline. Each stolen design shaves years off development time. Each pilfered process reduces the












Praise for The Great Heist

“In The Great Heist, David Shedd and Andrew Badger show us why every citizen should care deeply about the People’s Republic of China’s sustained campaign of industrial espionage against America. In this riveting and astounding story of duplicity and complacency, the authors have done their part to defend the United States from a hostile, ruthless rival. Read this book and demand that leaders in government, the private sector, and academia do their part to stop the Chinese Communist Party from stealing our future.”

—H. R. McMaster, bestselling author of Dereliction of Duty, Battlegrounds, and At War with Ourselves

“The Great Heist is an alarming exposé of China’s relentless campaign to steal America’s intellectual property and data. However bad you think the problem is, the truth is far worse. David Shedd and Andrew Badger use their expertise as seasoned former intelligence officers to explain how China’s systematic theft of our secrets puts every American at risk. This is a must-read for anyone concerned about our greatest national security threat.”

—Senator Tom Cotton, bestselling author of Seven Things You Can’t Say About China

“The Great Heist exposes the sweeping infiltration of Chinese espionage across America’s technology and economy. Through gripping, well-documented cases of high-stakes industrial theft, this book lays bare the methods, motives, and scope of a covert campaign targeting the heart of US innovation. Meticulously researched, The Great Heist reveals the true scale of the hidden battle for economic supremacy.”

—Michael Pillsbury, author of The Hundred-Year Marathon: China’s Secret Strategy to Replace America as the Global Superpower

“This is the most comprehensive and gripping account yet of how the Chinese Communist Party has infiltrated, exploited, and hollowed out America’s technological edge. The Great Heist reads like a thriller, but its facts are chillingly real. Every policymaker and CEO should read this book.”

—Brigadier General Robert Spalding (USAF, Ret.), author of Stealth War: How China Took Over While America’s Elite Slept

“America and China are locked in a technological arms race that may be determined by our ability to protect our own IP. The Great Heist is mandatory reading for anyone looking to understand how stolen American IP helped underwrite China’s economic rise and why we must learn from these mistakes to ensure that American leadership in advanced technologies like AI and quantum doesn’t power China’s techno-totalitarian state.”

—Mike Gallagher, head of defense at Palantir Technologies and former US Representative

“The Great Heist takes us on a tour of Beijing’s successful criminal conspiracy to strip Americans of their most valuable intellectual property—a conspiracy that has yet to be seriously addressed by US universities, companies, and policymakers.”

—Matt Pottinger, former US deputy national security advisor and CEO of Garnaut Global LLC

“A must-read for anyone concerned about national security and American competitiveness. Superbly written. Engagingly enjoyable and deeply sobering in equal measure, The Great Heist is a masterful telling of why—and how—for two decades, the PRC exploited the weaknesses inherent in our open society to perpetrate the most successful campaign of industrial espionage in history and emerge today as the greatest threat to that very way of life. Read the book, but buckle up. It’s a frightening ride.”

—Neil Wiley, former chair of the National Intelligence Council and former principal executive in the Office of the Director of National Intelligence
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