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Legal Disclosure


[image: ]


The articles in this book are accurate to the best of Ming Wei knowledge, but scams are changing at such a rapid frequency so by the time you read this book the scams listed in this book might have taken a different shape or be conducted in a slightly different manner. During the next few years Ming Wei will be producing multiple free education books that people might find useful. Ming Wei gained his Cyber Security knowledge from courses supplied by USA Homeland Online Security
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Introduction
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This book is the first in an educational series that will be provided by the award winning author Ming Wei. Each book will be based upon a subject selected by his readers at author / reader events that are held throughout the years. The first subject that was selected is ‘Scams on the internet’. This list within this book is undefined and there will be plenty of other scams, as more and more scams emerge with each passing year. 

It is important to note that over time, scams change and the scammers use more elaborate methods, but the one thing that all scams have in common is that their target is your money or personal details. The number of scams on the internet is endless. More and more each month all with the same purpose of getting their hands on your money. Here is list of scams that we need to be aware off, sadly this list is only the tip of the ice-berg and there are thousands of others. Thus said this list is to provide a warning to all those people that are unaware of the dangers of the world wide web.

It is important that you keep up to date regarding internet scams, this can be done by watching youtube videos, looking at the news feeds provided by your virus protection software provider for your computer or phone. Also it would good practice to do a google search every so often to see what new scams are in operation.
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Reason for book
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In the age of the internet where more and more people are spending more of their time on-line there is an increased chance that they will encounter a scam of some sort. From people looking for romance and friendship to people buying products or just carrying out a financial transaction there always seems to be yet another internet scam to be made aware of.

Most of you will be aware of the scams in this book and know of other scams that I have not listed. This book is just a basic introduction to internet scams. The purpose of my book is to reach that one person that does not know about all the scams.
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Motivation
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The reason I have written this book is that I was victim of an on-line scam in 2022 and it gave me the motivation to produce this free book, when my readers requested it in 2023. My story was that I was friends with a person from the Philippines for seven years since 2015 and during this period I taught her many subjects on-line free of charge that would have cost her thousands of pounds if she had paid for the courses out of her own pocket. I must have provided her with over 2000 hours of free financial training. As soon as the education which I had been giving to her had finished she suddenly stop being my friend in April 2022, deleting all my details and I never heard another word from her. What a coincidence that she decided to stop talking to me once all the education was complete. She did not stop the friendship half way through the education wasn’t that strange. I believed at the time I was being kind to another person trying to help them improve their life in the Philippines, now in the aftermath I can see that I was scammed just for the free education that I gave to her, I informed the fraud authorities in the UK and the Philippines her details and social media accounts are consistently been monitored as a potential scam person. 

I confirmed it was a scan when I visited the Philippines in September 2022 for a vacation with my real friends. We visited the home address in Manila that person had given me for the past seven years and there was no residential homes there, all I saw were businesses. I asked a local for directions and they confirmed I was in the right spot. A later investigation by my Cyber security team using the IP address proved that the person I was talking to was actually lived in Thailand. This is just an example of how people try to scam you online thankfully I did not give her any money.
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Dating / Friendship Scams
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For whatever reason many people find it exceptionally hard to meet new friends or people to have relationships with during their normal everyday life patterns. This situation forces them to turn to the internet to find suitable people. But the biggest danger of this is that many of the people you talk to on-line are not honest, many are fake, and many have sole intentions of why they want to talk with you.

Fake friends that will take advantage of you

Some people will pretend to be your friend for years, posing as a person that is interested in you, posing as a person that is concerned about you. But this is in many cases all fake and false and the only reasons they act as a friend is so that they can abstract things from you, like money, like gifts, like free education about subjects that would otherwise cost them thousands of pounds to do if they paid for themselves. Fake friends give you nothing in return they do not give you any gifts, they do not give you any free education. With true friends generosity flows both ways, but with fake friends generosity will only flow one way, you will be the person giving everything. Many people like helping friends, but over time you will see that you give everything while they take everything, this is the pattern with fake friends. 

Fake on-line people that will ask you for money

There are many people across the world that establish on-line relationships with other people and some even meet in person, there are countless documentaries about

Fake Relationships


Conclusion
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