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PREFACE

Pandemics, Promise, and Peril



[image: No image description]



The coronavirus pandemic of 2020 was a “black swan” event, the repercussions of which were felt throughout the world’s health systems, economy, and the very fabric of everyday life. Everyone on earth remembers where they quarantined, who they longed to see, and how they coped with the tremendous mental and physical strain the virus exacted. But another dramatic, albeit subtler, consequence of COVID-19 was the rather abrupt shock it delivered to the world’s global communication system—the central nervous system of digital connections that links our planet. Times Square, Trafalgar Square, and Tahrir Square became ghost towns. And as the virus sent humanity scurrying off the streets and into their homes, it pushed billions of people onto their laptops and smartphones, scrambling to get online. The world logged on to Facebook, Twitter, WhatsApp, Instagram, YouTube, and LinkedIn in record numbers, desperate for news, medical information, social support, human connection, and jobs. The day the offline world stood still, the online world ignited like a digital forest fire.

Demand for social media skyrocketed. Facebook Messenger, WhatsApp, and Facebook Live saw 50 percent increases in usage overnight. Voice calling over Facebook’s apps doubled, while group calls in Italy grew by over 1,000 percent. As movie theaters closed, new downloads of Netflix jumped 66 percent in Italy and 35 percent in Spain. Netflix crashed under the weight of the surge. YouTube was forced to throttle its video quality to handle the deluge. And the Internet stuttered repeatedly throughout the pandemic.

Social collaboration tools exploded with activity. Slack CEO Stewart Butterfield tweeted, “1,597 days after hitting 1M *simultaneously connected* users in Oct ’15 we pass ten million. 6 days later: 10.5M, then 11.0M. Next day, 11.5M. This Monday, 12M. Today 12.5M.” He attached a graph showing the number of “newly created [Slack] work teams” to his tweet thread, which, after March 12, looked like a hockey stick with an extra-long handle pointing straight up. Digital natives were already on social media, but the coronavirus forced many digital Luddites to use social technologies for the first time. New users flocked to social platforms in droves, building armies of fresh profiles, wiring into what I call the “Hype Machine”—the real-time communications ecosystem created by social media. Describing their attempts to cope with the demand, Alex Schultz and Jay Parikh, Facebook’s heads of analytics and engineering, respectively, wrote, “Usage growth from COVID-19 is unprecedented across the industry, and we are experiencing new records in usage every day.” Mark Zuckerberg was blunter: “We’re just trying to keep the lights on over here,” he said.

As the entire planet was denied physical contact for months on end, the coronavirus shocked our use and perception of social technologies in dramatic ways. Facebook, Twitter, WhatsApp, and Instagram became indispensable sources of human connection, timely medical information, social support, outreach, pandemic fundraising, free impromptu concerts, collaborative art projects, and real-time updates about the spread of the virus. Families played Monopoly over Facebook, friends attended cocktail mixers in live group chats, neighbors maintained vibrant WhatsApp groups, and many followed the news on Twitter. Social technologies connected humanity when the planet was forced to disconnect. Group video kept families together. Daily messages kept tabs on our parents and our kids. Hangouts kept work teams collaborating while the world stood still. Even my six-year-old, who gets almost no screen time, connected with his friends and his first-grade class every day over the Hype Machine.

Social platforms provided access to critical medical information about how to socially distance, whether to wear masks, where the hot spots were, and how to be safe at home. The platform companies got right to work, providing new services and data to model and mitigate the spread of the pandemic. Facebook used aggregate anonymous mobility data to create “colocation” maps of where people from different geographies were most likely to cross paths, which aided epidemiologists modeling where the pandemic was likely to spread next, from one geography to another. They spun up “disease prevention maps” that leveraged Facebook’s mobile app data to help understand how people were moving and therefore how they might be spreading the virus.

As the director of the MIT Initiative on the Digital Economy, one of the largest centers researching the influence of digital technologies on our world, and head of MIT’s Social Analytics Lab, a team of thirty brilliant MIT faculty and students studying the impact of social media on society, I felt we needed “all hands on deck” to address the crisis. We organized Zoom meetings to brainstorm how we could contribute to efforts to address the pandemic. While stressing the need to first do no harm, I reached out to my contacts at social platforms around the world to see how we could help.

In a week, we created three projects supporting national and international health organizations, measuring the effect of social distancing on COVID-19 spread and fighting pandemic misinformation online. I reached out to Facebook and suggested a collaboration. They responded quickly and said that, since we already had a data licensing agreement, they could share data right away. We focused on modeling the effect of social distancing on the pandemic’s spread. Facebook’s disease prevention maps tracked aggregated, anonymous Facebook mobile app data on user location density, movement, and network connectivity, as well as the average number of half-kilometer-squared spaces in which Facebook users were present each day, compared to precrisis levels. We worked to combine this data with detailed records of the social distancing orders imposed on different regions, states, and cities around the world. The idea was to estimate the effect of social distancing orders on the number of Facebook users present in public places within the region or city in which the order was imposed and how those effects spilled over into other regions. We wanted to know if distancing orders worked and, more important, when they didn’t and why. We also advised Facebook’s COVID Symptom Survey, which supplemented traditional disease surveillance with a million surveys per week in the United States, asking Facebook users if they had common COVID symptoms and whether they were staying home. As I write this, Facebook is preparing to launch a global survey to users worldwide.

I then called John Kelly and Camille François of Graphika, one of two companies commissioned by the U.S. Senate Intelligence Committee to investigate Russian interference in the 2016 and 2020 U.S. presidential elections, to brainstorm how we could track and fight the spread of COVID misinformation and the growing threat of election misinformation ahead of the 2020 election. We decided to monitor, track, and publicly report on the automated software “bot,” cyborg, and troll networks spreading misinformation about coronavirus and the election around the world, and to measure how misinformation was affecting disease prevention and voting.

I also connected with Gustav Praekelt of the Praekelt Foundation in South Africa. Gustav and I already had an active, countrywide project using social media to fight the spread of HIV/AIDS in South Africa. When I asked him how we could collaborate on COVID-19, he told me he had repurposed the WhatsApp and Messenger tools we were using in our HIV project to spread official COVID medical information around the world. They had created something called COVIDConnect, an automated software robot that would field questions from the public and respond to them with the correct information from official sources over WhatsApp, Facebook Messenger, and text messaging. COVIDConnect had become the official engine of the global World Health Organization (WHO) WhatsApp channel and powered the automated national COVID response hotlines in South Africa, New Zealand, Australia, and ten other countries in Africa and Southeast Asia, amassing 15 million users in just two weeks. It was fast becoming the go-to source for official information about COVID. But Praekelt and Facebook had a problem. They were worried about the spread of COVID misinformation on WhatsApp. It’s hard to root out misinformation on an encrypted platform like WhatsApp, because messages can’t be publicly tracked. So we got to work building a system to debunk COVID misinformation over the official WHO and national WhatsApp accounts.

The social platforms addressed the economic fallout from the pandemic as well. Small businesses used their Facebook pages to sell online. Live videocasts were hosted across social media to replace in-store events that usually generate foot traffic and boost sales. Stage shows were produced and aired over Instagram Stories and TikTok. Yoga classes, guitar lessons, and hairstylist sessions all transitioned to the Hype Machine. Facebook even set up a $100 million small-business relief fund to dole out no-strings-attached cash grants to keep small businesses afloat.

These projects were just beginning as I finished this book. The people who make the social media industry tick are dedicated technologists. They care about the future of our planet. They’re wicked smart, and they’re committed to making the world a better place. But social media’s impact on the world is not determined by intention alone. As we all know, there have been many missteps in building the Hype Machine.

Following the death of George Floyd, Mark Zuckerberg defended his decision to allow unaltered and unlabeled, divisive and inflammatory Facebook messages by President Trump that seemed to threaten violence in response to the protests and including the words “when the looting starts the shooting starts,” a phrase used by police chiefs and segregationist politicians during crackdowns against the civil rights movement. Twitter limited the public’s exposure to the president’s messages, saying it “violated the Twitter Rules about glorifying violence.” Zuckerberg’s inaction led to virtual walkouts by Facebook employees unable to align themselves with a company policy that seemed to appease racist rhetoric.

The backlash against Zuckerberg was a return to an old refrain. Our enthusiastic embrace of social media during the pandemic lockdown of 2020 was a 180-degree reversal from 2019, in the weeks and months before COVID hit. Before the pandemic, social media was a pariah. The #deletefacebook movement was gaining steam. The Cambridge Analytica scandal had forced Mark Zuckerberg to testify on Capitol Hill and in front of the European Parliament. Lawmakers were angling to break up the social media giants on antitrust grounds. Just weeks before the virus hit China, Sacha Baron Cohen called social media “the greatest propaganda machine in history.” In his remarks before the Anti-Defamation League, he said, “Facebook, Google, YouTube, Twitter, and others … reach billions of people. The algorithms these platforms depend on deliberately amplify … stories that trigger outrage and fear. … It’s why fake news outperforms real news, because studies show lies spread faster than the truth.” The study he was referring to was one I published with my colleagues Deb Roy and Soroush Vosoughi in a cover story for Science, called “The Spread of True and False News Online.” I’ll return to it in the first two chapters of The Hype Machine.

But misinformation wasn’t the only concern of social media critics before the pandemic. Facebook, Twitter, WhatsApp, Instagram, and YouTube were undermining our privacy, facilitating foreign interference in our democracy, threatening the integrity of our elections, promoting political lies for money, radicalizing terrorists, chilling free speech, and promoting hate speech. They spread genocidal propaganda, livestreamed mass murders like the one in Christchurch, New Zealand; promoted predatory lending to minorities; discriminated against women in employment advertising; tracked our every move; manipulated our emotions for revenue; and promoted political polarization.

Social media’s promise and peril even played out in debates about the pandemic itself. Yes, we relied on social media for human connection, social support, and lifesaving information. But it was also a cauldron of misinformation about impending national lockdowns and false cures, nationalistic finger-pointing between the United States and China, and foreign interference designed to fan the flames of our fears. Privacy debates took on new meaning during the COVID crisis as the threat of “surveillance capitalism” morphed into lifesaving “disease surveillance.” Facebook wasn’t surveilling for profit during COVID; it was filling gaps in inadequate national disease surveillance programs with scalable symptom surveys that identified the pandemic’s spread. At the same time, Google, Apple, and MIT developed Bluetooth-based contact tracing systems that would alert users who opted in if they had come in close physical proximity to the Bluetooth-enabled device of a COVID carrier. Privacy advocates listened in horror as the tech giants swore the system would remain anonymous. The perils of social media surveillance for privacy were sharply contrasted with the promise of social media surveillance for health. Some thought the surveillance was worth the privacy risk. Others thought the risks outweighed the benefits.

So which of these visions of social media is correct—the promise or the peril? Is the Hype Machine a force for good, for collective intelligence and solidarity? Or is it a scourge and a pariah? The global reach of Facebook, WhatsApp, Twitter, Instagram, and YouTube affects our communications, data, and privacy, as well as the flow of information around the world. It has the potential to be uniquely dangerous. But the pandemic reminded us how invaluable this far-reaching global communication network is to us, especially in times of need, and just how much we’ve come to rely on it for everything from human connection to news to job opportunities to entertainment to dating and relationships in our everyday lives.

During the pandemic, the source of the Hype Machine’s promise was also the source of its peril. As I will describe, this is true of social media in general, making it difficult to regulate. The solutions that social media enable compromise our privacy beyond what some think is necessary. But, in Europe for example, stringent privacy regulations prevented the use of social media to track and tackle the pandemic. These examples highlight many important unanswered questions.

Is social media a force for meaningful connection, collaboration, social support, and access to lifesaving information? Or is it a propaganda machine that, left unchecked, will destroy democracy, civil society, and our health? Can the promise of social media be realized without the peril? Or are they inexorably linked?

As I explore in this book, the Hype Machine has the potential for both promise and peril. And the decisions we make in the next eighteen to twenty-four months in how we design, regulate, monetize, and use social media will determine which path we realize. We’re at a crossroads. To act responsibly, we have to educate ourselves about how social media works.

My goal is to take you on a roller-coaster journey through what I’ve learned studying, building, investing in, and working with social media over the last twenty years. It’s a harrowing journey with unbelievable discoveries and sordid scandals about how social media impacts our democracy; how it can disseminate lies while connecting us to valuable truths; how it fights repression at times while promoting it at others; how it propagates hate speech while defending free speech; and, most of all, how all this works, under the hood, to hook us neurologically, emotionally, socially, and economically. The story not only reveals the business strategies behind social media, but also the relationship between social media’s design and how it affects us.

The story of the Hype Machine as either the promise or the peril alone is one-sided. The truth is more complicated—it’s sometimes uplifting and at other times depressing, sometimes shocking but always illuminating. Most of all, it’s a story that involves every one of us, now and for generations to come.














CHAPTER 1

The New Social Age
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This is the whole point of technology. It creates an appetite for immortality on the one hand. It threatens universal extinction on the other. Technology is lust removed from nature.

—DON DELILLO



Human beings have always been a social species. We’ve been communicating, cooperating, and coordinating with one another since we were hunting and gathering. But today something is different. Over the last decade, we’ve doused our kindling fire of human interaction with high-octane gasoline. We’ve constructed an expansive, multifaceted machine that spans the globe and conducts the flow of information, opinions, and behaviors through society. This Hype Machine connects us in a worldwide communication network, exchanging trillions of messages a day, guided by algorithms, designed to inform, persuade, entertain, and manipulate us.

The object of this machine is the human psyche. It was designed to stimulate our neurological impulses, to draw us in and persuade us to change how we shop, vote, and exercise, and even who we love. It analyzes us to give us options for what to read, buy, and believe. It then learns from our choices and iteratively optimizes its offerings. As it operates, it generates a data exhaust that traces each of our preferences, desires, interests, and time-stamped, geolocated activities around the world. It then feeds on its own data exhaust, refining its process, perfecting its analysis, and improving its persuasive leverage. Its motivation is money, which it maximizes by engaging us. The more precise it gets, the more engaging and persuasive it becomes. The more persuasive it becomes, the more revenue it generates and the bigger it grows. This is the story of the Hype Machine—the social media industrial complex: how it was designed, how it works, how it affects us, and how we can adapt to it. And the story opens in Crimea.



Ten Days



On a cold day in February 2014, heavily armed gunmen surrounded the Crimean parliament building in Simferopol, Ukraine. They wore no sovereign markings but were later confirmed to be Russian special forces reacting to the deposition of Ukrainian president Viktor Yanukovych just days before. By all accounts, the gunmen were organized and professional. After breaking through the front door, they cut the building’s communications, confiscated all mobile electronic devices, and systematically controlled who entered and exited the building, maintaining a tight perimeter and allowing no foreign journalists inside.

A few hours later, amid reports of heavy intimidation and fraud by the gunmen inside, the Crimean parliament voted to dissolve the government and replace Prime Minister Anatolii Mohyliov with Sergey Aksyonov, whose pro-Russian Unity Party had won only 4 percent of the vote in the previous election. Less than twenty-four hours later, similarly unmarked troops occupied the Simferopol and Sevastopol international airports and set up checkpoints on Crimean roads throughout the region. Two days later Aksyonov, who had earned the nickname “the Goblin” during his days as a businessman with ties both to the Russian mafia and to pro-Russian political and military groups (Aksyonov denies the allegations), wrote a personal letter to Vladimir Putin, in his new capacity as the de facto prime minister of Crimea, formally requesting Russian assistance in maintaining peace and security there.

Before the Ukrainian government could declare Aksyonov’s appointment unconstitutional, pro-Russian protests were whipped up throughout Crimea, developing a groundswell of visible support for reunification with Russia. The sentiment seemed one-sided, with many in Crimea expressing a strong desire to return to Russia. Within hours of Aksyonov requesting assistance, Putin received formal approval from the Russian Federation Council to send in troops. The Russian consulate began issuing passports in Crimea, and Ukrainian journalists were prohibited from entering the region. The next day Ukrainian defenses were under siege by the Black Sea Fleet and the Russian Army. Five days later, just ten days after the ordeal began, the Supreme Council of Crimea voted to re-accede to Russia after sixty years as part of Ukraine.

It was one of the quickest and quietest annexations of the postwar era. As former secretary of state Madeleine Albright testified, it “marked the first time since World War II that European borders have been altered by force.” In just ten days, the region was flipped, like a light switch, from one sovereignty to another with barely a whisper.

The debate about what happened in Crimea continues today. Russia denies it was an annexation. Putin views it, instead, as an accession by Crimea to Russia. His adversaries claim it was a hostile encroachment by a foreign power. In essence, there was a dispute over the will of the Crimean people—a clash of competing realities, if you will. On the one hand, Russia claimed Crimean citizens overwhelmingly supported a return to the Russian Federation. On the other hand, pro-Ukrainian voices claimed the pro-Russian sentiment had been orchestrated by Moscow rather than by the people themselves.

Framing the Crimean reality was essential to restraining foreign intervention in the conflict. If this was an annexation, NATO would surely have to respond. But if this was an accession, overwhelmingly supported by the Crimean people, intervention would be harder to justify. So while the clandestine military and political operations were ruthlessly organized and flawlessly executed, Russia’s information operation, designed to frame the reality of what happened on the ground in Crimea, was even more sophisticated, perhaps the most sophisticated the world had ever seen. And when it came to framing that reality, social media—what I call the Hype Machine—was indispensable.



The Spread of Fake News Online



To communicate my perspective on Crimea, I have to first take you on a detour, through a story within a story, to give you some context for how I understand the events that unfolded in Ukraine. In 2016, two years after the annexation of Crimea, I was in my lab at MIT, in Cambridge, Massachusetts, hard at work on an important research project with my colleagues Soroush Vosoughi and Deb Roy. We had been working for some time, in direct collaboration with Twitter, on what was then the largest-ever longitudinal study of the spread of fake news online. It analyzed the diffusion of all the fact-checked true and false rumors that had ever spread on Twitter, in the ten years from its inception in 2006 to 2017.

This study, which was published on the cover of Science in March 2018, revealed some of the first large-scale evidence on how fake news spreads online. During our research, we discovered what I still, to this day, consider some of the scariest scientific results I have ever encountered. We found that false news diffused significantly farther, faster, deeper, and more broadly than the truth in all categories of information—in some cases, by an order of magnitude. Whoever said “a lie travels halfway around the world while the truth is putting on its shoes” was right. We had uncovered a reality-distortion machine in the pipes of social media platforms, through which falsehood traveled like lightning, while the truth dripped along like molasses.

But buried in these more sensational results was a less obvious result, one that is directly relevant to Crimea. As part of our analysis, before building more sophisticated models of the spread of true and false news on Twitter, we produced a simpler graph. We plotted the numbers of true and false news cascades (unbroken chains of person-to-person retweets of a story) in different categories (like politics, business, terrorism, and war) over time (Figure 1.1). The total spread of false rumors had risen over time and peaked at the end of 2013, in 2015, and again at the end of 2016, corresponding to the last U.S. presidential election. The data showed clear increases in the total number of false political rumors during the 2012 and 2016 U.S. presidential elections, confirming the political relevance of the spread of false news.

[image: Graph described by caption]
Figure 1.1 The fact-checked true (light gray), false (dark gray), and mixed (partially true, partially false) (black) news cascades on Twitter from 2009 to 2017. A fact-checked news cascade is a story that was fact-checked by one of six independent fact-checking organizations in our study, diffusing through the Twitter network as it is tweeted and retweeted by Twitter users.



But another, more subtle result also drew our attention. Over the ten-year period from 2006 to 2017, there was only one visible spike in the number of rumors that contained both partially true and partially false information, which we called “mixed” rumors. In the original graph, opposite, it was difficult to see. So we filtered the data and replotted the graph, this time considering only political news. That’s when we saw it—a single, clear spike in the spread of stories that contained partially true and partially false information in the two months between February and March 2014 (See the spike labeled “Annexation of Crimea” in Figure 1.2.) It corresponded directly to the Russian annexation of Crimea.

[image: Graph described by caption]
Figure 1.2 The fact-checked true (light gray), false (dark gray), and mixed (partially true, partially false) (black) political news cascades on Twitter from 2009 to 2017.


This result was striking, not just because it was the largest spike of mixed news in the history of verified stories spreading on Twitter (and more than four times larger than any other spike in mixed political news), but also because it ended almost as quickly as it began, right after the annexation was complete. When we investigated further, we discovered a systematic appropriation of social media by pro-Russian entities that proactively used the Hype Machine to control the Ukrainian national perception of the events in Crimea, and the international perception of what was happening there, to ultimately frame the will of the Crimean people.



Ask Mark



On May 14, 2014, Mark Zuckerberg’s thirtieth birthday, a Facebook user from Israel asked him to intervene against state-sponsored Russian information warfare in Ukraine. Zuckerberg was hosting one of his now famous Q&A Town Halls at Facebook headquarters. These Town Halls are public opportunities for Facebook users worldwide to write in and pose questions about Facebook and its governance directly to Mark himself. On this particular day, the Q&A took place in a moderately sized room at Facebook’s headquarters in Menlo Park, California. Users had come, some from around the world, to ask questions directly to the CEO of the world’s largest social network.

After a few opening pleasantries, the audience sang a muffled “Happy Birthday” to Zuckerberg, and the questioning began. The moderator, a Facebook employee named Charles, read the first question aloud: “Mark, this question comes from Israel, but is about Ukraine. … It’s from Gregory, and he says, ‘Mark, recently I see many reports of unfair Facebook account blocking, probably as a result of massive fake abuse reports. These often involve the Facebook accounts of many top pro-Ukrainian bloggers and posts about the current Russian-Ukrainian conflict. My question is: Can you or your team please do something to resolve this problem? Maybe create a separate administration for the Ukrainian segment, block abuse reports from Russia, or just monitor the top Ukrainian bloggers more carefully? Help us, please!’ And, as a follow up to this, and we’ll show this on the screen,” said Charles, “the Ukrainian president, Petro Poroshenko, actually sent in a question as well and he asks: ‘Mark, will you establish a Facebook office in Ukraine?’”

If Facebook were a country, it would be the world’s largest, and this was its version of participatory government in action. Mark cleared his throat and noted that he had prepared for this question in advance because, at 45,000 votes, it was “by far the most voted on question we’ve ever had at one of these Q&As.” He then rolled straight into a canned speech about Facebook’s content curation policies.

But the historical significance of what was happening in Crimea far exceeded Zuckerberg’s mundane response. He vastly underestimated the role Facebook was playing in Ukraine in 2014 (just as he would later underestimate Facebook’s role in foreign election meddling in the United States in 2016). The information war in Ukraine was far more complex and consequential than Zuckerberg let on.



InfoWars



After the Facebook Town Hall, it became clearer—through our own research and that of several investigative journalists—that in 2014 Russia had engaged in a complex, two-pronged information warfare strategy in Crimea, using the public application programming interfaces (or APIs) that Facebook and Twitter make available to users to engage with, direct, and orchestrate the flow of information online.

The first prong was designed to suppress pro-Ukrainian voices. If Russia could demonstrate that the overwhelming desire of Crimean citizens was to accede to Russia, they could legitimize their annexation and reframe it as a liberation. Suppressing legitimate pro-Ukrainian voices, therefore, was vital in the fight to orchestrate pro-Russian sentiment in Crimea. This prong’s effectiveness was evident in the pleas for help from the Ukrainian blogging community. Every time a pro-Ukrainian message was posted, it would be overwhelmed by hundreds of fraud and abuse reports, claiming the post contained porn or hate speech. These are common tactics used by Russia’s Internet Research Agency, the shadowy social media organisation, and the subject of Special Counsel Robert Mueller’s indictments on a conspiracy to defraud the United States by manipulating the 2016 presidential election. Some have speculated that Russia programmed software robots (or “bots”) to post fraud and abuse claims automatically whenever a pro-Ukrainian voice appeared online. Confronted with thousands of such abuse reports, Facebook took down the “offending” messages and banned their authors, effectively banishing pro-Ukrainian voices from its platform.

The second prong of the information war involved the creation and dissemination of disinformation through fake tweets, posts, blogs, and news. When violent clashes broke out in Odessa on May 2, 2014, between pro-Russian separatists and supporters of an independent Ukraine, a story written by a local doctor, Igor Rozovskiy, was circulated widely on Facebook. Dr. Rozovskiy claimed, in a long, detailed post, that Ukrainian nationalists had prevented him from saving a man wounded during one of the clashes. He said they had shoved him aside aggressively while “vowing that Jews in Odessa would meet the same fate.” He added that “nothing like this happened in my city even under fascist occupation.” The post went viral on Facebook, and translations soon appeared in English, German, and Bulgarian.

A day later, on May 3, Russian foreign minister Sergey Lavrov gave a speech to the UN Human Rights Council in Geneva, in which he claimed that “we all know well who created the crisis in Ukraine and how they did it. … West Ukrainian cities were occupied by armed national radicals, who used extremist, anti-Russian and anti-Semitic slogans. … We hear requests to restrict or punish the use of Russian.” Lavrov’s depiction of the events in Crimea and Ukraine mirrored Dr. Rozovskiy’s perfectly. They both claimed that anti-Semitic Ukrainian nationalists had committed violence against Jews and were threatening to escalate that violence. That same day Ukrainians watched footage of actual violent clashes between pro-Ukrainian and pro-Russian forces in Odessa, on television, re-aired repeatedly, visually reinforcing the story. The simple narrative created by Russia, deploying partially true and partially false information, was able to distort reality by altering some but not all of the facts.

So who was Dr. Rozovskiy, and what was his relationship to Russia? It turns out he had no relationship to Russia, or to anyone. His account had been created the day before his post. Dr. Rozovskiy was a fake—he was fake news personified. He was not only parroting the Russian foreign minister nearly verbatim, but this relative newcomer to Facebook, who had no friends and no following, was also going viral in multiple languages.

If you’ll recall, Russian foreign minister Lavrov’s remarks contained an oddly specific assertion, that Ukrainian nationalist radicals were not only threatening violence against Jews but were also planning to “restrict or punish the use of Russian” and that the millions of Russians living in Crimea were outraged by this. While Jews comprise a small fraction of the Crimean population, 77 percent of Crimeans report Russian as their native language. I didn’t think much of Lavrov’s remarks to the UN, until I dug deeper into the massive spike of “mixed” news we had seen in our study of fake news on Twitter during the Crimean annexation.

The most popular mixed news story circulating on Twitter during the annexation claimed that Jews in eastern Ukraine had been given leaflets ordering them to register as Jews or face deportation. The second most popular story claimed the Ukrainian government had “introduced a law abolishing the use of languages other than Ukrainian in official circumstances.” Together, the Crimean stories supported Lavrov’s narrative and accounted for the lion’s share of mixed news stories in Twitter’s recorded history, exceeding every other spike in verified mixed news by a factor of four. The amount of bot activity and the number of unique accounts spreading the disinformation were also statistically significantly higher for the Crimean mixed news stories than for all other verified mixed political news. In social media data, outliers like these typically signal a coordinated attempt to distort reality, an orchestrated effort to influence human thinking and behavior. With Russia claiming vociferously that Crimea desired accession, and with the facts on the ground being distorted by fake news, the Obama Doctrine in response to the annexation stopped short of intervening and imposed economic sanctions instead. And today Crimea is part of Russia.

As dramatic as the Crimean disinformation campaign was, the social and economic impact of social media on our lives far outstrips any single geopolitical event. This same machinery has a hand in business, in politics, and frankly in everything, from the troubling rise of fake news to the rise and fall of the stock market, from our opinions about politics to what products we buy, who we vote for, and even who we love.



The Hype Machine



Every minute of every day, our planet now pulses with trillions of digital social signals, bombarding us with streams of status updates, news stories, tweets, pokes, posts, referrals, advertisements, notifications, shares, check-ins, and ratings from peers in our social networks, news media, advertisers, and the crowd. These signals are delivered to our always-on mobile devices through platforms like Facebook, Snapchat, Instagram, YouTube, and Twitter, and they are routed through the human social network by algorithms designed to optimize our connections, accelerate our interactions, and maximize our engagement with tailored streams of content. But at the same time, these signals are much more transformative—they are hypersocializing our society, scaling mass persuasion, and creating a tyranny of trends. They do this by injecting the influence of our peers into our daily decisions, curating population-scale behavior change, and enforcing an attention economy. I call this trifecta of hypersocialization, personalized mass persuasion, and the tyranny of trends the New Social Age.

The striking thing about the New Social Age is that fifteen years ago this cacophony of digital social signals didn’t even exist. Fifteen short years ago, all we had to facilitate our digital connections was the phone, the fax machine, and email. Today, as more and more new social technologies come online, we know less and less about how they are changing us. Why does fake news spread so much faster than the truth online? How did one false tweet wipe out $140 billion in stock market value in minutes? How did Facebook change the 2012 presidential election by tweaking one algorithm? Did Russian social media manipulation flip the 2016 U.S. presidential election? When joggers in Venice, Italy, post their runs to social media, do joggers in Venice, California, run faster? These questions contemplate the disruptive power of social media. By answering them, we can better understand how the Hype Machine impacts our world.

The Hype Machine has created a radical interdependence among us, shaping our thoughts, opinions, and behaviors. This interdependence is enabled by digital networks, like Facebook and Twitter, and guided by machine intelligence, like newsfeed and friend-suggestion algorithms. Together they are remaking the evolution of the human social network and the flow of information through it. These digital networks expose the controls of the Hype Machine to nation-states, businesses, and individuals eager to steer the global conversation toward their ends, to mold public opinion, and ultimately to change what we do. The design of this machine, and how we use it, are reshaping our organizations and our lives. And the Hype Machine is even more relevant today than it was before the COVID-19 pandemic pushed the world onto social media en masse.

By now we’ve all heard the cacophony of naysayers declaring that the sky is falling as new social technologies disrupt our democracies, our economies, and our public health. We’ve seen an explosion of fake news, hate speech, market-destroying false tweets, genocidal violence against minority groups, resurgent disease outbreaks, foreign interventions in democratic elections, and dramatic breaches of privacy. Scandal after scandal has rocked social media giants like Facebook, Twitter, and Instagram in what seems like a backlash from which they can never recover.

But when the social media revolution began, the world’s social platforms had an idealistic vision of connecting our world. They planned to give everyone free access to the information, knowledge, and resources they needed to experience intellectual freedom, social and economic opportunity, better health, job mobility, and meaningful social connections. They were going to fight oppression, loneliness, inequality, poverty, and disease. Today, they’ve seemingly exacerbated the very ills they set out to alleviate.

One thing I’ve learned, from twenty years researching and working with social media, is that these technologies hold the potential for exceptional promise and tremendous peril—and neither the promise nor the peril is guaranteed. Social media could deliver an incredible wave of productivity, innovation, social welfare, democratization, equality, health, positivity, unity, and progress. At the same time, it can and, if left unchecked, will deliver death blows to our democracies, our economies, and our public health. Today we are at a crossroads of these realities.

The argument of this book is that we can achieve the promise of social media while avoiding the peril. To do so, we must step out of our tendency to armchair-theorize about how social media affects us and develop a rigorous scientific understanding of how it works. By looking under the hood at how the Hype Machine operates and employing science to decipher its impact, we can collectively steer this ship away from the impending rocks and into calmer waters.

Unfortunately, our understanding and our progress have been impeded by the hype surrounding the Hype Machine. We’ve been overwhelmed by a tidal wave of books, documentaries, and studies of one-off events designed for media attention but lacking rigor and generalizability. The hype is not helpful because it clouds our vision of what we actually know (and don’t know) from the scientific evidence on how social media affects us.

While our discourse has been shrouded in sensational hysteria, the three primary stakeholders at the center of the controversy—the platforms, the politicians, and the people—have all been pointing their fingers at each other. Social media platforms blame our ills on a lack of regulation. Governments blame the platforms for turning a blind eye to the weaponization of their technology. And the people blame their governments and the platforms for inaction. But the truth is, we’ve all been asleep at the switch. In the end, each of us must take responsibility for the part we are playing in the Hype Machine’s current direction.

Not only are we all partly to blame, but we are all partly responsible for what happens next. As Mark Zuckerberg himself has noted, governments will need to adopt sensible, well-informed regulations. The platforms will need to change their policies and their design. And for the sake of ourselves and our children, we will all need to be more responsible in how we use social media in our digital town square. There is no silver bullet for the mess we find ourselves in, but there are solutions.

Achieving the promise of the New Social Age, while avoiding its peril, will require all of us—social media executives, lawmakers, and ordinary citizens—to think carefully about how we approach our new social order. As a society, we will need to utilize the four levers available to us: the money (or financial incentives) created by their business models, the code that governs social platforms, the norms we develop in using these systems, and the laws we write to regulate their market failures. Along the way, we will need to design scientific solutions that balance privacy, free speech, misinformation, innovation, and democracy. This is, no doubt, a monumental responsibility. But considering the overwhelming influence the Hype Machine has on our lives, it is a responsibly we cannot abdicate.



Who Am I?



I’m a scientist, entrepreneur, and investor—in that order. First and foremost, I’m a scientist. I’m a professor at the Massachusetts Institute of Technology (MIT), where I direct the Initiative on the Digital Economy and the Social Analytics Lab, where we study the social technologies that make up the Hype Machine. I earned my PhD at MIT and completed my master’s degrees at the London School of Economics and at Harvard. I’m an applied econometrician by training and have studied sociology, social psychology, and most of the curriculum in the MIT PhD program in economics. I’m a data nerd. I analyze large-scale social media data for a living, to try to make sense of how information and behavior diffuse through social media and society. My real expertise, though, is in graph theory and graph data. In other words, I study things that are connected in complex network structures, whether people in social networks or companies in buyer-supplier relationships.

How did I stumble into this line of work? In the fall of 2001, while Mark Zuckerberg was still in high school at Phillips Exeter Academy, three years before he founded Facebook at Harvard, I was a PhD student down the street at MIT, sitting in the reading room at Dewey Library studying for two very different classes: Econometrics I, taught by the world-renowned statistician Jerry Hausman, and The Sociology of Strategy, taught by the then-rising-star sociologist Ezra Zuckerman, who is now the dean of faculty at MIT’s Sloan School of Management. Ezra’s class was heavily focused on social networks, while Jerry’s class introduced us to “BLUE” estimators—the theory of what generates the best linear unbiased statistical models.

I had my statistics textbook in one hand and a stack of papers on networks in the other. As I read the statistics text, I saw that it repeated one main assumption of classical statistics over and over again—the assumption that all the observations in the data we were analyzing (the people, firms, or countries) were “independent and identically distributed (or IID).” In other words, our assumption was that none of the people in our data should be connected to each other in any systematic way. As I read the networks papers, however, I kept seeing diagrams of the complex interconnections between people. On the one hand, we were assuming everything was independent. On the other hand, the reality we live in is one of staggering interdependence.

I realized that a great deal of what we thought was unexplainable (the variance in the “independent” models) might be explained by how we are connected to one another, how information and knowledge ebb and flow between us, and how our peers’ behaviors and opinions affect our own. In 2001 there were no large digital social networking sites, but we did have lots of digital network connections through email, instant messaging, and texting. In that moment, sitting in Dewey Library, I had an epiphany: Digital social networking was going to turbocharge how information, behavior, economic opportunity, and political ideology flowed between people. It was going to transform society as we knew it and affect everything from business to politics to public health.

I remember running to the nearest Pine terminal (a computer program for sending email) and sending an email to my PhD adviser, Erik Brynjolfsson, to request a meeting. I met Erik the next day and explained that I wanted to focus my PhD dissertation on digital social networks. I told him that I thought these networks were going to be the next big thing in personal computing and that they were going to transform society. Now, Erik didn’t study social networks, and he hadn’t ever formally thought about graph theory. He was busy trailblazing research on the impact of information technology on firm productivity and economic growth. Social networks were not on his radar. To his credit, though, he humored me. He said, “I don’t really know much about networks, but you seem pretty excited about it, so we’ll figure it out together.” I don’t know if he was thinking to himself This is a phase, it will pass. PhD students typically have hundreds of ideas that go nowhere before they land on one that works. But he was supportive nonetheless, and I wrote my PhD thesis on how information flows through digital social networks. As it turned out, social networking wasn’t a phase, and it didn’t pass. Friendster was founded in 2002, MySpace in 2003, Facebook in 2004, Twitter in 2006, WhatsApp in 2009, Instagram in 2010, WeChat in 2011, and TikTok in 2012. The New Social Age was born, and I’ve been studying it ever since.

My scientific work is firmly rooted both in my deep admiration for technology and in a healthy skepticism about how it is put to use. I’m convinced we are witnessing a new era of human evolution, one in which mass automated, digitized socialization will change the way we interact, communicate, perceive our world, decide, and act. Online social networks (e.g., Facebook), microblogging (e.g., Twitter), instant messaging (e.g., WhatsApp), and collaborative knowledge production and news aggregation technologies (e.g., Wikipedia and Reddit) have fundamentally altered the way information is produced, shared, consumed, utilized, and valued. Such changes have profound implications for many of our social, political, and economic organizations, from the productivity of knowledge workers to consumer demand patterns, and from election campaigns to public health programs and mass protests.

New technologies and new modes of communication not only change the production and dissemination of information but also simultaneously record information about human interaction with incredible precision and detail. In an article published in Science in 2009, my colleagues and I argued that these new technologies and modes of communication not only change the creation and dissemination of information but make possible the development of a new field of “computational social science,” which aims to improve our understanding of the macrolevel consequences of microlevel human interaction—a long-standing “holy grail” in sociology, economics, and other disciplines. These changes are enabling new scientific studies of human behavior at population scale, and revealing new interventions that could dramatically improve the way we deal with conflict, commerce, and health.

In addition to my scientific work, I have also been an active entrepreneur and chief scientist of multiple companies, with one foot in academia and the other at the forefront of the entrepreneurial development of these new technologies. I was the chief scientist at SocialAmp, one of the first social commerce analytics companies (until its sale to Merkle in 2012) and at Humin, a social platform that The Wall Street Journal called the first “Social Operating System” (until its sale to Tinder in 2016). I have worked directly with senior executives at Facebook, Yahoo!, Twitter, LinkedIn, Snapchat, WeChat, Spotify, Airbnb, SAP, Microsoft, Walmart, and The New York Times.

Along with my longtime friend Paul Falzone, I’m a founding partner at Manifest Capital, an investment firm that helps young companies grow into the Hype Machine. From this perch, I evaluate hundreds of companies a year and get to look around the corner at what’s next. These experiences have forced me to think deeply about the business models, technologies, and machine intelligence that drive the social economy. As a scientist, entrepreneur, and investor, I have peered into the Hype Machine up close, studied its inner workings, and participated in its development. These three perspectives are always with me, which I suspect will be obvious to you as you read this book.

As a scientist, I am obsessed with rigor. I attempt at every turn to avoid making claims I cannot prove. As a result, there will be moments in this book when I present compelling evidence but stop short of making a bold claim. I will make arguments with a healthy dose of caveats along with them. The unfortunate truth is that we don’t have all the answers yet, and the answers we do have are not simple. That is part of the challenge. While science has advanced tremendously around social media and how it is affecting us, it remains nascent and at times is constrained by the platforms’ stranglehold on data. We don’t know enough about the spread of fake news, election manipulation, filter bubbles, and digital political polarization, because the research has not yet been done. But it needs to be done. So advocating for that research will be a theme of this book.

As an entrepreneur, I appreciate the difficulty of actually doing. Innovators face impossible dilemmas. Building a successful business is difficult. Building a global platform like the companies I will be discussing is next to impossible. I respect what it took to build Facebook, Twitter, LinkedIn, and the rest. I realize that some eventualities could not have been foreseen in the decisions that were made in early days. But I also know that when faced with certain truths, we have a moral duty to act. More needs to be done about the negative consequences of the Hype Machine today. I believe the true leaders of the New Social Age will be those who make the hard decisions to put social welfare above shareholder value—or perhaps those who realize that, in the long run, these goals are aligned.

As an investor, I try to distinguish the forest from the trees. When you are building a business, you are singularly committed to the survival and growth of that business. But as an investor, you also see the marketplace as a landscape of renewal. As Steve Jobs said at the Stanford University commencement in 2005, “Death is very likely the single best invention of Life. It is Life’s change agent. It clears out the old to make way for the new. Right now the new is you, but someday not too long from now, you will gradually become the old and be cleared away.” Such is also the turmoil of the marketplace. Friendster gave way to MySpace, which gave way to Facebook. Today WeChat does in one app what Facebook, WhatsApp, Messenger, Venmo, Grubhub, Amazon, Uber, Apple Pay, and many others do individually. The ongoing success of none is set in stone. The future of the New Social Age will be forged by the choices we make as entrepreneurs, investors, regulators, consumers, and citizens. I would argue that the most consequential decisions of the New Social Age are yet to come.



My Objective



My goals in this book are to describe the science of how the Hype Machine works and to explore how it affects our politics, our businesses, and our relationships; to explore the consequences of the Hype Machine for our society, both positive and negative; and to discuss how we can—through company policy, social norms, government regulation, and more advanced software code—achieve its promise while avoiding its peril.

I’ll begin by considering fake news and the weaponization of misinformation through the Hype Machine, tracking how the design of platforms like Facebook and Twitter incentivize and enable the spread of misinformation (Chapter 2). Did Russian election interference change the results of the 2016 U.S. presidential election? What should we do to stop the scourge of fake news in the 2020 election and beyond? Stay tuned.

Along the way, I’ll examine why the Hype Machine’s rise was so meteoric and why we were so susceptible to it, as individuals and as a society. I will describe the anatomy of the Hype Machine—the underlying trifecta of social technologies at the center of this inflection point in human history—and consider, in depth, the four levers through which we can shape our technological future: money, code, norms, and laws (Chapter 3). I will describe the neurological (Chapter 4) and economic (Chapter 5) forces that have “wired us into” the Hype Machine. Understanding these neurological and economic hooks will help us answer important questions about the New Social Age from a business perspective, such as why Facebook beat MySpace in the market for social networks. They will also shed light on more fundamental questions, like how the Hype Machine will impact human evolution.

I will then discuss three key societal transformations driven by the Hype Machine that are disrupting business, democracy, and public health: the personalization of mass persuasion (Chapter 6), the hypersocialization of society (Chapters 7 and 8), and the advent of the attention economy (Chapter 9). In so doing, I’ll look under the hood at the mechanics of the Hype Machine, dig into the science of online peer effects, and explore how our new radical interdependence is changing the products we buy, the people we vote for, and even who we meet and fall in love with.

After looking under the hood, I’ll zoom out to consider the societal implications of the Hype Machine and the three trends it perpetuates—for example, its implications for what’s known as the “wisdom of crowds.” Our ability to harness the wisdom of crowds and collective intelligence rests on three basic pillars: independence, diversity, and equality. The problem is that the Hype Machine erodes all three of these pillars and turns wisdom into madness. I’ll discuss how we can recapture the wisdom of crowds in Chapter 10. Next, I’ll remind us why we invented the Hype Machine in the first place by describing its positive potential in creating an incredible tsunami of productivity, innovation, social welfare, democratization, equality, caring, positivity, unity, and social progress. At the same time, I’ll discuss why the source of social media’s positive potential is also the source of its peril and how this complicates how we must adapt to it (Chapter 11).

Finally, I’ll explore how we must adapt—how business policy, government regulation, social norms, and technology design can steer our economy and our society toward a more productive future (Chapter 12). Should we break up Facebook? How should we craft privacy legislation? Is the Hype Machine a publisher or a user-generated platform that should not be responsible for the content users post? What does that mean for free speech and hate speech? You’ll be surprised by some of the answers.



At a Crossroads



The last three years have seen front-page stories about Facebook, Twitter, YouTube, and the rest of social media’s lack of transparency; their contribution to political polarization; their promotion of hate speech, racism, and the degradation of discourse; their role in the spread of fake news; and their potentially corrosive impact on our democracies and our elections.

Lawmakers have advocated regulation. Multiple U.S. congressional committees are investigating the role of Facebook and the rest of the Hype Machine in Russian election interference and the spread of misinformation online. The Cambridge Analytica controversy, in which a political consultancy used stolen Facebook data on 87 million Americans to target political ads, forced Mark Zuckerberg to testify in front of the U.S. Congress and the European Parliament as lawmakers debate what to do about the Hype Machine’s power of mass persuasion, use of personal data, and lack of control over misinformation. Sen. John Kennedy began his questioning of Zuckerberg in the Senate with an ominous opening statement: “I don’t want to have to regulate Facebook,” he said. “But, by God, I will.”

Advertisers have also pressured the platforms to clean up their act. In 2017, Marc Pritchard, Procter & Gamble’s chief brand officer, went on a public tirade about the lack of transparency in digital advertising on platforms like Google and Facebook and advertising appearing next to fake or offensive content. Then he put his money where his mouth was and cut P&G’s digital advertising budget by $200 million. In 2018, Unilever followed suit, cutting its digital advertising by nearly 30 percent in an effort to clean up the Hype Machine’s advertising ecosystem. And these weren’t just hapless public protests. In fact, P&G reported a 7.5 percent increase in organic sales growth in 2019, while cutting its online marketing budget by 6 percent. Unilever posted a 3.8 percent gain in organic sales in the same period. Understanding how they did it requires an understanding of the Hype Machine.

In the Hype Machine, everyone is a digital marketer, whether we’re fighting for ideas or for consumer dollars. A candidate in the presidential election, trying to persuade voters to his or her side; BMW, trying to persuade people to buy the new 3 Series; the small-business owner trying to grow sales; Vladimir Putin’s Internet Research Agency, trying to sow discord through misdirection—in the Hype Machine, they are all digital marketers. They are all trying to optimize the same persuasion strategies to achieve their goals. That’s why it’s so important for us to wear different hats on this journey—the regulator, the marketer, and the concerned citizen. Frequently, I will ask you to put on your digital marketer’s hat to understand the toolbox from their perspective. To make sense of what we see in our feeds every day, we’ll need to understand what they’re doing and why.

Every nation on earth has become attentive to the role of social media in society today. Regulators around the world are debating what to do about the impact of the Hype Machine on elections, business trends, competition, privacy, and fake news. Business leaders are trying to figure out how to self-regulate, through platform policies, algorithm design, software code, and alternative business models. And all of us, as parents and individuals, family and friends, are thinking about how the Hype Machine affects our lives and the lives of our children, from the impact it has on our friendships and businesses, to how we socialize and behave, to the rise of loneliness in our society. The decisions we make today in how we design, deploy, use, and regulate social media will have far-reaching consequences for years to come.

The science suggests that while social media can help foster a transparent, democratic, egalitarian society, it can also be used to erect a polarized, authoritarian police state. Today we are at a crossroads, caught between the promise and the peril, even as the system’s design is being debated worldwide.

Tectonic shifts are a regular occurrence for social media. Keeping up with the daily changes is next to impossible. Instead, I hope to offer a lasting framework to guide our thinking about the social economy. What I have learned, over twenty years of research, has taught me some general principles about how the Hype Machine works, how information and behaviors spread, how interventions in social media change behavior, and how managers, policy makers, and individuals can interface with the Hype Machine more effectively. A rigorous investigation of these fundamentals entails a harrowing intellectual journey, with plenty of plot twists and unexpected turns along the way. It’s a journey I intend to take you on in this book. And there is no better place to start than with how social media has brought us to the precipice of what some have called the “end of reality.”








CHAPTER 2

The End of Reality

[image: No image description]

Under normal circumstances the liar is defeated by reality, for which there is no substitute; no matter how large the tissue of falsehood that an experienced liar has to offer, it will never be large enough, even if he enlists the help of computers, to cover the immensity of factuality.

—HANNAH ARENDT



The market opened quietly on Wall Street on April 23, 2013. As traders sipped lattes on an unseasonably chilly morning, stocks made modest gains from the opening bell to the lunch hour. But as everyone broke for lunch, the Associated Press broke a story on Twitter that changed the market’s mood. Phones chirped at eateries in New York, Washington, and the world over as the news was retweeted again and again, creating an information cascade that swept through the Hype Machine in seconds. The tweet, which appeared at 1:07 P.M. eastern time in the United States, simply read “Breaking: Two Explosions in the White House and Barack Obama is injured.” It was retweeted over four thousand times in five minutes, which would have informed hundreds of thousands if not millions of people of the attack on the White House.

You could almost hear the iced teas and Arnold Palmers being snorted back into the glasses of those monitoring the social network. The news was shocking. Putting aside fence jumpers, who are usually tackled on sight, there have only ever been four breaches of White House security that made it to the building. So two
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Praise for Sinan Aral and The Hype Machine
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“With his precision science and rollicking narrative storytelling, Sinan Aral, the director of MIT’s Initiative on the Digital Economy, takes us on his fascinating twenty-year journey as one of the first and most prescient scholars of social media. He explains how social media impacts our democracy, disseminates truth and lies, propagates hate and makes people fall in love, hooks us neurologically and emotionally, and connects us all, for better or worse. Is social media a boon for society or a curse? The answer is complex, and you’ll have to read The Hype Machine to find out.”

—RICHARD STENGEL, former U.S. Under Secretary of State for Public Diplomacy and Public Affairs, former editor of Time, and author of Information Wars and A Long Walk to Freedom



“It reads like a thriller, but it’s all too true—a thoughtful, well-researched, and timely look at how the structure of media changes the structure of our lives. It’s time we took action and amplified the ideas that truly matter.”

—SETH GODIN, author of This Is Marketing



“Brilliant! Aral’s masterful integration of science, business, law, and policy presents a powerful, accessible explanation of how social media affects all of us. Whether you simply want to understand the how and why, or need to make business or policy decisions, this is a must-read!”

—FOSTER PROVOST, NYU Stern School of Business, author of Data Science for Business



“Sinan Aral is a scientist and entrepreneur, and his unique perspective makes him the perfect guide to the world we live in today. From ads to fake news, The Hype Machine is the best critical foundation for understanding the connected world and how we might navigate through it to a better future.”

—HILARY MASON, founder and CEO of Fast Forward Labs, data scientist in residence at Accel, and former chief scientist at Bitly



“If you want the truth about falsehoods, real information about misinformation, and rigorous analysis of hype, this is the book for you. Nobody knows better than Sinan Aral how ideas spread online, and in these pages he’s distilled a brilliant career into a fascinating read. Don’t miss it if you care about how the Internet is changing our world.”

—ANDREW MCAFEE, MIT, author of More from Less and bestselling co-author of The Second Machine Age



“In this book, Sinan Aral, one of the world’s leading computational social scientists, tackles one of the great challenges of our time: how to reengineer digital technology to better serve society. Authoritative, comprehensive, nuanced, and engaging, The Hype Machine is essential reading for anyone who wants to understand how we got here and how we can get somewhere better.”

—DUNCAN WATTS, University of Pennsylvania, author of Six Degrees and Everything Is Obvious



“The Hype Machine explains how social media changes who we know, what we do, and even how we think. As the world relies even more heavily on social media during the COVID-19 pandemic and the upsurge against racism and police violence, he helps us understand how digital technology will change our future, and what individuals, companies, and society should do differently to adapt and thrive.”

—DAVID KIRKPATRICK, founder and CEO of Techonomy and author of The Facebook Effect



“The most important book of the year! Our friendships, economy, and society now depend on billions of social media connections around the world and no one on the planet understands them better than Sinan Aral. In this lively, engaging masterpiece, drawing on his twenty years of pioneering research, Aral separates hype from reality, clarifies our most pressing challenges, and explains how we must respond.”

—ERIK BRYNJOLFSSON, director of the Stanford Digital Economy Lab and bestselling co-author of The Second Machine Age



“In a sea of books about social media, this is the one to read. Sinan Aral understands the new social age like no one else, and The Hype Machine offers the single best examination of how social media works, what it does to us, and how we can make it better for consumers, citizens, and democracies. In short, it offers solutions for making social media ‘social’ again.”

—CLINT WATTS, author of Messing with the Enemy



“Is social media a force for good or evil? Sinan Aral deconstructs the Hype Machine and takes us on a breathtaking journey through the economics, technology, and behavioral psychology that shape it. When lies spread faster than facts, how do we ensure the integrity of markets and elections? If you want to understand how we can capture the promise of social media and avoid its peril, read this!”

—MARIA RESSA, CEO of Rappler and a Time Person of the Year for 2018



“Everyone has a theory about social media, but Sinan Aral brings the science—and the storytelling. The Hype Machine is an immensely interesting, informative, and provocative look at the driving forces of some of the biggest technological questions of our time, and how they’ll play out in the future of our democracy.”

—ELI PARISER, bestselling author of The Filter Bubble



“The Hype Machine is a riveting story of social media’s impact on how we vote, date, and shop—and thus how we live. With our democracy in the crosshairs, and tech companies controlling our screens, leading expert Sinan Aral pulls back the curtain on the digital tools used to direct the flow of influence in society. Part spy novel and part science thriller, it is an essential guide to ensuring our digital future.”

—JONAH BERGER, Wharton, bestselling author of Contagious, Invisible Influence, and The Catalyst



“Full of rigor and insight, The Hype Machine tackles some of the most pressing policy questions of the Digital Age while keeping you on the edge of your seat (an unlikely combination). It’s a must-read for policymakers, business executives, and parents alike.”

—DJ PATIL, former U.S. Chief Data Scientist



“The Hype Machine is a meticulous dissection of social media and how it affects our lives. Aral gives us a much-needed framework for understanding what happened in the 2016 election, and what will likely happen again if nothing changes.”

—SCOTT GALLOWAY, bestselling author of The Four and co-creator and co-host of Pivot



“In a timely and far-reaching book, Aral carefully and deftly examines the promise and peril of our social media environment, separating fact from fiction as well as offering thoughtful and practical suggestions for moving forward in our new world. The Hype Machine will be of interest to anyone concerned with building a healthy public sphere in the twenty-first century.”

—ZEYNEP TUFEKCI, author of Twitter and Teargas
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