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        Prologue, Part I

      
      Technology is not a religion. But sometimes we treat it like one, worshiping powerful companies and their apps and services like gods who need to be appeased, residing in an uncontrollable cyberspace heaven. Thinking about technology this way creates an unhealthy power dynamic, one where tech solutions are right by default and our inability to thrive in the cyberspace ecosystem is our fault. Who is to blame when your problem doesn’t exist in a company’s automated customer service system, or when an AI “decision” puts you at a disadvantage, or when you’re not represented in someone’s user database? It’s not you.

      What if we engaged with technology with a different set of expectations? A set of expectations that puts technology in a public service role and puts people rather than companies first. What if we assumed that if technology puts us at risk, the risk should be lowered or mitigated instead of us just getting used to it? That if technology doesn’t serve people well, the technology needs to be fixed, not the people. I wrote this book to partner with you in thinking about how we can do a better job of managing the technologies we depend on most and reframing cyberspace in the public interest. So you and I and others can nudge cyberspace to be more beneficial and less risky for the people who use it.

      Technology that puts people first isn’t just a nice-to-have. It’s crucial for a present and future where society advances and humanity thrives. The information technologies we depend on have become critical infrastructure vital to the way we live. We pay our rent, taxes, and parking meters online. We use automated systems to apply to and process applications for schools, jobs, services, and loans. AI-powered systems drive cars, populate factories, and steer us toward (and away from) opportunities, products, and opinions. Digital systems are essential to fully participate in today’s world. They have become as important for societal functioning and well-being as roads and bridges, food and health systems, and the electrical grid—all considered critical infrastructure needed to participate, function, and thrive.

      But as digital systems and services become more essential to modern life, we continue to treat them as successful commercial products rather than critical infrastructure we depend on. We don’t expect public interests to take precedence over business interests. We don’t expect digital systems and products to be created, deployed, and managed like other critical infrastructure—to support the public and protect us from harm. We take what we get.

      What if we began to expect the most essential information technologies—the ones we depend on to function and for our well-being—to meet the norms we apply to other critical infrastructure? What if we expected these digital systems to be safe and trustworthy? To be designed and deployed to empower and protect, rather than exploit, the public? To be fixed when they fail and mitigate harms when they occur?

      Imagine that the information we depend on, and that our social media and search engines serve up, was as carefully vetted for quality and risk as our food. Food and agriculture systems are critical infrastructure. Scrutiny from the US Department of Agriculture, the Food and Drug Administration, and other agencies gives us confidence that the food we buy won’t make us sick and meets reasonable standards for public health. What if the algorithms driving critical apps and services, the data they use, and their ranking methods were audited to evaluate the integrity and veracity of their outcomes? Suppose that assessment was available to you—roughly similar to knowing whether your favorite restaurant received an A or a C rating at their last health code evaluation, something you might want to consider when you choose where to eat. Imagine that there was as much transparency about where your information came from and how it was handled as there is about where your food comes from and how it was processed. Knowing the landscape gives you options—and confidence—about what you consume. Wouldn’t it be great to feel that way about your information?

      What if we expected that when digital critical infrastructure puts us at serious risk that the problems would be addressed so that harms are reduced and bad outcomes are minimized? Water systems are critical infrastructure. The last glass of water you drank was likely unremarkable. You turned on the tap, filled your glass, and trusted the many systems that deliver your water and make sure it is safe to drink: systems that move water from its source to its destination, systems that clean water through the addition of chemicals and the use of various methods for filtration and disinfection, systems that ensure that your water meets health standards and flows easily through your tap. We rely on those systems. And for the most part, we don’t give them even a second thought. But that wasn’t the case in Flint, Michigan in 2014 when the water system failed to deliver safe, healthy water and began to make people sick.

      In 2014, as part of a cost-cutting move, officials in Flint shifted the city’s water source from Lake Huron and the Detroit River to the Flint River. Lead seepage from corroded pipes resulted in foul-smelling, orange-tinged water that exposed residents (and particularly children) to dangerous levels of lead and possibly an outbreak of Legionnaires’ disease. The mayor of Flint, the governor of Michigan, and the president of the United States all declared a state of emergency. Governor Rick Snyder offered a stark assessment: “Let me be blunt. This was a failure of government at all levels. Local, state and federal officials—we all failed the families of Flint.”1 Over the next months and years, scientists, civil servants, and agencies worked to understand and address the issues, assess responsibility, navigate political systems, and, most importantly, develop remediations. Critical infrastructure had failed. Those involved were expected to be held accountable and everyone expected the problems to be addressed.

      Digital critical infrastructure can fail as well, sometimes in ways that cause humans harm. Algorithms and AI can put people at risk—through cybersecurity vulnerabilities in your connected pacemaker or by misclassification of a stop sign for a speed limit posting in your self-driving car. Through unintentional biases built into the systems used to process your application for a loan, decide your eligibility for insurance or services, or sentence you in a court of law. Developed as commercial products, technologies are often designed to engage or addict us, and to gather tremendous amounts of valuable personal information used for system functioning and the pursuit of market share. What happens when these technologies pollute the social environment with misinformation, encourage divisiveness and predators, limit our choices and opportunities, or facilitate emotional or physical harm? Often, not much. When technologies become so essential that they are considered digital critical infrastructure, shouldn’t we expect the priorities to shift? To elevate public interests and not just business interests? To minimize and mitigate harm?

      It’s time for us to expect digital critical infrastructure to meet the same public interest norms as other kinds of critical infrastructure. To support us and protect us as we navigate the world. To be safe, fair, accessible, and trustworthy. To function well by default and be fixed when problems arise that put us at dangerous risk. That’s digital critical infrastructure that will empower humanity, even as cyberspace expands in capability and impact. That’s the digital critical infrastructure humanity deserves.

      Changing our expectations about digital critical infrastructure is the first step. It must be followed by action that makes tech better and better for us. We must change the way we create, use, and manage essential technologies to better promote the public interest. Doing so is a collective responsibility—none of us can do this alone. Even the most insanely powerful, wealthy, and famous among us can’t improve cyberspace in one fell swoop. It requires a public interest–focused mindset and the persistent application of pragmatic and responsible strategies from those who build, use, and manage technology—all of us who want to reside in a world where tech is more empowering and less risky.

      We can all do something. Each of our efforts can mount up and, over time, change things. After all, humans made cyberspace. And we have the power to make it better. If each of us adopts a public interest–focused mindset, we can reap more of the benefits and reduce the risks of cyberspace. The time to do this is now. With the advancement of AI and its encroachment on human function and draw on natural resources, we must change our expectations about the technologies essential to our well-being. We must begin to act intentionally to build and manage technologies that better serve the public. This book will help us develop a public interest tech mindset and provide a broad set of strategies to inform our actions.

      Let me introduce myself. I fell in love with math as a kid and have been in computer science, often on the frontlines, for my entire professional career. Like everyone else over 30, I grew up in a different world. There was no Facebook, Google, TikTok, or Amazon.com. Reliable information came from the six o’clock news or a set of encyclopedias—information that people trusted to be reasonably accurate. My community consisted of people I had met and who knew me, at least a little. My life was private, and I could have secrets. If I had a problem, I could easily talk with a human who could get to the bottom of things and help make systems work for me.

      That world gradually ceased to exist with the rise of the internet’s most powerful apps and services. The present world bears little resemblance to the one I grew up in. Today, information comes from everywhere but it’s hard to know what’s fake and what’s real. My digital profile has become my “permanent record”—aggregating and assessing my interests for systems that want to “know” me, define me, and target me. Very little about me is secret and everything known about me is out of context and not always true. Algorithms use my digital profile to make decisions about me, and when there’s a problem, it’s often hard to find a human who can get to the bottom of things.

      How did we get here?

      Technological innovation has transformed the world we live in and how we engage with it, often in exciting ways that broaden our horizons and expose us to a more diverse and expansive landscape, and often in ways that put us at risk for exploitation, manipulation, and worse. Cyberspace—comprised of the internet, its devices, and its systems, apps, and services—provides infrastructure for work, commerce, connection, and life. Its most essential technologies are critical infrastructure—vital to the way we function and fundamental to full participation in today’s workforce, communities, and human society.

      There is a feedback loop between how cyberspace operates and how society functions. We saw that clearly during the COVID-19 pandemic: In 2020 when seemingly everything shut down, cyberspace made it possible for many of us to maintain some semblance of professional and social functionality and important human connections. During 2020, I taught my courses remotely, bought groceries on Instacart, and got everything else on Amazon. I went to a Zoom wedding and a Zoom funeral. I took ballet lessons online twice a week with a portable barre I ordered from the internet. Cyberspace reliably provided the infrastructure that I and many others needed when it wasn’t possible or safe to do things in person. It was a lifesaver.

      But while we were using tech, tech was using us. Society’s expanded use of cyberspace during the pandemic increased the risks of digital technologies. It stoked the unfettered collection of massive amounts of personal data—data that is regularly used to manipulate or exploit us. It exacerbated the spread of misinformation—some of it touting COVID “treatments” that could kill you. It widened the digital divide—the gap between those with access to computers and internet bandwidth and those without—the haves and have-nots of cyberspace.

      The pandemic exposed the rewards and risks of digital technologies, both of which continue to increase today with our use of technology as critical infrastructure. Many of the risks come from the lack of public protections baked into the design, development, and management of essential online apps and services—search engines, commercial systems, AI-driven facial recognition systems, social media. These risks arise because better privacy protections, more security testing, and user and cultural accommodations often make technology more expensive to develop and less profitable to deploy. Because developing a commercial product often means prioritizing profit and competitive advantage over privacy, fairness, security, sustainability, and other public interests.

      To be fair, it’s not surprising that essential cyberspace technologies weren’t crafted to be public-focused critical infrastructure from the outset. Most of today’s essential technologies of cyberspace were not essential when they were developed. Google was born as an innovative approach for searching the internet in the ’90s but there were plenty of other ways to get information. Facebook was born as a way to connect university students. Amazon was born as an online bookstore when most people bought their books at local bookstores or the mall. These services were invented, developed, and nurtured by private sector companies to capture market share and make a profit. Over time, their scope, audience, impact, and profitability increased. It’s one thing to create a new product. It’s entirely another to expect that future generations of that product will be safe enough, secure enough, private enough, and fair enough for wide-scale public use when everyone comes to depend on it.

      Between their humble beginnings as commercial products and today’s widespread dependence on them as critical infrastructure, today’s online search, e-commerce, social media, and a host of other tech systems and services have become an essential part of modern life—digital critical infrastructure. Like other critical infrastructure, it’s important for them to be safe and trustworthy enough for broad public use. Companies agree with this, but there are few laws or regulations to serve as a forcing function to make their public interest intentions actionable, and to dissuade them from prioritizing profitable features over public protections. Rampant data exploitation, security breaches, and misinformation are now all part of the landscape of cyberspace. Without sufficient public protections or safe alternatives, essential parts of cyberspace have become untrustworthy, predatory, and out of (social) control. When the risks of digital critical infrastructure threaten to overwhelm its rewards, how can society thrive?

      The most essential parts of cyberspace should be subject to the same public scrutiny and societal controls as other forms of critical infrastructure. But today’s most essential digital technologies mostly get a free pass. There are more rules, regulations, policies, and government agencies involved in ensuring that the apple you buy at your local grocery store won’t make you sick than there are regulations and policies that ensure that the software you download on your computer will keep your data private, secure, and safe from exploitation.

      Going forward, we should better manage the riskiest and most essential parts of cyberspace through responsible design, development, deployment, use, and oversight. We’ve used this approach successfully to manage other kinds of critical infrastructure: We design nuclear power plants with redundant safety and monitoring systems so we can better deal with problems before they happen. Our medicines go through independent vetting processes to make sure they are good for us. Federal law minimizes personal risk by putting your financial services company on the hook—not you—when your credit card is stolen and fraudulent charges mount up.

      None of the strategies we use to lower the risks of critical infrastructure are perfect, nor is the polarized public sector where many of them are initiated. Risk reduction strategies reduce harm but rarely solve problems completely. But perfection should not be the enemy of good. For the most part, we can rely on critical infrastructure to work: Our cars are safer, our planes rarely fall from the sky, and our banks are (mostly) solvent. Responsible design and deployment, public scrutiny, and proactive interventions can, and do, help make critical infrastructure safer and more empowering. We should use similar approaches to mitigate the risks of the essential technologies of cyberspace.

      The many stakeholders of cyberspace—users, companies, governments, organizations—can all do something to promote public benefits and reduce public harm. Many efforts can nudge cyberspace to be safer, more secure, more private, more ethical, more fair, less discriminatory, and more protective of the public good.

      Needless to say, this isn’t easy, both in this moment and for an ecosystem as pervasive and complex as cyberspace. It seems especially difficult when public protections are scarce or under attack. But that’s exactly when our efforts are needed most. The real, sustained, and positive change we seek will not come from one “magic bullet” law, policy, or action. Instead, multiple efforts will add up and, over time, begin to define something in aggregate, like the tiles in a mosaic. With persistent and widespread action, our efforts to promote better tech can begin to make a difference, even if momentum is slowed by the shifting dynamics of politics and power. Our actions and changing expectations can turn the tide. Things will begin to improve. There’s reason for hope.

      Our digital critical infrastructure is human-made. And it is too dangerous. Without intervention and management, our essential technologies will likely become more so in the future, especially with today’s increasingly powerful applications of AI. But we created these technologies, and we can design, build, and manage them better. Our well-being depends on it. You and I can do something—no matter what our jobs or roles in society—so that the technologies we depend on are better, and better for us. This book can help us think about how.
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          The Big Bang of Tech
        

      
      When my wallet was stolen in the train station in New York City, it was a dispiriting reminder of how much I depend on cyberspace and the limitations of the digital systems I rely on. If I had lost my wallet 20 or even 10 years ago, the thief would have taken only my wallet and my money. That would have been discouraging and inconvenient. Now it is also dangerous, as the thief took my identity, wreaking havoc as virtual me.

      On the train home, I realized that my wallet was gone when my smartphone alerted me to $3,000 worth of purchases at Nordstrom’s and Macy’s, purchases I had not made. Gone were my credit cards, my driver’s license, money, insurance cards, my COVID card (remember those?), and various other forms of ID and documentation.

      I called the fraud number for my credit card company and talked with actual humans who could shut down my credit cards immediately. The people I talked with were great, sympathetic, and expeditious, but federal law makes my credit union the victim in this case—the inconvenience is mine, but the loss is theirs. I was lucky that there was no parking gate needing my credit card at the train station at home, or I wouldn’t have been able to get my car out of the lot.

      The ensuing days were spent in customer service hell as I tried to resurrect documentation of my existence and get new credit cards. My local bank gave me cash which I used to pay for gas and groceries, but I couldn’t do anything that involved credit—parking, automatic bill pay, rent, online orders—making it critical to replace the cards quickly.

      My credit union sent a new credit card via FedEx. FedEx had problems with my address and delayed the delivery. I couldn’t find a local phone number for any of their facilities or actual humans who could help fix the problem. All phone numbers led to a computerized system that was so limited it just hung up on me when I exhausted its algorithmic options—I was a leaf that didn’t exist in an automated decision tree.

      It added insult to injury when a week after the theft, the thief went into a different branch of my bank and withdrew another $1,200 using a doctored version of my driver’s license and my social security number. My social security number and bank account number were not in my wallet but were readily available on the dark web, courtesy of a data breach of one of the many companies I’ve dealt with. This information was neither hard to find nor expensive—the going rate for a social security number on the dark web is less than $4.

      It could have been worse. Digital identity theft has allowed thieves to steal tax refunds, open new accounts and loans in people’s names, take over victims’ email and social media, commit crimes in victims’ names, and more. But data breaches, identity theft, exploitation, and deepfakes are becoming a normal part of cyberspace. Welcome to the Information Age.

      Our experience with technology doesn’t have to be this way. Digital technologies can become safer, more secure, and less risky. With effort and time (a lot of both), we can develop and manage the technologies we depend on to be more protective and empowering. There are many ways to do this. An emerging workforce of individuals is beginning to create and manage technology in a more socially responsible way—public interest technologists. With a broad perspective and strategies that can help put the public first, you can become, or may already be, one of them.

      UMass professor Emily Nutwell describes public interest technologists as having a mindset that orients the way they approach problems. In particular, they operate with intentionality and the knowledge that tech is human-made, not neutral, and that their decisions have societal consequences. They consider multiple public interests and seek to ensure that technology is beneficial for everyone, not just specific groups. They take an ethical approach to their work and incorporate open and transparent policies in the creation and management of technology. Approaching problems with this mindset makes a difference; it creates fertile ground for action that nudges cyberspace to be more empowering and less risky for the humans who engage with it. This book will explore how we can find the public interest technologist in each of us and help make cyberspace a place where humanity can thrive.

      
        Living in Cyberspace: Ecosystem for a Tech-Powered World

        Today it is increasingly difficult—effectively impossible—to work, live, and enjoy full rights of citizenship and societal resources without engaging with digital technologies. Tech provides the infrastructure for information-gathering, human connection, entertainment, work, and education. If you use a smartphone, call a rideshare, order things online, post on social media, videoconference for work or school, or sign up for anything on a connected device, you are using tech and tech is using you. How information systems are structured, how your data is managed, who or what is making decisions, and what is happening behind the scenes impacts everyone.

        Cyberspace is an ecosystem. It is dynamic, decentralized, and human-made. Many of its most common apps and services are essential to the functioning of modern society. Cyberspace has transformed the way we engage and who we are. And it’s becoming increasingly risky for the humans who depend on it.

        Depending on whom you ask, digital technologies will either usher society into a new world of tremendous opportunity or drive humanity to extinction. The truth is somewhere in between. We must find a way to minimize and mitigate technology’s risks while reaping its rewards. Sometimes that seems impossible. Tech is created and largely controlled by the people who profit from it. For the rest of us, managing the risks of cyberspace and changing its trajectory seem increasingly out of reach—with obscene amounts of money at play, powerful entrepreneurs, and big multinational companies that have more influence than many countries. The tension between private interests (profit, market leadership) and public interests (privacy, safety, security, fairness) often creates unacceptable risk. What can the public do?

        A lot of things. First, we have to recognize what the risks are. Information technologies today are born of innovation, and with new ideas we imagine the potential, but many of the perils may be unknown. We best understand the societal impacts of digital innovation when new ideas are released into the wild as commercial products for the public. Often vulnerabilities show up at scale, when enough people use a product and unanticipated risks begin to emerge. For example, social networks are of great value between trusted friends and colleagues. At scale, with a whole world of unknown posters, predators, and followers, social networks have become fertile environments for cyberbullying, the spread of misinformation, child exploitation, and other harms. We now need to do something proactive, whether it be curation of content, limitations on who can participate and how, ways to vet the trustworthiness of posts or posters, viable alternatives, or other strategies. The goal? Controls that allow us to effectively manage social networks to reduce their risks so we can better enjoy their benefits.

        Once we understand the downsides of the technologies we use, it’s up to us to act to make sure that our essential technologies are big on public benefits and low on risk. We must create societal controls and interventions—law, policy, standards, practices—that manage both deployment and use of existing technologies to mitigate their risks. We must proactively design and develop new technologies in a socially responsible way to minimize risk and incorporate public protections.

        All of this takes time. Roughly 100 years ago, sociologist William Ogburn called the period of adjustment between innovation and the development of societal frameworks to manage their risks the “cultural lag.”1 He recognized this lag 100 years before the public introduction of ChatGPT and the frenzy about the need to manage AI and social media, and 100 years after child labor and environmental laws were created to manage new forms of mass production during the Industrial Revolution. The need for societal interventions to promote public well-being in the wake of powerful innovation is not a new phenomenon. Humanity has been here before.

        And so it can happen with information technology. With mounting public concerns about the exploitation of data, identity theft, the risks of AI, the need for security in self-driving cars and connected medical devices, and a host of other public challenges, it is time to create the interventions that will minimize and mitigate the risks of technology for the people who use it. To do that, it’s useful to understand how we got here.

      
      
        The Information Big Bang: How Cyberspace Started

        In the beginning, there was the internet. The internet—a network of networks—was seeded through many efforts in computer networking during the 1970s and 1980s, and particularly through the vision and funding from the US Department of Defense’s Advanced Research Projects Agency (ARPA) and the National Science Foundation. Use of the internet as we now know it was made possible by Tim Berners-Lee, a physicist working at the CERN intergovernmental particle physics lab in Geneva in the 1980s, who invented the World Wide Web.

        The World Wide Web was ground zero for modern internet applications. Berners-Lee invented the Web to be an information management system that could serve as a central repository for research results, techniques, and other information. Files could be put online to the server by researchers, and their colleagues could access the information remotely through a browser—an application that retrieves and displays information from websites. The driving “killer app” for the system was CERN’s telephone directory. Berners-Lee invented an internet addressing system (URLs) and a system for networked communication between a website and a server (HTTP—hypertext transfer protocol)—establishing a model of communication used by over a billion websites on the internet today.2

        Internet development and use expanded rapidly in the 1990s and beyond, defining modern global communication. Importantly, global information migrated from physical libraries, notes, newspapers, books, reports, and other sources to somewhere online. By 2007, paper-based storage constituted .0007 percent of our technological memory while 94 percent was in digital form.3

        In a very real sense, the internet seeded an information big bang for human society. From the development of the internet’s physical telecommunication networks and software protocols to manage information flow, to the subsequent galaxies of apps, services, systems, and products, the internet and its digital universe—cyberspace—have had far-reaching societal, economic, and environmental impacts and have transformed the modern human experience.

        The notion of cyberspace recognizes that the internet and its digital galaxies are an ecosystem with their own sociotechnical culture. The term cyberspace was loosely defined in the 1980s by William Gibson in the sci-fi book Neuromancer as “a consensual hallucination experienced daily by billions of legitimate operators, in every nation, by children being taught mathematical concepts . . . A graphic representation of data abstracted from the banks of every computer in the human system. Unthinkable complexity.”4

        Today’s many definitions of cyberspace are a little more down-to-earth, but most convey the sense of cyberspace as an integrated and interconnected environment. This is reflected in the characterization of cyberspace by none other than the Joint Chiefs of Staff of the US Department of Defense who consider cyberspace to be one of five interdependent domains alongside land, air, maritime, and space.5 Like each of the Department of Defense’s other interdependent domains, cyberspace—driven by digital creation and use—operates as an ecosystem with its own culture, ethos, and norms.

        In its early years, cyberspace was interesting, useful, and nonessential. There were other ways, common ways, to do everything you could do on the internet—get information, communicate, collaborate. But by the early 2000s, the internet had become the delivery mechanism of choice for a wide variety of applications, applications Berners-Lee and its original developers never imagined, and “born digital” applications for which the internet was the only delivery mechanism.

        Fast-forward to today. Our world is unimaginable without the internet and its apps and services, and it’s the only world that anyone under 30 has ever known. Cyberspace didn’t just change the way that information is stored and accessed, it changed the way we engage with information, and it changed society. It changed how we learn and what we learn, how we work and where we work, how we play and how we engage. It changed how we date, shop, drive, and express ourselves.

        We have become residents of cyberspace. Most of us have many devices that connect to the internet, including our laptops, smartphones, e-readers, cars, smart doorbells, fitness trackers, baby monitors, connected medical devices, and so on. Those devices produce and process a tsunami of information—information that can greatly benefit us and information that feeds highly profitable business models for digital products, apps, and services with an insatiable appetite for data. For nearly half the population, this is just the way things have always been.

        The internet seeded the technological big bang of cyberspace, but its extraordinary and ongoing expansion is all human-made. Humans make choices at every stage to create, commercialize, and manage the technologies of cyberspace. Each of those decisions has consequences that impact the societal and physical worlds we live in, and ultimately our well-being. For example, how an app or service deals with data defines its approach to privacy: Your dating site provider can decide whether to keep
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