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Introduction

We all tend to share our
personal information with people whom we trust and not with strangers.
However, we share a lot of information online that affects our
privacy, directly or indirectly.

With the ever-evolving
technology and increased use of internet, it is important for every
individual to create boundaries for the type of information shared
online. We spend enormous amount of time browsing the web and share a
lot of information on social networking websites like Facebook,
Twitter, LinkedIn, Instagram, etc. All the information we share
online is particularly vulnerable to the dangers involved.
Predators, hackers, cyber criminals, spammers, cyber stalkers,
identity thieves and other criminals try to take advantage of the
information we share online. Therefore it is extremely important to
be careful about the information we reveal online.

Now, let us discuss in detail
different types of risks involved and the ways to protect data we
share online.

CYBER SAFETY

 Cyber Safety is defined as the safe and
responsible use of Information and Communication
Technologies. In Simple words, it is ‘staying safe on the Internet’. It
is not only about keeping information safe, but also about
following good netiquette, otherwise called as cyber ethics. Online
dangers include invasion of privacy, cyber bullying, cyber
trolling, stranger danger, identity theft, exposure to
inappropriate material, harassment, etc.

Cyber security is referred to as
physical protection (hardware and software) of personal information
and technology resources from unauthorized access gained through
technological means.
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Network
Security: It
refers to the adoption of security policies and provisions for
monitoring unauthorized access, misuse, denial of service for a
computer host and other accessible networks.

Data
Security: It
is the protection of data from accidental or intentional
modification or destruction of data in an unauthorized
manner.

Application
Security: It
refers to use of software, hardware and procedural methods to
protect applications from external threats.

Information
Security: It
involves protection of sensitive information from illegitimate
access, usage, revelation, disruption, modification, destruction or
recording.

Endpoint
Security: It
is the process of securing the endpoints on a network such as
personal computers, laptops, mobile phones, tablets and other
equipment like bar code readers, point of sale terminals,
etc.






CYBERCRIME

Cybercrime or computer crime is
a term used for criminal activities in which a computer is used as
a tool to carry our fraudulent activities like hacking, phishing,
spamming, etc. In other words, cybercrimes are the offences
committed against an individual or groups of individuals with a
criminal motive. This may include online bank information theft cyber
stalking, cyber bullying, identity theft, unauthorized access to
computer systems, etc. Cyber terrorism, cyber extortion, cyber
warfare are some of the cybercrimes that are also of significant
concern. Few concerning issues and crimes are mentioned
below:

Piracy:

The unauthorized duplication of
copyrighted content, work, creation, invention or conception is
known as piracy. The pirated content is then sold at substantially
low prices. Music and IT industry are particularly targeted for
piracy. Encroachment on certain selected rights allowed to the
copyright holder, like the right to reproduce, distribute come
under piracy. The copyright holder is the creator, and the
publisher. Copyright holders regularly apply legal and
technological methods to prevent and penalize copyright
violation.

Plagiarism:

Plagiarism is an act of
intellectual stealing and presenting someone else’s work, word,
images or ideas as your own, with or without their consent. It may
be intentional or just accidental copying. Under the regulations
for examinations, intentional or careless plagiarism is a
disciplinary offence. Plagiarism is not in itself a crime, but
can establish copyright violation. In academia and industry, it
is a serious offence.

Cyber bullying:

Cyber bullying is a form
of pestering
or nuisance. When someone, especially a child or teen is
mistreated, threatened, harassed or embarrassed online. It consists
of directing, sharing or posting false, undesirable, damaging,
false content about somebody. It can be intentional or accidental.
Severe, continuous or recurring cyber bullying can cause anxiety,
depression or other stress-related disorders in both victims and
bullies.

Cyber Libel:

Cyber libel refers to the
deliberate misinterpretation of posting inaccurate /
untrue
statements regarding some person or event on message boards, blogs,
chat rooms, personal websites, social media, social networking
sites to harm someone else’s reputation. Sometimes, cyber libel
leads to unlawful and criminal behavior.

Internet
Hacking:

Computer / Internet hacking is
the process of modifying or altering software and hardware to
attain some specific goals that is different from the original
objective of the creator. It includes stealing classified
information or passwords to access a site and alter a website
without permission. The individuals who engage themselves in computer
hacking activities are known as hackers. They are usually skilled
computer programmers with knowledge of computer security and much
more. They can find and exploit the weakness of computer systems
and / or networks to gain access. They could steal important
information or could create viruses that could affect important
websites or computer systems. Based on the motive, hackers can be
classified as:

White Hat
Hackers:
White hat hackers are also known as principled hackers. They are
the cyber security experts who perform penetration test and
identify loopholes in cyber security for the government and other
major organizations. They also ensure protection from black hat
hackers and other malicious cybercrimes.

Black Hat
Hackers:
Black hat hackers are also identified as crackers. They gain
unauthorized access to computer systems for personal gain. The
intent is usually to steal and privacy violation of corporate data
or transfer funds from bank accounts, etc.

Grey Hat
Hackers:
Grey hat hackers are the one who are in between ethical and black
hat hackers. They use their skills for legal or illegal acts but
not for personal gains.

Script
Kiddies:
Script kiddies are the amateur hackers who do not care much about
the coding skills. They generally download tools or use available
hacking codes written by other developers and hackers. Their main
purpose is to impress their friends or gain attention.

Hacktivists: Hactivists use hacking to
spread social, religious and political messages. They do this by
hijacking websites and leaving the messages on the hijacked
website.


Cyber Stacking

It is criminal practice of
using internet to annoy or threaten someone. Cyber stalking is also referred
to as internet stalking or e-stalking. Stalkers take help of social
networking sites by tracking posts, blogs, images, video, etc., to
accumulate enough information to plan harassment. Cyber stalking
can also occur in combination with the more traditional form of
stalking, where the stalker harasses the victim offline. There is
no unified legal approach to cyber stalking but the government is
making these practices punishable by law.

There are many simple ways to
guard against cyber stalking. One of the most useful precautions is
to stay anonymous to the identity, rather than having an
identifiable online presence. This can be done by using primary e-mail account
only for communication with reliable people and setting up an
anonymous e-mail account for other purposes.

Cyber terrorism

Cyber terrorism is the use of information
technology or cyber capabilities to deliberately create and exploit
fear through violence or threat of violence in order to achieve
desired political, religious or social gain. The main aim is to
conduct disruptive and destructive militant operations in
cyberspace. Individuals or groups can use cyberspace to threaten
citizens, specific groups, communities and countries.

Monetary frauds

These crimes are a kind of
theft that occurs when a person or entity takes money or property
and utilizes it in an illegal manner with the motive to gain a benefit
from it. These crimes are different from common theft or robbery as
they involve some form of deceit, bluff or the abuse of a position
of trust.

Identity theft

Identity theft is a method used
to carry out criminal activities and using someone else’s identity for
financial gain and to obtain credit and other benefits in the other
person’s name.

Spoofing

It is a type of fraud where an
intruder attempts to gain unauthorized access to any user’s system
or information by pretending to be that user. Different types of spoofing
include email; caller ID and uniform resource locator (URL) spoof
attacks. The main purpose is to trick the user to steal personal
and confidential information like passwords.

Browsing the Web
Safely

 Internet is the virtual treasure of information
that has become an integral part of our everyday life and has
revolutionized our lives. There is an excess of websites, but not all of
them are good. In other words, Internet is one of the most powerful
tools in the world if used carefully. There are many great dangers
associated with web browsing but with some smart online safety
practices, one can avoid cyber threats. Given below are some
important tips for safe browsing.

Identity
Protection

Your identity or personal information
can be used by someone else without your permission to commit a
crime or fraud. It is vital to protect your identity so that no one
can misuse it. We should never share our personal information like
address, phone number, pictures, etc. on the internet. Also, we
should not post regular status and location updates on social
networking sites. Knowingly or unknowingly, we tend to provide our
personal information online. We should avoid answering tricky
quizzes, accepting friend requests from unknown people, providing
our account details, etc. Hackers can use this information for
malicious activities.

Proper usage of
Passwords

Many users use easy to remember passwords
like 1234, birthdates, names of family members, etc. which are easy
to crack. For protection, it is advisable to use strong and unique
passwords with special characters in it. Use of multiple passwords
for different online accounts helps in preventing the thieves to
gain access to all the private data at once. Moreover, users should
change passwords frequently to avoid hacking and should not share
passwords with other people.

Use of two-way authentication process can
be used to guard the account where you are required to enter your
password and also use a second form of identity verification, such
as text messages code, finger print or facial recognition, etc.
This makes it harder for hackers to steal personal
information.

Careful use of Public
Wi-Fi

Free Wi-Fi at public places is insecure
and internet thieves can easily peep into accounts and activities
of users. It is better and a secure option to use phone and a
cellular connection in public places. There are several ways that a
hacker can employ on public Wi-Fi networks to steal information.
This can be done by using fake hotspots, malware installation,
Wi-Fi sniffing, etc.

Privacy
Settings

While using the










































cover.jpg
- Learn All about
 Cyber Safety






tmp_0ca633baa1edf0c713b5acc56277cd8e_Jg_v7H_html_6045a08b.png
Elements

of Cyber
Security

Application Data
Security Security






