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  About the Book


  The benefits of living in a digital, globalised society are enormous; so too are the dangers.


  * The world has become a law enforcer’s nightmare and every criminal’s dream. We bank online, shop online, date, learn, work and live online. But have the institutions that keep us safe on the streets learned to protect us in the burgeoning digital world? Have we become complacent about our personal security – sharing our thoughts, beliefs and the details of our daily lives with anyone who cares to relieve us of them?


  * In this fascinating and compelling book, Misha Glenny, author of the international bestseller McMafia, explores the three fundamental threats facing us in the 21st century: cyber crime, cyber warfare and cyber industrial espionage. Governments and the private sector are losing billions of dollars each year, fighting an ever-morphing, often invisible, often super-smart new breed of criminal: the hacker.


  * Glenny has travelled and trawled the world. And by exploring the rise and fall of the criminal website, DarkMarket, he has uncovered the most vivid, alarming and illuminating stories. Whether JiLsi or Matrix, Iceman, Master Splynter or Lord Cyric; whether Detective Sergeant Chris Dawson in Scunthorpe or Agent Keith Mularski in Pittsburgh, Glenny has tracked down and interviewed all the players – the criminals, the geeks, the police, the security experts and the victims – and he places everyone and everything in a rich brew of politics, economics and history.


  * The result is simply unputdownable. DarkMarket is authoritative and completely engrossing. It’s a must-read for everyone who uses a computer: the essential crime book for our times.


  About the Author


  Misha Glenny is a distinguished journalist and historian. As the Central Europe Correspondent first for the Guardian and then for the BBC, he chronicled the collapse of communism and the wars in the former Yugoslavia. He won the Sony Gold Award for outstanding contribution to broadcasting. The author of four books, including the acclaimed McMafia, he has been regularly consulted by the US and European governments on major policy issues and ran an NGO for three years, assisting with the reconstruction of Serbia, Macedonia and Kosovo. He now lives in London.


  website: www.darkmarketinsider.com

  twitter: @MishaGlenny
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  INTRODUCTION


  This is a true crime thriller about a gang of thieves and hackers who stole tens of millions of dollars using the Internet. In the history of gangsters, the DarkMarketeers were trailblazers. This book is their story.


  Since DarkMarket was first published ever larger areas of the Internet have been transformed into battlegrounds. Groups like Anonymous, challenge state and corporate authority on the Web by launching surprise attacks against targets as various as the US’s Department of Justice to Mexico’s drug cartels. Around the world, Net pirates disseminate movies, music and books in defiance of international copyright. Governments routinely block websites for political, commercial or policing purposes.


  Beyond this, the Web has become the number-one tool for intelligence agencies, while the ability to wage effective war depends increasingly on cyber capability. And criminals, of course, continue to find ingenious new ways to strip us of our money.


  The year 2011 saw some spectacular feats of hacking on the Web. Who would have thought Sony could allow the details of its PlayStation Network customers to be exposed? After all, this is one of the titans of online gaming and, as such, might have been expected to put Fort Knox-like security provisions in place.


  Saudi Arabian hackers released tens of thousands of credit-card details stored on an Israeli online sports store. Up to this point Israel’s systems looked invulnerable to the rather desultory attacks launched by its neighbours.


  Facebook was hit by a massive fraud named Koobface, through which a St Petersburg-based gang became the first group to perpetrate huge fraud using the dramatic possibilities for infection offered by social media. Western law-enforcement and security researchers identified members of the Koobface team by name, but have never managed to arrest them.


  Most of you who pick up this book will have had your credit card ‘compromised’ at some point. You probably don’t care, because your bank has covered the losses. But how long can this go on for? With cybercrime on the rise, banks and their insurance companies may reach a point where they make customers responsible for their own security. Some banks have already made moves in this direction – if you fail to download and install their recommended software and your account is then hacked, they will no longer pick up the tab.


  Have you ever wondered who these fraudsters who steal your identity and credit cards are? Are they all pimply Russians with nothing better to do? Are they like other criminals, with a different set of tools? Some of them are, but others represent an entirely new breed. What we are witnessing is the rise and rise of a novel type of crime, which is increasingly difficult to define, detect and police.


  Money is often the motivation, but not always. The hallmark of Anonymous, the leading representatives of the so-called ‘hacktivists’, is to engage in Robin Hood-style theft. They stole thousands of credit-card details from a private intelligence company – including those of Henry Kissinger – only to use them to donate money to charity.


  This book is not intended as a comprehensive survey of cybercrime. Nor is it a handbook for those looking to protect themselves from online fraud (although you may pick up a few tips). This is a true story, as told to me by a gang of criminals who ran an illegal website, and by the cops who went after them.


  I spent two years tracking down this disparate group from California through Germany and Ukraine to Turkey – and unlikely places inbetween. Indeed, my story begins in the town of Scunthorpe in the north of England. The guys who ran the DarkMarket website were a gang, a new type of mafia. But they never met face-to-face. They were not bound by ties of blood or by loyalty forged in combat. They might have known which country each other lived in, but beyond that they were clueless as to each other’s identity. And yet, by the end, some had formed remarkably close bonds. Except that on the Internet, of course, you can never really trust anyone. And none of them were quite what they seemed.


  The DarkMarket website was like a virtual Ali Baba’s cave. Instead of long-forgotten treasure, it contained credit-card details, forged passports, stolen identities, bank-account details and, for the more technically minded, the latest computer viruses. In this book you will meet the gatekeepers to this online fencing operation, as well as some of the thieves who availed themselves of its services.


  DarkMarket was a turning point in the history of Internet crime and the new digital mafia. And so was its demise. The success of the FBI-led operation against the DarkMarketeers convinced cyber criminals that the days of the online forum were now over. And so DarkMarket was both the high point and the final curtain for so-called ‘carding’ sites.


  But it was not the unexpected collapse of the website in October 2008 that signalled the end of the period in which colourful and unique characters, such as Matrix, JiLsi, Cha0 and Iceman, dominated crime on the Web. It was an even greater rip-off perpetrated on the global economy – the failure of the Western banking system – that persuaded traditional mafia organisations to take a closer interest in the Web and get in on the game of cybercrime.


  Massive traumas to the economy like the banking collapse always have a catalytic impact on organised crime. Initially they disrupt traditional criminal activity. With less money to spend, consumers dispense with luxuries, like the core mafia businesses of recreational drugs or prostitution. As the licit economy contracts, so do the economic fortunes of those markets, which operate in the shadows.


  But, being subject to minimal regulation (they only need to watch out for the cops and their mafia competitors), criminals can adapt quickly to new circumstances. Throughout the twentieth century, recessions and depressions have invariably led to a dramatic spike in financial fraud, loan-sharking and illegal gambling, as ordinary folk seek desperate solutions to their money difficulties.


  2008 was no exception to this rule. But when traditional crime groups across the Western world turned to fraud on this occasion, they discovered that in the intervening years, technology had transformed this particular branch of the business.


  The first and most visible fraudsters were the Nigerian spammers engaged in 419 scams. These consisted of pleading emails aimed at persuading gullible people across the globe to part with their savings, with the promise of untold riches which the fraudsters claimed awaited them in a West African bank.


  This form of fraud has been around for quite literally hundreds of years but it was traditionally a complex operation that involved intricate planning and organisation. That changed when the fax machine became an essential part of the furniture in offices and homes. Working out of Nigeria, the 419 scammers found they could suddenly reach tens of thousands of potential victims via fax. With the development of email, this figure rocketed into the millions.


  If you send out five million spam 419 emails, you only need a take-up of 0.01 per cent to sink your claws into 500 potential victims. And even if you are only able to ensnare, say, 10 per cent of those, you may still be able to squeeze several thousand pounds out of fifty people. That is a very profitable take-up.


  If it wasn’t so lucrative, fraudsters would not make the effort in the first place. Canada’s Bell Telephone Company has illustrated the extent of the problem by revealing that in their Western division twenty-four billion of the twenty-five billion emails they convey every month across their network are spam. (One of the collateral difficulties caused by criminal activity like this on the Web is that it absorbs a vast amount of bandwidth. And with our rapidly increasing demand for bandwidth, especially since the streaming of films and TV has become so popular, the world is actually heading at the moment for an acute shortage of bandwidth that, if unresolved, will lead to our systems crashing within the next ten years.) So when traditional organised-crime groups started revisiting the world of financial fraud in the wake of the global banking crisis, they quickly discovered the new tools available that encouraged extraordinary economies of scale.


  Early on, Britain’s Serious Organised Crime Agency (SOCA) identified how traditional groups had begun to appreciate the value of the Internet as a way of scaling up old-fashioned frauds, after the collapse and nationalisation of the Northern Rock bank. A gang had succeeded in accessing the records, email addresses, phone numbers and other details of a large number of Northern Rock’s customers. It is not known whether an insider working for the distressed bank passed these on, using a CD-Rom or memory stick, or whether the gang had hacked the servers, although it was probably the former.


  SOCA picked this up because an inordinate number of customers complained that they had received offers to buy into a fraudulent mortgage scheme, which played on the fact that, as Northern Rock customers, they might wish to move their custom elsewhere.


  The attempted scam against Northern Rock customers was unsuccessful, but it pointed to a higher degree of criminal organisation in cyber-assisted scams. At the beginning of October 2010, FBI agents in Washington unveiled the details of a string of arrests made in the previous two weeks in Britain, the US and, most strikingly, in the Ukraine. Some fifty officers from Ukraine’s cyber division arrested five individuals, believed to be the masterminds behind the major scam that was known as Operation Trident Breach.


  Using a customised version of one of the criminal hacker’s most popular viruses, called ZeuS, they had broken into the computer systems of dozens of small businesses around the United States and accessed these companies’ bank accounts. Key to the original success of the crime were the creation and maintenance of a small army of money-mules inside the United States. The money syphoned out of the victims’ accounts was transferred to bank accounts opened chiefly by Russians and Ukrainians who were in the United States on temporary work or student visas. They would then send the cash on to Eastern Europe in relatively small amounts, which are hard to identify as fraudulent, before leaving the country after three or four months.


  As the FBI and its sister organisations in Europe began to reveal the organisers behind this Internet fraud, it confirmed their worst fears. Gone were the days of the ‘lone wolves’ – individuals who would commit Internet crime for their own personal enrichment. This was a ‘pack’ of criminals: each member had his own specific job to do. There was a mastermind; there were virus-writers; there were the mysteriously named ‘bot herders’ who controlled infected or compromised computers; and there was an entire financial department responsible for managing the money-mules and organising the transfer of funds. This was not the work of individual opportunistic hackers. This was the work of a professional crime syndicate.


  If cybercops were simply charged with busting cyber criminals, they might at least feel as though they stand a chance. But so much is changing among the Internet’s undergrowth that their job becomes more complicated by the day.


  The value of the Internet as a political tool is multiplying all the time. In some instances, the power of social-media networks has made a huge contribution to progressive political change. In early 2011, a breathtaking and unexpected revolutionary movement rolled across large parts of the Maghreb and the Middle East, grabbing the stifling gerontocracies in Tunisia and Egypt by the throat. The security apparatuses of these two countries had failed to appreciate how powerful Twitter, Facebook and Skype could prove in the hands of a young and dynamic population.


  In Egypt, the Mubarak government panicked and took the unprecedented step on 27th January 2011 of turning off the Internet for five days. Of course what the regime had failed to take into account was that much of the country’s infrastructure and a lot of its commerce depended on a smooth-functioning Web, and before long, business interests had pressurised the government into restoring it.


  The political impact of the Web was, however, by no means all one-way traffic in favour of progressive revolutionaries. In countries such as Iran and Belarus, governments had learned well before the Arab Spring to use Twitter and Facebook as a way of bamboozling, discrediting and disarming the opposition.


  The security services in Syria were better prepared for the popular uprising against President Hafez Assad’s government. They received assistance from several Western companies that had made substantial profits by supplying Damascus with highly intrusive systems capable of monitoring Syrian users’ Internet activity. As in Russia, China and Iran, the Internet in Syria started to resemble the surveillance techniques that George Orwell had imagined in 1984 – the Web as Big Brother.


  In the West, governments avoided explicit political controls on the Net, although the United States and its anglophone allies continued to develop their digital espionage capability through the lead organisation, the National Security Agency.


  On the civilian front, the penalties against hacking were ratcheted up in several countries. Once again the United States took the lead, as annual losses to cybercrime and cyber industrial espionage continued to increase. In 2009 President Obama’s White House announced solemnly that cybercrime and industrial malfeasance cost the global economy $1 trillion a year – an astonishing figure, which represented more than 1.5 per cent of the world’s GDP.


  Could this and similarly scary figures have been true? Nobody knows. Although millions of hack-attacks are launched every day around the world, there is no mandatory requirement on companies, governments or individuals to report such attacks or their consequences. That is, of course, if they even know they have come under attack.


  Perhaps the most important consequence of this ignorance is that it prevents the emergence of a secondary insurance market against the possibility of becoming a victim of cyber attack. Both companies and individuals find it next to impossible to insure themselves against losing their bank accounts, identities or data to thieves, because the lack of data means that nobody can measure the risk. This is something that will have to change, and already in government and in private-sector back rooms the possibility of introducing a mandatory requirement to report successful cyber attacks is the object of lively discussion.


  Companies are very reluctant to agree to this because it means handing over to the state, information about their computer system and its vulnerability. And after WikiLeaks and similar incidents nobody has any great confidence in the ability of the state to keep a secret.


  A reporting requirement, although desperately needed, implies that the state will exert even greater control over the management of the Internet. Taking this together with the other developments described above means that nations have, both intentionally and unintentionally, been building walls around the Internet to regulate what information may and may not circulate in their country; as well as who may be allowed access to it and who not.


  The Web is being separated into a series of national intranets that reflect the cultural, political and security concerns of the local government. ‘As cyber security and national security become ever more entwined, an increasing number of countries may impose censorship,’ explained Rex Hughes, a Cambridge academic who advises Western governments on cyber defence. ‘A number of countries have already gone down this route,’ he added.


  Following the discovery of Stuxnet, the virus that attacked the systems running Iran’s nuclear-enrichment facilities at Natanz and Bushehr, dozens of countries around the world have started developing their own cyber-warfare capability. The prospect of one state (or indeed a group of freelancers) launching an attack on utility companies, transportation or financial systems or government departments is now a distinct possibility. These weapons are not being developed within the framework of any international treaty, as the major cyber powers simply cannot agree on the basic rules of the game in cyber security. It is every country for itself.


  There is now more than sufficient evidence demonstrating that the Web and networked computer systems possess immensely destructive powers. These are magnified by our wholesale and expanding dependency on this technology in almost every aspect of our lives.


  The time has come when we can no longer expect a group of civil servants and security boffins to shield us from the possible negative consequences of the bad stuff going on in the Net. We need to understand the nature of the threats and where they come from. And if there is one thing I have appreciated while uncovering a weird, frightening, but ever so slightly wonderful world like DarkMarket, then it is the need to start talking to hackers and the people who can manipulate the power of the Web.


  PROLOGUE


  crime@21stcentury.com


  In humanity’s relentless drive for convenience and economic growth, we have developed a dangerous level of dependency on networked systems in a very short space of time: in less than two decades, huge parts of the so-called ‘critical national infrastructure’ (CNI in geekish) in most countries have come under the control of ever more complex computer systems.


  Computers guide large parts of our lives as they regulate our communications, our vehicles, our interaction with commerce and the state, our work, our leisure, our everything. At one of several cybercrime trials I have attended in recent years, Britain’s Crown Prosecution Service demanded the imposition of a so-called Prevention of Crime Order on a hacker, which would come into force after his release from prison. The Order would block him from accessing the Internet except for one hour a week under the supervision of a police officer. ‘By the time my client completes his sentence,’ the defendant’s lawyer remarked at the hearing, ‘there will barely be a single human activity that will not somehow be mediated by the Internet. How is my client supposed to live a normal life under such circumstances?’ he asked rhetorically.


  How indeed. Those who have left their mobile phone at home even for a few hours usually notice an intense irritation and a sense of loss, akin to cold turkey among more dependent users. Interestingly, when deprived of the device for three days, this corrosive feeling of unease is often replaced by a rush of liberation as one is transported back to a world, not so far away, where we neither had nor needed mobile phones and we arranged our lives accordingly. Today most people feel they cannot live without these tiny portable computers.


  Perhaps the nearest comparison to computers is the motor vehicle. As cars became a standard family item from the 1940s onwards, only a minority of drivers really understood what was going on under the bonnet. Nonetheless that was still quite a number who could fix their vehicle whatever the cause of breakdown, still more who could tweak the carburettor in order to limp home, and most could at least change a flat tyre.


  These days if it’s only a flat tyre, you can still probably reach your destination. But a growing number of breakdowns are now the result of a computer failure in the control box – the black plastic housing usually located behind the engine. If it is a control-box issue, then even if you are an experienced tank mechanic you won’t be able to get the car moving. If you are lucky, a computer engineer will be able to fix it. But in most cases you will need to replace the unit.


  Computer systems are so much more complex and fragile than internal combustion engines that only the very tiniest group of people can begin to deal with a problem beyond the familiar mantra, ‘Have you tried rebooting it?’


  We now find ourselves in a situation where this minuscule elite (call them geeks, technos, hackers, coders, securocrats, or what you will) has a profound understanding of a technology that every day directs our lives more intensively and extensively, while most of the rest of us understand absolutely zip about it. I had first begun to appreciate the significance of this when researching my previous book on global organised crime, McMafia. I travelled to Brazil in order to investigate cybercrime because this absorbing country is, among its many positive qualities, a major centre of bad stuff on the Web – though this was little known at the time.


  Here I met cyber thieves who had engineered a spectacularly successful phishing scam. Phishing remains one of the most dependable pillars of criminality on the Internet. There are two simple variants. The victim opens a spam email. The attachment may contain a virus, which enables a computer somewhere else in the world to monitor all activity on the affected computer, including the input of bank passwords. The other trick lies in designing an email that appears to have been sent by a bank or other institution, requesting confirmation of login and password details. If the recipient falls for the ruse, then the spammer can use these to access some or all of your Internet accounts. The Brazilian hackers demonstrated step-by-step how they secured tens of millions of dollars for themselves from bank accounts in Brazil, Spain, Portugal, the United Kingdom and the United States.


  I then visited the cybercops in Brasilia who had busted four other members of their criminal group (although at least twice that number were never tracked down by the police), and then I interviewed the chief of X-Force, the covert-operations department of the American computer security company, ISS. In the space of about a week I realised that conventional or traditional organised crime, colourful and varied though it was, carried with it significantly greater risks for the perpetrators than for those engaged in cybercrime.


  Old-fashioned organised-crime groups, attached to the technology and means of the twentieth century, need to overcome two daunting hurdles if they are to make a success of their chosen profession. The police represent their primary business risk. The efficacy of law enforcement varies both geographically and in time. Organised-crime groups adapt themselves to these changing conditions and choose one of a number of methods of dealing with the forces of law and order. They can attempt to outmuscle them; they can corrupt them; they can corrupt politicians exercising authority over the police; or they can evade detection.


  Then they face a second problem: threats posed by the competition, other bad guys trawling for prey in the same waters. Here again they can attempt to outmuscle them; they can suggest forming an alliance; or they might agree to be absorbed by them.


  In neither case, however, can the criminal syndicate simply ignore them – that way lies failure, with sometimes fatal results. Key to survival and prosperity is the ability to communicate with your fellow criminals and with the police – and, indeed, to send the correct messages to both groups.


  In Brazil, I learned very quickly that twenty-first-century crime is different.


  Most importantly, it is much much harder to identify when people are up to no good on the Web. Laws governing the Internet vary greatly from country to country. This matters because in general a criminal act over the Web will be perpetrated from an IP (Internet Protocol) address in one country against an individual or corporation in a second country, before being realised (or cashed out) in a third. A police officer in Colombia, for example, may be able to identify that the IP address coordinating an assault on a Colombian bank emanates from Kazakhstan. But then he discovers that this is not considered a crime in Kazakhstan, and so his opposite number in the Kazakh capital will have no reason to investigate the crime.


  Many cyber criminals have the intelligence to research and exploit such discrepancies. ‘I never use American credit or debit cards,’ one of Sweden’s most successful ‘carders’ told me, ‘because that would put me under the legal jurisdiction of the United States wherever I am on the planet. So I just do European and Canadian cards, and I feel both happy and safe with that – they will never catch me.’


  The divide separating the United States from Europe and Canada is most important, as these are the areas where the highest concentration of cybercrime victims live. The latter territories have much stronger laws in force to protect individual liberties and rights on the Web. Successive US governments have granted greater powers to law enforcement than most European governments would contemplate, allowing officers easier access to data from private companies, in the name of fighting crime and terrorism.


  The implications of this are both profound and, for the moment, impenetrable. Concerns about crime, surveillance, privacy, the accumulation of data by both private and state institutions, freedom of speech (step forward WikiLeaks), ease of access to websites (the so-called net neutrality debate), social networking as a political tool, and national-security interests constantly bump up against one another in cyberspace.


  One might argue, for example, that Google’s multi-platform, multitasking omnipresence violates the principles of America’s anti-trust legislation and that the agglomeration of all that personal data is both an opportunity for criminals and a threat to civil liberties. Yet Google might well respond that the very essence of its genius and success lies in its multi-platform, multitasking omnipresence and that this in itself promotes America’s commercial and security interests. If it wishes, the US government can access Google’s data using legal procedures within hours and, because Google gathers data from all over the world, this gives Washington an immense strategic advantage. Other governments should be so lucky. Unlike its Chinese, Russian or Middle Eastern counterparts, the American government does not need to hack Google to explore its secrets. It can get a court order instead. Would you really give that up in the name of anti-trust legislation?


  The Internet is one big-bubble theory – you solve one problem affecting it, but another, seemingly intractable, pops up elsewhere.


  And the biggest problem of all for law enforcement is anonymity. For the moment, it remains perfectly possible for anybody accessing the Internet with the requisite and learnable knowledge to mask the physical location of a computer.


  There are two primary ways of doing this – the first cyber wall is the VPN or Virtual Private Network, whereby a group of computers can share a single IP address. Usually the IP address relates to a single machine, but with a VPN several computers in entirely different places around the world can appear to be situated in Botswana, for example.


  For those who are not satisfied with the VPN as protection, they may also build a second cyber wall by using so-called proxy servers. A computer that is located in the Seychelles could be using a proxy in, say, China or Guatemala. The proxy does not reveal that the original IP is transmitting from the Seychelles, and in any event that computer is part of a VPN based in Greenland.


  Setting all this up does require advanced computer skills and so these techniques tend to be used by only two groups involved in cybercrime – real hackers and real criminals. But these high-end operators who represent a new type of serious organised crime are a small minority of those involved in computer crime.


  That leaves the small-time players who deal individually with relatively trivial sums of cash, effectively petty thieves who are barely worth hunting down, given the paucity of resources available to law enforcement. Even if these characters cannot be bothered to set up VPNs, proxies and a host of other masking techniques, they can still make life very difficult for police officers by encrypting their communications.


  Software that guarantees the encryption of your written (and even voice and video) communications is widely available on the Web for free, most notably PGP, an acronym for the cheerfully colloquial Pretty Good Privacy.


  Encryption is a powerful tool that plays an important role in cyber security. It is a way of scrambling language using digitally generated keys, the permutations of which are so astronomical mathematically that it can only be revealed if you know the password. For the moment, encrypted documents are effectively secure, although Washington’s National Security Agency (NSA), the most powerful digital spy agency in the world, is always working on ways to crack them. Among the cyber-criminal fraternity, rumours already abound that the NSA and its intelligence-gathering partners in Canada, Britain, Australia and New Zealand possess the ability to break these public encryption systems using its Orwellian Echelon system. Echelon, it has been reported, can access phone, email and satellite communications anywhere in the world.


  The political implications of digital encryption are so immense that the government of the United States started to classify encryption software in the 1990s as ‘munitions’, while in Russia should the police or KGB ever find a single encrypted file on your computer, you could be liable for several years in jail, even if the document only contains your weekly shopping list. As governments and corporations amass ever more personal information about their citizens or clients, encryption is one of the few defences left to individuals to secure their privacy. It is also an invaluable instrument for those involved in criminal activity on the Web.


  Just as traditional criminals have to develop ways of talking to each other to identify friends, foes, cops or rivals, so the cyber villains face the permanent challenge of trying to establish the bona-fide credentials of anybody they chat to online. Part of the story of this book tells how they developed methods to identify one another, and how police forces around the world have attempted to counter the hackers’ ability to spot law-enforcement agents and so-called Confidential Informants (CIs) on the Web.


  During the 1990s, the simplest way of preventing unwanted guests prying into criminal activity lay in the introduction of a strict vetting and membership system for websites devoted to discussing malfeasance on the Internet. Notwithstanding these security measures, it was only a matter of months before law enforcement like the US Secret Service or intelligence agencies such as the KGB’s successor, the FSB, were crawling all over the sites, having gained access by patiently posing as criminals or by persuading informants to work on their behalf.


  The performance of some agents was so convincing that some law-enforcement agencies have even devoted resources to chasing undercover cops from their sister organisations, on the assumption that they were real criminals.


  As a result of their efforts, police forces and spies have, over the last decade, built up a large database of criminal hackers: their nicknames, their actual or presumed locations, the type of activity they engage in and whom they communicate with most frequently. The lowest level of cyber criminals have had their data crunched down to a pulp. Yet despite all this information, it remains extremely hard to prosecute cyber criminals.


  This is where the very nature of the Web – in particular its interconnectedness – creates an enormous headache for the forces of law and order: nobody is ever 100 per cent certain whom they are communicating with on the Web. Are you dealing with a common-or-garden criminal hacker? Or are you dealing with somebody who has friends in higher places? Are you talking to a criminal? Or a spook? Or a military researcher assessing the value of criminal hacking techniques? Are you watching your interlocutor or is he watching you? Is he trying to make money for himself? Or for al-Qaeda?


  ‘This is like a game of seven-dimensional chess,’ the futurologist Bruno Giussani has remarked, ‘in which you are never certain of who your opponent is at any one time.’


  Arriving at Google’s headquarters in Mountain View, California, was not quite like clapping eyes on the Taj Mahal for the first time, but I nonetheless felt a spasm of awe as I parked on Charleston Avenue in front of the multicoloured sign proclaiming one of the wonders of the post-industrial world.


  The speed with which Google has melted into our consciousness, with all the highs and lows associated with a controlled narcotic substance, has no precedent. Its only rivals are cousins in the family of digital behemoths, like Facebook, Microsoft and Amazon. But not even these three are quite able to boast the success that Google can, in assisting, guiding and monitoring our lives as its cavernous servers spit out gazillions of bytes of requested information while slurping up and storing individual and collective data profiles of billions of humans. This data, of course, reveals much more about us than we know ourselves. One shudders to think what might happen if the information fell into the wrong hands. Maybe it already has …


  The jolly pastel mix of primary and secondary colours, familiar from Google’s logo, is replicated throughout the ‘campus’. Often they use soft, rounded edges to define the large objects scattered around the place with precision higgledy-pigglediness. The sculptures are designed for sitting on, looking at or playing with, so that the entire complex resembles either a vast kindergarten or, depending on your anxiety and paranoia levels, the bizarre toytown village from the 1960s TV show The Prisoner, whither national-security risks were sent and whence there was no escape. Is it my imagination or does everyone I see on the campus, from cleaners to senior management, sport a trance-like smile? This both strengthens the paranoid interpretation of Google’s essence and gives the impression that they are all working a little too hard on not being evil. I cannot quite gauge whether this is a dream or a nightmare.


  It is almost a relief when I meet Cory Louie, Google’s Trust and Safety Manager, because people involved in security have a no-nonsense air and a penchant for secrecy, regardless of who they are working for. His demeanour is a welcome contrast to Google’s vibe of Buddhist oneness. A smart Asian American in his thirties, with a brisk but warm manner, Louie cut his cyber teeth not among the lotus eaters in Silicon Valley, but in the much more abrasive and masculine world of the United States Secret Service. He had been recruited to Google two and a half years before my visit, in late 2006. And by the time he left law enforcement Cory Louie was in charge of the Secret Service’s E-Crimes Unit. There was little he did not know about attacks on networks (so-called intrusion or penetration), credit-card fraud, the pervasive Distributed Denial of Service or DDoS attacks (capable of disabling websites and networks) and the malware that soon after the millennium began multiplying like rats in a sewer. And he knew a great deal about carding, the daily bread of cybercrime. This is the practice of buying or selling stolen or hacked credit-card details, hundreds of thousands of which are exchanged around the world before being used to buy goods or withdraw cash from ATMs.


  How could Google resist a strategic asset like Cory Louie? Well, they couldn’t. And how could Louie resist a strategic career move to Google – the balmy weather of the United States’ southern Pacific rim versus DC’s humidity, the winter freeze and just one week of cherry blossom; the West Coast’s casual dress code or the stiff collars of the Beltway; the money and the sense that you were involved in a dynamic project or US government service? Hardly a fair fight, really.


  As you drive down Freeway 101 from San Francisco, Google is not the only cyber icon that you pass – Sun Microsystems, Yahoo! and McAfee are among the many famous names whose headquarters drift past the window as you head south. The more companies you visit to discuss security, the more ex-government agents you meet from the FBI, the US SS, the CIA, the Drug Enforcement Administration (DEA) and the US Postal Inspection Service. An entire phalanx of erstwhile spooks and undercover cops have migrated from the clinical surroundings of DC to live the good life in Silicon Valley, attracted by the same gorgeous conditions that lured the movies to Hollywood.


  This flow from state agencies into the private sector results in a distinct disadvantage for the government. The Treasury ploughs money into educating cyber investigators who, with a few years’ experience under their belt, then leave for more pleasant climes. Yet the investment is not entirely dead because this has led to the consolidation of powerful links between the public and private sectors. Google is not just a private corporation; it is a strategic national asset, in the eyes of the White House. The message from DC is quite clear – attack Google and you are attacking the US. Within that context, the ability of somebody like Cory Louie to pick up the phone and chat to his old pals at the Secret Service, alerting them, say, to a major attack on gmail, makes the critical cooperation between public and private sector in Internet security a lot easier.


  I don’t know, but I’ll wager Cory’s standard of living has improved since he headed out west, but then he has to work extremely hard for it. Google is among the two largest depositories of data in the world – the other being Facebook. This is what makes them lucrative businesses (advertisers are happy to pay for the secrets about personal habits that this data reveals) and it is what makes them the holy grail for hackers working on behalf of themselves, of the underground, of industry and of rival states.


  Towards the end of my conversation with Cory, he told me about a friend, a cop, who had invested much time in developing friendships with hackers. He had been so successful that he had taken over the administration of a vast criminal website. ‘He’ll probably be happy to talk to you,’ he said. ‘He ran a site called DarkMarket.’ It was the first time I had ever heard either of the website or the name of the FBI Special Agent J. Keith Mularski. It was the beginning of a strange journey.


  I set out to meet and interview as many of the central characters in DarkMarket’s history as I could, spread out in a dozen countries: thieves, cops, double agents, lawyers, hackers, crackers and more prosaic criminals. I also consulted a large volume of court documents relating to DarkMarket and those involved in it. Former and current cyber criminals and police officers supplied me with additional documents and information. I was never able to access a full archive of the website itself, but managed to forage for significant chunks of it. Agent Mularski, with an almost full archive of DarkMarket, is the only person involved that I met who had complete documentary oversight.


  Beyond the elusive archive, some of the documentary evidence – while helpful – was inaccurate; this especially relates to material that prosecutors presented at many of the trials. In my assessment, these inaccuracies were not the result of carelessness or vindictiveness, nor were they intentional. Rather they reflected the highly technical and often confusing nature of the evidence in cyber-related trials. Judges and attorneys were struggling to come to terms with this peculiar culture as anyone else does, when confronted with malfeasance on the Web for the first time.


  So the core of the story lies in the personalities involved and their actions. This testimony is of course largely based on their personal memories stretching back over a decade. Beneath the well-established fallibility of recall, all players involved were pursuing their own agendas, seeking to highlight some parts of their DarkMarket activity and conceal others. In this they were assisted by the duplicitous nature of communication over the Internet, by a culture in which there are few sanctions against lying and dissembling.


  My attempts to assess when an interviewee was lying, embellishing or fantasising and when an interviewee was earnestly telling the truth were only partially successful. Everybody I interviewed was brimming with intelligence, even if some lacked the firm hand on the moral rudder necessary to negotiate the troubled waters of cyber criminality. But as I delved deeper and deeper into DarkMarket’s weird world, I realised that the different versions of the same stories at the heart of the website’s history were contradictory and unreconcilable. It has been impossible to establish fully what was really going on between the players, and with whom they were ultimately working.


  The Internet has generated unfathomable stores of data and information, a large percentage of which is valueless, a large percentage of which remains uninterpreted, and a small percentage of which is dangerous in its falsity. Our growing dependence on networked systems and the interconnectedness that sees highly specialised groups like hackers and intelligence agents migrate between crime, industrial espionage and cyber warfare means that documenting and trying to understand the history of phenomena like DarkMarket has become a vital intellectual and social exercise, even if the evidence is partial, tendentious and scattered both in the virtual and the real world.
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  AN INSPECTOR CALLS


  Yorkshire, England, March 2008


  THE REVEREND ANDREW Arun John was in a minor state of shock one morning in early March 2008. Hard to blame him. Not only had he just survived the long journey from Delhi in cattle class, but it was two weeks before the opening of Heathrow’s new Terminal 5, and the world’s busiest international airport was exploring new standards in passenger misery. His flight had left India around three o’clock in the morning and, after negotiating passport control and the baggage mayhem, he still had to face a four-hour drive north to Yorkshire.


  Switching on his mobile phone, Reverend John saw he had an inordinate number of missed calls from his wife. And before he’d had time to call back to ask her what the fuss was about, she was ringing again. She told him that the police had telephoned several times and were desperate to get in touch with him.


  Taken aback and confused, the Reverend replied sharply to his wife, saying that she was talking nonsense – though he regretted his tone almost immediately.


  His wife, happily, chose to ignore his grumpiness. Clearly and calmly, she explained that the police had wanted to alert him to the fact that somebody had broken into his bank account, that this was a matter of urgency and that he should ring the number she had for the officer in charge as soon as possible.


  His wife’s call unsettled the Reverend still further and his weary brain went into overdrive. ‘Who has broken into my account?’ he wondered. ‘What account? My Barclays here?’ he speculated. ‘My Standard Bank account in South Africa? Or my ICICI one in India? Or maybe all three?’ Even more puzzling: what did she actually mean? ‘How have they broken into my account?’


  Coming so soon after his exhausting flight, the whole affair made the Reverend anxious and edgy. ‘I’ll deal with this later when I get to Bradford and after I’ve rested,’ he muttered to himself.


  Bradford is 200 miles north of Heathrow Airport. Sixty miles due east of the city lies Scunthorpe, where Detective Sergeant Chris Dawson’s small team was nervously awaiting the Reverend John’s phone call. The officer began to feel he was sinking in the quicksand of a case that he suspected was very big, and which presented him with one seemingly insuperable problem – he couldn’t get his head round it. The evidence gathered so far included hundreds of thousands of computer files, some of which were large enough to hold the complete works of Shakespeare 350 times over. Inside these documents lay a planetary library of numbers and messages in a language that was effectively indecipherable to all but a tiny elite around the world who are trained in the arcane terminology of cybercrime.


  DS Dawson may have known nothing about that novel and particularly rarefied branch of criminal investigation, but he was a first-class homicide officer with many years of service behind him. He could detect among
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  ORIENTATION


  WITHIN A YEAR DarkMarket had taken me a long way from the headquarters of Google to a restaurant in Cihangir, the chic district just below Taksim Square in European Istanbul. Opposite me danced the effervescent smile of Mert Ortaç. After spending several hours in his company, I concluded that the adjective ‘mischievous’ had never fitted anything on this earth as snugly as it did Mert.


  During one lazy dinner in Kadıköy, my friend, Şebnem, and I had our iPhones lying on the table. Suddenly, they alerted us to the simultaneous arrival of text messages. My message had been sent from Şebnem’s phone. Şebnem’s from mine. Both read, ‘Greetings from Mert!’ As we read the texts, Mert’s bubbling laughter burst from across the table, along with an explanation that he had successfully hacked the international roaming system. As a result, he continued, he was in a position to send a message from any mobile phone in the world to any other – in the wrong hands (like Mert’s), such a skill could turn life into an endless series of Shakespearean plots based on misunderstandings, both tragic and comic.


  I had been corresponding with Mert while he was in jail, from where he had sent me snippets of a tale that outdid all other DarkMarket legends in its sheer invention. Whereas I was conscious, when talking to most other characters involved in DarkMarket, that they were holding things back, Mert was overflowing with information, anecdotes and mind-boggling stories.


  It is critical that hackers, cyber criminals and cybercops maintain a full grip on their compartmentalised lives – they must know the boundaries between the real and virtual, and they must be able to disengage as they move from one life to the other. Mert had utterly failed to identify in his own mind when he was speaking the truth and when not.


  Life would have been incomparably easier if Mert had been an unashamed fantasist who simply talked nonsense. Tracking down the hackers, members and cops associated with DarkMarket was among the most enervating experiences in my journalistic career. But nothing was quite so exasperating as the attempt to establish the veracity of Mert’s story. Actually, that is not quite accurate: much of his tale turned out to be true and verifiable in essence, but embellished at times with such frills and twirls that it was transformed into something quite different. Bizarrely, when Mert told straight untruths, they often related to the most mundane matters that were the easiest to check. He told me boldly, for example, that he was born on 10th April 1982. In fact, he was born on the same day four years later.


  In the following chapters I tell Mert’s story largely as he told it to me. But there are two key moments when his narrative simply doesn’t add up, where I am unable to confirm his claims; indeed, in the first instance, one of the main characters flatly denies Mert’s version of events. When we arrive at those moments, I will alert the reader.


  The ultimate test of Mert’s credibility lay in his answer to the question that has vexed many aficionados of the cyber underground since the inception of DarkMarket. Who was Lord Cyric?
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