
   
[image: Cover image: Scam Nation by Kaf Okpattah. The cover depicts an old-fashioned black robber’s mask with a white computer mouse for each eye hole. The book title is in large red letters against a white background.]




SCAM NATION

UNDERCOVER WITH THE NEXT GENERATION OF CYBER FRAUDSTERS

Kaf Okpattah

 

[image: William Collins logo]




Copyright

William Collins

An imprint of HarperCollinsPublishers

1 London Bridge Street

London SE1 9GF

WilliamCollinsBooks.com

HarperCollinsPublishers

Macken House, 39/40 Mayor Street Upper,

Dublin 1, D01 C9W8, Ireland

First published in Great Britain in 2026 by William Collins

Copyright © Kaf Okpattah 2026

Kaf Okpattah asserts the moral right to be identified as the author of this work

A catalogue record for this book is available from the British Library

Cover design by Steve Leard

All rights reserved under International and Pan-American Copyright Conventions. By payment of the required fees, you have been granted the non-exclusive, non-transferable right to access and read the text of this e-book on-screen. No part of this text may be reproduced, transmitted, down-loaded, decompiled, reverse engineered, or stored in or introduced into any information storage and retrieval system, in any form or by any means, whether electronic or mechanical, now known or hereinafter invented, without the express written permission of HarperCollins

Without limiting the exclusive rights of any author, contributor or the publisher of this publication, any unauthorised use of this publication to train generative artificial intelligence (AI) technologies is expressly prohibited. HarperCollins also exercise their rights under Article 4(3) of the Digital Single Market Directive 2019/790 and expressly reserve this publication from the text and data mining exception.

Source ISBN: 9780008603076

Ebook Edition © March 2026 ISBN: 9780008603090

Version: 2026-03-19




Dedication

To my son (and the hope of a scam-free future)
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AUTHOR’S NOTE

In almost a decade working as an investigative journalist I’ve discovered that sometimes there’s no easy distinction between right and wrong in the world of online fraud. With some of the stories I’ve covered (for example, the murders committed by the ‘crossbow killer’ in Hertfordshire, or the abuse of a baby by his carer in a London hospital) it’s very easy to feel shocked and to apportion blame. In the case of cyber fraudsters – those who use technology and social media as their weapons – it’s not quite so straightforward for me. This is by no means to say that those who scam others are blameless, or that their actions are without fault or serious consequence. Rather, I personally struggle to view all scammers as simply ‘the bad guys’. 

Those close to me like to joke that my Christian upbringing is the reason for this mindset, reflecting the tenets of ‘love thy neighbour’, ‘forgive and forget’, ‘turn the other cheek’ … Perhaps they’re right, but I suspect it’s more down to the fact that I grew up with scammers and therefore see them as more than just the crimes that they commit. I’ve seen first-hand how having few opportunities and constant access to the online world can tempt you into cyber-enabled fraud. And I understand that when everyone else in your class seems to be doing it, you can easily end up committing such crimes in an attempt to fit in, to be seen as one of the ‘cool’ kids.

Perhaps I’m also aware of the fact that banks often refund victims of fraud and other scams, and so the scammers may see their acts as ‘victimless’ – justifying their behaviour in terms of a Robin Hood-style character who steals from the rich to feed the poor (i.e., themselves). But ultimately, I think the real reason I have some insight into and empathy for these criminals is down to one fact alone: I could have easily become a scammer myself.

Before you close this book in outrage, I want to make it clear that I’m not asking you to forgive the scammers, especially if you or a loved one has been a victim of one of their crimes. This book isn’t meant as an apology for such criminals. Instead, as with all my work, it intends to shine a light on a world which you may have already encountered but don’t really know. To put a face to the voice on the other end of the phone line that is trying to steal your money. To expose and illuminate the strange world that is Scam Nation, where nothing is really as it seems.

If by the end you choose to forgive, that is your prerogative. Ultimately, hopefully, by having a better understanding of fraudsters and how they operate, you’ll be protected against their scams. 

I’ll tell you this now, however: Never let your guard down – because I can guarantee that, right now, someone has just woken up with a new idea of how to scam you; or is sitting in their bedroom stalking your online profile to find out what information they need to trick you. Failure to understand how scammers work quite simply leads to you losing your money.



INTRODUCTION

In Scam Nation you can’t trust anyone. Not the boss who texts you from an unknown number saying that they’re using a new phone and urgently need you to make an order of a 100 iPhones for the influx of new starters. Not the unrecognisable number on the phone claiming to be your bank. Not even the voice at the other end of the line purporting to be your wife, telling you to transfer £50 for grocery shopping while saying she loves you in the same breath.

That ‘boss’ who texts you from another number is actually a fraudster – one who has found you on LinkedIn, figured out where you work, who your boss is, taken a screen grab of their image, and saved that as their WhatsApp profile picture. That way you don’t think twice about this being someone else. ‘That’s my boss in the top left-hand corner of the screen,’ you think. Even if you have a moment of doubt and hesitancy, it is overruled by the fear of being reprimanded for questioning someone senior to you. So now there is trust laced with fear – exactly what the fraudster needs for you to make an order of 100 iPhones without questioning the decision.

Or consider this scenario: you’re working from home, and it’s nearly the end of your day. You’re tired, stressed and your eyes are weary from countless virtual meetings. You’re not thinking straight, and then your phone rings. It’s your bank telling you your account has been compromised and that you need to transfer all your funds into a ‘safe’ account which they’ve just set up for you. The phone operator speaks with a sense of urgency; you’re panicked because of how they sound … and at the prospect of losing your hard-earned savings. But amidst the chaos and panic, a small ounce of logic and reasoning kicks in. You say to the operator: ‘Hang on, how do I know I can trust you?’ The operator (who is in fact a fraudster) is prepared for this pushback: ‘Check the number on your phone against the one on your bank card; you can see it’s the bank’s phone number.’ You do and it is. Now your guard is completely lowered. You transfer the money to the safe account, and the person ‘from your bank’ hangs up – never to be heard from again.

Another possibility: it’s post-work drinks. Thursday’s the new Friday … woohoo! You’re three pints in, plus the glass of wine you had back in the office for Raphael’s leaving do. Your phone rings and given your levels of intoxication you can’t be bothered to check the number. You answer the phone. The bar’s noisy but you can just about make out the voice on the other end of the line: ‘Hi honey!’

It’s your wife, Sophia, the love of your life, asking you to transfer £50 for groceries through the Monzo link she’s just sent you. You do so without thinking, and head back to the bar for your fourth and possibly last pint of the night. It’s only on the Tube journey back home, as you’re idly scrolling through your phone, that you see a missed call and realise that the call you picked up while in the pub wasn’t from your wife’s number. Furthermore, your wife doesn’t have a Monzo account. Furthermore, she never calls you ‘honey’. It slowly dawns on you that the person who called you may not, in fact, have been your wife. But how? It sounded just like her … 

That’s because it was a fraudster using deepfake technology – and relatively amateur levels of cyber skills – to ‘voice clone’: to create a voice that sounds like your wife, with the help of the countless Instagram videos she’s posted of herself online. And now the fraudster has successfully tricked you into transferring £50 into their account.

You may think I’m being alarmist, but each of these scenarios is based on existing scams that people are falling victim to every single day. A triple-threat of technology, the cost-of-living crisis, and lacklustre efforts on behalf of those who are meant to be protecting us has created this new world: Scam Nation.

The simple way to survive in this growing digital world is to trust nothing and no one. But that isn’t a realistic way to live your life, right? So instead, in this book, I’m going to show you what this new generation of scammers look like: why they do what they do, and, most importantly, how they operate. That way, at least, you’ll know when not to trust the person on the other end of the line.



PART ONE

The Young Scammers



PROLOGUE

THE FIRST TEXT

Where the fuck is this guy? I thought to myself.

I checked my phone for what was probably the twentieth time in five minutes, hoping to see a text from my source. It’d been almost three hours since I’d taken an Uber to our rendezvous point in Wembley, northwest London.

The exact meeting spot was a drive-thru McDonald’s. A good choice as far as I was concerned, since I hadn’t had any supper and my source’s poor timekeeping afforded me a bit of time to eat. Two cheeseburgers and a McFlurry later and I was getting bored and impatient. This wasn’t how I hoped to spend my Saturday night – we were right in the thick of the third UK lockdown and I’d planned a weekend of re-binging Netflix shows. Tonight, however, work had called me to arrange an interview with a ‘Covid rave’ organiser. As a journalist I was deemed a ‘key worker’, which afforded me certain freedoms – and a very different lockdown experience to what most of the rest of the country was going through. Though the indoor seating area of McDonald’s was closed, its concourse was busy; the streams of Uber Eats delivery drivers really bringing home to me the strange times we were living in.

This was my fourth year working in investigative journalism on rolling freelance contracts with the BBC, and my final year at university. I was still figuring out the intricacies of my unusual profession, but I realised I had a knack for getting people who typically shy away from the limelight to invite me into their worlds (often accompanied by a not-so-subtle camera crew). Typically, I followed the ‘bad guys’ – criminals who were difficult to film on camera. I’d gone undercover the previous year at an illegal Covid rave and hit it off with one of the organisers – so successfully in fact that when my editor asked if I could arrange access to one of these raves, all I had to do was call the organiser and ask for a meeting. 

So that’s how I ended up on a cold winter’s night at a McDonald’s in Wembley, every few minutes checking my phone.

Ding.

The sound of a text message alert pierced through my headphones. This is it (I hoped). The source was here. Time to get this interview over and done with, so I could go back to re-binging my Netflix shows. 

I rifled through the ketchup-stained tissues in my pockets and pulled my phone out to read the text:

Hermes: Sorry we missed you. Our driver will be redelivering tomorrow. Please reschedule and cover the £1.45 service fee here: https://parcel-reshipping-fee.com.

Now I bet if I walked out of my flat right now and asked the first person I saw if they’d received a text like this before, they’d most likely say yes. Maybe not specifically from ‘Hermes’, maybe it was from ‘DPD’, or ‘Royal Mail’, or ‘HMRC’. Some of us might’ve even clicked on the link out of curiosity. You probably already realised that the message was an attempted scam. More specifically a phishing text type of scam: designed to trick you into handing out your ‘fullz’. 

FULLZ: the full personal and financial information of a fraud victim. Often obtained through hacking or phishing texts. Can either be used personally or sold on to other fraudsters … 

A phishing text bears the hallmarks of many of the other scams you’ll find in Scam Nation. Like all types of swindles, there is a victim and there is a scammer. The victims, we often hear a lot about. They appear on the news with tales of how they unwittingly fell prey to a message they believed came from a genuine provider, the consequences of which, in some serious cases, can be a loss of their life savings, ill health, or severe anxiety – forever in fear of answering the phone, particularly with numbers they don’t recognise. These victims provide a human face to what has traditionally been seen – by the police, tech companies and people in my trade – as a boring, low-priority issue. 

It’s a somewhat depressing statistic, but fraud makes up 40 per cent of all criminal activity in the UK. That number doubles when it comes to Authorised Push Payment Fraud, which is when a scammer tricks you into sending money to them.[1] All this means it is highly likely that either you or someone you know has been a victim of fraud. And so, in one way or another, we are all residents of Scam Nation. 

Aside from the victims, we have the perpetrators of these crimes. The baddies. The crooks. The scammers. They tend not to attract the same type of interest or attention as the people they scam. There are two reasons, I suppose, for this:

1. They’re the bad guys. The ones who’ve just conned poor old Sally from Winchester out of her life savings. Why the hell should we give them any time, any energy; show them any understanding? They are, as one police source described to me, ‘heartless cunts’. Many people would find it hard to disagree with such a description.

2. We very rarely know who they are. The police, for a long time, either haven’t known or haven’t cared – brushing the responsibility off to the banks to take care of the problem. The news media, when reporting on the case of poor old Sally from Winchester, rarely ever know who is responsible for the loss of her life savings – or make any attempt to scrutinise the subject further. And so, to fill in the blank, they throw up a graphic of a shadowy hooded figure bent over behind an illuminated laptop … And that’s one of the things most of us probably imagine when we think of ‘the scammer’. 

**SPOILER ALERT: You couldn’t be more wrong …**

They are tech-savvy, yes. They have to be in their line of work. But most of them tend not to be the hoodie-wearing, stuck-in-their-bedroom-and-glued-to-a-laptop type of person.

Looking back at a catalogue of my work, most of my reporting has been centred around fraud. Fake driving licences, charity scams coordinated through Instagram, money-muling, phishing, identity fraud, romance scams, credit card fraud … I’ve investigated many areas of Scam Nation.

But before I came to know the victims of these crimes, I knew the scammers. I bunked off classes with them, played softball and badminton with them (yes scammers play these sports), shared lunch with them and, very briefly, nearly became one of them. Some of them used to be my friends, and some of them still are. But at the same time, they are people I’ve had to investigate and ultimately expose. A tricky moral conundrum to navigate.

This relationship has given me a slightly different and unconventional view of the world of fraud. It’s easy to think of the scammer–victim dynamic as a zero-sum game: the victim loses and the scammer wins. Believe me, this isn’t always the case – and a scam isn’t just about money. Hell, it isn’t even always about the thrill you get from doing something my old parish priest would describe as ‘very rather naughty’. A lot of the time it’s a chosen disassociation from values that society sees as normal – fuelled by the mindset that life has dealt you a bad hand. You still want nice things, and if you can’t get them one way, you’re going to get them another … 

To put it plainly, a lot of scammers grow up being told about all the great things they can have and achieve in life if they work hard. But then at the same time they can’t avoid seeing all the things they want or need – like the latest trainers or money for rent – slip beyond their reach primarily because they were born to a poorer family and have had a tougher start in life. And so they use their nous and their intellect to level the playing field by getting money the fast way.

In Scam Nation, choices might be made out of desperation, or necessity, or – as is often the case with the younger generation of cyber scammers – just to follow the crowd. 

The tragic reality of all of this is that, regardless of which side you fall on, in Scam Nation – one way or another – everybody loses.

Back at the McDonald’s, I slid my phone into my pocket and made a mental note to pitch an investigation to my bosses that would explore who exactly is behind these types of phishing texts. At the time, I had no idea of just how deeply into the world of online fraud that chance text message would lead me.

Two hours later my source arrived to take me to the unsocially distanced Covid rave.



CHAPTER 1

FRAUD SCHOOL

Sometime in 2014

St Aloysius’ Roman Catholic College 

Highgate, North London

What’s the point of school? To educate and prepare you for the real world. Well, that’s exactly what my school did. I learned about quadratic equations, nuclear fission … and fraud. 

‘Nice trainers, Tom. Where’d you get them?’

Our science teacher was pointing at the £100 Nike Air Force 1s that were hovering above the floor. 

‘I clicked[fn1] JD, Miss,’ replied Tom, trying (and failing) to hide the look of mischief on his face. 

He wasn’t the only one in a mischievous mood that afternoon; the rest of the class sniggered, and smirks started to form at the back where I was sitting.

Our science teacher looked bemused. It was obvious she wanted to ask what ‘clicked JD’ meant, but she no doubt knew that pursuing that line of questioning would result in more sniggering and smirks, which in turn would unsettle the class. Instead, she went for the safer option: ignore Tom’s remarks and carry on with her lesson about the isotopic effect of hydrogen.

Now you’re probably wondering the same thing my science teacher was during that lesson: What the hell is this Tom kid on about? 

It’s true. Tom did get his £100 Air Forces from the clothing store JD Sports, but that’s not why he was being coy. It was how he got them that was causing the look on his face and the laughter at the back of the class.

St Aloysius’ wasn’t a bad school, at least not academically. Even though it was a ‘non-selective’ state school for boys, you still needed to pass an entrance exam to get in, and even then the school house you were put in was determined by how high you scored in that initial test: Purple House for above-average students; Gold House for average students; and Black House for the foundation groups. 

Still, in my time there, the upward mobility that St Aloysius’ offered did little to mask the ‘difficult backgrounds’ that most of its students came from. Despite being located in the affluent suburbs of North London, just five minutes’ walk from Karl Marx’s tomb in Highgate Cemetery and two very posh private schools (Channing School for Girls and Highgate School), most of the students at St Aloysius’ – myself included – came from families where their parents worked in low-paid jobs (receptionists, cab drivers, postal workers, cleaners). Many lived in high-rise council flats, or other council housing – sharing one bedroom with their siblings – and the only way they could afford lunch was through the free-school-meals scheme. 

The boys found themselves in equally troubling circumstances outside of home and school. I knew a fair amount of people who were in gangs: Busy Block, and the Tottenham Boys (or Tottenham Mandem) – gangs which were notorious for drug-running, and a string of violent stabbings and kidnappings. Some of the boys in my school were already affiliated with these gangs and on a similar trajectory of violent crime: that year alone, three students in one year group were expelled for bringing knives or drugs into school.

Looking back, St Aloysius’ and the surrounding area in Highgate was a microcosm of the (polarised) class system we live in today. The kids in the two very posh schools up the hill would buy and take drugs, only to be met with a ‘kids will be kids’ response. When the poorer kids were caught engaging in illegality, they faced the full force of the law. (A bit like Boris Johnson getting a £50 fine for breaching lockdown rules and the other rule-breakers being fined in the thousands.) It bred resentment between my school and the others in the surrounding neighbourhood: the kids who had money and carefree lives and the ones who didn’t. As far as my friends – and, if I’m being honest, I – saw things, there was no fundamental difference between us and the private-school kids. And if they could have nice things then surely we too were entitled to have them too? Of course, we didn’t have wealthy parents providing this access to a more comfortable life and so the common mindset was that you’d have to ‘create your own access’. This was one of the justifications for the more sophisticated financial crimes that were committed while I was at school. 

As you can probably guess, Tom and most of the St Aloysius’ cohort couldn’t afford £100 Nike Air Forces, so unsurprisingly most of them, Tom included, became ‘f-boys’ – fraud boys … fraudsters. 

Let’s see how it’s done.

Tom had used fullz (the fraud victim’s personal and financial information) to buy the trainers. The fullz themselves he’d purchased on a ‘fullz site’.[fn2]

Once Tom had used the fullz to purchase the trainers, with someone else’s funds, he’d then had them delivered to an address which was not only different to the one at which he lived; it bore no link to him whatsoever. The slang term for this is an addy.[fn3]

Choosing an addy is a crucial step when it comes to ‘clicking’. Criminals aren’t stupid. If you have stolen items delivered to your home and the authorities start investigating, there’s a good chance the police will coming knocking at your door one day. So to avoid that you get yourself an addy. 

Most of the time the people who ‘own’ (or live at) these addys are a friend-of-a-friend of the scammer, recruited with the promise of free cash … usually ten to twenty quid for parcels like trainers or some clothes. On the surface, this seems like a win-win opportunity – especially if you’re a teenager with no disposable income. For starters you’re getting paid for basically doing nothing: just holding a parcel. Secondly, and unlike other types of mules – drug mules or ‘money mules’ (more on these shortly) – you’ve got plausible deniability. You didn’t fraudulently purchase and order the parcel … it was just delivered to you. For all you (and the police) know, it was a surprise present from a second cousin two times removed. Yes, you might’ve secretly known that you were enabling criminal behaviour, but the cops don’t know that, nor do they have any way of proving that you knew. You don’t have any knowledge that a crime is being committed using your address. So, all in all, a good deal, and – on the face of it – easy, risk-free cash.

Once upon a time, back when my parents were kids, the highest level of criminality school children engaged in was underage drinking, smoking and the occasional bit of shoplifting. Now e-commerce, universal access to the internet, and a better understanding of how technology works is making young people more adept white-collar and consumer criminals.

When you’re younger, you think you’re invincible – you tend to only see the positives of an opportunity. The kids signing up to work as ‘addys’ are no different. But just because they don’t see the risks doesn’t mean that there aren’t any.

Big retailers like Foot Locker and Next keep tabs on fraudulent purchases. You see, when the genuine owner of the fullz checks their bank statement and sees an order they’d never make in a million years (I mean why would Sally from Winchester be buying trainers from JD?), they report it to their bank in hope of getting that money back.

Once flagged as a fraudulent purchase, the retailer will identify the delivery address that the parcel was shipped to and flag the address, and possibly the persons living there, as being involved in fraud. This leads to a fraud marker being put on that address. Several blacklistings like this can lead to it being banned not only by the retailer in question but by multiple brands and stores.

Of course, this is no issue for Tom. It’s not his address that’s being blacklisted; he’s cool. What he’s more concerned about is the bank and the online store’s investigative methods, particularly whether he could get ‘bagged’[fn4] as a result of their efforts.

His main concern is identification. The addy solves the issue of the illegal purchase being tracked back to Tom’s doorstep. But there is still the lingering possibility that he’ll be traced through his IP (internet service provider) address, so he makes use of a VPN (virtual private network) to mask this, meaning anyone trying to track his location will end up in some province of India or the US, whichever server he’s piggybacking off.

All this might seem like a long-winded, complicated process, but ‘clicking’ takes just a couple of minutes. A couple of minutes to defraud a bank, a major high-street clothing store … and to give the authorities the runaround. And that’s how Tom got his Air Force 1s.

You can see how this whole process can be very addictive, especially for a teenager who wants the latest consumer gear. Not only does it offer the thrill of pushing the boundaries, something that people of this age are so typically drawn to, but the whole concept of evading ‘law enforcement’ offers the perfect form of teenage insubordination. And of course, when you do it once and don’t get caught it will make you more inclined to do it again, only this time for something more expensive than Nike Air Force 1s … 

Much like a study group or a homework-copying session, these tricks of the ‘trade’ were openly shared and discussed among school mates in the classroom or on lunch breaks. Friends would share the problems they’d come across during ‘clicking’ and the best workarounds. They’d let each other know the best ‘dark web’ sites to buy fullz, and there’d be tip exchanges on how to avoid getting caught. For a long time, the main source of all this information could only be found on the dark web – a lawless section of the internet accessible via a special browser. Knowledge of how to access these sites relied on who you knew, and a bit of word of mouth. 

I remember distinctively how the fraud epidemic started and spread across my year group. One day a boy who went by the name ‘Krankz Corleone’ came into school flashing a ‘rack’.[fn5] Naturally the rest of us were curious as to how we could get a slice of the action. You know what teenage boys are like: they love to show off, and Krankz was no different. With some reluctance he shared the websites and forums he’d gained his knowledge from. 

About half a decade later, when I was on my first fraud hunt as a journalist, I got in touch with Krankz and asked him how he’d learned about these resources. His answer? ‘The boys on my block.’

That was 2014, and while such activities might have been rife among this community, such information was still a partially guarded secret. Entering Scam Nation was still based on who you knew and what you knew. 

All of this changed when social media became part of our everyday lives. And as the barriers of entry to Scam Nation came down, I found myself on my own personal journey into this criminal world.
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