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Introduction

Meet Ashkar Techy, a social media star. Techy splices together content from elsewhere on the internet, enhancing it with engaging commentary and boyish energy. In ‘types of wedding video’ a groom falls off backwards while sliding down the bannisters inside a sumptuous venue. Another captures the groom placing the Hindu marriage ceremony flower garland, the Varmala, around the neck of the bride. Techy talks us through as one groom takes the flower garland, and – to the mortification of the assembled guests – places it round the neck of a woman standing next to the bride. Another video is titled ‘Chinese food’ and features one girl eating a bowl full of small crabs and another eating snakes. If this were not enough, someone slurps up a live octopus, tentacles first, and a guy eats a bar of soap. Other videos range from ‘make-up’ to ‘funny newspaper headlines’. Techy’s easy-going format has gained his most popular video over a million views.

And here is Everson Zoio, another social media star: Zoio has 1.5 million friends on Facebook, 3 million followers on Instagram and a whopping 12.9 million subscribers on YouTube. In one YouTube post his brother trashes his studio (14 million views). In another, Zoio and his friends walk into a supermarket and are kicked out after they start partying with drinks and snacks (17 million views). But in his most-viewed video yet, the prankster sticks his hand into an ants’ nest and talks us through the pain as his fingers and wrists welt up from hundreds of bites (20 million+ views).

One of these stars is based in India. The other, halfway round the world in Brazil. But these two ‘influencers’ are also linked in a more sinister way. In 2020 the SARS-COV-2 virus burst out of China and across the world. As public health systems were pushed towards collapse and death rates soared, governments and corporations raced to adapt effective vaccines. In record-breaking times these vaccines were tested and then rolled out in those countries that could afford to pay for them.

Yet in a context of fear, uncertainty and distrust, many across the world were anxious and hesitant about taking them. After all, even the scientists and medical professionals who were supposed to know about these sorts of things seemed to disagree about strategy: lockdown or not lockdown? Did masks work or not? Was it really so important to social-distance ourselves from our loved ones? Into the breach of this doubtful swirl came all sorts of information.

Ashkar Techy, for one, took a detour from his typical content to share data that seemed to have leaked from the European Medicines Agency: apparently they had uncovered a stupendous difference in the death rates between the Pfizer and AstraZeneca vaccines. This seemed to cast doubt over the legitimacy of the vaccine roll-out – and the appeals of the scientific and governmental authorities responsible for it. Over in Brazil Everson Zoio also deviated from playing with ants to build this concerning data into video content. Why not? After all, anxious followers might be hungry for any information they could get their hands on which might help them make better sense of the chaos.

Now meet Mirko Drotschmann, a YouTube star based in Germany specialising in social and political commentary (1.3 million subscribers). And, while we are at it, meet Léo Grasset from France: a social media star focused on popularising science (1.2 million YouTube subscribers). Each of these individuals independently contacted media organisations to share a curious tale.

‘It started with an email,’ claimed Drotschmann. An email from a marketing agency called Fazze. They were asking if he would be amenable to share information they had come across: data apparently leaked from the European Medicines Agency – data purporting to illustrate wildly divergent survival rates for those who had received different vaccines. Grasset received the same unsolicited request: the agency was offering 2,000 euros in exchange for sharing the content on behalf of their client, who wished to remain anonymous. The two influencers played along.

‘Act like you have the passion and interest in this topic,’ they were told, and they were not to tell their audiences that the content was sponsored. They were also asked to share an article from the French broadsheet newspaper Le Monde, about a genuine information leak from the European Medicines Agency. However – and crucially – the reported content of the leak was unrelated to the data that Fazze was asking these influencers to share. Upon investigation, the data about post-vaccine survival rates seemed to have been thrown together and taken out of context from an eclectic range of credible original sources. Drotschmann and Grasset were also sent a number of other links from sources of more dubious origin, and asked to direct their audiences to these also.

But why? For what purpose? By whom? Journalists puzzled by these questions took up the scent and soon identified Fazze as part of a larger company called ‘AdNow’ based in both the UK and Russia. But when they called the UK Director, Ewan Tolladay, he appeared to have no knowledge of Fazze’s approaches to influencers, nor could he shed any light on the mysterious client providing the financing. Tolladay did state, however, that Fazze was a joint venture between his business partner, Stanislav Fesenko – a Russian national – and someone else, whose identity he knew nothing about. In any case, before long AdNow had liquidated itself – and with it, any chance of better understanding the origins of the whole murky affair.

Who had a strong motive to influence publics across the world – to cast doubt on the safety of vaccines created in Europe and the United States? Who had the means to pay for such activities? Fingers were quickly pointed at the Russian State. But there was no smoking gun. Just insinuation and circumstance. The motive and capability seemed to be there: part of a recent and historic habit of sowing disinformation as part of a toolkit of so-called ‘active measures’.

As for Ashkar Techy and Everson Zoio? Journalists investigating Fazze noticed that these two influencers had – virtually line by line – posted the content the ad company had been pushing. They promptly deleted this content and ignored requests for comment from journalists. Techy and Zoio, perhaps typifying a new cast of messenger within the twenty-first-century media environment, were also playing a much older role: that of the ‘useful idiot’, the unwitting agent for someone else’s cause. Yes, idiots, perhaps you’re thinking. But in our interconnected age, none of us are immune to idiocy. How easily could this story have involved your friend or relation – your child or sibling? Or perhaps even you?

This episode highlights a number of questions about how we are influenced – and specifically how we are influenced in the age of ubiquitous information. What might someone gain from spreading deceptive information? What impact can this have? Why? And what might this have to do with recruiting influencers, with interests ranging from science discussions to catchy compilations of curiosities and pranks? The answers are to be found in the dynamics of social influence – of how our actions affect those of others. These in turn depend on how the architecture of our individual and collective minds – the product of evolution – interacts with technology. This is a book about social influence. Specifically, it is a book that highlights how twenty-first-century technological and cultural trends push social influence to work against our interests, including those of the democratic societies we live in. It is also a book about how changing the way we think can contribute to what we can do about it.

Why is this the right moment to know about social influence? What is special about now? Let’s rewind just over a century, to early-twentieth-century Europe. The First World War is under way and millions of soldiers have been drafted from across the world – from colonies in Africa, Asia and Australasia; from North America – all the way to the muddy, blood-soaked trenches of the Western Front. There these men lived and died, often just a few hundred metres from those they had been sent to fight. It is a distinctive mark of a social species that millions of individual humans could be motivated to adopt such a strong ‘us’ versus ‘them’ mentality: to work so cooperatively with their comrades-in-arms (‘us’), in order to attack and attempt to destroy others they had never met, nor held any personal grudge against – others who represented another huge conglomerate of millions working together (‘them’).

That this phenomenon could unfold was in part down to the skill of powerful states in motivating the masses. This related to an ability to instil aligned attitudes (thoughts and feelings), beliefs (attitudes about what is true), values (attitudes about what is morally right) and norms of behaviour in the combatants. This resulted from the information diets these soldiers had ingested over time. In turn, these diets depended upon whom they trusted – as well as what they paid attention to, and what they had memorised. And the sense they made of these depended upon the sedimented layers of attitudes and beliefs they had built up across the course of their lives, within which any of this new information would be assimilated.

Of course, the enemy might attempt to influence these fundamentals via the machine gun and artillery barrage: a quick but indiscriminate way of affecting the physical and psychological make-up of people. They also aimed to change attitudes, beliefs and behaviours through other forms of information: such as the dropping of written propaganda from the sky in the hope of convincing soldiers to surrender. It was an imprecise affair, with unmanned hydrogen balloons flying over no-man’s-land ready to burst above the enemy trenches with leaflets promising humane treatment, while ridiculing faraway leaders. It was also crude: the creators generally had little ability to understand those they were trying to influence – whose attitudes, beliefs and norms of behaviour were formed in close interaction with others in the small communities of friends and family from whence they came.

That world is no more. In the twenty-first century, our behavioural systems include not only our family, friends, colleagues and fellow travellers, but also machines, electronic devices and software agents. Systems of influence more clearly than ever include technology as well as people – we are embedded in sociotechnical systems, or social machines. Some of these technologies clustered as a network of networks – an internet – connect us to distant loved ones; and they place news and information within our grasp at any time in almost any place, because the variety and volume of content with which to stock our information environments has proliferated exponentially. We are forced to become ever more discriminatory as our information spaces are flooded with viral cat videos, five-star product reviews, the babble of countless competing ideas and ideologies. The interconnected world exposes us continuously not only to vast volumes of information but to the proliferation of culture – and potentially to a hugely diverse array of attitudes, beliefs and values: to the stories of others.

A thought experiment: could the citizen warriors of the Western Front in the First World War have been corralled there and motivated to fight in the age of social media? On 24 February 2022 the Russian military began its brutal attempt to subjugate Ukraine. The physical violence would occur most intensively at the battlefront and be bounded mostly by Ukraine’s borders. But in the information battlespace, there were few such bounds. The Russians were soon busy telling Europe that if only they had not made themselves belligerents in a faraway land, they would have enjoyed gas and warm homes for the winter; in the Global South they claimed that the West was to blame for the shortage of grain caused by the war. Meanwhile, from Ukraine came heroic tales such as that of a ‘Ghost of Kyiv’ aircraft savaging Russian MiGs from the skies; and the defenders of Snake Island, called upon to surrender, responding: ‘Russian warship, go fuck yourself.’

These might seem to be old stories of wartime propaganda. But the means of delivery was newer – because now much of the work was done by the audiences themselves, as they joined in, shared, created, memed. Citizens from Western democracies might drop anti-war messaging in the Google reviews of restaurants in Russia, on Russian-language online games or in the chatlogs of Russian gambling and porn sites. Websites such as ‘Call Russia’ popped up to put protestors in direct contact with Russians via a random number generator.

These activities were inseparable from cyber attacks making similar use of digital-age connectivity. An estimated 2,100 attacks were hurled by suspected Russian actors at Ukrainian organisations during 2022, targeting not just security and defence apparatus but energy, financial and telecommunications critical infrastructure – as well as civil society groups (these would be complemented later by missile and drone strikes).

The fightback in the other direction appeared to focus on the Russian information environment. A campaign ostensibly organised by the hacktivist group Anonymous drew keyboard warriors from around the world to attack websites and services in Russia and companies still doing business there, and to hack Russian-based printers to pump out censorship-evading messages – and news sites and TV channels to broadcast imagery and information banned by the regime. Information about all this and far more swirled around societies and across borders through a single interconnected system; one that included and also impacted soldiers risking their lives on the front line and their loved ones. Things had surely changed since the days of balloons dropping leaflets on the enemy.

The question of whether the warriors of the First World War would have been motivated to fight under these conditions is now more strongly than ever linked to events back at what was once known as the ‘home front’. In our age society can be undermined or attacked directly, often avoiding engagement with conventional military forces altogether; it is a struggle to influence thoughts and actions that has become increasingly confusing and fragmented, fought on many more fronts and by increasing numbers of actors.

This brings into sharp relief what it means to be influenced within our modern social machines. It is difficult to disaggregate the behaviours of hugely different actors. How do special interest groups and corporations and terrorists get us to do what they want? What is the difference between what foreign states and our own governments can do to reach out and shape our thoughts and feelings? Indeed, how do the methods of any of these actors really differ from the ways in which our nearest and dearest influence us and each other? It’s all smudged together in one gigantic, messy web.

And why should we care? Well, in front of us lies a series of terrifying survival problems. Not just the lurking natural threat of super-volcanic eruption, asteroid impact or interstellar explosion – but also those that we have created for ourselves. A heating earth. Pandemics that leverage our interconnectedness to spread, well, like a plague. Machines that cast the masses into unemployment and precipitate social unrest – and that’s before they surpass our level of ‘general intelligence’ and take control completely. If this was not enough on the collective ‘to do’ list, geopolitical tension has returned with a vengeance in the form of a new age of competition and conflict between nuclear-armed states.

These states are currently busy infiltrating one another’s social and economic systems with cyber infrastructure: not only the type of devastating weaponry that can knock out power stations and communications networks, but also the tools with which to shape the minds of others. No longer does the adversary drop leaflets on our soldiers in faraway lands. They can be there, reaching right into your mind; nudging you as you scroll your phone – whether in the workplace, while you sit on the couch or lie in bed. They can target us increasingly precisely; after all, you may have given them the keys to manipulating your reality through all the information running off you into the mighty data rivers of the internet.

Zooming out, new battle lines are being drawn: on the one side are a set of seemingly confident, invigorated, authoritarian powers. Ranged against them lie a loose alliance of embattled liberal democracies. This is a new struggle measured by our thoughts, feelings and behaviours – one that will be determined, in large part, by our actions and how they change those of others: by our social influence.

We should care, because the answers to twenty-first-century human-made problems may best be found in our ability to put our collective minds together and move in wise directions. This starts with resisting the lure of charismatic strongmen whose wisdom and interest in collective wellbeing are rarely the equal of their will to power. In our time, many question the virtues of liberal democracy to cater to our needs, including those of survival. In some societies, trust between governments and the governed seems almost irrevocably degraded. Meanwhile, all those diverse, squabbling voices around us often appear to just create messes. Democracy looks tired, like yesterday’s form of political organisation. Instead we may have the impression that the future belongs to visionary autocrats like Xi Jinping in China and the butcher Vladimir Putin in Russia. Certainly, that’s what they spend a great deal of effort trying to persuade us. But we have, of course, heard all this before. In the 1930s the fascists and their sympathisers claimed the mantle of vigorous, virile modernity and predicted the imminent demise of decadent democracy. We all know how that went.

Our liberal democratic systems still produce the wealthiest, healthiest, most creative societies ever known. They are still overwhelmingly the best at problem-solving on the frontiers of knowledge – or as Winston Churchill observed, ‘Many forms of Government have been tried, and will be tried in this world of sin and woe. No one pretends that democracy is perfect or all-wise. Indeed it has been said that democracy is the worst form of Government except for all those other forms that have been tried from time to time …’

In a struggle for the survival of democracy – and, indeed, our wider futures – we are all now, more than ever, on the front lines: you, me and everyone we know. We must step up: learn how to think better in the information age, and act to preserve our collective interests. How does influence work? How can we harness it and use it ourselves? But, more importantly, how do we recognise when it is at work? How do we protect ourselves from it when it threatens our interests? How can we arm ourselves, our friends and loved ones, our societies, so we can not only survive in the decades ahead but, perhaps, flourish too?

We will investigate all these questions. But first, this book – like any form of communication – is an attempt to influence. As we will see, the content is often only as influential as the communicator delivering it. So who am I? Why should you let me be your guide? Perhaps you shouldn’t. Any half-decent influencer will attempt to gain your trust in order to change or reinforce your attitudes and behaviours. I’ll surely aim to make the most of this opportunity to alter the make-up and structure of the associations in your mind.

I worked for almost every part of the UK government that has to care about the dynamics of influence in twenty-first-century security and defence environments. I am an applied behavioural scientist, and my job is to help identify and understand how these dynamics work in the most extreme conditions of cooperation, competition and conflict. How can support abroad for violent extremist groups be reduced? How can we defend ourselves against cyber attack? What can be done about foreign states pumping propaganda and disinformation into open societies? In short: how can we change human behaviours? Applied behavioural science provides toolkits that can support solutions to these problems, drawing insight and method from the various disciplines that focus on the processes and outcomes of human behaviour – psychology, behavioural economics, anthropology and sociology.

What might you take away from this perspective? How can we think better in the information age? The first part of the book explores how influence works through the following elements:

Judgement. Evolution honed our judgement and decision-making processes to help us survive and prosper. This helps explain how influence impacts our attention – the focusing of our senses to collect information about threats and opportunities; our memory – stores of previously collected information that enable us to remember concepts that might be important to future survival (and reproduction); our pattern identification – comparing and contrasting information that we ingest and store; our emotion – our feelings, which set the context for action; and our ego – the self-protective drive to interpret our actions positively.

Trust. We are a social species, and many of our basic needs – to engage, communicate and belong; to compete and seek status – are directly linked to this way of being. Many of the cues we act on come from others. But which others? When? We are prone to copying those around us when in doubt. And we can be especially responsive to those we find authoritative and those we find attractive. We are influenced by those we trust, and trust is often based on rules of thumb such as warmth or reciprocation. But these rules of thumb are also easily exploited by deceivers and other influencers who may not have our best interests at heart.

Culture guides how we behave, what we believe and whom we listen to. It influences who we are and what we want, by telling us who we should be and what we are supposed to crave. It provides references regarding who else belongs to our social groups and who does not – it directs us as to what we should think about both ‘us’ and ‘them’. Drawing on culture is crucial for influence: not least because, being saturated in it, we may overlook when it is used to manipulate us.

Identity is a story about who we are, and therefore who is similar – and who is different. Identity informs how we think and how we act – including how we think about, and act towards, our fellows. Identity can be shaped and manipulated to the ends of others. Through shared identity, diverse minds can be brought together to great positive effect. But these same minds can also be targeted by others to help sow fear and division, thus degrading the fabric of our societies and jeopardising our survival and prosperity.

Power. To achieve our goals we must mould our social environments – control them, to some degree. Power enables us to do this. Every time we interact with our family, friends, acquaintances and adversaries we negotiate our goals within webs of power. The manifestation of power has altered over time as culture and technology have changed. Power can be overwhelming, even devastating. But we do not have to submit to it: we can resist.

The second part of the book shows how the nature of influence is changing in the digital age, with the result that dangerous adversaries are empowered and our societies imperilled; it provides guidance about what we must do to protect them.

The Stage. Just as our physical bodies are the food we eat, our minds are the information we consume. Our information diets influence how we think and feel: they mould our attitudes, our beliefs and our behaviours – often without our being aware. In the internet age, powerful actors can reach us more easily than ever, seeking ways to gain our attention, memory and emotion, to harness our ego, to leverage our capacity for recognising patterns; they are enabled to entangle our thoughts and feelings in schemes far removed from our best interests. We must better control our information diets.

The Cast. Much of the information we share is with our trusted networks of family and friends – our social networks. These networks are augmented on the internet as mass-media communications that were once the preserve of elites and are now available to all. But, just as our access to the minds of others has increased, so they can access ours – bringing new opportunities for the mischievous and the malign. We must become expert deception detectors.

Who Are We? As our information environments change, extremists are empowered to radicalise large sections of the population, turning people against each other. These conditions are stoked by a host of predators, some hidden in the shadows, others in broad daylight. The result is a shared perception of degraded democracy; and since perception drives reality at least as much as vice versa, it is small wonder that this dynamic is further manipulated by democracy’s enemies. We must role-model and reach out with humility.

Who Am I? The internet has revolutionised which others know what about us. Information about who we are and what we do, what we like and what we want; information that we might once have shared only with intimates is now freely exploited by interests far beyond these trusted networks. We give such information unwittingly, but often wittingly too, through our increasingly public performances; these show what we do and who we are – they too can be exploited by others. We should become a privacy watchkeeper.

The Play. The digital age has wrought fundamental change to the nature of power – and specifically the exercise of informational power. On the one hand, the huge expansion of access to the minds of others potentially increases everyone’s informational power. Yet on the other, those best placed to exploit such power are those who are already powerful. There are winners, like the Silicon Valley-based tech platforms and those who own them, and apparent losers – not least liberal democracies, which are now vulnerable to a range of authoritarian competitors; the consequences for our social and political hierarchies are uncertain, but potentially radical. We must use our informational power wisely – with the aim, first and foremost, of taking back control of our information environments.

Our future is not predetermined. Whether liberal democracies fracture and disintegrate, are ‘rescued’ by authoritarian strongmen, or renew themselves and survive to help us solve the problems of our age is down to us.




PART ONE:

HOW INFLUENCE WORKS





1. Judgement

We may live on the edge of survival, in the shadow of rising seas and nuclear holocaust. But in terms of daily subsistence our distant ancestor, the archaic human species Homo habilis, had it far worse. At the dawn of the tool-making era, this 5-foot-tall human with a brain around half the size of our own was preyed upon by crocodiles, bears and eagles, as well as hyenas, sabre-tooth tigers and other big cats. That Homo habilis existed was in itself the product of countless generations of organisms evolving and successfully reproducing: it was adapted for survival.

It was through adaptation that the mechanisms underpinning our judgement and decision-making began to develop across evolutionary time: mechanisms including attention, memory, the ability to identify and recognise patterns in information collected, the impact of emotion and ego. And it is through these elements of cognition that we still target one another for influence.

It is a key feature of our species that we can use our advanced reflective, conscious abilities to make sense of things. We can establish facts, apply logic and adapt our beliefs (thoughts or feelings about what is true) and behaviours in the light of new information – like when we complete a puzzle or fill in our tax returns. Sometimes we may even seem to act rationally: behaving in ways that align with our reasoning. In this case, doesn’t influence simply boil down to persuasion – the use of reason and argument to change the attitudes, beliefs and behaviours of others?

Reason and rationality are closely linked to an ability to reflect. But much of our cognition is not reflective, but automatic: a system of thought that is fast, frequent, emotional, stereotypical and unconscious.[1] Imagine that you’re taking a walk in a part of the world inhabited by venomous snakes. Suddenly you spot a long object in the undergrowth. Is it a stick? Or is it a snake? By now your adrenal glands are pumping hormones into your blood vessels. This triggers an increase in breathing rate, blood pressure and heart rate – boosting your body’s ability to fight or take flight. In this circumstance, unless you are a seasoned snake hunter, you are probably already running off, screaming wildly.

It is a windy day, though, which means rustling leaves, and it turns out that what you thought was a snake is in fact a stick (it’s all a bit embarrassing, but hopefully there were not many witnesses). Having a cognitive apparatus – a mind – that is tuned to (mistakenly) perceive harmless objects as dangerous ones can aid your survival. These misidentifications – or false positives – confer a useful advantage in a hostile world. Mistaking a stick for a snake is embarrassing. But mistaking a snake for a stick may be deadly. And since the impact of making false negative judgements like the latter may remove you from the gene pool, natural selection means that most of us will be attuned to identify more sticks as snakes than vice versa. Much of our cognition is driven not by a logic of reason or rationality, but one of survival and reproduction – itself the product of evolution. By extension, it is also this logic that we are targeting when we influence one another.

The ways we think often involve following rules of thumb, or heuristics. Heuristics have been helpful for humans and other animals in solving core problems of existence – how to live to fight another day, perhaps even long enough to reproduce and raise offspring to maturity. But these modes of thinking can also lead us astray. Not least, because others can manipulate them against our interest.

Remember the events that led to you identify a stick in the undergrowth. There was a potentially large amount of information around you in the environment, but you homed in on a small portion of it. Our tools for collecting this information are sight, hearing, touch, taste and smell: our senses. They are limited portals: a tiny portion of the available electromagnetic spectrum reaches your eyes – unless you have special powers, you do not see in ultraviolet or infra-red. Your ears can pick out only a small range of air pressure changes (sounds), and you detect only proximate chemical and pressure changes via smell, taste and touch. And there is an almost infinite amount of information to ingest out there. So how can we best apply our senses? How can we separate what is important from everything else? And just how was it that you first spotted that stick in the bushes? You did this by focusing your five senses to collect specific information from the environment: by directing attention.

What you pay attention to not only decides what information in the environment you focus on, but how you will act. Attention is highly selective. By default, this means it tends to overlook what is not assessed to be important, as illustrated in a now-famous experiment by the psychologists Daniel Simons and Christopher Chabris. Here participants viewed a video in which a group of people threw a basketball to one another, and were asked to count how many times the ball was passed. Dutifully they performed the task and were then asked to watch the video again. This time, without the cognitive burden of having to count, they became immediately aware of one of the experimental team dressed in a gorilla suit strolling straight through the middle of the exercise.[2]

Part of the reason you may have identified an interesting object in the bushes earlier was because it stood out – was different – from its surroundings. Any animal that wishes to survive or prosper may benefit from having a mechanism of this kind that directs their attention towards things that stand out. Homo habilis hears a strange animal call. What does it represent: a meal? Or that they are about to become one? A colourful plant – is it asking to be eaten? Or warning predators not to? Attention is drawn to the novel. This is the isolation effect in operation. It has always made sense for an animal to pay attention to previously unencountered information: what does the novel stimulus represent – threat, or opportunity?

We can draw on this isolation effect to direct attention. A guy walks confidently into a crowded bar wearing gold platform shoes. Why? This is the journalist (and formerly self-styled profiler of ‘pick-up artists’) Neil Strauss, demonstrating a technique he describes as ‘peacocking’ to attract the attention of others by standing out.[3] As the name suggests, it is not a terribly novel innovation. Indeed, similar mechanisms determine why we wear jewellery, make-up and body art.

As well as directing attention, the isolation effect can be used to misdirect. We see this as a magician pulls an audience member on stage. ‘Look at their hands,’ they say, placing a distinctive object in this volunteer’s hand (while also placing another version of the object on their shoulder). ‘Now were you paying attention?’ they ask. Because, sure enough, they are now drawing attention to the object on the shoulder – which seems to have miraculously migrated there. And while they do this, well, naturally they remove the volunteer’s watch from their wrist …

Politicians are often especially adept at harnessing the effect in a format described by the Australian political strategist Lynton Crosby as ‘throwing a dead cat on the table’ or ‘deadcatting’ – so called because, in the words of former British prime minister Boris Johnson, ‘everyone will shout “Jeez, mate, there’s a dead cat on the table!”’. In other words, they will be talking about the dead cat – the thing you want them to talk about – and they will not be talking about the issue that has been causing you so much grief’.[4]

What we attend to – what is salient to us – regulates which specific items of information we ingest. At least as importantly, this process also helps determine what we overlook: we will tend to place too much weight on what we have attended to – and judge this information to be more causal than it is. In the experiments of social psychologist Daniel Lassiter, participants watched a suspect provide a confession during criminal interrogation. They assigned greater culpability to the criminal suspect when the camera was focused on the suspect, and less when the camera angle included the interrogator as well. The bias is completely reversed when the camera is sited over the suspect’s shoulder, trained on the interrogator.[5] This is called a focusing effect. This type of effect can enable us to deliberately mislead others by putting before them factual, but cherry-picked, information: such as presenting a prospective client with authentic positive reviews of your organisation’s amazing new service (though later, if they check online, they will see these outweighed by the many more authentic negative reviews).

Taking command of others’ attention is to guide and determine which subset of information they will consume – to shape their information diet. But attention also links strongly to memory. Here is a task: do not think about pink elephants. How is this working out for you, this not thinking about pink elephants? Difficult, isn’t it? Impossible, perhaps. Because as you read these words you scan your memory for precisely the pink elephants you are supposed not to be thinking about. Such a mechanism can be used to get you thinking about virtually any idea: that Jews have been kidnapping and eating the children of Christians perhaps (a medieval classic). Or that maybe 5G mobile phone masts are responsible for causing COVID-19.

Where people are uncommitted to an attitude or belief, managing attention in this manner may directly change what they think. But more than this. After all, you may have entirely different, deeply held views to me concerning, for instance, should people be required to wear masks in the middle of a pandemic? By merely raising the issue, we can set the terms of debate and frame what is important: are masks the key issue in relation to pandemic management? Or is it underfunded healthcare services? And why focus on the pandemic: what about how to cut down on your fossil fuel consumption, reduce uncontrolled immigration, or manage the clutter of street signs in our cities and wind turbines littering our countryside? Even when people are already committed to opposing sets of attitudes and beliefs, we can still direct their attention to influence what topics they think about.

Let’s explore the attention-memory link a bit further. New information we attend to becomes encoded within existing memories. We do indeed revise our attitudes towards someone or something in the light of new information – such as that pleasant colleague you say ‘Hi’ to in the corridor who you just saw abusing the delivery driver. However, once encoded, associations can be hard to erase – even when the evidence for holding them is contradicted by further information. This explains the enduring wisdom behind the advice ‘make a good first impression’: once we form an initial attitude towards someone, it can be hard to shift.

Memory can also be manipulated by message repetition. The same idea is raised again and again: no matter how hard you try, the idea imposes itself upon your memory. This strengthens both the encoding of information (as it transfers from short- to long-term memory) and the subsequent recall of these associations. It’s especially effective when using simple, catchy content – an advertising jingle or political slogans like ‘Finger Lickin’ Good’, ‘Hope and Change’, ‘Take Back Control’, or ‘Make America Great Again!’ On the other hand, too much repetition may prove counterproductive – and can bore the audience. If we initially judge something negatively, the repeated exposure of it may amplify our negative feelings towards it – as may be the case for some when they are exposed to soundbites from a well-known political figure.[6]

And yet, repeated exposure to information can also cause us to think that even something demonstrably false is true. The claim that childhood vaccinations are associated with a higher risk of developing autism, perhaps. We may once have believed this claim to be false, especially as others helpfully explained why. But then we encountered the assertion again and again. Finally, we were able to recall the details of the information, but not so much the reasons why we initially judged it to be false: now we fear those vaccinations as we would like to prevent our child from contracting any neural-atypical condition such as autism. Here the illusory truth effect is at work. Indeed, the strength of encoding in our memories may sometimes be so great that even after we have later acknowledged the falsity of information, it can still generate illusory truth.

The way in which associations form in our memory strongly influences what is recalled – and, in circular fashion, what we attend to. Depending upon our cultural experiences (more on this later), we may read the word ‘chair’ and more easily recall the word ‘table’. We see ‘butter’ and think ‘bread’; or a roaring fire and think ‘food’. The way in which one stimulus quickly directs us to another is called priming, and it is associated more with our fast, automatic and subconscious thinking processes. The impact of priming is aided by the tendency of people to confuse the information they have been primed with for their own thoughts and feelings: they may feel as if an idea they were primed with ‘just came to me’.

One study suggests that priming individuals with the words ‘win’, ‘attain’ or ‘succeed’ may help them do just that (although to muddy the water, another study failed to replicate this result).[7] Would we like to help employees live more actively? There is evidence that priming them with athletic words such as ‘lean’, ‘fit’ and ‘active’ can make them more likely to take the stairs rather than the lift.[8] Or how about being more cooperative? That could be good for business: words such as ‘teamwork’, ‘united’ and ‘collective’ are shown to have increased subsequent cooperation in experiments.[9] On the other hand, priming people with concepts of money can make them more selfish;[10] words associated with impoliteness can make people behave more rudely;[11] and words of violence such as ‘he hit them’ may lead them to behave more aggressively.[12] Meanwhile dieters primed with words like ‘pizza’, ‘chocolate’ and ‘tasty’ seem more likely to give up.[13] Suggesting associated words and concepts may activate the memory to alter judgements, decisions and behaviour.

What our attention is drawn to affects what we remember. And in turn, what we remember affects what information we attend to – as well as how we make sense of it to arrive at judgements and decisions. We tend to rely on what easily comes to mind – what is easy to recall – when making judgements. This is the availability heuristic. Do more people die from shark attacks or aeroplane parts falling from the sky? Many more people die from aeroplane parts falling out of the sky. But you may not know this for all the attention paid to shark attacks.

The availability heuristic has significant impact on how we assess risk. We worry about shark attacks off the Cornish coast. We fear terrorist attacks rather than car crashes, despite it being about 450 times more likely we will die or be seriously injured in a road accident. It might also explain a few of those domestic grumbles we have: have you ever thought that maybe you do a bit more around the home than your partner? Or perhaps you seem somehow to be pulling more than your fair share of weight with the childcare? We tend to overestimate how much we have contributed; not least because in making such evaluations it is easier to remember those times that we did something rather than all those other times when someone else did something.

The availability heuristic demonstrates the influence of attention and memory on how we sense and act; and the power of techniques that play on this. It is a combination that provides great opportunities for influence. As the Russian military began to surround and threaten Ukraine in late 2021 and after the collapse of diplomatic talks, the Western allies began utilising a technique known as ‘prebuttal’. In January 2022 Pentagon spokesman John Kirby told reporters that Russia had ‘pre-positioned a group of operatives to conduct what we call a false-flag operation, an operation designed to look like an attack on them or Russian-speaking people in Ukraine as an excuse to go in’. This would involve operatives trained in urban warfare using explosives to carry out acts of sabotage against pro-Russian rebels, US officials continued. Ukraine’s Defence Ministry claimed that similar acts were being prepared against Russian troops stationed in the breakaway Transnistria region of Moldova. The Kremlin protested that these reports were unsubstantiated and ‘confirmed by nothing’.[14] But the fact that this information was now available may have affected how audiences interpreted new information, potentially inoculating them against Russian claims that, for example, without provocation Ukrainian rockets had just blown up a bridge or demolished a school.

The link between memory and attention can run deep. Imagine you visited a fortune teller (I don’t know what impelled you to do so). They looked you over, fixed you with a mysterious stare and said: ‘I can see that you are fond of animals’, followed by ‘You’re clearly a very kind individual’ and ‘You’re very loyal to the people you care about.’ The truth is, you didn’t much care for animals (I’m sorry to say), nor did you think of yourself as particularly kind (you were young and foolish back then). But your ears really pricked up when you heard the third statement because it was true, you were certain of it: you did indeed pride yourself on your loyalty. At the time, you were sure that this fortune teller held some sort of magical power. But now you are older and wiser, you realise the old charlatan merely wanted to impress you with their apparent foresight by using a series of generalised assertions – Barnum statements.

Here our selective attention is at work homing in on the information that seems to be of interest, potentially discarding the rest. As the mind processes what it attends to, it is not always deploying reasoned analysis in a systematic fashion. Rather we conduct motivated reasoning – placing more weight on information that will confirm and validate the existing attitudes and beliefs we retain in our memories. This also helps explain why we may be inclined to think a referee’s decision is biased against a sports team we support, or why we are sure that the really expensive outfit we want to buy is actually good value for money. It is also part of the reason why, when polled, large numbers of Americans still believe that ex-US president Barack Obama was not born in that country, despite all the available evidence confirming the contrary.

In some circumstances – such as our preference for which traditional media sources to consume (print news, radio, television) – we may actively gravitate towards (pay attention to) those sources of information which will help validate our prior beliefs; this is known as selective exposure. Good scientists often seek to disconfirm their hypotheses. Our human default judgement and decision-making processes often involve the complete opposite. And the outcome of selective exposure and motivated reasoning is confirmation bias. We may attend to information that confirms our views; process and make judgements upon this information in ways that validate these views; and in turn we may become even further motivated to pay attention to this kind of information (at the expense of attending to alternative information). Over time this type of process can harden and polarise our attitudes.[15]

Attitudes may become so entrenched that there can sometimes be a backfire effect when people are presented with factual evidence that disputes their beliefs. Here, rather than being persuaded and modifying our thinking in light of new information, we may experience cognitive dissonance – a disjoint in our view of the world which potentially disrupts our ability to function coherently. The easiest way to reduce this cognitive dissonance is to discard the disruptive information and recommit to our beliefs. That news about a doctor falsifying results linking autism to vaccines? We thought about it briefly and felt distinctly uneasy. Then we realised: we already believe that vaccines cause autism – so there must be another reason for encountering this information … perhaps linked to the underhand motivations of those pushing it. If feeling sufficiently pressured, we may develop reactance and act even more vigorously on these recently threatened beliefs.

What underpins confirmation bias and its associated effects? Achieving our goals relies upon us having some reasonably coherent theories of the world. There may be a potentially hefty social cost to us too, in revising theories that bind us to our social groups. Where we already hold strong beliefs, we may prefer to be exposed to one-sided arguments that reinforce these views.

And yet motivated reasoning is not always at work. We are of course capable of reflection, which means that we can be open to persuasion. Where we are less committed in our attitudes and beliefs, we will favour hearing several perspectives – or being presented with choices. Indeed, those who are undecided in their attitudes prefer to hear more than one perspective and will likely identify one-sided arguments as polemical. But this does not necessarily lead to rational analysis either. Acceptance of a given argument may depend on the coverage principle: how much of the evidence seems to be accounted for? Or on the coherence principle: does a particular perspective seem consistent, plausible and complete?

When we are uncommitted in our beliefs, it is also easy to place too much weight on what is presented to us without thinking about what is not. We may be inclined to accept information and arguments based on how they are framed. Classically, is that glass half empty or half full? Advertisers may tell us that their tasty snack is low in fat. But they did not tell us that it was high in calories. This classic tactic is known as card-stacking, in which often wholly true information shared with us is only part of the picture: the part selectively chosen to benefit the communicator. Those with a political agenda often use this trick – again, often deploying wholly correct information to build a picture so divorced from a more complex wider context that it amounts to falsehood. The English racist Stephen Yaxley-Lennon has mastered this tactic, drawing on entirely true and highly emotive stories, such as gangs of Asian males grooming white teenagers, to make wider racist claims that British citizens of Asian heritage are unable or unwilling to integrate into society.

False balance arguments, meanwhile, present different perspectives as equally valid despite there being significantly more evidence to support one than another. When one of a handful of climate change-denying experts is wheeled out to debate with a climate scientist on TV, this misrepresents the fact that the overwhelming scientific consensus is that climate change is real, human-caused and likely – if unchecked – to lead to catastrophic damage to our lives and livelihoods.

But there are more specific ways in which our minds are susceptible to framing. A quick thought experiment: are you good with money? If you are offered (A) a certain gain of £3,000 or (B) an 80 per cent chance of gaining £4,000 or otherwise nothing, what will you choose? Or how about: (A) 50 per cent chance of losing £1,000, otherwise nothing, or (B) losing £500 for certain?

If you are like most people, you will have chosen (A) in the first situation. You will be risk-averse. But what did you choose in the second situation? Most will choose (A), taking a risk in order to preserve what they have! Why the difference? These were the choices offered in a classic experiment by the psychologists Amos Tversky and Daniel Kahneman, the results of which helped them develop prospect theory.[16] In simple form, this predicts that we will tend to take higher risks to attempt avoiding losses than we will to secure gains: a prudent bias to guide our ancestors’ survival in harsh environments in which maintaining scarce resources could make all the difference. It helps explain why increases in prices are twice as likely to make customers jump overboard and switch utility provider than price decreases are likely to entice new customers from other providers.[17] Would we rather receive a £5 cash discount or avoid a £5 surcharge? Most prefer to receive a £5 cash discount.[18] We will be readily influenced when choices are framed for us along these lines.

More generally, human minds are poor at assessing probability. We tend to focus on payoff, but not likelihood – we suffer from neglect of probability. Improbable but highly attractive incentives strongly motivate us. Together, confirmation bias and neglect of probability make us poor assessors of risk – and enable others to entice us: that wildly exciting opportunity to invest in Norwegian mango-farming you’ve just received a letter about, for example. This is part of the reason why lotteries are so popular, even though we have less chance of winning the typical national lottery jackpot than being designated a saint by the Catholic Church or crushed by a meteor. It also explains in part why leaders tend to blunder into costly and unwinnable wars.[19]

More generally, our human minds are intuitive pattern identifiers. We see animals such as the great bear, tools like the plough and mythical heroes such as the hunter Orion in the stars, which may help us memorise them and better navigate. We see shapes in clouds. We see leopards in the trees – as well as sticks that look like snakes in the bushes. We draw a great deal of relationships, or illusory correlations,[20] between things that do not really exist. We base judgements on prior associations we have made, regardless of how accurate these might be. For instance, you’re asked how much you might pay to save birds caught in an oil slick. People, it turns out, are willing to pay around $80 to save 200 birds, $78 to save 20,000 or $82 to save 200,000.[21] This seems odd. Why are they kind enough to offer payment, yet too tight to pay proportionately more to save more? It is because we use stereotypes to make judgements – we use a representativeness heuristic. We may tend to base our judgement here primarily on an instinctive, potentially emotional response to the representative prototype of a single bird – we are not distinguishing quantity, which typically requires reflection.

Similarly, a given individual is introverted and likes reading books. Obviously, this individual must be a librarian! Or consider Linda. She is thirty-one years old, single, speaks her mind and is very smart. She has a degree in philosophy. As a student she cared deeply about issues of discrimination and social justice, and often went on anti-nuclear demonstrations. Back in 1982 Daniel Kahneman and Amos Tversky asked participants: do you think Linda is more likely to be (A) a bank cashier, or (B) a bank cashier who is active in the feminist movement?[22] The majority thought Linda was more likely to be (B). What about you? This cannot be an accurate judgement, for probability theory tells us that the chances of any two features being present (bank cashier/active in the feminist movement) are going to be less likely than a single one (bank cashier). Instead, people seem to reach for the representations they have stored in memory – then use these to make simplified judgements. Linda may really have looked, sounded and felt like a representation many people typically held.

The representativeness heuristic leads us to make choices that seemingly make the information we collect from our environment and our judgements align (an illusion of validity). This can be exploited all too easily, including by politicians who claim to represent ‘the people’ against the corruption and malice of elites – those who talk of a ‘swamp’ that must be drained, a ‘blob’ that must be purged, or a ‘cathedral’ that must be destroyed; no matter that with their Ivy League or Oxbridge educations, their trust funds and banking careers, they are not closely representative of the masses. Part of the erroneous judgement here is because there seems to be an initial good fit between outcome and input. This means that to influence a given audience we may only need to provide the information that helps them join the dots they already store in their memories: the stereotypes or any other beliefs we think they hold. Who needs real evidence when our minds are so good at identifying patterns in information in order to make rapid (but often inaccurate) judgements?

Faulty pattern recognition judgements don’t just occur when we compare new information against our existing knowledge and beliefs. Have you ever negotiated for something in a foreign marketplace? How do you know what a ‘good’ deal might look like? You really want that cliché Moroccan lantern you saw in the bazaar. It’s the highest quality in town, says the seller, smiling charmingly. After a bit of back and forth, you bargain them down to half the initial asking price. Success! That is, until you realise that the price you have negotiated reflects the starting point for the very same type of lantern at the next stall. This kind of bargaining strategy is known as door in the face, since you ask. It works because we will often place too much weight on the first information we gather in any new context: this is known as anchoring.

We often anchor ourselves to seemingly arbitrary fragments of information: what should we think about someone or something? Is another individual unreliable because they are lazy, or because they are conscientious and are trying to discharge one too many responsibilities? Will you change that first impression of someone now you have a memory by which to anchor your attitude towards them? It may be difficult unless you have a motivated reason to. Anchoring also explains the finding that many will apparently drive twenty minutes away to save $5 on a cheap calculator but not the same distance to save $5 on an expensive jacket (surely a saving of $5 is a saving of $5?).[23] Priming someone with an anchor can influence their subsequent judgements, decisions and behaviours.

We may spot patterns in information anywhere and everywhere. But we are generally happy to make judgements on the information we have to hand, without making particular efforts to seek out new information: we are terrible at accounting for what we might not know. This general mode of making judgements can be summarised as What You See Is All There Is (or, for short, WYSIATI). But more than this, we are not only typically happy to make judgements and decisions without thinking about how new information may have radically altered our assessments; we are happy to act on this basis too.

There is another key force influencing our ability to make sense of the world that we have not yet explored. All the processes we have explored so far are strongly influenced by something that can change how any of them work. This is emotion. We all know how emotion feels. But what is it? The Scottish philosopher David Hume claimed that ‘reason is, and ought only be, the slave to the passions’.[24] The German philosopher Friedrich Nietzsche reckoned that ‘Thoughts are the shadows of our feelings – always
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