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Praise for Cyber Crisis

“Strong cybersecurity is essential for every individual and business in this time of elevated threats. In Cyber Crisis, Dr. Cole provides cutting-edge, realworld advice on how to protect your business and your family from today’s persistent cyber threats.”

—Andrew McCabe, #1 New York Times bestselling author of The Threat and former deputy FBI director

“The more I work with high-profile individuals, I realize the impact that cybersecurity can have on their lives. Anyone and everyone has to pay attention to cybersecurity and there is no one better than Dr. Cole. When my friends and family need help or advice in the area of cybersecurity, Dr. Cole is the one I call and he has personally helped me on several occasions. He is the best in the business. With Cyber Crisis, I now have a resource that I can recommend to them.”

—Tim Storey, celebrity life coach

“Eric Cole is my ‘go to’ authority on cybersecurity. Not only is he an expert, he’s an expert explainer, which is invaluable to both businesses and the media. Cyber Crisis does a top-notch job of explaining cybersecurity in a way that anyone can understand. If you want your company or your audience to stay ahead of the hacks, call Eric and read his book. I recommend him without reservation.”

—Joel Roberts, former host for KABC Radio, Los Angeles

“Cyber Crisis is a book for anyone and everyone. When first asked to read the book, I was thinking ‘What do I know or need to know about cyber security?’ Well, I was wrong, dead wrong. As we would say in the NYPD, this book is the real deal. An easy read and unbelievably informative and eye opening. Whether you are a parent, business owner, CEO, CFO, governmental official, or an everyday hardworking individual that uses a smartphone or computer, you will learn something and not regret reading this book. Those who are company leaders and cybersecurity personnel, this is the cliff notes version on how to keep your job. Having personally known Dr. Eric Cole and his beautiful family for over ten years, I was already aware of his experience, background, and work ethic. It is astonishingly impressive, and after the first chapter you will know why I think so. He is the absolute best in the world at what he does. There is a reason that many of the most powerful and affluent people of the world have Eric’s personal cell phone number. After you read this book, you will understand the reason.”

—Peter Clark, NYPD Lieutenant Commander-Detective Squad (Retired)

“Cybersecurity is one of the top threats facing any business or organization. In Cyber Crisis, Dr. Cole emphasizes and concisely articulates the importance to every executive of prioritizing this critical threat. As a former military and civilian executive, I have broad-based experience in sensitive, data-centric environments and a great appreciation of the value of leadership awareness of and preparation for cybersecurity. Dr. Cole does a superb job of taking a very complex topic and presenting it in a way that is comprehensible and actionable for any type of industry or business. This book is an essential read for every executive in any industry.”

—Jim Finkelstein, Rear Admiral for the US Navy (Retired)

“As a named partner of a major international law firm and former CEO of an international Fortune 150 company, I have repeatedly served in executive leadership positions of data-driven organizations. Cybersecurity is frequently at the forefront of strategy and investment planning and so often the leadership responsible for securing sensitive data has only a superficial understanding of the elements of true cybersecurity. Dr. Cole addresses this problem head-on in his new book, Cyber Crisis. This book, unlike any I have seen in my career, presents critical issues in a concise and easy to follow manner that most anyone can understand. This is truly required reading for all executives and leaders.”

—Marshall Manley, former president and CEO of City Investing Company and chairman of Home Insurance Company

“Cybersecurity is at the forefront of the medical industry. With numerous confidentiality and compliance requirements and continuously evolving data-sharing needs, the importance of awareness and preparation around data security has never been greater. From hospital executives to practitioners to third-party payers, the responsibility for data security is pervasive. Cyber Crisis by Dr. Cole plain and simply equips leaders with a working knowledge of cybersecurity and guides them concisely on how to prepare for and manage security threats. This book simplifies a challenging and crucial topic for our industry. It should be a staple read in the medical and associated industries.”

—Paul M. Zimmerman, MD, founder of Automated Healthcare Solutions and chairman of Gensco Pharma

“Leading an international distribution and supply company, we face difficult and growing data security challenges daily. Leaders are thrust into positions of responsibility for vast amounts of data management, often with inadequate baseline knowledge of cybersecurity practices and awareness. Cyber Crisis hits this issue head-on, offering a brilliant presentation of a complex topic in a methodical, consumable format that enables nontechnical leadership to rapidly grasp and prepare for cyber threats. This book will be the gold standard for preparing senior leadership to manage this exploding threat.”

—William Costlow, president of Performance Marketing

“Cybersecurity is one of the top threats facing any business. In Cyber Crisis, Dr. Cole emphasizes the importance of not ignoring this critical threat and making it a top priority. Dr. Cole does a great job of taking a very complex topic and making it easy to understand for any business. This book is a must-read for any executive in any business vertical.”

—Amit Yoran, chairman and CEO of Tenable and former CEO of RSA

“As a retired Naval Officer who has worked routinely in the world of cyber threats, I have seen the disastrous consequences of data breaches, data compromises, and denial of service attacks and how destructive they can be to an enterprise. Dr. Cole’s brilliant book emphasizes the importance of personal and institutional focus on this critical threat and making it a top priority at work and at home. Often cyber discussions appear too academic and hard to understand. You will find Cyber Crisis to be a reader-friendly primer on every aspect of cyber threats and should be considered a mustread for any business vertical.”

—Edward “Sonny” Masso, Rear Admiral for the US Navy (Retired)—Flagship Connection
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To my amazing family, friends, and colleagues who always
believe in me and support me in my mission to make
cyberspace a safe place to live, work, and raise a family.

To everyone who is reading this book and taking the first
step to increase their knowledge of cybersecurity. Whether
we realize it or not, everyone and every business is a target,
and to be safe in cyberspace, it is critical to embrace the fact
that cybersecurity is your responsibility. I acknowledge you
for taking this first step, and Godspeed on your journey.
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Introduction

The Current Reality

If you watch the news, you might think there’s a major cybersecurity threat every four to five months. The reality is that there’s a cybersecurity att ack every minute of every day. As one of the country’s leading experts in cybersecurity, I often appear on the news as an authority when they decide to cover an att ack. On the flip side, when I hear about new breaches not yet reported, I’ll often call up the major media outlets and tell them.

“Hey, there’s a breach that’s going to come out that I want to give you the exclusive on, where forty-five million records were stolen.”

News directors and reporters don’t even flinch.

“Eric, unless it’s over a hundred million, nobody cares,” they say. “It’s not newsworthy because it’s just happening with such frequency.”

There are at least one to two breaches where over one hundred million people’s information is hacked and compromised every month. For breaches in the millions, we’re talking daily.

Even when the news does cover cybersecurity breaches, they often don’t cover them properly because they don’t understand them. When the Marriott breach happened in 2018—one of the largest—half a billion records were stolen. It was on and off the news in less than forty-eight hours. Two days later, you couldn’t even find any information about it anywhere. During the impeachment coverage of President Trump, there was an attack in which 320 million records were compromised, but no one covered it because the media did not view it as a high priority. If you look at other major news stories, they are out there for weeks, months, and sometimes years. So, unfortunately, if you are relying on the news to understand the cybersecurity landscape, you’re getting a false impression that cybersecurity isn’t as bad as you think. You’re not even getting close to the full story of how dangerous the problem really is.

Breaches are happening to individuals and businesses on a regular basis. They’re happening right now as you read this—and no one is talking about it.

Information has value. Whether you’re a professional in a very small business or a very successful entrepreneur, I can guarantee you several things. First, you have an identity. Second, you, your business, or the business you work for has some critical data or critical information. And third, you have some money, even if it’s only a hundred dollars. All of it is worth it to an attacker to steal. Organizations of every size have valuable information that cybercriminals want.

Cybersecurity is a silent killer. Most people are completely unaware that it’s happening until it is too late. It’s similar to how people can feel fine but have illnesses in their body. The problem is that by the time there are visible symptoms, the illness is terminal. By the time the organization or person has a visible sign of a cyberattack, it is frequently too late.

Often adversaries do not use your stolen information until a significant period of time has passed. For example, several years ago, there was the large-scale Equifax breach. Hundreds of millions of people’s personal records—personally identifiable information and social security numbers—were stolen. Many people involved in the breach thought they were fine because they didn’t see any problems right away. Yet we’re still seeing, even in the last couple of months, information that was stolen four or five years ago slowly being utilized, and individuals and organizations slowly being targeted. In other cases, organizations have been compromised for several years and information is still being exfiltrated. Many people believe the goal of an attack is to steal information but, in many cases, the goal of an attack is to gain long-term access to an organization for monitoring and taking information at will.

When we talk about the concept of data theft, theft of information, and identity theft, we’re not really using accurate terminology. The concept of theft means someone took something from you. If I stole your car, you’d no longer have your car. You would know your car was stolen. But it’s not really identity theft because they’re not taking it from you—they’re copying it. With cybersecurity, someone can steal your identity, bank information, and passwords, and you’ll never know, or if you do, you’ll find out when it’s too late, because it’s technically still there and they just took a copy of it. Your information can be sold on the black market without you knowing, and it can put you in debt, hijack your identity, and slowly destroy your life. The problem with this type of cybertheft is that most people are not immediately aware that something happened. If someone stole your car, you’d realize immediately that it has been taken; however, when your identity is “stolen,” you could be completely unaware for years. It’s not until you’ve suffered a major loss that you realize what happened. With many of the large-scale tax scams that I have worked on, the social security number was stolen years before, but the adversary waited for the right opportunity to exploit the individual. For example, in one case, a person owned their company, but when his identity was stolen, he realized he was not making any money. It was not until three years later, when he made a lot of money and was going to receive an $800,000 tax return, that the adversary issued a false record and stole the money. Today’s adversaries are patient and very clever when they launch their attacks.

Well, you are probably thinking that this can’t happen to you. Your logic is that this is something that happens to other people. Because why would a hacker target you when they could target a large organization like Marriott, right?

Wrong. The problem is, it’s not a matter of if it’s going to happen to you . . . it’s when. The number one problem organizations face in dealing with cybersecurity is they do not think they will be a target. One of the major themes of this book is for you to recognize that you, your company, your family, and your country are targets and will continue to be targets.

MY LIFE AS A PROFESSIONAL HACKER

Let me begin by telling you about myself. You may be wondering how I got here. I took an interesting path toward becoming one of the foremost experts in cybersecurity. In the 1980s, I was about to graduate high school when one evening, a good friend of the family came over for dinner. He asked what I wanted to major in at college, and I expressed my interest in architecture, because I was fascinated with buildings, bridges, and other structures. He said to me, “Eric, everything is going to computers. Why don’t you major in computer science? And if you know about computers, how they work, how they operate, and how to program them, then you can get a job in any field that you want.”

That seemed like good advice to me, so I went to college for my bachelor’s degree in computer science. After a couple of classes, truthfully, I wasn’t sure if I liked it. At that point in time, computer science was really electrical engineering with a little programming added into it. I thought maybe I was missing something, so I wanted to get a job to see what a professional computer scientist actually did. I decided to go to the school’s co-op office to look for an internship.

When I went in, they smiled and said, “Your timing could not be more perfect. We actually have the CIA recruiting tomorrow on campus, and we have one slot left—it’s yours if you want it. We’ve been calling around trying to fill it, and had you come an hour later, it probably wouldn’t have been available.”

I said, “Absolutely.”

I showed up the next day and the office gave me an overview, but they said, “Eric, this is a very high bar, and we haven’t had time to really prep you on interviewing, so look at this as an experience, but don’t expect a whole lot out of it.”

I went into the interview, and twenty minutes later, they gave me a big folder. When I walked out of the interview, everyone in the office was looking at me funny, and one woman finally said, “Oh my God, what did you do?”

I blinked. I said, “I don’t know, what did I do? Did I do something wrong?”

She laughed and said, “No, no, that’s good. That means you’ve got a full application and you did really well. We just did not expect that.”

I had to fill out that huge application going back four generations in my family, and this was before the internet or Google. It was a great exercise to sit with my parents, get all the details, and fill it all in. And then I mailed it back and waited.

Four or five months passed, the semester ended, and I figured I wasn’t going to hear from the CIA. I took an internship at Grumman Aerospace (now Northrop Grumman), and I worked on the security of the radar system for the F-14 fighter jet. I even got some experience playing in the simulators and working with the planes, finding out how they operate.

Three-quarters of the way through that internship, I got a call from the CIA, offering to fly me down to Northern Virginia to go through all the background checks, the polygraphs, and the rest of their testing because, as an intern, you need the full top-secret clearances.

I jumped. I flew down for my first time to Washington, DC, did everything, and again, waited.

A few months later, they called to tell me I was clear, and they wanted to fly me down to assign me to an office. What I didn’t realize is that, as a co-op (part of their cooperative education program), you have full clearances but you’re a free resource to the office that hires you. Co-ops are paid from a different office, and you don’t go against head count. An office might only be able to hire four people, but they could have as many interns as they wanted, which meant offices at the CIA loved interns. It was actually a reverse interview—they were all trying to convince me to work for them.

I went to different offices—a networking operations center, operating systems, programming—and one of them was the office of security. I talked to my advisors, and most of them pretty much said, “Eric, go with networking. That’s where the future is. Everything’s becoming interconnected. Networking is what you need to know. Security is a fad—they’re just going to figure it out. It’s not really going to be a big, growing field. Just focus on the networking side.” I clearly don’t follow directions very well because I decided to go with the office of security.

During my time at the agency, I would test the security of different systems, including pre-release versions of operating systems, to see if they were properly locked down and protected. In one case, I was able to recover deleted information off a hard drive and specialized microscopes. And I remember one of the moments that sort of changed my life. At CIA headquarters, there’s a big auditorium called “the bubble,” where they have huge meetings and presentations. There was an all-hands meeting for the directorate that the office of security was a part of, and they were talking about the new (at the time) internet-based systems that I was involved with, which we were going to start rolling out. At the end, when they asked if there were any questions, I raised my hand (despite my boss mouthing at me from the front to put my hand down).

I asked, “How do we know these systems are secure if we’re putting them out on the internet where anyone could get access to them?”

Everyone looked at me and then at each other. Finally, one of the directors said, “Eric, that’s a really good question. Why don’t you solve that for us?”

I figured that there would be some sort of mathematical operations you could perform to determine the overall security. It turns out, you can’t. You can’t prove a system is secure. You can only prove that it’s not secure by trying to break into it. That was when I launched a seven-year journey during which I essentially became a professional hacker for the CIA, learning how to break in or compromise just about any computer system that’s out there. I worked at the CIA for ten years total.

I later helped to build The Sytex Group, Inc. (TSGI), and when it sold to Lockheed Martin for $400 million, the president and CEO kept me on as their chief scientist to directly report to him. I was on call 24/7 to respond to incidents, like when their F-22 got hacked by China and I had to fly to Texas at 3:00 am to handle it.

McAfee brought me on as their chief technology officer to redesign their portfolio to make it more current and align to customer needs. Two years after I did that, we sold to Intel for $2.3 billion. I’ve worked for eleven years for various entities, including the Gates family and several other high-worth people. I was also a commissioner for cybersecurity for the forty-fourth president—President Obama. I’ve written tons of technical books for specialists in my field, and I was inducted into the Infosecurity Hall of Fame, which picks one worldwide expert a year. When companies worldwide need cybersecurity, I’m at the top of the list. When an international company was looking to go public and had a major breach five years ago, and Wall Street had concerns about the security of the company, they hired me to work with the CEO and executive team to train their security team and raise overall awareness.

I’ve appeared on major news outlets like CNN and 60 Minutes, and in publications including The New Yorker, as the expert every time there’s an attack that the media reports. No one in cybersecurity has more experience and has the insights into effective security solutions as I do. Now, as the number one cybersecurity expert in the country with over thirty years of experience, I want to teach you about the realities of cybertheft and hacking and what you can do for yourself, your company, and your family. I’m going to give you an inside look into the current cybersecurity war, the places you are vulnerable, the solutions we can take to help stop cybercriminals, and what to do when you experience an attack. Let’s go!




ONE

WE ARE ALL TARGETS

Whether we like it or not, or whether we want to admit it, we spend much of our life living in a virtual world. Even before COVID, many people shopped online, interacted online, and att ended classes online. With the epidemic, most activity has moved online, with minimal or greatly reduced social interaction. People are doing virtual happy hours, and many schools are conducting a majority of their learning from kindergarten through college online—and this trend is going to continue. The problem with living our lives online in cyberspace is that people believe it is safe. The top comments I hear are: “Why would anyone want to target me?” and “The software and applications we use are secure.” These are the two biggest fallacies. If you want to survive in cyberspace, there are two core rules you need to remember: 1) You are a target and 2) Cybersecurity is your responsibility.

Just think about how connected we all are now. At work, you’re very likely on some computer: Even if your actual job doesn’t demand it, your employer has your social security number; they may have your medical insurance details. In your personal life, you may post on social media. You likely have a smartphone; you may have a tablet. You may have a smart TV, a home security system tied into the web—even your kitchen appliances may “talk” to the web. You are at risk everywhere you turn. And where does your stolen information end up? The dark web.

THE DARK WEB: IT’S REAL AND THEY ARE AFTER YOU

Your information is an incredibly valuable commodity on the dark web. When you hear “dark web,” you’re probably thinking it’s something out of Tom Clancy’s Jack Ryan novels, right? But it is real—and dangerous.

The dark web consists of servers on the internet that are controlled and managed by criminal elements. You actually need special software in order to access them—called “onion routers”—and you need to have special passwords and special access. In some cases, you have to commit crimes in order to get access to a sensitive area. While breaches and hacks of personal information occur on the internet, the dark web is where it goes to be sold.

If someone has your full identity—your full name, address, social security number, phone number—that sells for approximately twenty-two dollars on the dark web. Think about how many identities are in a data breach and start doing the math. That’s serious money. For example, the Target breach was 41 million records, Equifax was 145 million, and Marriott was half a billion! While there have been and will continue to be major breaches, the important thing to remember is that if it is your information that is stolen, or your bank account that is wiped out, whether it was one record (yours) or one hundred million, if it impacts you, the breach is real.

While the media focuses on the number of records, this is only the beginning. Ultimately, the cybercriminal wants to do something with the information and/or make money. Therefore, the probability is that the stolen information is going to be used in a criminal manner, like opening up fraudulent credit cards or credit lines or targeting your bank information. I know companies that will pay for information on the dark web to add to their mailing list or get the emails and phone numbers of people within a certain demographic.

As mentioned in the Introduction, your stolen identity or bank information, bought and sold on the dark web, may not necessarily be utilized right away, so you don’t have any visible way of knowing that it has been compromised. Also, while there are companies that monitor and watch the dark web for such illegal activity, in many cases they do not have access to the very sensitive areas because criminal background is needed for that access. Think about how people join gangs: You have to kill somebody to prove that you’re not a cop. Many of the areas of the dark web buy and sell data and information in the same way. You either have to commit a crime or show that you have 50,000 real identities in order to get access to the information in that data. Now, of course, there are organizations like mine with indirect connections, so we can still monitor and see what’s going on, although it’s nearly impossible to monitor everything.

However, a particularly important point to bring up is that many organizations that suffer major breaches do not have accurate logs, so they do not actually know whose records have been stolen. For example, they know that one hundred million out of eight hundred million records were compromised, but they are not able to determine which ones, because they don’t have proper security measures in place. This is why, after a breach, you might receive a letter that says: “There is a possibility that your information might have been compromised . . . ” I know it frustrates people that the company is being vague and won’t actually tell them the truth, but the reality is that they don’t know.

There may be certain rare cases when you want to hire someone just to monitor the information for a short time. I worked with a major corporation that was about to go public, and when that happens, there’s a four-day window when there’s a lot of sensitivity. During those four days, I hired a team to monitor the dark web to actively look for any sensitive information and take proactive action to minimize any damage. If something came up, I would put delays in place. If you have a small window, darkweb monitoring is helpful, but otherwise, assume cybertheft is happening and put precautions in place to combat it.

You should begin with the assumption that your data is out there and act as if you’ve already discovered that. I asked a business that question: What would you do if you found out your company was compromised? This executive said they would rescan the servers, make sure there was no exposure, and put on more staff to monitor activity. I told him that he should do that now. It will cost less before any theft occurs than if there is a bounty on the information to get it back.

The dark web is a real threat, and you and your business are targeted. The sooner you wake up to that, the better you’ll be able to prepare. Act as if your data is compromised and be proactive. It is better to assume your data has been compromised, take aggressive action, and be wrong than to take no action at all!

I see two big problems when I talk to executives about cybersecurity. The first is that nobody thinks they are a target. Whether they’re small start-up companies, entrepreneurs, even large oil and gas companies, one of the most prevalent comments I get is that they think no one’s going to target them. For some reason, people believe that cyberattackers only go after the government or governmental entities. The fact is that many of the nation-state attacks, from North Korea, China, Russia, and Iran, actually target small-to-medium-sized businesses and individual businesses. The reason is simple: They’re an easier target.

I was chief scientist at Lockheed Martin, an American global aerospace, defense, security, and advanced technologies company, for many years. And yes, they were targeted. You might have even read that they had some attacks from the Chinese military with the Joint Strike Fighter, because they got hit on a regular basis. So let’s think about this: How hard do you think it is to break into Lockheed Martin? Now remember, this is a company that knows they are a target. They recognize that they are a large government contractor, so they spend hundreds of millions of dollars on cybersecurity, and they have hundreds of people monitoring and watching their network, 24/7.

Foreign adversaries on a regular basis prove it can be done, but it’s fairly difficult to accomplish. Now, what if you have a small company that doesn’t consider itself a target? They might spend $200 on endpoint protection and maybe have a half a person doing some basic security.

Which company is easier to break into? Of course, the smaller one.

An adversary knows this. They could go after a super large company or bank and break into their database, which would take a lot of work and energy to steal thirty million identities with a high chance of getting caught . . . or, they could target thirty million individuals who don’t think they’re a target and steal their information without hardly anyone noticing. Which one do you think is easier and quicker? Of course, the latter, going after the individuals.

This is one of those counterintuitive
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