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      I have altered the names of specific technology used in this book to protect copyrights. I got the idea for this book back in 2011, when I noticed an upward trend in data breaches. I had only been in the security space a few years and was just starting a Master's program in Digital Forensics. One goal for this book is to teach young people basic Cybersecurity concepts in a fun and engaging fashion. There is a shortage of qualified Cybersecurity professionals, and if this book piques the interest of young people, then the book has met its goal.
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      The sun shone on Nigel Watson's face as he picked up the remaining pieces of trash. Of all the volunteer service activities, Nigel enjoyed the beach cleanup days the most.

      The sounds of the waves crashing on the shore and the heat of the sun relaxed him. Nigel gazed out over a jewel-like ocean to enjoy another spectacular view before he returned to the beach parking lot to drop off collected trash, equipment, get his log signed, and go home. Just as Nigel was contemplating this, Milo appeared from behind a sand dune.

      “Hey, Nige! Any weekend plans?”

      “Not much; going to play The Machine, I think.”

      The Colossal Machine was an online role-playing game that had been taking up most of his weekends lately.

      “I might do that, although my dad did just get me a cool new antenna kit to construct. Either way, we should hang out. We haven't since summer.”

      They began walking toward the parking lot together, the sun bearing down on them.

      “We’ll see how it goes. I need to develop some characters for Jake and his friend.”

      “I don't know why you do that. I know it's extra money, but you have been missing a lot of school lately.”

      “I haven't been feeling well,” Nigel lied.

      They dropped off their equipment. Nigel’s mother’s black Ford sedan caught his eye, and he waved.

      “Well, call me if you change your mind, Nige.”

      Milo was already in line to get his service log signed. As Nigel got in line behind him, he heard his phone chirp. It was Jake. Nigel swallowed hard.

      “Give me the account.”

      Nigel typed one word, “Tuesday!”

      “Deliver or ur ass is mine.”

      Nigel swore under his breath. He wanted to get on Jake's good side—if he had one—because the cash was too good to pass up. Nigel looked up from his phone; a dozen or so kids were in front of Milo, and the line wasn't moving fast. At the rate of speed Nigel had been going on the design, it would take the rest of the long weekend to finish Jake's character.

      But what if he used the game's macro and programming features normally reserved for modifications to level Jake’s character?

      “See you Tuesday,” Nigel told Milo. “Got to get to work. I’ll get this log signed after school instead.” As Nigel approached his mother’s car, he noticed her going through a stack of papers. His mother was working Saturdays and bringing work home again. She worked too hard. At the beginning, it was great without her around to nag him, but lately having to make his own lunch and look after this younger brother Ralphie wasn’t worth the hassle.

      “Hi, Mom. Did you have a good day at work?”

      His mother Ellen Watson looked up. “Yes, Sweetie. I'm glad I'm off.”

      Nigel was already in another world: the mobile app version of the game he was addicted to, Pretzelverse’s The Colossal Machine.

      “How was your beach cleanup day?” Ellen continued when he didn’t respond.

      “It was good.”

      “Did you get your service log signed?”

      “The line was long, so I’ll do it Monday.”

      “Nigel, you forgot to get your log signed last time and missed out on ten hours of community service. Did you forget Monday’s a school holiday?” Ellen chided. “This will affect your rating in the honors society.”

      “I’ll get it signed, Mom,” Nigel snapped.

      “Yes, you will.” She whipped the car around. “Today!”

      Nigel threw his head back and groaned.

      When Ellen arrived at the beach, the event was already packed up, and there was no one to be found. Ellen grumbled as she pulled out of the parking lot and headed toward the district office.

      “You always do this, Nigel.”

      “What? I will get it done at school, Mom; let’s just go home,” Nigel pleaded.

      “You would almost be home if you waited in line like you’re supposed to. Why are you so lazy?”

      Nigel folded his arms and looked out the window. Ten minutes later, she pulled up to the office. The windows were shuttered. Nigel didn't immediately make a move to go inside; he was still on his phone.

      Ellen gave him a gentle push. “We’re going to be late to pick up your brother,” she said. “Go.”

      Nigel mumbled something unintelligible as he left the car and slowly moved toward the door.

      The community service supervisor sat at a desk going through papers. Helping him was a girl Nigel had never seen before. She was six feet tall, skinny, and had the most captivating smile. Pink streaks ran throughout her golden blonde hair.

      “Can I get this log signed?” Nigel asked.

      The girl took it from Nigel. After a brief glance, she handed the log back to Nigel.

      “I need you to fill this out completely. If you don’t, you won’t get credit.”

      Nigel stared back with a blank expression.

      “You’re missing the correct date of service,” the girl said.

      Nigel smiled at the girl as he took back the paper. Their hands briefly touched, sending shivers down Nigel's neck. He quickly added the correct information. He wanted to ask her name, but when he opened his mouth and started to speak, he froze. She was gone. Only the community supervisor remained. Nigel gave the log to the supervisor; she signed it and gave it back without so much as a second glance.

      “What was the name of the girl who was helping me?” Nigel asked.

      “Josephine, but she goes by Jet.”

      “I like her hair, very captivating.”

      “Yeah, but the pink streaks are too much.”

      “Thank you.”

      He left with a strange feeling in his gut.
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        * * *

      

      Other than a couple side conversations with Milo, Nigel's weekend was spent on the computer, leveling up Jake's character to level thirty-five (out of a possible seventy). Nigel was investing as many hours as another would doing a part-time job. He navigated Jake's character through the virtual world of The Colossal Machine, realizing a more efficient leveling process was needed, then froze as a single thought entered his mind: I forgot to work on my class project.

      Nigel sighed. Sleep will have to wait. Where are those machine learning project notes? He didn't want to be caught without any progress, especially since this was the only class Nigel liked.

      Nigel needed a way to continue leveling up Jake's character in the background while working on his project. Pretzelverse, the game developer, allowed users to make enhancements to the game without modifying its core code. After a few searches, Nigel found an article by a programmer who removed much of the graphical interface, allowing the game to run on less powerful computers. A link to a demonstration video was embedded into the article. Nigel watched in amazement as a scene of a forest transformed into text-based characters. He noticed a tree having several rotated equal signs for the trunk and greater- and less-than symbols for the leaves. While this approach wasn't perfect, it did a decent job of showing the world without real graphics. The modification was so good that Pretzelverse awarded the Modder its best game modification award at its annual gamer conference in Cologne, Germany.

      Nigel thought he could use this information to virtualize a subset of his operating system and accommodate running the game in the background without taking too much of his computer's resources.

      Before long, Nigel found the original modification programmer, or Modder, had a page on Prog-hub, a site most programmers used to share their work. His project was called PretUIModder. Nigel downloaded the program, and in a few short hours he was leveling Jake's character while simultaneously writing code for his class project. Nigel worked until his eyes began to ache. He drifted off to sleep.
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        * * *

      

      Nigel woke up on Tuesday feeling like his brain was in a fog. He knew he spent way too much time playing the game for his classmates this weekend—nearly sixty hours in total.

      Usually he took Saturday off but got talked into accepting two last-minute paying customers on Friday afternoon. Jake practically forced his way in. Nigel reluctantly agreed because Jake and his friend were paying $150 each.

      They even paid in advance!

      Nigel rubbed his eyes in exhaustion. He had underestimated the amount of time it would take to level the characters to max level. Over the weekend, he only managed to gain another five levels. Argh, this is taking forever.
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        * * *

      

      Ellen awoke to an annoying buzzing sound that she could not place.

      What day is it?

      She had worked a double shift at the telemarketers’ union because her co-worker, Linda, called in sick. Time seemed to blend together with her excessively late working schedule. The telemarketers’ union specialized in solving problems or conflicts with members’ work assignments. Ellen’s work was very routine; however, sometimes clients were belligerent, verbally abusive, or difficult. She could transfer them to another level up the chain, but lost points if she did it too often. Yesterday she had encountered plenty of belligerence, but lost zero points, which was a benefit to her paycheck (and a detriment to her mental health).

      When she finally opened her eyes, the clock read 7:45!

      “Holy crap! I’m going to be late!”

      Ellen needed to hurry this morning, but she had her boys to consider, and she wanted to make sure that they got a good breakfast. She knew Nigel skipped a number of meals due to his computer game addiction. Ellen didn't care for the constant late nights. She planned to address the problem on Saturday, her only day off this week. He’s going to spend some time with me no matter what, Ellen thought bitterly.
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        * * *

      

      Ellen knocked on Nigel’s door. When he didn't reply, she opened the door and found Nigel playing video games.

      “This is the last time,” Ellen said.

      “What?”

      “I don't know why I try so hard to get you to be responsible when all you want to do is play childish games,” Ellen demanded.

      Nigel said nothing.

      “You are a solid B student. I know you can bring at least one of those grades to an A. You are more than capable of entering a good engineering school, but with your track record, you’re going to be lucky to get into community college!” Ellen wondered if Nigel even cared about getting into college at all. “You have ten minutes, then I'm leaving.” Ellen slammed the door.

      Nigel’s plan for work was simple: develop a game-leveling business and do the odd hacking or coding on the side. He didn’t need to spend four years at a college when he could make money with his current business. He didn’t need a degree at all.

      According to Nigel, there were two things that prospective employers wanted: good coding skills and a good work ethic. In addition to his homework, Nigel was putting twelve-plus hours a day into his business, which he had carefully developed and nurtured from nothing. He was creating online characters for popular games and reselling them for a profit (at least most of the time). The last thing he needed was college.

    

  


  
    
      
        
          
          

          
            CHAPTER 2

          

        

      

    

    
      Nigel could access the computer lab anytime school was open, even between school periods. Aside from Mr. Levinson's class, the lab had the best connectivity in the entire school. When Nigel arrived, he had to stop short of running into another student; there was a small but noticeable line to the computer lab.

      “What's going on?” Nigel said aloud to no one in particular.

      “New reader system,” the boy in front of him said. “You have to scan your school ID.”

      Nigel nodded in acknowledgement. He recognized the boy; he had seen him around when the computer lab just opened. Nigel thought his name was George.

      When they finally reached the front of the line, George waved his badge atop the reader and entered. Nigel was about to do the same when he heard a familiar voice.

      “Hey, Chum.”

      To Nigel’s horror, it was Jake!

      “Got to go to the lab,” Nigel said and stepped in.

      Jake suddenly cut the line but was stopped by a tall and burly proctor.

      “Swipe your badge for entry. No tailgating,” the proctor demanded.

      Jake tried swiping his school badge. A red light and audible negative tone emitted from the reader.

      “You do not have access,” the proctor said. “Go to school administration and get it fixed.”

      “Hey, Bonehead, we’re not finished,” Jake cried as he was escorted out of the computer lab.

      As Nigel entered, he glanced at his watch. 3:11 p.m. The lab was fairly dead for this time of day; he counted about eight students. Nigel sat at his favorite terminal at the far side of the lab. It was close to the window, and the desk was big enough for him to work on the desktop and his laptop at the same time. Nigel quickly set up the laptop, did his usual screen obfuscation (which always took several minutes), then finally started working on his project.

      Since Mr. Levinson made it clear that he wasn't accepting any computer game projects, Nigel chose machine learning as his backup project. Nigel had heard the buzzword “machine learning” somewhere, but it was so new that most students knew little or nothing about it. It wasn't even in his assigned textbooks yet, and Mr. Levinson almost always used up-to-date materials.

      Nigel glanced up from his project long enough to see a girl he recognized. Oh, the girl from the district office! What was her name? Nigel frowned in concentration. She tripped and dropped a book just short of Nigel's desk. He quickly got up and retrieved the book and handed it to the girl.

      “Thanks,” she said.

      The cover of the textbook pictured a robot holding a dove in its metal hand. The title read Electric Dream: The Story of Artificial Intelligence.

      “It’s for my project in Mr. Levinson’s class,” the girl said.

      “Cool. My project is on machine learning.”

      “Awesome,” the girl said excitedly. “Most of the kids here are doing something trivial like creating games. You are the first person I met who actually has something worthwhile.”

      “What is your name?” Nigel asked, swallowing back his urge to argue that there was nothing trivial about creating games.

      “Josephine. But all my friends call me Jet.”

      “I’m Nigel.”

      “I’m so glad we met, Nigel. We should talk soon so we can compare notes.”

      Nigel thought he noticed Jet blush, but before he could process this thought, Jet gave Nigel a smile and walked away.
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        * * *

      

      Nigel’s little brother, Ralphie, sat in his room staring at the load screen for Kenny Kart Racing, his favorite game of all time. He wanted to play with his big brother, but Nigel was always preoccupied with his own games. Most of Nigel’s games required reading hundreds of lines of dialogue just to complete a single quest. Ralphie had no interest in that. The difficulty level in these games was off the charts. Ralphie enjoyed simple gaming pleasures, and his favorite was Kenny Kart Racing. Nigel used to play the multiplayer version with him, but not since he got sucked into The Machine.

      “Ralphie, get ready for school. We are already late!” Ellen said.

      Ralphie just continued to play his game.

      “Turn it off now!” Ellen screamed.

      Ralphie immediately turned his system off. He had never seen his mother this upset.

      “I have enough trouble with your brother. If these games are too much of a distraction, I will take them away.”

      “Sorry, Momma,” Ralphie said in a weak voice. Ralphie was already dressed and ready to go, so Ellen didn't have to wait long.

      The arguments between Nigel and his mother were almost a daily occurrence, so Ralphie used the yelling time to get ready. He usually had some time to play a round or two of Kenny Kart before school. This morning, he had played at least a half dozen by the time Ralphie grabbed his lunch box.

      “Get in the car now. We’re late,” Ellen demanded.

      Both boys jumped in without saying a word. Ralphie didn't like it when his mother was upset, especially if it was directed at him. Her high-pitched voice seemed to go up a notch or two if she didn't get immediate results, so Ralphie usually listened the first time.
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        * * *

      

      Nigel sat in the back of Mr. Levinson’s class, as usual, and connected to the creative thinking private network. Nigel had to be quick, before Mr. Levinson arrived. Wi-Fi access in the classroom was a bit spotty. Nigel thought it had something to do with the wire mesh that covered the walls and ceiling of Mr. Levinson's class.

      As other students started entering, Nigel noticed Jet; she waved at him as she sat a row up and a couple seats to the left. It was rare for a girl like Jet to like hacking. He thought her AI idea was one of the most innovative projects in the class. Nigel's eyes drifted back to the computer screen. He launched the text-replacer program modification and minimized its window so no one would notice. He was determined to level Jake's character while in Mr. Levinson's class. Risky move, he thought, but the stakes were already high with Jake. He started sweating just thinking about it.

      Just as the last student arrived, Mr. Levinson entered the room with a cup of coffee.

      “Sorry I'm late, class,” Mr. Levinson said as he began closing the door with his free hand. “Screens down.”

      The sound of laptops clicking closed could be heard throughout the classroom. Unfortunately, Nigel's reaction time was a bit slow. He was in the middle of setting up several controls to help mask his movements so Mr. Levinson wouldn't notice his network activity during class. Mr. Levinson was staring at him, the only student who hadn't closed the lid of his laptop. Out of the corner of his eye, Nigel noticed Jet silently mouthing the word “DOWN.”

      Seconds later, he shut his laptop.

      “Well then,” Mr. Levinson said. “Now that Mr. Watson has finally decided to obey class rules, I think he should start our daily show-and-tell session. What do you think, class?” Mr. Levinson didn't wait for a response before he continued. “Mr. Watson, you have fifteen minutes to convince me not to throw you out of my class.”

      Nigel's mouth ran dry; his hands were trembling slightly.

      “NOW,” Mr. Levinson barked.

      Nigel slowly gathered his laptop and charger.

      “I have no available outlets here, Mr. Watson. I trust that your battery will last for at least fifteen minutes.”

      Nigel thought he saw a slight grin on his face as he approached the front of the classroom. Nigel felt flushed, his heart raced, and he was starting to sweat. He was not prepared to show the class his project.

      The game was still running the screen session in the background. If the program got interrupted now, then Jake's character would probably die, and he would lose whatever he had in his game inventory. If he didn't resurrect his character within ten minutes, all of that character's worldly possessions would spill all over the dead avatar in the game world. Nigel worked too hard to let this happen; he needed to log out of the game gracefully.

      Before connecting his laptop to the class projector, he quickly pressed a series of keys. Two Dire Wolves had decided to make a meal of one of Jake’s character’s legs. Normally, Dire Wolves had only a few dozen hit points and could be dispatched with a few whacks of a sword, but Jake’s character was badly injured. Nigel had only one or two moves before the wolves would kill and eat their prey. He decided to move decisively. With a few keystrokes, he was able to summon an apocalypse spell that killed both wolves instantly; however, that meant certain denizens of the dark plane were made aware of these actions. The calculated risk of killing an imminent threat brought consequences. Nigel would need to deal with those consequences later, as there was another more imminent threat to worry about.

      Nigel was glad he was in the habit of taking notes in his favorite presentation program. He hoped he would look more prepared than he felt. He opened the presentation program and sent the output to the projector. The words “Project Chaturanga” appeared.

      Nigel began talking about the inspiration for the project and why it was an important research project. He briefly discussed the history of Deep Blue, one of the first computers to beat Chess Champion Garry Kasparov. This was one of the first practical uses of artificial intelligence in modern computing. Nigel scanned the room for signs of interest. He noticed that Jet was fixated on his presentation, hanging on every word. Mr. Levinson also looked intrigued.

      “The aim of the project is to apply modern machine learning concepts to the game of chess,” Nigel continued. “Machine learning makes it possible for technology like artificial intelligence to exist. Think of machine learning as the fuel that drives artificial intelligence. The goal is to have the computer use machine learning to try to figure out what a human might do.”

      Nigel closed with, “Thank you for your time, class.”

      At the beginning of the presentation, Nigel was bordering on panic, but now he felt elated.

      “We can't wait to see your working prototype two Fridays from now, Mr. Watson,” Mr. Levinson said.

      Nigel didn't dare reopen his laptop until he was safely away from Mr. Levinson's class. He dreaded logging back in to Jake's account; he had no idea what he was going to find. He had made a bold move casting that spell. When Nigel leveled up a character for a client, he always tried to have an exit strategy for when things in the game got dicey. For Jake, that spell scroll was a lifesaver—and a risky one, at that.

      “Hey, Bonehead!” Jake bellowed the moment Nigel left Mr. Levinson’s. “Where's my stuff? I want to access my account already!”

      Nigel had temporarily changed Jake's password so he would experience minimal interference when power-leveling Jake.

      “It’s taking a little longer than expected,” Nigel said.

      “Well, I better have access by the end of the day, or else.”

      Six Hours Later

      Nigel's cell phone rang, and he immediately recognized the number.

      “Needlenose!” cried Jake. “Your head is about to meet my fist!”

      “What’s the matter?” Nigel squeaked.

      “My account has been frozen. I just got an email about it! If you don't get my account unlocked or provide a new one by tomorrow, you're in big trouble!” Jake hung up.

      Nigel checked his messages; there was an email forwarded from Jake.
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      Nigel started to sweat as he read the message.

      

      Greetings Jacob,

      We regret to inform you that your account has been put under a temporary suspension pending an investigation. Our anti-fraud system has detected the use of more than one account with an identical source Internet Protocol (IP) address. As a precaution, we have deactivated both accounts in question. If you can prove that the other account is yours, then both accounts will be restored once proof has been submitted. However, it may take three to five business days to verify and to completely restore your account. Please provide two of the following forms of identification to prove your identity.

      
        	Driver's license

        	Utility bill

        	Credit card statement

        	Mortgage bill

      

      

      Once proof is provided, our customer support staff may need additional verifiable information.

      Regards,

      Your Friends at Pretzelverse Games

      

      Nigel felt like he had a bowling ball in his throat. The account wasn't hacked; Nigel was caught logging in to more than one account from the same IP address. Although this was not good news, it was far from devastating. At least he had a chance to set things right. Jake was eighteen but might as well be a minor; proving his identity was going to be a bit tricky. Nigel had to think of a good way to convince the customer service people at Pretzelverse to unlock the account.

      He immediately called Jake.

      “Hello?” Jake answered.

      “Hi, Jake.”

      “Is my account unlocked?”

      “I just wanted to say how sorry I am to delay your⁠—”

      “I want a discount for this,” Jake cut him off. “I'm thinking that free is a fair price. You owe me $150 plus subscription costs. Otherwise, I'm going to be taking that out of your ass.”

      Nigel was speechless. He had spent the better part of two weeks working on Jake’s account. Plus, he already spent the money; there was no way he could recover from that.

      “I want my account and the money by the end of tomorrow or there will be hell to pay.” Jake hung up.

      “Wait!”

      Nigel had to ask him if he had a valid driver's license. He called Jake again. After a few rings, he heard an audible click and silence. After another few attempts, he was greeted with a prerecorded message, “Your caller is blocking all calls from your number.”

      Nigel threw his phone across the room. It hit his corkboard at the far end of the room, then fell to the floor with an audible thump.

      Nigel would make Jake listen to reason. He needed a copy of his driver's license. He grabbed his bike and started pedaling north down Sycamore Lane.

      Nigel had to squint as he rode into the sunset. When Nigel arrived on Front Street, where he thought Jake lived, he shivered as a cold autumn breeze blew across his neck.

      Just a few weeks ago, Jake said he wanted a big brute of a character that would wield a big axe and cast spells as fast as a wizard.

      “You can’t have a character like that.”

      “Why the hell not?”

      “The game doesn’t work that way. There are limitations and balance issues to consider,” Nigel reasoned.

      The game was not limited to predetermined profiles (or classes). Points were awarded for completing quests in the game, or by interacting with the world, other players, and objects. Most games relied on experience points from killing things, but The Colossal Machine also rewarded players by doing something that contributed to the world in general. For example, if a character saved another from falling off a cliff or helped another character slay a monster, points would be awarded depending on the difficulty of the task.

      Another monitoring system was in place to help combat cheating. If the system detected a large number of repetitive tasks, Game Player Managers (or G.P.M.s) would be summoned to investigate. Other automated systems detected suspicious activity, such as logging on from different IP addresses within a short period of time.

      Most of the game's security measures were not public knowledge, but that didn’t stop rumor and fan sites from deconstructing everything about the game. Nigel knew these sites well. Pretzelverse was known to fiercely guard their intellectual property, and takedown notices were sent every day to offending fan sites. A large number of these sites wouldn’t comply since they were in countries where intellectual property laws didn’t exist.

      Nigel arrived at Jake's house, confirmed by his mother’s battered Dodge Caravan Nigel recognized from school. The original paint job appeared to be maroon, but the car sported several unpainted black sections. Nigel parked his bicycle behind the patchwork that was the Caravan, then proceeded up the steep driveway toward the house.

      A strong sense of dread came over Nigel as he rang the doorbell. As soon as he pressed the button, he immediately regretted it. He felt like running back to the safety of his bicycle. He noticed movement out of the corner of his eye. A dirty-looking curtain was being pulled aside, then was quickly closed. A few moments later, the door swung open and a rather formidable-looking Jake was standing there with his fists clenched.

      “What are you doing here, Bonehead?” Jake yelled.

      “Do you have a driver's license?” Nigel asked.

      Jake seemed surprised by the question. “It's none of your business.”

      “It became my business the moment you hired me to level up your character.” Nigel surprised even himself with his bold words. “Pull up that email from Pretzelverse.”

      As Jake whipped out his phone, Nigel went on to explain that a driver's license was proof that Jake owned the account and he needed to provide a copy to unlock his account.

      “So, if I provide a copy of my license, I can get my knight back?” asked Jake.

      “Yes,” Nigel said excitedly. “Can I come inside?”

      “No!” Jake snapped. “My mom is inside, and I'm not supposed to be playing games.” As if on cue, Jake's mother appeared.

      “Jacob,” his mother said. Nigel recognized her as Martha, his mother’s former co-worker. “I didn't realize you had company.”

      “He is not my friend,” Jake said.

      “Then who is he?” Martha demanded.

      When Jake didn't immediately answer, Nigel said, “Tutor! I'm teaching Jake critical thinking skills.”

      Jake started, “Critical wh⁠—?”

      Nigel interrupted him. “Critical thinking skills are necessary for kids to learn subjects faster and with more depth. The ability for someone to think critically is important for today's job market.”

      “Oh, that sounds wonderful,” Martha said. “Jacob, aren't you going to invite your guest in?”

      “Uh...yeah, Ma.”

      “Great, I think we should work with your computer since there are a lot of great critical thinking sites I want to show you. Lead the way!” prompted Nigel.

      Nigel followed Jake into his bedroom. As soon as the door was closed, Jake gave Nigel a big push.

      “What was that for?”

      “For making me look stupid in front of my ma,” Jake said. “You basically said that I didn't know how to think.”

      “I had to say something to justify my presence since you blurted out that I wasn’t your friend. And it worked. So now that we’re here”—Nigel gestured toward the computer—“we should get that suspension removed. Shall we?”

      Twenty minutes later, the task was done. Nigel helped Jake scan and upload his license. Jake received an email a minute or two later stating that Pretzelverse needed additional verification information, such as a utility bill, to help unlock his account. A driver's license was just one of the steps needed to complete the verification process.

      The two stared at the email on Jake's monitor for what seemed like an eternity.

      “Not a big deal. Can you get a copy of your electric bill, perhaps from your mother's desk?” Nigel asked.

      “No! I'm not going through my ma's things for you. There has to be another way.”

      “I don't think there is.”

      Without warning, Jake started pounding on Nigel. Nigel yelled in pain as he took another blow to his chin. Nigel did his best to protect himself, but Jake was much stronger and just kept pounding.

      After a minute—an eternity to Nigel—Jake threw him against the door and yelled, “Go! Get out of here. Don't let my mother see you!”

      Nigel stumbled out of the house, holding his side. Nigel tried to ride home, but the pain was unbearable, so he resorted to walking his bike the rest of the six blocks home.
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        * * *

      

      Shortly after Nigel arrived home, he discovered that Jake's account wasn't the only account that was locked. His account was also.

      The Colossal Machine was rated Mature (M), for ages seventeen and up. The company had been making recent efforts to stop teenagers, including requiring additional account verification when an account looked suspicious and locking accounts. To get around the age problem, Nigel fashioned an online persona of a college student, age twenty-three, who attended a local university. Nigel needed to fabricate matching documents, find someone who could, or risk losing his account forever.
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        * * *

      

      Sitting in a small café, Len checked out the source code for the custom BOT program that he developed called Dark Glider. The purpose of Dark Glider was to help players with repetitive tasks within Pretzelverse's The Colossal Machine. Although The Colossal Machine was a giant sandbox where players from around the world could interact socially, there was a lot of structured content as well. For a player to explore the depths of a cavernous maze or navigate a jungle river, they needed to acquire skills, knowledge, and resources through prerequisite quests.

      Len had spent many weeks perfecting the code that composed Dark Glider, and he had received a lot of praise in the beta testing stage. People were able to level characters and access adventure content in a fraction of the time. The café would be closing soon, so he needed to work quickly.

      Len needed to launch the initial program before the expansion came out. According to his rough calculations, he figured he had at least a few weeks before that happened, perhaps longer. Normally, it would take one programmer more than a year to get a project of this size and scope off the ground. While Len was a good programmer, he had a day job, so he hired two additional programmers from an online working site called VDesk, one for the networking interface and another to hook into the game engine.

      Word had already got out that he was creating an auto-leveling system for The Colossal Machine, so he knew he could sell thousands of dollars of product before Pretzelverse got around to changing things.

      Len has been keeping his followers informed of the development of his mod on his blog called Dark Happenings. Although the official title of the add-on was CM Helper, the community dubbed it Dark Glider because he had often described it as a way to glide through the universe of The Colossal Machine as if on skates. Many followers wondered what the actual mechanisms of Dark Glider were, since much of the code was sent electronically to a private server on the Dark Web. However, most players of The Colossal Machine only cared that it would help them achieve their in-game goals quickly.

      “There it is,” Len said to no one in particular as he finished the last module for Dark Glider. After tonight's finishing touches, Dark Glider was ready for launch!

      Len's heart was pounding as he clicked on the submit button that would send his changes back to the repository. There were a million other details to be done before he could launch Dark Glider. He hastily jotted down some notes.

      
        	Send email to the marketing list

        	Notify the community boards

        	Web banner advertisements

        	Final secure code review

        	Tighten modules

      

      As he left the café, Len pulled up his secure communications app on his smartphone and sent a message to his ghost coders: “Code complete when your mods are ready.”

    

  


  
    
      
        
          
          

          
            CHAPTER 4

          

        

      

    

    
      John Appleton started his day with a promising lead in the cybercriminal case he had been working on for several months. An encoded message addressed to one of the known associates that are connected to a cyber hacking group known as “The Collective” arrived in his office.

      The message originated in Minsk, which was not surprising since the group was active in Eastern Europe. He launched his secure email program, checked out the evidence, then ran the program to detect the decoding method. After eight seconds, the program listed the encoding type as "ROT-13." Luckily for John, this was one of the easiest algorithms to decode. It was time to deal with the big DD.
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        * * *

      

      Marcus Sienna was the deputy director of the FBI's cyber command of the eastern United States. Janice, his secretary, was the gatekeeper for everything related to the deputy director. John was always polite and respectful of Janice's time. This kindness had gone a long way when John needed to see the deputy director on an emergency basis. Janice had been known to make agents wait a very long time before seeing the deputy director. She would prioritize the director's schedule, even if it was empty, to make an offending agent wait as long as possible. 

      “The deputy director will see you now, Agent Appleton,” Janice said.

      “Thank you, Janice.”

      “Have a seat,” barked the deputy director. “What news do you have for us in Eastern Europe?”

      The deputy director, also known as the DD, was often short-tempered with direct reports. He didn't have anything to report, so John felt a little better going into his office with some actionable news.

      “I have a new lead on The Collective, Sir,” John said.

      “Go on.”

      “I was able to intercept an encoded message using one of the network taps that we have in place,” John said. “We have them installed at several cybercafés in several suspected cities The Collective operates in. This one was in a coffee bar in Minsk.”

      “What was in the message?”

      “I haven't had time to decode the message, Sir. I got the alert as I was commuting in. I was able to determine the encoding mechanism.”

      When the DD said nothing, John took that as a sign to continue. “The message tripped the alert because of metadata inside the message header. A person on a watchlist sent a message to known members of The Collective. We get these all the time, but usually the message is encrypted. This time, the message was encoded with the ROT-13 algorithm, which is significantly easier to crack than standard asynchronous encryption.”

      “English, please!” barked the DD.

      “Think of it this way. Asynchronous encryption is similar to a lockbox at a bus station. You put quarters in (your private key), then you take the key (public facing) out of the lockbox when you have enough quarters. When you have the key, you can unlock the locker to reveal the contents at any time.”

      “Can’t you just pick the lock?”

      “Yes, you can pick the lock, and you may get lucky and unlock it within the first few minutes. However, usually it takes a very long time to do this,” John said. “Even with lockpicks. Or, you can break the lock with a hammer, but then you risk damaging what is protected, as well as drawing unwanted attention to yourself.”

      After several long moments, the deputy director motioned for John to continue.

      “Encoding is better for us because the lock is not as strong. It’s like a lock that protects a jewelry box. One strong tug and it’s open,” John said.

      “This is all very interesting, Agent Appleton, but we need a solid lead. You shouldn't have wasted my time with this preliminary information,” the DD scolded. “Is there anything else?”

      “No, Sir.”

      “Then you better get back to it. The director has been on my ass, and we need a solid lead to move the investigation forward. Otherwise, we are going to shut you down.”

      “Give me a week, Sir. You will have your leads.”

      John left the office with an uneasy feeling in his stomach.
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        * * *

      

      The popularity of Dark Glider took Len by surprise. He sold more than 2,200 copies during the first week. With each copy selling for $30, and after his fixed costs of $6,455 for programmers and advertising, he netted just over $60,000! Of course, there were other costs to consider, such as seller commissions for the services hired to handle his digital distribution and equipment costs. To add an extra layer of security, the seller offered payments be made with an untraceable cryptocurrency called Digibit. Len was skeptical at first since he thought it would hamper sales, but obviously this wasn't the case. If this kept up, Len might just be able to quit his day job.
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        * * *

      

      Ellen was having a very difficult day. She had to hang up on two creeps and another customer who could only be described as belligerent. All she could think about was finishing her shift, grabbing some takeout, and heading home. She should be home in about an hour, but Chuck Stevens, her shift supervisor, almost always had some sort of surprise waiting for her toward the end of her work week.

      Ellen looked up from her computer. Chuck was standing in her work area, and a little too close for Ellen's comfort.

      “Ellie, do you have your weekly end-of-shift report for me?” Chuck asked.

      She hated when he called her Ellie. Ellen suspected that Chuck was just toying with her. Ever since Ellen shunned his several requests for a date, he had been even more demanding and critical of her work.

      “Reports are due at the end of your weekly shift,” Chuck said.

      “Well, technically they are due on Friday.” Ellen usually finalized the report Friday morning, because she wanted as many extra calls as possible before her final shift ended. More calls meant bigger bonuses at the end of the month.

      “That is only true if your shift is Monday through Friday,” he said with a smug expression on his face. “You work Sunday through Thursday, so I want that report in my inbox by 6 p.m., or I will need to write you up!”

      Ellen just sat there for a moment in stunned silence. This was the first time he asked for the report. Until now, he had always approved its submission on Friday. She would have to call Nigel and let him know that dinner was going to be late.

      Nigel was in his junior year of high school, and though he went through the motions of getting essays written and sending them to colleges with acceptable video game development programs such as the University of Southern California (USC), or UC Berkeley, his primary focus was his video game side business. Ellen was constantly reminding Nigel that he had the responsibility of trying to get as many scholarships as he could so that Ellen wouldn't have to pay as much. At this rate, he may not need any tuition money at all. That thought scared Ellen more than any amount of extra night shifts.

      At 5:59 p.m., Ellen got up from her desk and presented Chuck with a hard copy of her report for the week. He briefly glanced at it, then tossed it in his inbox dismissively.

      “You can leave now,” Chuck said.

      The bastard didn't even look at the report, she thought incredulously. She immediately left without another word to Chuck. At least she wouldn't need to see him again until Monday. Gary would be in charge on Sunday. She liked Gary's management style much better than Chuck's, but he only worked weekends.

      She called Nigel on the drive home from her Bluetooth-connected phone. Nigel didn't pick up. She called again about ten minutes later when she arrived at the supermarket and was sent to voicemail! She decided to just pick up a ready-made roast chicken for their dinner.
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        * * *

      

      Every light in the house was turned off except for the one in Nigel's bedroom. Thursday was Ralphie’s study group, so she didn’t have to pick him up until after dinner. She dropped off the chicken, groceries, and her briefcase on the island in the kitchen, then walked upstairs, turning on lights as she went.

      She knocked on Nigel's bedroom door.

      “Honey, it's me!”

      All she heard was a grunt. She tried a few minutes later after she popped the cooling chicken in the oven for a quick warm-up. Nigel did not respond, so she opened the door.

      Nigel was sitting in the middle of the floor with his face in his hands.

      “What's the matter, Sweetheart?” Ellen asked.

      “Nothing!” cried Nigel.

      “I think it is a bit more than nothing.”

      She pulled Nigel's hands away, and her heart sank as she noticed the bruises covering nearly half his face.

      “What happened?”

      “I got into a fight.”

      “With who?”

      “With some kid.” Nigel turned away.

      They ate in silence. Nigel was clearly upset, so Ellen didn't press the issue. The moment he was feeling better, they were going to have a talk. She needed to set the record straight with her boy. After dinner, Nigel went to his room. Ellen didn't see him again for the rest of the evening.

    

  


  
    
      
        
          
          

          
            CHAPTER 5

          

        

      

    

    
      Nigel’s heart pounded so hard at the mere thought of facing Jake again that his chest began to ache. A jumbled, unfiltered stream of data entered his mind: punches from Jake, Jet, his mother, the game—that cursed game! Nigel could barely swallow, and his thoughts were confused. Am I having a panic attack?

      After several deep breaths, Nigel’s head cleared, and he focused on finding solutions to unlocking both his and Jake’s accounts. The Dark Web came to mind, but he had no idea how to gain access to the place where the shadows lurked. He couldn't think of any real solutions, so he did what anyone in trouble might do: call for help.

      Jet was sitting at her computer (as usual), jacked into a remote section of The Colossal Machine, a premium section of the verse that hadn't been released yet. She was helping the game developers test for bugs and other problems in their new expansion.

      Pretzelverse had sent her a large box full of goodies which contained a pair of bulky but functional virtual reality (VR) lenses. While the headset actually needed to be connected to her computer via wires, the immersive experience more than made up for it.

      Through the eyes of the VR lenses, Jet noticed that she was on the top level of a tall silver tower. Her avatar had a long staff with a blue crystal at the end, and she could see it waving before her as if it were truly in her own hand. She activated her cloaking armor as she entered the metallic-lined corridor. To her immediate left, an oozing black sludge leaked out of several holes. She knew from experience that touching the sludge was an instant permanent death. She had many hours invested in her avatar and didn't want to lose her place in the queue by starting over. If any of the testers died in the game, they were immediately resurrected in a starting area with no equipment, and since it had taken her approximately forty hours to get this far, Jet didn't want to risk anything. She had limited time to play during school nights; her mother enforced a strict curfew on gaming. She had to be off The Machine at 9:45, and lights out was at 10 p.m., but it was only 7:30. Plenty of time to clear this level, gather her loot, and stash it in her hidden hovel.

      She heard the chirping noise of her cell phone as she laid waste to dozens of minions the game was procedurally generating for her slaughtering pleasure. Since the game was online, she couldn't pause. She needed to reach the next checkpoint or a temporary safe camping area before she could even look at the text messages she was receiving. She couldn't think of anyone who might be contacting her at this hour. She didn't have many friends. She didn’t date, either. She knew other like-minded classmates that might be testing, but most of them rarely used the phone; communication was usually handled by the in-game chat system. Her friends’ accounts were “account-linked,” which meant they didn't need to be online playing the same game to communicate. Pretzelverse had established its own communications platform that was truly impressive. The company could have sold subscriptions to the communications system to non-gaming customers. Jet didn't know why Pretzelverse hadn't done this already; it seemed like a good idea to her. She snatched a small peek at her phone as she entered into cloaking mode on her avatar’s armor.

      She picked up her phone. The message that caught her eye was from Nigel. It read, “Jet hlp 4 I T...STAT.” Jet's heart skipped a beat when she read the next line: “I O U 4evr TIA.” If a non-technical person received this text message, confusion might have ensued; however, Jet knew its meaning, a call for help. The first line translated to: “Jet HELP for I'm in trouble.” The second line gave her hope, and the meaning was what motivated her to act: “I owe you forever and thanks in advance.” Although this sounded innocent enough, when a fellow gamer sent the letters “I O U” together, it was a sacred message to the recipient. It meant that at any time the IOU could be called in for a favor of the person's choosing. Jet's palms started to sweat at the thought of Nigel owing her. She had sat next to him in class for a long time, and she was very fond of him. Jet quickly checked her inventory and found her recall scroll, which allowed her to instantly teleport to a previous location where she had been in the game. She cast the spell, then logged off in a safe place.

      Jet replied, “Where do u want to meet?”

      “Public Library at 8 p.m.?”

      She lived about ten minutes from the library by bike and figured she better get going if she wanted to get there by eight. She replied,“Sure, 8 by the front.”

      “10-4. Bring your laptop.”

      The library was practically deserted. No one could be seen as she put her bicycle in the rack near the entrance.

      Nigel appeared from the shadows. He was wearing a black hoodie and blue jeans, and she could see his laptop in his hands.

      “Hey,” said Nigel.

      “Hey, yourself.” Jet didn't realize it, but she had a grin on her face.

      Nigel smiled briefly but regained his composure. “Should we get started?” he asked.

      
        
          
            [image: ]
          

        

        * * *

      

      Nigel led them to a table just outside the library and explained the Jake situation. Jet cringed when she heard Jake's name. Unfortunately, Jet knew Jake well. A couple of years ago, Jet's father got transferred to a military base just up the coast from Milford as a civilian contractor. During her first day at school, Jake made several unwanted advances toward Jet, which continued for more than a month. Jet liked to study outside the school gymnasium because it provided a semi-private, quiet area to study when it was too cold or rainy to practice. One day, Jake appeared out of nowhere and grabbed her by the arm.

      “Get your hands off me, Creep!”

      Jet shoved Jake back hard enough for him to lose his balance. As Jake stumbled, Jet spun around to flee, but another slightly shorter boy blocked her path. She attempted to run past when Jake grabbed her arm and started pulling her toward the gymnasium. She wriggled and almost broke free.

      “Hold on to her, Donnie!” Jake yelled.

      Before she knew it, she was in a darkened room. She had been so focused on Jake and his intent that she realized, too late, that the boys were carrying her to another area inside the gymnasium.

      “Watch the door!” Jake said as he slammed it. Jake hurled her into an area that resembled a storage room. As she tried to get up, he pinned her down to the floor and immediately started kissing her.

      Repulsed by his touch, she started screaming.

      Jake backhanded her and quickly cupped his hands over her mouth. “If you do that again, I'm going to hurt you really bad, Bitch!”

      He groped for the buttons on her blouse, but they wouldn't come free. Jet bit her lip and sobbed.

      Is this really happening? Jet thought. At that instant, she heard voices.

      “What are you doing here with the lights off, Young Man?” Mr. Robinson asked Donnie.

      When Mr. Robinson got no response from Donnie, he pushed him aside and started flipping switches for the main gymnasium and adjacent hallways.

      Startled by the change in ambient light, Jake stood up and attempted to flee toward the opposite end of the room where another door was barely visible.

      Jet heard a loud crash. Jake was trying to move several tables that were placed in front of the door. Seconds later, the door of the storage room was flung open; it was Mr. Robinson.

      Jet’s vision blurred as the tears flowed.

      “Jet, are you okay?” Nigel asked. He had a worried look on his face. She shook off the bad memory.

      “Yes, I would love to help you with your Jake problem, Nigel,” Jet said.

      Nigel let out a small but meaningful smile.

      “Since Jake doesn't want to give his information to Pretzelverse to help unlock his account, I'm thinking of finding an exploit of some kind to break into the account system. I read somewhere that there is malware, rootkits, or other software that can help me,” Nigel said. “But I don't know where to look for them.”

      Jet didn't like hearing desperation in Nigel's voice. To her, Nigel had always appeared confident during their encounters at school.

      “I think I have a solution that doesn't involve hacking and poses less of a risk than what you're proposing.”

      Nigel thought for a moment, then asked, “What do you have in mind?”

      “A lot of people answering phones at companies give out information to people claiming to be someone else all the time,” Jet explained. “After assembling a voice modulator circuit, you or I could sound like anyone.”

      Nigel was stunned. He never knew it was that easy to fool people.

      “Have you done this before?” Nigel asked.

      “Well, it's complicated!”

      Nigel didn't want to press the subject.

      “How do I get my hands on a modulator device?”

      “I know someone who knows someone.”

      “Well then, let’s get started,” Nigel said with excitement in his voice.

      Jet smiled in response. “It all starts with a pretext, a scenario that the person on the other end of the conversation must believe in order to obtain information or convince them to do something.”

      “A believable story,” suggested Nigel.

      “Exactly! You catch on quickly,” Jet said. She winked at Nigel.

      “Since we can’t just make up a believable story on the fly, we need to set some goals. We need to ask ourselves some questions,” Jet continued.

      “What kind of questions?”

      “We need to get Jake off your back. That is our main goal,” Jet said. “Then we need to figure out the other details, such as the person we will be contacting and what information they will require. When you created Jake's avatar, what was his age?” Jet asked.

      Nigel had painted a picture of a twenty-three-year-old college student attending nearby Milford State University. Unfortunately, that persona required some documentation they didn't have. Nigel would need to submit two forms of documentation, such as a driver's license, a utility bill, or a tuition bill. None of this was available, and forging one would take an enormous amount of effort.

      “That is true for most people,” Jet said as she smiled at Nigel. She didn't want Nigel catching on that she liked him, but she couldn't help it—they had chemistry. “We can find just about anything on the Dark Web servers. We just need to work out the details on price,” said Jet.

      “Should we go inside?” Jet asked. “There is little Wi-Fi signal here.”

      “I have an amplifier,” Nigel said. “My friend, Milo, makes the best antennas.”

      “Cool.”

      “So you know how to access the Dark Web?”

      “Sure,” Jet answered.

      “Really! Can you show me how?” Nigel asked.

      Jet explained that a special piece of software called a Virtual Private Network (VPN) was necessary to maintain anonymity. A special web browser was also required. Once Jet tested the connection, she demonstrated the use of a browser called MORP. “The Multipoint Online Remote Privacy was developed by the U.S. military to protect covert communications,” Jet explained. “The software is also used by criminals, freedom fighters, and privacy-concerned citizens.”

      “Okay. I need to either create fake documents to show to Pretzelverse or hack into the electrical company for a recent bill,” Nigel said.

      “Both options are risky, but we should be able to create some convincing forgeries of an electrical bill,” Jet said as she launched the MORP software. “There have been thousands of company breaches over the years, and Jake's mother's information is probably already on the Dark Web. Let's run a search.”

      Jet frowned. She only had three signal bars on her laptop. She needed at least four bars to create a secure, reliable, and untraceable connection.

      “Is there a way you can boost the signal, Nigel?” Jet asked.

      “Yeah, let me switch bands,” Nigel said.

      He adjusted the input gain on the radio in order to get more power to help boost his signal. He had to be careful because Milo said that the police often scan the area near public places for unusually strong signals. Nigel didn't think it was a problem tonight since it was a cold fall night, and he hadn't seen a soul on the street since he met Jet.

      After some time, Jet handed the laptop to Nigel. He looked closer at the directory listing on the screen. The structure looked similar to that of a directory listing on a personal computer, with one exception. The file names seemed to be random strings of alphanumeric characters, all with the same extension: “un.”

      “What is this? It looks like random strings,” Nigel said.

      “The file names are purposely vague,” Jet said. “Some of these files contain links to other sites; others contain information. It is hard to tell without opening the files.”

      “Is it safe to open?”

      “It depends. These files can contain almost anything.”

      “Then how do we safely find the information without getting into trouble?”

      “On the Dark Web, it's very easy to get your computer infected if you click on any links or open the wrong file,” Jet explained. “But there are methods to anonymously open these files, and to request information.” Jet opened another window that contained a text document with several notes. “This is my cheat sheet. I had to write several algorithms to get it to work. I created a program that implemented each algorithm that scans and learns from each website. It's sort of like a search engine but on a smaller scale. I call it SpiderJet.”

      Jet chuckled as she said the name of her pet project aloud.

      “SpiderJet is based on recursion theory, which is like peeling the layers of an onion. You see how each piece is put together as you unravel it,” Jet said excitedly.

      Jet searched her SpiderJet log for information about counterfeiters. She saw hundreds of hits in her saved index.

      “Let's try one of these!” Jet said as she copied a cryptic link to her Scratchpad program, which allowed her to verify the link before going to it in the browser.

      “I started using Scratchpad because I accidentally made a typo and got a very disgusting picture back once,” Jet said.

      Jet trembled slightly. It could have been the cooling weather, but Nigel didn't think so.

      After verification, Jet was on the intended Dark Web site. It looked like the most basic web page ever. It contained only a few icons with some text below each one. The site's name caught Nigel's eye.

      “Who names their website Ye Olde Info Shoppe?” Nigel asked.

      “You see all sorts of site names here. Some have really rude names, so try not to get offended if you see any.”

      The first image displayed a picture of a driver's license with a caption which read, “Best Quality Licenses, any state for 0.516 DB.” The second picture was a passport. What caught his eye was a picture of an envelope. The caption read, “Address Verification, any address in the US, 0.751DB.”

      “There.” Nigel pointed to the envelope picture. Jet hovered over the picture with her cursor for a moment. A small window appeared with the word “safe.” She clicked on the link, and a single page of links appeared. Nigel scanned the list for a moment before instructing her to click on a link that read, “Purchase Address Verification Service.”

      What appeared next was a generic-looking form that asked for several pieces of information, including a photo.

      “Be careful here, Nigel,” Jet cautioned. “You don't want to provide any personal information here, or anywhere else on the Dark Web, for that matter. You don't know who is requesting it, or if this site will provide you with what you want. We have to verify the merchant first.”

      “How do we do that?”

      Jet pulled up another MORP browser window that looked like a discussion forum. “This site is called Dark Web Cred, and it allows users to post reviews on merchants and transactions.”

      After scanning these sites for the next twenty minutes or so, she finally came across some reviews for the site. Overall, the site had a score of 4.6. Not bad, but Jet had seen several other sites with higher ratings. She decided it was safe to use the site, but instead of using the form, she clicked on a nearly invisible link that read, “Contact site administrator.” The link was pale yellow on the white background—very easy to miss!

      Nigel was beginning to realize that attention to detail was vital when dealing with the Dark Web.

      A new window appeared in the foreground with a textbox, reply address, and a send button. Jet typed, “Interested in product, need escrow service, provide escrow wallet address,” and provided a return address of, “fountain_spade.leaf.un,” then clicked send.

      “It’s done. When I get a reply back with a suitable DB wallet address, we can purchase the service,” Jet said.

      “What is DB?”

      “Oh, I forgot to mention it. It stands for Digibit, a digital currency. Almost everything on the Dark Web accepts Digibit.”

      Jet glanced at her watch; it was nearly ten. “I’ve got to go, Nigel. Can we pick this up tomorrow?”

      “Sure thing. Thanks again for all the help tonight.” He smiled at her as she left, and his smile lasted for much longer than she was in his sight.
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      Every morning, when Alexander Vandervoss drove into the parking structure of Prezelverse's northern Munich headquarters, he marveled at how much money it took to build. The main building was in the center of several other circular symmetrical buildings. The parking structures were located below each building so employees didn't need to brave the harsh winters. Like most technology companies, the buildings were not very tall, the largest being a mere six stories.

      Underground paths connected each building so employees didn't need to  go outside to get to the next building. Alexander grimaced as his cell phone rang. He hadn't even parked his car and the onslaught of calls had begun. He glanced at his watch; it was 7:23 a.m. Most employees showed up for work around eight. Alexander liked to get to the office early so he could get a coffee and check his email, calendar, and plan accordingly. He looked at the phone as he answered.

      “Good morning, Brenna.”

      “Are you in your office yet?”

      “No, but I'm nearly there.”

      “Please call me from your secure line once you are settled in the office. I have some news.”

      “Acknowledged,” said Alexander as he terminated the connection.

      Brenna was lead legal counsel for Pretzelverse Games, and she worked out of their Washington D.C. office. It must be urgent if she was calling in the middle of the night.

      A few minutes later, Alexander pressed the button labeled Brenna on his desk phone. She answered on the second ring. Alexander looked at the LCD screen on the phone where the secure icon was displayed. Calls made from any executive line were always encrypted. As a result, certain audible artifacts could be heard; sometimes it sounded like modulation tones, or garbled gibberish.

      “Hello, Brenna.”

      “I think we have a problem.”

      “What sort of problem?”

      “An intellectual property breach as well as some trouble on the Hill.”

      “How bad is the breach? Did we get hacked?”

      “Didn't get hacked, but Gregor noticed some anomalies on the code repository servers.”

      “‘Anomalies on the code repository servers’ sounds like a hack,” Alexander said. “Assemble the team to meet at the cottage within forty-eight hours. Contact dispatch for help.”

      “Immediately—but we also have legal trouble with the U.S. Senate,” Brenna said urgently. “A Senate committee has opened an investigation into the expansion. They are expected to vote on it next week.”

      “That was fast!”

      “It usually takes months for a bill to get through the House and reach the Senate. For some reason, the U.S. Congress fast-tracked it, and voting was completed less than an hour ago,” Brenna said with a very tired voice that Alexander hadn't noticed earlier.

      “Deploy your team of lobbyists to Capitol Hill. I need you at the cottage in person,” Alexander demanded, then immediately severed the connection.
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        * * *

      

      Gregor’s eyes were blurry as he pulled up to the cottage, south of Minsk on the edge of a forest. Usually the meeting was held just before the end
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