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    Preface

    The Exam Forge series has six volumes: the Core Guide, the Command-Line Bootcamp, Security & Identity, Automation & Scripting, Services & User Management, and Troubleshooting & Recovery. Together they cover every domain the XK0-006 exam tests. This seventh volume is the companion that turns that coverage into exam-day performance.

    You cannot study your way to a passing score by reading alone. The XK0-006 exam is performance-oriented and time-constrained. You need timed practice under exam-like conditions, fast recall of commands and syntax, and a personal strategy for pacing. This volume provides all three.

    Two full-length practice exams are included, each modeled on the official XK0-006 blueprint across all five domains. The questions are not trivia. They test reasoning, not memorization. The answer key explains not just what is correct, but why the wrong answers are wrong.

    Five Quick Reference chapters distill each domain into the commands, files, and concepts that appear most often. The Command Reference Card is a single-page cheat sheet for the final week. The closing chapter covers exam-day logistics: what to bring, how to pace, and how to handle the performance-based items that cannot be revisited.

    Take the practice exams twice. Once with no time limit, to learn the material. Once under strict exam conditions, to build pacing. The second run is the one that predicts your score.

    Read the Quick Reference chapters first to refresh the vocabulary. Then take Practice Exam A with no time limit and score yourself honestly. Review every missed question and identify the underlying concept. Return to the relevant chapter in the appropriate volume of the series and re-study that concept.

    Once you are consistently scoring above 85 percent without time pressure, take Practice Exam B under strict conditions. Ninety minutes, no notes, no lookups, no exceptions. The result of that run is the closest estimate of your real exam readiness.

    The passing score for XK0-006 is 720 on a scale of 100 to 900. That is roughly equivalent to 75 percent correct on the raw score, but the exam weights performance-based items more heavily than multiple-choice. Aim for 85 percent on practice to leave margin for exam-day pressure.

  
    Chapter 1 - Practice Exam A (Questions)

    Instructions

    This exam contains 60 questions across all five XK0-006 domains. Estimated time: 90 minutes. Do not look up answers. Do not skip ahead. Record your answers on paper, then check them against the answer key in Chapter 2. The domain weightings match the official blueprint: System Management 23%, Troubleshooting 22%, Services and User Management 20%, Security 18%, Automation and Scripting 17%.

    System Management (14 questions)

    A1. Which file defines persistent mounts on a Linux system?

    A2. What is the sixth field of an /etc/fstab entry used for?

    A3. Which command creates a systemd unit file's configuration for a new service?

    A4. Which directory contains administrator-provided systemd overrides for vendor unit files?

    A5. What UID range is reserved for system accounts on most modern Linux distributions?

    A6. Which command creates a physical volume for use by LVM?

    A7. What is the correct sequence for growing an ext4 logical volume and its filesystem?

    A8. Which package manager command installs a local .deb file on Debian-family systems?

    A9. Which command displays the effective SELinux mode without rebooting?

    A10. Which filesystem cannot be shrunk after creation?

    A11. What command formats a partition as ext4?

    A12. What is the purpose of the /etc/shadow file?

    A13. Which command changes the default systemd boot target?

    A14. What does the usr-merge accomplish on modern distributions?

    Troubleshooting (14 questions)

    A15. Which command lists every failed systemd unit on the current boot?

    A16. Which kernel argument boots into emergency mode?

    A17. Which command remounts the root filesystem read-write from emergency mode?

    A18. Which command identifies the process bound to TCP port 80?

    A19. Which tool reports per-device I/O utilization and await times?

    A20. Which column of free -h is the correct measure of available memory?

    A21. What is the correct order of the four-step diagnostic method?

    A22. Which command reads the kernel ring buffer?

    A23. Which flag filters journalctl to a specific systemd unit?

    A24. Which command reports inode usage per filesystem?

    A25. What does a connection timeout from a client suggest, versus a connection refused?

    A26. Which kernel argument enables root password recovery on Red Hat-family systems?

    A27. Why must you touch /.autorelabel after resetting the root password on a SELinux-enforcing system?

    A28. Which command remounts a filesystem read-only at runtime?

    Services and User Management (12 questions)

    A29. Which command both enables and starts a systemd service in one step?

    A30. What is the difference between Requires and After in a systemd unit file?

    A31. Which file defines NFS exports?

    A32. Which command re-exports NFS shares after editing /etc/exports?

    A33. Which SELinux type labels content served by httpd?

    A34. Which two commands together make a persistent SELinux file-context change?

    A35. Which command adds a user to a supplementary group without removing existing memberships?

    A36. Which file stores Samba passwords?

    A37. Which service provides time synchronization on modern Linux?

    A38. Which UDP port does NTP use?

    A39. Which systemd directive runs a service as a dedicated non-root user?

    A40. Which directive prevents privilege escalation through setuid binaries for a service?

    Security (11 questions)

    A41. Which SELinux modes are available at runtime?

    A42. Which flag on setsebool makes the change persistent across reboots?

    A43. Which command validates sshd configuration syntax?

    A44. Which authorized_keys option restricts a key to a specific source address?

    A45. What is the difference between a runtime and a permanent firewalld change?

    A46. Which three constructs organize nftables rules?

    A47. Which PAM module enforces password quality?

    A48. Which command searches the audit log for SELinux denials?

    A49. What is the security concern with the setuid bit on a root-owned binary?

    A50. Which command validates sudoers syntax?

    A51. What is the principle of least privilege?

    Automation and Scripting (9 questions)

    A52. What does Bash strict mode consist of?

    A53. What does the git revert command do, and why is it preferred over git reset --hard on shared branches?

    A54. Which Ansible module verifies connectivity to a target host?

    A55. What makes Ansible agentless?

    A56. Which directive in a systemd timer runs missed jobs after boot?

    A57. What is the difference between the command and shell Ansible modules?

    A58. What is idempotence?

    A59. Which command validates an Ansible playbook's syntax?

    A60. What is the correct file for storing secrets in an Ansible repository?

    Worked Examples

    Pacing guidance

    
      60 questions in 90 minutes = 1.5 minutes per question average.
    

    Multiple-choice items should take 60-90 seconds. Performance items should take 5-8 minutes. Budget accordingly.

    Scoring yourself

    
      Correct: ___/60
Percentage: ___%
Passing threshold (rough): 75%
    

    The official passing score is 720 on a 100-900 scale, roughly 75% raw. Aim for 85% on practice to leave margin.

    After the exam

    
      For each missed question, write down:
  Q#: ___
  Correct answer: ___
  Concept tested: ___
  Relevant volume: ___
    

    Reviewing misses is more valuable than taking more exams. Focus your remaining study on the concepts, not the questions.

    Exercises

    1. Answer all 60 questions on paper without lookup.

    2. Score your answers against Chapter 2.

    3. Identify every missed question's underlying concept.

    4. Write down the relevant Exam Forge volume and chapter for each missed concept.

    5. Calculate your overall percentage and per-domain percentage.

    6. Identify your three weakest domains.

    7. Re-study those three domains before attempting Exam B.

    Review Questions

    Q1. What is the passing score for XK0-006?

    A. 720 on a scale of 100-900, roughly 75 percent raw.

    Q2. How many questions does the real XK0-006 exam contain?

    A. The exact count is undisclosed, but the format and pacing resemble a 90-question exam in 90 minutes.

    Q3. Should you use notes during a practice exam?

    A. No. Practice exams are only predictive if taken under exam-like conditions, which means no notes, no lookups, and strict time limits.

    Q4. What is more valuable than taking more exams?

    A. Reviewing missed questions and re-studying the underlying concepts.

    Q5. What is the recommended target score on practice exams?

    A. 85 percent, to leave margin for exam-day pressure.

  
    Chapter 2 - Practice Exam A (Answers and Reasoning)

    How to Read This Chapter

    Each answer includes the correct response and a one-line explanation. Where a wrong answer is particularly tempting, the reasoning explains why it is wrong. Read every explanation, even for questions you answered correctly. The reasoning is the value.

    System Management Answers

    A1. /etc/fstab. It defines the filesystems mounted at boot and their options.

    A2. fsck pass order. Root is 1, other local filesystems 2, and network or pseudo filesystems 0.

    A3. A plain text file with a [Unit], [Service], and [Install] section, ending in .service, placed under /etc/systemd/system/.

    A4. /etc/systemd/system/ (administrator path overrides the vendor path).

    A5. UIDs 1-999 are reserved for system accounts on most modern distributions. UID 0 is root; UIDs 1000+ are regular users.

    A6. pvcreate /dev/DEVICE.

    A7. lvextend to grow the logical volume, then resize2fs (ext4) or xfs_growfs (XFS) to grow the filesystem.

    A8. dpkg -i file.deb. Note that dependency resolution must be handled separately, usually with apt -f install.

    A9. getenforce. sestatus provides more detail. setenforce 0 or 1 toggles the mode at runtime.

    A10. XFS. Unlike ext4, XFS cannot be shrunk after creation.

    A11. mkfs.ext4 /dev/PARTITION.

    A12. To store password hashes and aging metadata, readable only by root.

    A13. systemctl set-default TARGET.

    A14. The usr-merge consolidates /bin, /sbin, and /lib into /usr/bin, /usr/sbin, and /usr/lib, leaving compatibility symlinks at the old paths.

    Troubleshooting Answers

    A15. systemctl --failed.

    A16. systemd.unit=emergency.target.

    A17. mount -o remount,rw /.

    A18. ss -tulpn | grep :80. The p flag shows the process.

    A19. iostat -xz 1. The %util column indicates saturation; await indicates latency.

    A20. The available column. The free column is misleading because Linux uses unused memory for cache.

    A21. Observe, hypothesize, test, conclude.

    A22. dmesg (or journalctl -k, which reads the same data).

    A23. -u (for example, journalctl -u nginx).

    A24. df -i.

    A25. Timeout suggests the packet is blocked (firewall or routing). Refused suggests the service is reachable but not listening on that port.

    A26. rd.break.

    A27. The password reset changes files under /etc; forcing a relabel ensures SELinux contexts remain correct on next boot.

    A28. mount -o remount,ro /MOUNTPOINT.

    Services and User Management Answers

    A29. systemctl enable --now SERVICE.

    A30. Requires declares a mandatory dependency. After declares ordering. Requires without After does not order the start.

    A31. /etc/exports.

    A32. exportfs -rav.

    A33. httpd_sys_content_t.

    A34. semanage fcontext -a (writes the rule) and restorecon -Rv (applies it).

    A35. usermod -aG GROUP USER, or gpasswd -a USER GROUP.

    A36. /etc/samba/smbpasswd, or the private directory /var/lib/samba/private/.

    A37. chronyd (chrony).

    A38. UDP 123.

    A39. User=.

    A40. NoNewPrivileges=true.

    Security Answers

    A41. Enforcing, permissive, and disabled. Only enforcing and permissive are togglable at runtime with setenforce; disabled requires a config change and a reboot.

    A42. -P (for example, setsebool -P httpd_can_network_connect on).

    A43. sshd -t.

    A44. from="ADDRESS". The command="..." option restricts the allowed command.

    A45. Runtime changes apply immediately but vanish on reload. Permanent changes are written to disk and applied on reload.

    A46. Tables, chains, and rules.

    A47. pam_pwquality.so.

    A48. ausearch -m avc.

    A49. A setuid root binary runs with root privileges regardless of the invoking user, making it a privilege-escalation vector if compromised.

    A50. visudo -c.

    A51. Every account, service, and process should have only the privileges it needs to function, and no more.

    Automation and Scripting Answers

    A52. set -e (exit on error), set -u (error on unset variables), and set -o pipefail (fail pipelines on any member failure).

    A53. git revert creates a new commit that undoes a previous commit, preserving history. git reset --hard rewrites history and is unsafe on shared branches.

    A54. The ping module.

    A55. It connects over SSH and runs Python modules remotely, without requiring a daemon on the target.

    A56. Persistent=true.

    A57. command runs the command directly without a shell; shell runs the command through a shell, enabling pipes and redirection.

    A58. Idempotence: running the same operation multiple times produces the same result.

    A59. ansible-playbook --syntax-check playbook.yml.

    A60. An Ansible Vault file (created with ansible-vault create), stored in the repository but encrypted at rest.

    Worked Examples

    Domain score calculation

    
      System Management: ___/14
Troubleshooting: ___/14
Services and User Management: ___/12
Security: ___/11
Automation and Scripting: ___/9
Total: ___/60
    

    Compute per-domain percentages to identify weak areas. A domain below 70 percent is a priority for re-study.

    Prioritization rule

    
      If two domains are equally weak, prioritize the one with the higher exam weighting.
    

    System Management (23%) and Troubleshooting (22%) are worth more than the other three domains combined at 45%.

    Study plan template

    
      Week 1: Re-read Vol. 1 Chapters X-Y. Run 20 drills from Vol. 2.
Week 2: Re-read Vol. N Chapters X-Y. Run 20 drills from Vol. 2.
Week 3: Take Practice Exam B under timed conditions.
Week 4: Review misses, final review, book the exam.
    

    Four weeks is enough time to close the gaps identified by Exam A. Longer delays dilute retention.

    Exercises

    1. Score Exam A accurately with no partial credit.

    2. Compute per-domain percentages.

    3. Identify the two weakest domains.

    4. Write a one-page study plan targeting the weakest domains.
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exam@forge:~$ ./start_exam.sh --set=A
exam@forge:~% time ./practice.sh --questions=150
exam@forge:~$% cat /quickref/system-management

exam@forge:~$% grep -c 'domain' answers.txt

exam@forge:~$ ./score.sh --passing=720
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