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Introduction to Risk

 

An Overview of Risk Management

First of all, what is risk? There are many different definitions of risk, but let us take a look at this one. Risk is defined as "the probability of an event and its consequence." The important thing to remember is that risk is also as much as it is a danger; it is opportunity. For many organizations, they see risk as the opportunity to make a greater reward by taking a greater risk. However, for us in the IT field, we quite often look at risk from more of a negative sense. Risk is an adverse event of what could go wrong. It has some impact on our assets, whether or not those assets are the IT systems, or whether or not the assets themselves are the business product or service that we are providing. What happens is that a risk event exploits a weakness or a vulnerability in our system, leading them to an unwanted impact. We can see that ISACA with the CRISC identifies the risk management life cycle through four main areas: risk identification, which would make up 27% of the examination, risk assessment, making up 28% of the examination, risk response and mitigation, making up 23%, and finally, risk and control monitoring and reporting, which makes up 22% of the examination questions. In later courses, we will take a look at each one of those four sections.

However, let us take a look at risk rather from the perspective of how it is looked at within the NIST special publication 800-39. This gives us an understanding of the overall risk management framework. The risk management framework allows us to examine in detail the various steps or phases that would make up an effective risk management effort. We see that there is a direct relationship between all of these various phases, and in the center, the one that is called to frame the risk. Furthermore, if you follow instead the ISO 27005, it calls this the context of the risk. The framing of the risk, as we see, interacts with all of the other three areas: the assessment, the response, and to monitor. And just to show the relationship between this document, the special publication 800-39, and the ISO standard 27005, ISO 27005 will call the framing section the context, and it will call the response section, the risk treatment. The context or the frame is important. If we are going to do a risk management effort, we need to put a boundary or a frame around the effort we are going to do. Within that boundary is the scope of the project.

That which is outside of that boundary, is out beyond our scope. It is not something we are going to consider during this risk management effort necessarily. We will have to look at it at other times. Nevertheless, we need to understand what is within our area of responsibility. There are many things within the context or the frame. The internal factors, such as what is management's approach towards risk. Some management loves risk because it has that opportunity, it has that little bit of adrenaline rush that says, Hey, if I take this chance and it works, things are great. Other companies have very risk-averse management, and they tend to be a lot more conservative or careful, and they say, let somebody else take the chances; instead we will just be careful, sit back here, see what happens and learn from their mistakes. There will be plenty of time for us to get into that market after somebody else has gone in and taken the initial chance. Those are internal parameters, really driven by risk ownership or the attitude of senior management towards risk. However, we have several external parameters as well. 


		Are we in a heavily regulated industry? 

		Are we in an industry that is very, as you say, competitive and, if I do not keep moving ahead, we will soon be left behind? 



We need to understand these factors before we begin performing the risk management effort. We have to understand the context, how our business operates so that the risk management effort we do will be aligned with the culture of our organization.

Determining Asset Value

Risk is all about protecting assets. An asset is something you like. Sometimes an asset has a very tangible value, such as money or your laptop. However, many assets have intangible values: morale of the employees, the reputation, the value of the brand. Those are things that are sometimes more difficult to put a monetary value on. Nevertheless, when we take a look at what are the risks to our organization, we must understand we are not just protecting physical items.

In many cases, we are protecting those intangibles that make up the culture and attitude of our company, of our employees and our customers. The general rule is kind of simple, though very hard to enforce. The general rule of risk management is to protect the assets but do not spend more on protecting them than they are worth. To carry the point to the extreme, we should never spend a million dollars on a thousand-dollar problem. The point is that risk management should be responsible and accountable to ensure that we understand the value of the asset, both tangible and intangible. From that, we can make appropriate risk response decisions, what should we do with that risk, and certainly not spend a lot of money on something that did not matter. But how do you determine asset value?

Asset value is rather difficult to determine in many cases because It is affected in some cases by external factors, such as regulation and financial liabilities that are beyond our control. The value of an asset can often be: 


		What would a competitor pay for that? 

		What is it worth to an outside party?



I might not have thought it was that important, but the competitor sure was glad to have it in their hands. I have to realize that the value of that asset is not just based on my evaluation but very often, those external factors. We also can say: what is the value of that system? If we have an IT system, or we have a piece of equipment that manufactures a product, the value of that IT system is its value in supporting the business, that value of that piece of equipment is its value in not only supporting the overall product or service that our company provides but in some cases that downstream liability. If this piece of equipment does not manufacture that widget and that widget is needed in another process, the value of this equipment is also linked to the value of that other process. So we need to understand, as accurately as we can, what are the values of our various assets to business operations. 


		What would be the fines, the penalties we would pay if we did not protect those assets adequately?

		What is its value to our adversaries, to our competitors? 



We also bring in here the whole idea of protecting our intellectual property (IP) or maybe our formulas, or perhaps our new research and development. In many cases, e.g. a pharmaceutical organization, the value of their research into a new drug is maybe the value of the entire future of the organization, and that needs to be very carefully protected so that it is not inadvertently released or available to somebody else. In our case, we are going to focus a little bit more on the IT side of things. IT assets themselves include things like major applications that we are running on our systems that do everything from controlling manufacturing to controlling finance, Wand so on. They also include things like general support systems, perhaps like payroll. They include a high impact program; in some cases, our interface to our customers or something controlling our internal systems and operations. IT today includes things like our heating, ventilation, air conditioning, power, all of these things that are necessary for our businesses to operate. However, the important thing to remember when evaluating IT assets is that while that server or while that piece of equipment may have a particular value, is that true value related to the true value to the business. If that system did not work, we could say the impact on IT might be thousands, replacing that equipment, rebuilding the system. However, the impact on the business could have been millions because the business was unable to provide a necessary service to its customers and clients. We need, therefore, to identify: 


		Which systems we have are mission-critical? 

		What are the people that we essentially require to have in order for our systems to work? 

		What equipment do we need? 

		Moreover, what are some of the dependencies in the logical relationship between our various systems as well?



One of the things we sometimes have to get better at is threat modelling. We have to understand the threats that are out there, and a threat can be defined as any circumstance or event that has the potential to impact our operations adversely. Impacting our operations might mean diminishing or deterioration in quality or service levels, or it could be a complete catastrophic disruption in providing service. We can say that the threat is something that could impact our ability to meet our corporate mission, to provide certain functions, or something that could very much impact our image or reputation. The thing is that we have said that risk is all about protecting assets, and we have to understand what are the threats directly to those assets. The threat to an asset such as a building could be fire or flood. The threat to an IT system could be a loss of power or equipment failure. We need to look at the threats to individuals. 


		What happens if a competitor hired one of our top engineers? 

		What would happen if one of our key people in the process was no longer available due to illness? 



Those are threats to individuals that could impact our ability to conduct business. We also have to understand that in many cases, something that impacts me as a company could also impact my business partners. 


		Are there organizations that are relying on maybe some service or product for me?



I have become part of the supply chain, and I need to identify those dependencies because the value of my business could be very much related to the value that others have placed in that supply chain. We could say that many of you could work in industries where if there was a threat, it could not just impact your company, but it could even impact the entire nation itself, the security, the stability, the financial, we should say, operations of the country. A threat typically will impact us through the information system being exploited to unauthorized access or disclosure of information, the destruction or unavailability of a system or a service, the improper modification, either of data or the modification of the process and how it works. So we can see here we need to understand all of the various threats from various angles that could lead to our organization not being able to provide sufficient levels of service.

Identification of Threats

Threats can come both internally and externally. The threat source is the sometimes called threat agent, the element which either alone as a hacker, or in combination as organized crime or an advanced persistent threat, has the potential to result in a risk or give rise to a risk to our company. We need to understand who the threat sources or threat agents are. They execute a threat according to their intent and the method they use to target either the intentional exploitation of a vulnerability or a weakness we have or, in many cases, a threat source may result in an impact entirely by accident. Something that accidentally exploited a vulnerability, an internal employee that deleted the wrong file, for example. In most cases, a threat takes advantage of a control weakness; we could call this a vulnerability.

A vulnerability might be the weakness in that information system or it could be a weakness or a gap in the organization system security procedures. It could be a problem with the internal controls not working correctly, not effective. A, it could be a weakness in the implementation. You take, for example, something like WEP, wired equivalent privacy. This was an example of a problem in the implementation, whereas the algorithm used to encrypt WEP to a wireless traffic was okay, RC4. The way it was implemented meant that it became exploitable. So we could say the threat agent, the hacker, would be able to get unauthorized disclosure or access to information because of a weakness or a vulnerability in the implementation of the encryption protocol. The idea is that a threat source can exploit a vulnerability in order to result in an impact. The outcome of that attack could be quantitative, which could be money. 


		What did it cost us in money? But the impact also could be qualitative. 

		What did it cost us in reputation? 

		What did it cost us in employee morale? 

		Did our employees kind of lose heart for the organization?



We need to be able to determine that level of impact. Alternatively, we also have to determine how likely is it that this could even happen. Likelihood is the potential or probability of something happening. We sometimes use terms like that was a hundred-year flood. That was the level of a flood we would only expect to the likelihood of once in a hundred years. But what is the problem with calculations like that? Mother nature does not know them, and so we might have a hundred-year flood twice in 10 years, or it could be we go several hundred years without one. The idea of likelihood is the challenge of trying to figure out what is the probability that this is going to affect us, and for us, that is undoubtedly in risk management, we quite often can use some empirical and historical data.

Nevertheless, it is really hard to determine impact and very hard to determine likelihood when we are talking, for example, about new equipment or new business process, which we have no historical data. In most cases, once we have identified a risk, we want to make sure that that risk has been reduced to an acceptable level. Moreover, that reduction in risk represents the residual risk that is still left: what is the level of risk that remains even after I have put in controls. You take something as simple as a car accident. We can have a car, but what is the most valuable asset? The most valuable asset is not just the car but the passengers in the car. So when we look at asset value, we would have to look at the value of the car plus the value of the passengers. We understand that there is the threat of sliding off a road if it is icy. So, therefore, we put in ways to reduce the likelihood. You buy better tires. You know you have got really good tires just before winter comes, for example. 

Alternatively, for example, you can reduce the impact by wearing your seatbelt and having airbags. So if you do slide off the road, hopefully, there is less damage to the people. However, we know that even after having good tires and wearing your seatbelt, if a person slides off the road and hits a tree, there is still going to be some level of impact. There is still going to be a residual risk that is there. The idea, though is that you had to make a risk acceptance decision. You knew that was a slippery icy day on the road and you had to make the decision, Am I going to drive today or just stay home? If you decided to drive, you decided to accept that risk and you as the risk owner, the senior manager that had that responsibility, made that decision that, Yes, I will tolerate, I will accept the risk because I will be careful; you know, I have got a good vehicle and certainly will take precautions to try to make sure we do not have a problem. So risk acceptance is that understanding of what level of risk is senior management, the owner of the risk, really willing to tolerate or to accept.

Risk Assessment and Risk Response

How do we determine this through risk assessment? Risk assessment is this concept of continually, and that is an important point, risk is not something we do as a one-time effort, risk is a continuous process of watching, identifying what risk is out there, prioritizing which risk is more significant and, estimating the level of risk. This includes determining the extent to which those adverse circumstances or events could impact our business. So risk assessment kind of has a formula. You take the likelihood of something happening, and you add to it the level of impact if it should occur and we estimate that potential impact on the business, as we said, both in monetary, quantitative as well as in qualitative terms, reputation and so on. Once I have assessed, and I am aware of the risk, I have to decide what to do about it. There are really four main choices or alternatives. We call this risk response, or in some documents, such as 27005, they call this risk treatment.

Risk response or risk treatment is really looking at what action I will take to address a known risk. Will I just accept it? You will say, well, that is not action. Well, indeed it is. You made the active decision to accept that risk and drive on that icy road, and that was a conscious decision made based on an awareness of the risk. Alternatively, it could be you decided to stay home, you avoided that risk. Hey, the way the road conditions are today, there is no way I want to drive and have that risk. The other thing you could do is reduce the risk. Perhaps, for example, you, as we said, have better tires. You call a friend to let them know that you are coming so they can keep an eye out for you. You possibly reduce the impact that could come because of an accident. And what else do you do? You buy insurance. And what did insurance do? It transfers the risk to somebody else. We made that risk. Basically, if my car is damaged, the insurance company is going to pick up most of the cost. So, the idea of risk response is to ensure that we have reduced our risk, would we call it residual risk, down to a level that would be acceptable to the risk owner, which for an organization is usually going to be the senior management team. We assessed the risk, we responded to it, but going back to that triangle we looked at the beginning of this module, we need to do monitoring.

Monitoring is the concept of continually checking, supervising, critically observing, or determining the status of the risk so we can report back to management, which we called frame here or context, so management knows what our current risk profile is. We understand if there are new threats, there are new vulnerabilities, and we understand if asset value has changed. Sometimes our key product or service reaches the end of life, and it is no longer worth what originally it was worth. The idea of risk monitoring is this continuous checking in order to identify any changes in the effectiveness of our controls. Do we need to take action? We are looking for changes in the risk environment. There are some really good standards out there that can help us with risk management, for example, the ISO or IEC 31000. This lists a very good set of risk management principles and guidelines. The idea that 31000 looks at more from the idea of enterprise or holistic risk. If we look at something like the ISO/IEC 27005, this is, you can see here, security techniques, information security risk management, but it is more focused on IT risk. 

You have from the National Institute of Standards and Technology in the United States, the special publication 800-39. It, together with the special publication 800-30, outlines the risk management framework and how to assess the various risks we face so we can manage information security risk effectively. You also have from ISACA COBIT 5, and they have within COBIT 5 several separate modules, such as COBIT 5 specifically for risk. We mentioned 800-30 Revision 1, a very good guide for conducting a risk assessment effort. Within ISO/IEC 27005, the Information Technology, Security Techniques, we take a look at information security risk management with this definition. The information security risk is the potential that a given threat will exploit vulnerabilities of an asset or a group of assets and thereby cause harm to the organization. So this shows us those linkages we looked at just a moment ago. The organization and its mission are the assets. We have the risk that the threat would exploit a vulnerability, leading to a level of impact or harm. In summary, we need to understand the terminology, the language of risk management, as well as we should be familiar with the various standards of the risk management process. Furthermore, as we go through this course, each module will examine each step of risk management in more detail.

Risk Management Certification

The CRISC Certification

Many people seek to obtain a form of certification that proves they have a certain level of knowledge as validated by a third party. One of the risk management certifications that is available today is the CRISC. The CRISC certification is a certification issued by ISACA, and this course will help you prepare for the CRISC examination. CRISC stands for Certified in Risk and Information Systems Controls. In order to obtain the CRISC, you must demonstrate a clear knowledge of the risk management concepts as well as pass a reasonably tricky exam. In order to obtain full certification as a CRISC, you must also be able to demonstrate that you have at least three years' experience in two of the domains covered within the exam content area. You also have to abide by ISACA's professional code of ethics. A person must keep learning. The knowledge we had from years ago is not always going to be sufficient for the future. In order to be recognized as a professional, we have to continue to keep learning, and ISACA requires us to demonstrate this by obtaining continuing professional education credits. We have requirements for a certain amount of continuing professional education each year to show that we are keeping current with changes within the industry. The CRISC certification was developed by ISACA specifically to address the area of IT risk. ISACA is a certification body with more than 140,000 members. Of those, approximately 18,000 hold the CRISC certification. Other members hold the CSIM, Certified in Information Systems Management, the CISA, Certified in Information Systems Audit, and CGEIT certifications.

As a CRISC, you will be globally recognized as having demonstrated knowledge and competence in the area of risk management. The CRISC designation is the only certification that prepares and enables IT professionals for the unique challenges of IT and enterprise risk management. It positions such people to become strategic partners to help the enterprise with their risk management responsibilities. The examination itself is made up of 150 multiple-choice questions. The candidate has four hours in which to complete the examination, and this examination is held three times around the world in various cities. Each question is multiple choice. The candidate must choose the best of the four possible answers that are provided. There is always considered to be one best answer. You will not be required to answer multiple answers for any one question. It is currently a paper-based exam; therefore, it is always a good idea to bring with you several number two pencils as well as a good eraser into the examination itself.

You will receive your results back in about five weeks. The results will be based on a scaled score of between 200, which should be the lowest possible mark and 800, which would indicate a perfect score. A passing grade is graded at a score of 450 points or greater. That 450 points equate to approximately a 75% pass rate for the examination. The examination is divided between four domains. The first domain, IT risk identification, makes up 27% of the examination questions. The second domain, IT risk assessment, makes up a further 28% of the examination questions. Risk response and mitigation makes up 23% of the examination questions, and the final domain, risk, and control monitoring and reporting comprise 22% of the examination.

As a CRISC member and a member of ISACA at large, you must assert that you will adhere to ISACA's code of professional ethics. The code of professional ethics states that "members and ISACA certification holders shall support the implementation of and encourage compliance with appropriate standards and procedures for the effective governance and management of enterprise information systems and technology. This would include audit, control, security, and risk management. We must perform our duties with objectivity, due diligence, and professional care following professional standards. We shall also serve in the interest of stakeholders in a lawful manner while maintaining high standards of conduct and character and not discrediting their profession or the association. We must maintain the privacy and confidentiality of information obtained in the course of their actions unless disclosure is required by legal authority. Such information shall not be used for personal benefit or released to inappropriate parties. 

Members and ISACA certification holders shall maintain competency in their respective fields and agree to undertake only those activities they can reasonably expect to complete with the necessary skills, knowledge, and competence. Moreover, inform appropriate parties of the results of work performed, including the disclosure of all significant facts known to them that, if not disclosed, may distort the reporting of the results. Members shall also support the professional education of stakeholders in enhancing their understanding of the governance and management of enterprise information systems and technology, including audit, control, security, and risk management. Failure to comply with this code of professional ethics can result in an investigation into a member's or certification holder's conduct and, ultimately, in disciplinary measures".

Continuing Professional Education (CPEs)

As a CRISC certification holder, you must continue to demonstrate your passion for learning and keeping up to date with changes within the risk management field. This is done through obtaining continuing professional education or CPE credits. Your CRISC certification is good for three years. During that period of certification, you must have gathered 120 hours’ worth of professional education. You have a requirement that you must maintain or obtain at least 20 hours each calendar year. Some years you may gather more than the 40 or 50, but you must always ensure you have gathered at least 20 hours per year. You will also obtain two hours of CPE credit for each hour you have spent in passing a related professional examination such as a CSIM or CSIA. You will report these on the ISACA website as a member and CRISC certification holder. In summary, the CRISC examination is a hard test, but it is worthwhile. It is a good fair test. Following the content of this course will help you obtain a successful result.

Risk and Governance: An Overview of Risk Governance

Risk Governance

Governance is all about accountability responsibility, and we understand that governance is there for the protection of the assets of the organization, as well as ensuring the effective use of the resources of the organization. Governance is primarily the responsibility of the risk owners, and the risk owners are usually Senior Management, but governance applies to all departments. The proper management of the resources of the organization, including the personnel, budget, equipment, and time is the responsibility of each department and the Managers of those departments. We must adhere to financial accountability, operational effectiveness, as well as compliance of legal and human resources requirements. We also have a social responsibility to our community, and we must demonstrate governance over the IT Department in the areas of IT Investment, Operations, and Control. The idea of governance is to bring into recognition the fact that there must be oversight and accountability for all of the facets of the operation of the organization. 

Let us take a look at how Risk Management supports governance. Through a Risk Management effort, we identify the risks to the assets of the organization. This helps management by providing them the accurate information they need to be able to understand the risks that are there, consider the various risk mitigation options, and continue to monitor to see if there are changes in the risk profile of the organization. Governance within the IT Department directs, not only the current use of IT resources but, also, the futurist strategic direction in the use of IT. This means that proper governance will give, an accurate evaluation of the IT Department, its operations, its management, certainly even, its successes. The governance will provide direction for the IT Department in things like priorities, projects, and other types of deliverables. This exerts a level of control over IT to ensure that senior management is aware of IT, functions, operations, direction, procurement and can exert control over the effective use of those IT resources. An important part of good governance is that we can optimize those limited resources we have.

We know in most cases; you will never have enough time. You will never have enough budget. Rarely, you will even have enough good employees. So, much governance is being able to do too much with too little, being able to optimize the resources we have so that we can use those effectively for things that are of higher priority and being able to accomplish using those resources progress towards our goals. This should result in benefits realization that we have shown the value of the IT Department to the business. We also have to be able to optimize the risk. So, we strike a balance between adequate security and adequate performance. We optimize the opportunities we have using risk as a way both to increase reward, but also minimize loss. There are four questions we should ask when it comes to effective governance. 


		The first is, are we even doing the right things? There we have to make sure that we are not busy, but just doing things that are not adding to the mission of the organization. The second question is, are we doing them in the right way?

		Are we doing those right things in an efficient and we can say here, even ethical manner? 

		Are we getting them done well? 



This is where we bring in concepts such as quality control, trying to provide consistency.


		Are we doing things in a way that will provide reliability, resilience, and the availability of IT systems to support the business needs, and finally, are we realizing the benefits we were promised? The IT Department started a project. We had goals and objectives of what that project would do for us. In the end, we should give a very frank and objective assessment. 

		Did we obtain the benefits from that project that we should have? 

		What did we learn from this project that we can use, even in future projects?



Let us take a look at the objectives of risk governance. Number one, we want to establish a common view of risk across different parts of the organization, different departments, different systems, different products, and services so, we have set out a common understanding of what risk is and how we measure it. We want to maintain that common view so we can ensure consistency in how risk is evaluated, assessed, and treated. Our goal is to weave the concepts of risk management into the business processes of the organization. So, all of our business processes have been developed with that careful recognition of what risks are


Risk Context and Risk Factors









Areas of Risk




		We take a look at, for example, audit, is the audit process working correctly to provide management on assurance and reporting on the effectiveness of information systems controls? 

		Is the audit process itself objective, and are the auditors looking at the areas of key risk?





		Are the controls we have appropriate and adequate to reduce the risk down to an acceptable level? 





Control Risk



Change Risk





Risk Identification

Key Topics and the Learning Objectives




		How could those events sometimes work together into what we sometimes call a perfect storm? 








The Methodology of Risk Management



		What are the responsibilities you and I have concerning risk? 

		As a practitioner, we need to evaluate the effectiveness of our organization's current risk management process. Is our current risk management process working? 

		Based on acceptable and recognized good practices and standards and risk identification, such as COBIT 5 for risk, have we understood and ensured that our entire risk management effort is complete? 

		Can we justify the process we are using by saying here you can see it is based on acceptable and recognized good practices?







The Methodology of Risk Identification

Methods to Identify Risk





		And if we look at the risk that if I buy that new system or if I do not buy that new system, is that investment worthwhile? 

		Are we going to be able to provide value for money based on the sorts of things that could go wrong if I spend lots of money on a technology that it turns out fails and causes business disruptions? 





		Is there a chance, for example, that the data I have in my systems would be inaccurate? Maybe I made a problem or an error in processing. It could well be that a person put in invalid data, perhaps by mistake.

		But what impact would that have on our business if some of the information we have is wrong? 

		What impact would it have on our business and other people's lives if perhaps the information we had was modified incorrectly? So these are sorts of things that we have to look at in risk identification. 

		What is the risk of making a poor investment? What is the risk related to improper access and lack of security?

		What are the risks associated with a loss of integrity?




IT Risk Identification Objective




		One of the primary risks we would have to look at in IT is why do so many projects fail?

		Why is it that projects that we started off with the dreamy visions of youth turned into the dusty, dry old despair of another project that just did not do what it could have and should have done? 




Risk Register





		Is our organization committed to survival? 

		Have we put together business continuity plans that are ready for the types of risks we can face? And when we put in a business continuity plan, we have done a series of tests of that, and with every test, we often find little flaws or problems. We want to take a look and recognize those.




Gathering Risk Data and Culture



		What is the result they have had? The challenges and problems they have faced? 

		What are the things that have made it difficult for them to do their jobs effectively?







		What is the culture of the organization? 

		Is their approach to risk aligned with organizational culture? 





		The other problem is that we often find an organization that is looking into risk is going to find things that went wrong, and when we find something that went wrong, how did the company deal with it? 

		Did they deal with it in a very open and forward manner, to say okay, these are some things we need to fix or is this something where the whole culture was to punish the innocent and try to hide the guilty? 





		We need to understand, as part of risk identification, what is the impact of culture on the organization? We need to measure management's attitude towards risk. 

		Do they like the opportunities to try different things, and encourage people to, yeah, try it, see if it works? 

		Or is it such that, well, no, whatever you do, do not make a mistake? 

		What is their attitude, not only in what they say but also served in how they follow up? 




Communicating Risk






Determination of Risk Acceptance Levels





Ethics, Laws, and Standards

Ethics





Standards and Best Practices








		Do they know John's password or PIN number? We do it through something they have. 

		Do they have an employee ID badge? 

		Do they have a token or a smart card or use biometrics?





		Authorization says, are you going to have read-only access, read-write access, create, update, delete? 

		What level of access should we grant according to those principles of least privilege and need to know? 

		And finally, we want to have a way to track. What has a person done, and who has been on the system? 

		Do we have the ability to set up accounting and auditing where we can track that unique user ID that was used in the identification phase, and be able to record all that person's actions in case there was a problem or we needed to do an investigation in the future? 




Asset Values, Threats, and Vulnerabilities

Asset Value







Threats and Vulnerabilities





Risk Related to Business Processes and Risk Scenarios



		Do we have a problem, for example, with some of our staff that are just unhappy? Maybe there are threats of a labor disruption, and these people might do something to affect business processes. 





		Are we getting the right equipment with the right configuration? 

		Are we maintaining our equipment properly? 







Management Responsibilities and Awareness




Risk Acceptance and Risk Tolerance






IT Risk Assessment
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