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        A cow for her milk, a hen for her eggs, and a stock, by heck, for her dividends.

        JOHN BURR WILLIAMS PHD, HARVARD UNIVERSITY, 1940
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      “I rob banks because that’s where the money is.”

      “Slick” Willie Sutton, a mid-20th-century bank robber, offered that response when a detective asked him why he robbed banks. Sutton’s hardly surprising modus operandi is at work today in a modern cybercrime context. Why do very talented people use their skills for criminal enterprise? A hacker might very well say to a detective, “I target companies because they are vulnerable, and I can steal data that is worth a lot to my clients.”

      One of the first lessons we learned in the early days of our cybersecurity business is that the element of risk is in no way related to the size of a company in terms of the number of people it employs or its annual revenue. No company is too small to be attacked by cyber criminals. While the mainstream media understandably focuses on major assaults and shutdowns such as the MGM Casino and Colonial Pipeline cyberattacks, the sobering reality is that a considerable amount of cybercrime is aimed at small to mid-size businesses (SMBs). A mindset such as “Well, we’re in the middle of nowhere, so who would even bother” is naïve.

      “There are likely cyber criminals in every country on the planet. Industry and enforcement experts guesstimate the number of cyber criminals varies between hundreds of thousands and millions. While we may never know the number of such criminals with certainty, I am reasonably confident the number grows monthly. And ever day, they are carrying out the digital equivalent of casing the local bank, just like Willie Sutton did nearly a century ago”.

      Rather than peering through windows, counting staff and armed guards and figuring out the best time to storm into the bank shouting “Hands in the air! This is a stickup!”, modern-day thieves use a mix of sophisticated and unsophisticated approaches to jiggle the electronic door handles and windows of businesses around the world looking for those that are unlocked, easy to pick, or simply left wide open.

      Most of that soft target category is, unfortunately, smaller businesses, which generally believe, for a number of reasons we will get into later, that they are never going to be targeted by talented online thieves. Just like Slick Willie, hackers go after SMBs (those one-to-100-people businesses) because that’s where the money is.

      Despite warnings from various levels of government and almost weekly news reports about the latest and greatest successful hacking attempt, most small companies (and perhaps even yours) have inadequate cybersecurity measures in place. We’re not talking about firewalls, multi-factor authentication, or AI-powered threat detection here, but just the dead-simple basics.

      When our team meets with the business owner and senior staff, we can quickly assess the state of an organization’s cybersecurity posture.  I’m not talking about thirty questions and an hour-long discussion. We can tell after two or three minutes of conversation. It is alarming that statistics and our experience reveal that less than 10% of small to mid-size enterprises have security measures in place anywhere equal to the sophistication of cybercriminals.

      Odds are your business is wide open to attack. The crooks just haven’t gotten to you—yet.

      The average person understands that they need to lock up their house when they leave to go to work, run errands, or retire for the night. They might install low-cost security cameras in the front and back of their home so that they won’t have to worry when they’re on vacation. With organized vehicle theft rings running rampant in major North American cities, people are taking logical steps to protect themselves with a range of measures such as steering locks, wheel clamps or “boots,” GPS trackers, and even installing driveway bollards.

      Vehicle owners are taking what not so long ago would be thought of as extreme measures to protect their beloved new rides because they know just what a hassle it would be if their vehicle was stolen. They know that chances are good that it will never be recovered, that insurance will never fully reimburse them for the vehicle’s replacement cost,  and that they will be weeks or months without a replacement vehicle.

      Consider that the financial stakes are far higher for an owner of a small to medium-size enterprise. Rather than the prospect of needing to spend $60,000 to replace a vehicle, in 2024 the average total cost of a data breach in small U.S. companies (five hundred employees or fewer) was $3.31 million, reflecting a 13.4% increase from the previous year.⁠1(Note: All dollar amounts in this book are in U.S. currency.) The rising costs related to data breaches are more evidence that SMBs need to implement cybersecurity measures.

      What does a successful hack (or security breach in cyber speak) potentially mean to your business? Based on international data and our experience with North American clients, the impact can range from minor disruptions to data loss, financial damage, system lockouts and ransomware attacks, to bankruptcy and ultimately failure of the business.

      Most of us do lock our doors and windows, and take steps to protect our personal property, such as our vehicles.  But making a business “cyber secure” is a much harder proposition for us to wrap our heads around. As consultants, we know this all too well. Let me give you an example.

      Not long ago, our firm was conducting a live, online security assessment for a potential client. During the call, the principal turned to his team and said, “We’re being hacked.” It’s the first and only time we’ve been in this situation. For information security types like us, this was exhilarating. For the potential client, not so much. We immediately worked to stop the intrusion and carried out the digital version of installing new locks and bars on all the windows and doors.

      The principal and his team got a real-world, real-time demonstration of how cunning and dangerous cybercriminals can be. They witnessed how robust security measures have the capability to lock them out and shut them down. So, a client for life, right?

      Wrong. After our five-alarm response and implementation of protection protocols and safeguards, the principal—without batting an eye—told us his team would have taken the same measures in the moment, thanks very much. In words, “That’s what we were going to do anyway, so you really didn’t do anything for us,” more or less. We fail to be surprised anymore about how cavalier some businesses can be about cybersecurity, but this company, even after being hacked, wouldn’t take the issue seriously.

      Rather than argue or complain (karma) and with no prospect of leaving the premises with a contract in hand, we asked the principal to pay us whatever he thought was appropriate and wished the group good luck. We have never checked in with this outfit to see if they had been hacked again, but the odds are that they have. Just as trusting seniors who fall prey to scams are more likely to be repeat targets for scam artists, many organizations experience threats of an ongoing nature: “76% of respondents in a 2022 case study covering the U.S., Canada, UK, Australia and New Zealand say their organization has suffered at least one cyberattack this year. This is a large increase over the 55% figure in 2020. The same study shows that even after an attack, only 30% have cyber insurance although 69% are fearful that a successful cyberattack could put their SMB out of business entirely.”⁠2
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        * * *

      

      Despite sounding like a broken record, let me say once more that no company is too small to be targeted by cybercriminals. How vigilant are we when we respond to emails we routinely receive from friends and acquaintances? (The flip-side to this question is “How vulnerable are we when we respond to seemingly innocent emails from people we know?”) Do we notice that there’s something about the wording, tone, or subject matter that seems a bit off?

      And what about emails from complete strangers, for that matter, that don’t appear to be threatening? Often, they promise us something that piques our interest. According to a Veritas study, 71% of employees, globally, admit to sharing sensitive and business-critical data via instant messaging and business-collaboration tools. This data includes:

      
        
          	
        client information (13%),
      

      	
        details on HR issues (10%),
      

      	
        contracts (10%), and
      

      	
        business plans (10%).
      

      

      

      On top of that, the average company has 534,465 files containing sensitive data.⁠3 Here’s a case in point that happened in our office.

      An email we received was purportedly sent by a lawyer based in Florida. It was clear that her server had been hacked and messages were being sent to her contacts (and who knows who else?) Our message to the lawyer was as follows: “You don’t know us, and we don’t know you, but here’s evidence that your server is being used to send out phishing emails.” We offered to help, but her response was, “I’ve been hacked? Okay.” That was it. No thank you, no sense of urgency to fix it, and no appreciation for the scale of potential damage to her practice.

      What’s the potential damage to a legal practice, or a medical office, or an accountant or other professional? First, when your server is compromised, it means that anyone who receives emails from you can be targeted. Think about the damage that could do to that lawyer’s (or doctor’s or accountant’s) reputation. Her clients might think, “How secure is she with my legal information?” It could lead to losing clients or even lawsuits. Yet, she didn’t see the urgency in fixing it. It’s that lack of understanding and complacency that’s so common, especially among smaller businesses.

      That example, of course, is just scratching the surface. Perhaps she has her personal financial information, passwords, and private photos on her system. Being compromised could lead to losing her business, her livelihood, and her privacy. A hacker may also decide to shut down her system and effectively close down her law practice until she pays a ransom. The hacker may—or may not—return her files and records.

      Hopefully, we have your attention now.
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        * * *

      

      Hacking is glamorized in the entertainment industry, particularly in TV shows and movies that depict almost instantaneous results as a hacker types furiously on a keyboard and within seconds penetrates highly secure systems. The reality is more mundane and boring. Successful breaches can take weeks or months of effort, and result in plenty of failures. Hackers don’t put one baited line in the water; instead, they send out thousands and thousands in the expectation that someone will click the link in the email which provides access to a system.

      The tried-and-true phishing tactic is believed to be behind one of the most notable commercial attacks in June 2024, namely the ransomware attack on CDK Global, a leading provider of software solutions for automotive dealerships. CDK Global suffered a significant ransomware attack executed by the BlackSuit group (see sidebar). This incident disrupted operations for approximately fifteen thousand car dealerships across North America. The attackers demanded a ransom in the tens of millions of dollars, and it has been reported that CDK Global paid over $25 million in Bitcoin to the attackers to restore their systems.⁠4

      In truth, CDK Global had little choice but to pay. A sophisticated cybercrime group hit the company in two subsequent attacks, the second coming after it was in the system recovery phase, which indicated that the attackers would try and maximize the damage if their ransom was not paid. Dealerships were unable to perform key tasks such as vehicle sales, financing applications, maintenance scheduling, and inventory management, and the disruption spread across the larger automotive industry.

      While the cyber assault was described as “sophisticated” and “multi-faceted,” it likely began with a phishing campaign in which a deceptive email fooled an employee into divulging sensitive information or downloading malicious software.
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        Cybersecurity Advisory

        #StopRansomware: BlackSuit (Royal) Ransomware

        August 7, 2024: The Federal Bureau of Investigation (FBI) and the Cybersecurity and Infrastructure Security Agency (CISA) are releasing this joint advisory to disseminate known BlackSuit ransomware IOCs and TTPs identified through FBI threat response activities and third-party reporting as recently as of July 2024. BlackSuit ransomware is the evolution of the ransomware previously identified as Royal ransomware, which was used from approximately September 2022 through June 2023. BlackSuit shares numerous coding similarities with Royal ransomware and has exhibited improved capabilities.

        Updated August 7, 2024: BlackSuit conducts data exfiltration and extortion prior to encryption and then publishes victim data to a leak site if a ransom is not paid. Phishing emails are among the most successful vectors for initial access by BlackSuit threat actors. After gaining access to victims’ networks, BlackSuit actors disable antivirus software and exfiltrate large amounts of data before ultimately deploying the ransomware and encrypting the systems. 

        Updated August 7, 2024: Ransom demands have typically ranged from approximately $1 million to $10 million USD, with payment demanded in Bitcoin. BlackSuit actors have demanded over $500 million USD in total and the largest individual ransom demand was $60 million. BlackSuit actors have exhibited a willingness to negotiate payment amounts. Ransom amounts are not part of the initial ransom note but require direct interaction with the threat actor via a .onion URL (reachable through the Tor browser) provided after encryption. Recently, an uptick was observed in the number of instances where victims received telephonic or email communications from BlackSuit actors regarding the compromise and ransom. BlackSuit uses a leak site to publish victim data based on non-payment.

        FBI and CISA encourage organizations to implement the recommendations found in the Mitigations section of this CSA to reduce the likelihood and impact of ransomware incidents.⁠5

      

      

      Cybercrime is not something that happens only to large corporations—it can happen to anyone, including you. SMBs are prime targets because, just like Slick Willie Sutton robbing banks, cybercriminals know that’s where the money is. The good news is that protecting your business from these threats is not as complex or expensive as you might think. It starts with awareness, and it continues by taking action. You don’t need a full cybersecurity department to safeguard your company or even, in most cases, a full-time cyber analyst on payroll.

      Affordable and effective defenses are available.  Just as a simple home security system or steering lock can deter thieves, implementing basic cybersecurity measures can dramatically reduce your risk of becoming the next target. The way forward to creating cybersecurity for your business is much more about taking the threat seriously and making regular improvements over time than chasing the latest and greatest security software.

      As a bonus—and one which is the foundation or our company’s value proposition to clients— cybersecurity should not be viewed as a cost to your business but rather as a money-making asset. If you need further proof, here are statistics from Emily Bonnie’s blog titled “110+ Data Privacy Statistics: The Facts You Need to Know in 2025”:

      
        
          	
        94% of organizations say their customers would not buy from them if they did not protect data properly (Cisco).
      

      	
        95% of organizations say the benefits of investing in data privacy exceeds costs, with the average organization realizing a 1.6X return on their privacy investment, and 30% of organizations estimating a 2X ROI on data privacy investment (Cisco).
      

      	
        71% of consumers said they would stop doing business with a company if it mishandled their sensitive data (McKinsey).
      

      	
        40% of U.S. consumers don’t trust companies to use their data ethically (KPMG)⁠6.
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            PREPARE FOR THE INEVITABLE

          

        

      

    

    
      IN THIS PART

      The cyber security model this book presents consists of four pillars:

      
        
          	
        PREPARE for the Inevitable
      

      	
        ASSESS Your Cybersecurity Posture
      

      	
        IMPLEMENT Cybersecurity Measures that Work
      

      	
        Reap the DIVIDENDS
      

      

      

      In my work with small and mid-size businesses, I use the word “inevitable” as a wake-up call. There is too much complacency around business owners who think their business is too small to warrant the attention of a hacker or who believe the security measures they have in place courtesy of their IT team are sufficient to ward off attackers, like some kind of magic spell. I have been on-site often enough to help companies recover from an attack and there is more than enough data to alert any business owner to the ever-present risk of having their assets held for ransom or just stolen for their perceived value on the black market.

      This part focuses on cyber risk in its various forms. We’ll explore the psychology of risk, the real-world operational costs of being hacked, and why becoming cybersecure is a business asset. As a business owner, you need to reflect on the consequences of suffering an attack: the cost of replacing your computer systems; the effort needed to repair the disruption of your relationships with key suppliers; and what it will take to rebuild your business.

      The scope of rebuilding your business includes dealing with financial loss, legal exposure, reputational damage, and the erosion of customer trust. If you read between the lines, this is a mindset issue. issue. Long term, can you repair the reputational damage, breach of contract, legal exposure, and lost customer confidence?
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