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FOREWORD


According to a Greek fable, Zeuxis and Parrhasius were rival painters, renowned in the late fifth century BCE for their mastery of realism. Eager to determine who was the greater artist, Zeuxis proposed a contest to see who could paint the most convincing image.

When Zeuxis unveiled his work—a cluster of grapes—birds flew toward the canvas, deceived by its lifelike detail. It was then Parrhasius’s turn. He pointed to a painting concealed behind a curtain and invited Zeuxis to draw it aside. Confident of victory, Zeuxis reached forward, only to discover that the curtain itself was the painting. Admitting defeat, he laughed and declared, “I have deceived the birds, but Parrhasius has deceived Zeuxis.”

Just as human perception can be deceived through art, so too can modern AI systems be misled—sometimes unintentionally, through hallucinations or “AI slop,” and sometimes deliberately, via adversarial attacks. While many readers are likely familiar with the accidental errors routinely found in the output of AI tools, intentional manipulation can have far more serious consequences, leaking sensitive information, bypassing controls, or causing systems to act inappropriately.

Early adversarial attacks were largely academic and mostly confined to computer vision; researchers managed to fool systems by placing carefully engineered stickers on traffic signs or by algorithmically tweaking pixels in an image. Today, however, the same concepts live on in the realm of large language models, and the ubiquity and flexibility of chat interfaces have made even seemingly trivial techniques surprisingly potent for novice attackers. Copy-and-paste templates like DAN (“do anything now”) or simple obfuscations written in Pig Latin (“ignoreay eviouspray instructionsay”), CaMeL-CaSe, or s.p.l.i.t.t.i.n.g.t.o.k.e.n.s. can also sometimes bypass safeguards. In AI security, low sophistication does not mean low impact.

I first met Harriet Farlow when she traveled from Australia to present to a room of experienced AI security experts in the UK. Her message was clear: AI security demands both a “zero trust” approach to design and a deep trust in people. Education, shared context, and communication across roles are as vital as firewalls and model hardening, because developers, executives, and other decision-makers must anticipate and defend against failure.

This book reflects that same philosophy: It invites readers to actively experiment with the material so that learning becomes part of the security process itself. Through gentle math, clear code examples, and interactive exercises, you’ll not only come to understand attacks and defenses but also cultivate the mindset needed to embed secure design practices into rapidly evolving systems. Harriet presents each technique, whether adversarial training, model ensembles, or certified defenses, as part of a broader discipline of deliberate design: anticipating failure, segmenting access, monitoring behavior, and continuously educating stakeholders.

Ultimately, defending AI systems is not just about fortifying models; it is about sustaining trust. The next era of AI security will be defined not only by technical breakthroughs but also by how we govern the identities, permissions, and autonomy of AI agents, and by how we educate those who build and deploy them. AI security is no longer a narrow technical challenge; it is a multidimensional endeavor spanning technology, policy, and ethics.

The pages ahead offer a roadmap for that work.

Hyrum Anderson

Senior Director of Security and AI Engineering, Cisco

Founder, Conference on Applied Machine

Learning in Information Security
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INTRODUCTION
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In 2023, I founded Australia’s first company dedicated to AI security. Since then, I’ve led the development of the first Australian government AI security framework outside of national security, directed research analyzing dozens of real-world AI security incidents, and delivered training to global Fortune 500 organizations.

What those experiences have shown me is that AI is both exciting and fragile: The same systems that can transform businesses and societies can also be manipulated, tricked, or misused in ways most people never anticipated. I’ve gone from being the lone speaker on AI security and adversarial machine learning at cybersecurity conferences, before GPT captured everyone’s attention, to seeing the field recognized as critical not only for cybersecurity but also for national security. This book is my attempt to share what I’ve learned; it’s a practical guide to how AI can be attacked, why it matters, and what we can do to defend it.

Artificial intelligence doesn’t refer to a single technology. Rather, it’s a goal, pursued using whatever happens to be cutting-edge at the time. The goalposts have been shifting for over 70 years, a period during which AI has described everything from simple algorithms to chess-playing programs, machine learning models, and today’s enterprise-grade agentic assistants. We’ve always anthropomorphized these systems, which makes it easy to forget that they’re just prediction engines: tools showing us what they think we want to see. And like any technology, they are prone to bugs, vulnerabilities, and exploits like the ones you’ll read about in this book.

Much like the early days of the internet, AI is now being adopted at an unprecedented pace. Between the time I write this introduction and the day you read it—and over the lifetime of this book—the AI threat landscape will change dramatically. What won’t change is the underlying architecture of these systems or humanity’s ambition to build intelligent machines. One of my goals in writing this book is to make the technical foundations of AI security accessible: to explain what makes these systems vulnerable and how those vulnerabilities can be prevented or mitigated. AI security is on track to surpass cybersecurity as one of the world’s most urgent technical and geopolitical challenges, unless we change that trajectory.



What This Book Is About


This book is not about using AI to perform security tasks (although I touch on the topic in Chapter 7). Instead, it’s about securing AI from new kinds of attacks that can disrupt, deceive, or disclose information from them. AI security sits at a strange collision point: part traditional cybersecurity, part long-term AI risk, part short-term AI safety challenge, and part adversarial machine learning (the academic study of how to manipulate and deceive models).

That means this book covers a wide range of topics, including how models work, how AI systems are deployed into production, how to perform threat modeling for AI, common attacks and defenses, red teaming AI systems, AI safety and evaluations, governance and risk management, and emerging trends. Because AI security draws from multiple fields, many of the research questions and problems you’ll read about here are still unsolved. (In fact, I’m hoping that, by equipping you with this knowledge, you can help solve them!)

For example, just a few years ago, the discipline of adversarial machine learning was considered purely academic, and then machine-to-machine, agentic communications started becoming more common, and the practical implications suddenly hit. That’s why I don’t shy away from covering “theoretical” areas here. If it belongs in your AI security toolkit, it belongs in this book.

On the other hand, while agentic AI systems and large language models (LLMs) are trendy right now, they aren’t the only kinds of AI tools being productionized, and they won’t be the only ones created in the future. While I cover them, I don’t limit the discussion to them. At times, this means stepping back and abstracting some details so that this book can serve as a true foundational text rather than one tied too closely to today’s moving target.

Also, when I cover attacks and defenses, I’m not here to enumerate existing cybersecurity threats or controls that also happen to work on AI systems. Instead, I concentrate on the ones that are unique, novel, or different in AI systems and machine learning models. That means I may be brief on some familiar territory, but only because I’m prioritizing what’s distinctive. At the end of every chapter, you’ll find recommended resources to help you go deeper if you want to explore those adjacent areas.




Who This Book Is For


You may have picked up this book for several reasons. Maybe you already work in AI or cybersecurity and want to better understand the intersection. Maybe you’re hoping to land a job in AI security. Or perhaps you’ve simply heard that AI can be a bit dodgy and you want to know why.

While I assume you have some basic understanding of math, Python coding, and security principles, I don’t expect you to be an expert in any of these disciplines. My goal is to give you broad, foundational knowledge across the field so that you can decide which areas you want to go deeper into.

For that reason, I cover concepts from first principles, keeping prior knowledge requirements as low as possible. Sometimes that means building code demos from scratch instead of relying on existing toolkits, so you can see exactly how they work rather than treating them as a black box. While this won’t always match what’s happening “in the wild,” starting from this foundation will help you critique and understand any tools you encounter later.

Based on these assumptions, this book might be for you if:


	You want to build solid foundations in AI security. This book is designed to give you breadth and depth across the field, covering not just one tool or model type but also the underlying principles, attacks, defenses, and even policy instruments that apply to all kinds of AI systems. If you’re looking to understand the bigger picture of AI security with enough technical grounding to connect it to real-world practice, you’ll find it here.

	You’re curious about more than just red teaming LLMs. Red teaming is important—and I dedicate a chapter to it—but AI security is bigger than any single practice or model type. This book will give you broad conceptual grounding and the examples you need to understand weaknesses in data, models, and infrastructure; why they matter in practice; and how to defend and manage them.

	You want to get into the math and the code that make AI systems vulnerable. Although we’ll start from minimal prerequisites, we do dive into the statistical techniques that underpin machine learning because that’s where many weaknesses originate. You’ll also see the Python code that makes these attacks possible. If you want to go beyond high-level policy papers and actually understand how vulnerabilities emerge (and test them yourself), this book will guide you through it.



If you are already an expert, I encourage you to share your knowledge with the broader community. This book is shaped by my own background, but there are many valuable perspectives on AI security. If this book isn’t for you, perhaps it’s because you have your own unique perspective to offer, and I would love to see it.




AI Security vs. Cybersecurity vs. AI Safety


Let’s start with some definitions. Many people consider AI security a subset of cybersecurity, meaning existing cybersecurity defenses should be enough to protect AI systems. From my perspective, whether this is true or not depends on the frame of reference.

If we think of the components of an AI system—the model, its supporting infrastructure, the software around it, and the interfaces that let it perform a task—then yes, it’s fair to assume existing cybersecurity defenses would prevent many attacks. Those defenses remain critical, and in my experience, getting AI developers, researchers, and companies to implement even basic cybersecurity hygiene is still a challenge.

But AI systems also introduce novel weaknesses compared to traditional cyber systems. Unlike deterministic software, AI systems are probabilistic, meaning their outputs can vary even with the same inputs. They often depend on large, dynamic datasets, integrate with external APIs, and, more recently, incorporate agentic capabilities that can autonomously act on instructions or interact with other systems. These factors create unique attack surfaces and security concerns.

Traditionally, the data scientists building AI have thought of the model itself as distinct from the broader system. The model is a mathematical construct trained through machine learning to perform a task like prediction, classification, or recommendation. In this book, we’ll sometimes take the model as our frame of reference because there’s strong evidence that the machine learning process itself bakes in entirely new vulnerabilities. These can make outputs unreliable, leak information about the training data or model internals, or allow an attacker to force incorrect predictions. Many of these attacks still lack strong, widely adopted mitigations. At the same time, the model is only one part of the picture, and this book will also consider AI security from the broader system perspective. This is why I’ll consistently make a distinction between an AI system and a machine learning model.

Another term often mixed up with AI security is “AI safety.” In practice, AI safety is usually used as part of the broader “responsible AI” umbrella, covering ethics, robustness, transparency, and other principles for implementing AI responsibly. Research in AI safety has tended to focus on preventing AI from going rogue, misaligning with human values, or posing existential threats. In other words, it’s about stopping the AI from doing the wrong thing rather than stopping an external attacker from disrupting, deceiving, or exploiting the AI. Safety timelines also tend to look further ahead, often linked to debates about when (or if) we’ll reach artificial general intelligence: AI that matches human-level cognition. AI security, on the other hand, focuses on protecting the systems we currently have from existing threat actors. The distinction is a bit like how cybersecurity focuses on protecting systems from external threats, while cyber safety focuses on ensuring that people and organizations have safe, positive experiences in the digital world.

Here is a hot take: It’s very possible that, one day, cybersecurity will be considered a subset of AI security. As AI becomes the decision-making layer that underpins infrastructure, communications, and governance, most digital systems will operate inside AI-driven environments, meaning that protecting those environments and the models that control them will naturally encompass what we currently think of as cybersecurity. If AI is running the show, securing the AI is securing everything else.




This Book’s Structure


I want this book to be your go-to guide to AI security. Therefore, each chapter covers a different important topic, including theoretical background knowledge, code examples, and insights from my experience in the field.

Part I: AI and Security Fundamentals

This part introduces the terminology and concepts we’ll rely on throughout the book. It also discusses the foundations of the AI threat landscape, so even if you’ve worked with AI before, it’s worth taking the time to ground yourself here.


	Chapter 1: What Is AI? Lays the groundwork with the history of artificial intelligence and machine learning, walking through the mathematical and theoretical foundations that underpin the field. We’ll break down what a model actually is, walk through some basic mathematical concepts, and write simple code to demonstrate how models make predictions.

	Chapter 2: Working with Models Explores common model architectures of AI systems and how these systems are designed and trained. This chapter also covers all the main modalities we need to secure: not just language models and generative AI but also computer vision systems and signal-processing models.

	Chapter 3: AI Threats Introduces AI threat modeling using the MAESTRO framework. We’ll examine real-world trends and incidents shaping the AI security landscape, then work through a concrete example so that you can see how to systematically identify and evaluate risks in practice.



Part II: Attacking and Defending AI

This part explores how AI systems can be attacked, from mathematical adversarial examples to system-level vulnerabilities, and the range of defenses and mitigations that can be applied.


	Chapter 4: Attacks and Weaknesses Focuses on attacking AI. I’ll break down how mathematical optimization is used to craft adversarial machine learning attacks, walk through the steps to execute them, and guide you through several hands-on exercises. We’ll also look at other ways AI can be compromised at the system level, including vulnerabilities unique to agentic systems.

	Chapter 5: Defenses, Controls, and Mitigations Covers defenses against adversarial machine learning attacks at the system level. You’ll learn which defenses are currently effective, which ones tend to fail, and how to layer them for enhanced protection.



Part III: The AI Security Ecosystem

In this part of the book, we’ll step back from individual attacks and defenses to explore the broader AI security ecosystem, from red teaming to AI for cybersecurity, long-term safety concerns, governance and regulation, and the emerging trends that will shape what comes next.


	Chapter 6: Red Teaming AI Shifts to a more practical, case study–driven perspective on the offensive security testing of AI systems. We’ll look at how AI red teaming borrows, and differs, from traditional cyber red teaming and how it’s being applied in industry today.

	Chapter 7: Attacking and Defending with AI Covers what most people assume I mean when I say I work in AI security: using AI for cybersecurity tasks. While this topic could easily fill its own book, here we’ll focus on the intersection of securing AI and using AI as a security tool, and especially how AI is being used to attack and defend against other AI systems.

	Chapter 8: AI Safety Tackles the risks AI poses in both the short term and long term. We’ll look at the kinds of existential risks people fear from superintelligent AI, ways to track and measure frontier AI capabilities, and control methods being proposed to keep them aligned with human goals.

	Chapter 9: AI Governance Turns to policy, legislation, and risk management with the goal of providing technically minded readers the background necessary to engage in strategic discussions. We’ll explore how policy decisions shape AI implementation and how technical realities can, in turn, influence regulation. We’ll also cover both qualitative and quantitative methods for risk analysis.

	Chapter 10: What’s Next for AI Security? Closes the book with a look at emerging trends, some of which may even be proven by the time this book is published. I’ll encourage you to think about the natural evolution of society given current technical trajectories and what security implications we should be preparing for now.



At the end of each chapter, you’ll find recommended resources to help you explore further. You can also find additional materials at https://www.harriethacks.com.




The Python-Based Colab Notebooks


This book comes with more than 30 Google Colab notebooks that you can run at https://www.harriethacks.com to follow along with code examples included throughout the chapters. Google Colab is a cloud-based platform that lets you run and edit code directly in your browser, making it easy to follow along without worrying about setting up an environment.

In these coding exercises, you’ll do things like:


	Build a language translation model using a transformer model to understand how we can train models to translate between French and English.

	Explore how a transformer model represents words using mechanistic interpretability approaches, then generate visualizations that reveal which parts of the model activate for different tokens in a simple sentence.

	Build simple communicating AI agents to understand the technologies that enable agents to communicate with other tools and with each other.

	Use adversarial training to generate adversarial examples against an image classifier and then retrain the model to harden it, learning where this approach works and where it fails.

	Red team a GPT-4 model by crafting adversarial prompts that try to override system instructions and reveal a hidden password. Explore both single-turn and multi-turn scenarios, and test whether the model refuses to disclose the password or slips up.

	Launch a data poisoning attack by adding a small number of manipulated samples into a training dataset to observe how the model’s decision-making power is degraded.

	Simulate a supply chain attack by using a compromised open source library or pretrained model, and see how dependencies can undermine an entire AI system.

	Experiment with a side-channel attack, where clues like response times or system resource use are analyzed to reveal sensitive information about a model.

	Work with the InterCode dataset and Anthropic API to evaluate how language models solve coding-style capture-the-flag challenges. Load real tasks, query a model, and measure its performance.

	Run a Monte Carlo simulation to estimate the financial risk of AI incidents using expert-provided likelihood and impact ranges. See how random sampling creates a distribution of possible losses and how to interpret average, best-case, and worst-case outcomes.



If you’re not an experienced coder, don’t let that put you off. All of the notebooks use Python, the most widely used language in AI research and practice. Python is a good choice because of its simplicity, readability, and the enormous ecosystem of libraries for machine learning and security. I’ve built the notebooks so that you can press Run to see how they work, letting you focus on understanding the concepts. Even if you’re not a confident coder, I’ve always found a lot of value in peeking under the hood to see how these techniques work in practice. And if you are comfortable with code, you’ll find plenty of opportunities to tweak, test, and go deeper. By the end of this book, you should be able to run, read, and understand the key programmatic techniques used in AI security. (Note that you can also download the companion notebooks directly from https://nostarch.com/practical-ai-security.)




Why Did I Write This Book?


I first encountered AI security in 2021, while working on my PhD in adversarial machine learning. By then, I’d already been working as a data scientist for four years, first at a consulting company, where I ended up on three long-term projects with the Australian Department of Defense, and then in the physics department at Sydney University. After that, I moved to New York City to join a technology start-up. When COVID-19 forced the world into lockdown, I returned to my hometown of Canberra, Australia, and took a role with the Australian Signals Directorate (ASD), Australia’s equivalent of the US National Security Agency (NSA), where I worked for three years. By the end of my time there, I was serving as acting technical director of the AI Hub.

During that time, I began pursuing my PhD alongside my full-time role. My original thesis topic was very different from what it became: I was looking at how intelligence analysts could better translate TECHSIGINT products (technical signals intelligence, or telemetry emissions from tanks and ships) into insights for military customers. But during my literature review, I stumbled across the field of adversarial machine learning and immediately knew this was what I wanted to focus on.

At the time, adversarial machine learning was considered a purely academic threat, with no obvious real-world application. I don’t recall anyone in my academic circles calling it “AI security” back then. One day, I decided to start using the term myself so that it would more closely align with the cyber and information security paradigm. That’s not to say that other people weren’t referring to AI security, but the term was so new that it wasn’t widely acknowledged or understood, even among the cybersecurity teams I was a part of.

Then, at the end of 2022, ChatGPT was released, and almost overnight, prompt injection attacks brought AI security into the mainstream conversation. But the attention focused almost entirely on language models, often ignoring the broader landscape of AI vulnerabilities. I found this frustrating, particularly because I could see just how seriously the national security community was taking these risks across all types of AI systems.

That perspective led me to start my company, Mileva Security Labs, in 2023, with the aim of helping all organizations upskill in AI security and take it just as seriously as other critical security domains. It wasn’t an easy sell in the early days, especially in Australia, but today, it’s heartening to see the field gaining momentum, with more people and organizations treating it as important.

If this book helps you in any way, gives you new ideas, or even just makes you curious to learn more, I’d love to hear from you. Whether it’s feedback, a perspective you’d like to share, or another way I can help you, you can reach me anytime at harriet@harriethacks.com. One of the best things about AI security right now is that we’re still on the ground floor. We have a rare opportunity to shape what this field looks like, and I hope you’ll be part of that conversation.




Let’s Begin


I hope that no matter your background, your level of AI expertise, or your confidence in the area, this book helps you contribute to AI security. If you’re still not convinced of this field’s importance, ask yourself the following:


	Do you think AI will have disappeared in 10 years? In 100 years?

	Do you believe existing AI systems and models are completely secure?

	Do you believe your life or community is completely free from any impacts from AI?



I suspect you answered no to at least one of those questions.

We all have a responsibility to understand the risks AI poses and to be part of the conversation. AI doesn’t exist in a silo; it’s already shaping societies at scale and will only continue to do so. The decisions we make now will echo far into the future.

If you want to be on the right side of history, turn the page.






PART IAI AND SECURITY FUNDAMENTALS


Before you can make a meaningful contribution to AI security, you need to grasp a range of core topics: not just what artificial intelligence is and what technologies it comprises but also the underlying mathematical principles and how they instruct computers. For that reason, the first part of this book will ensure that you begin with strong foundations in how AI models work, how to interact with AI systems effectively, and how to understand the threats they face through structured threat modeling.






1WHAT IS AI?



[image: A robot wearing a cape stands with its arms crossed in front of the curved surface of a planet, with other planets in space in the background.]

Technologies that use AI are facing new kinds of attacks. In recent years, criminals have leaked records and stolen money from the Shanghai and California tax departments by deceiving their facial recognition authentication models. They’ve poisoned malware classifiers provided by McAfee and Cylance by manipulating the data submitted to them. And incident repositories have documented hundreds of other AI attacks.

In this chapter, we’ll start with the basics of how machines can learn by themselves, a concept that underpins every discussion that follows. We’ll use code and first-principles logic to show not only how machines learn but also how we can reason about that process when thinking about security.

To explore these principles and the related terminology, we’ll build a simple recommendation system that suggests movies based on my personal taste. Then, we’ll take it further by training a machine learning model in Python to classify wine quality. As you progress through the book, you’ll see how these seemingly abstract machine learning concepts are the very same ones that attackers exploit and that defenders must understand to protect AI systems effectively.



Defining Machine Learning and the Origins of AI


You may be surprised to learn that the term “artificial intelligence” isn’t new. Credit for the term goes to John McCarthy, one of several researchers who attended the 1956 Dartmouth Conference Summer Research Project on Artificial Intelligence, a summer workshop for early career researchers. The goal of the conference was to explore whether computers could ever perform “human” tasks, such as understanding and generating natural language, developing abstract reasoning capabilities, solving logical problems, and self-learning.

While these capabilities wouldn’t develop for a long time, as many researchers underestimated the complexity involved in replicating human cognition, the conference did succeed in launching artificial intelligence as a distinct research field. Many of the organizers and attendees, some of them pictured in Figure 1-1, went on to be founding members of various AI-related fields.


[image: Seven men in suits sit together on the grass in front of a building, smiling.]

Figure 1-1: Attendees at the Dartmouth Conference in 1956



In the back row are Marvin Minsky, co-founder of the MIT AI Lab; Nathaniel Rochester, who contributed to the development of the IBM 701, the first commercially available scientific computer; and John McCarthy. In the front is Claude Shannon, who played an instrumental role in information theory and the mathematics of signal transmission. Decades later, I’ve attended many AI conferences just like this one: self-organized groups of passionate students, researchers, and practitioners working together to solve difficult problems in technology.

Since that conference in the 1950s, people have used the term “artificial intelligence” to refer to many different cutting-edge technologies, but the goals of artificial intelligence haven’t changed. Therefore, a good way to define artificial intelligence is that it refers to the aim of making computers think and act like humans. Today, it’s often conflated with the term “machine learning,” or the practice of building models (mathematical representations) that can learn from historical data to make future predictions or classifications. With that definition in mind, let’s look at one of the first learning models to power machine learning, the Perceptron.



The First Machine Learning Model: The Perceptron


In 1958, Frank Rosenblatt proposed the first model that could learn by itself: the Perceptron. The idea was that it could take in numerical input, perform some calculation on it, and decide between two options: 1, meaning yes, and 0, meaning no. Figure 1-2 shows how the Perceptron works.


[image: Inputs x1 through xn feed through weights w1 through wn into a summation box, then an activation function, outputting y-hat.]

Figure 1-2: The Perceptron



In this diagram, the x values are my inputs, the w values are weights that indicate the relative importance of each input, b is a bias factor, and ÿ is my prediction. The Perceptron takes the input features (x), multiplies these by the weights (w), sums these weighted inputs together, and adds the bias factor, a constant input that shifts the decision boundary, that is, the numerical threshold below which values correspond to “no” and above which values correspond to “yes.”

During the training process, the model compares this yes or no prediction (q) to the known correct label, and if there’s an error, it incrementally updates the weights and biases until the predictions are correct (or are correct at least most of the time). This iterative process enables the Perceptron to gradually improve with experience. Thus, when we say the Perceptron can learn, what we mean is that it achieves the ability to classify information by adjusting its internal parameters (its weights and biases) to match examples of the data we want it to classify, rather than relying on preprogrammed rules. We’ll dive into the math behind this process later in the chapter.




An Example: Recommending a Movie


Let’s now use the concepts behind the Perceptron to explore an example of machine learning in practice. Say I’m programming a simple model to recommend movies I’m likely to enjoy. I’m considering watching the movie Moon, a 2009 film about someone stationed alone on a lunar base. The movie has three highly emotional scenes and is 90 minutes long. We can assign our x values based on this information:

X1=3, X2=90

The first input corresponds to the number of emotional scenes, and the second input corresponds to the movie’s length.

The weights, w, and bias factor, b, typically start as random unless we have additional information. Fortunately, we do have some information we can use; I know that I enjoy short movies and love a good cry, so let’s start with these values:

w1=0.5, w2=0.8, b=–60

I set these values naively. We frequently use the term “naive” in computer science to refer to an algorithm, approach, or solution that is easy to implement but not necessarily accurate. For example, bias values are typically set randomly or to zero, since they’ll be adjusted during training based on prediction errors.

I’m choosing a decision threshold of zero to simplify our ability to interpret the contributions of each weight. When the threshold is zero, any positive sum indicates a positive recommendation, while any negative sum indicates a negative recommendation.

Both weights are decimals between 0 and 1. I’ve set w2 to be higher than w1 to give it more relative importance (assigning greater importance to shorter movies than to the number of emotional scenes).

Now we can substitute these values for the variables and calculate the output:

y¨=(3×0.5)+(90×0.8)–60=13.5

The result, ÿ, is a positive value, which means the model predicts I will like this movie. This prediction probably isn’t very good, however, because the values for w and b were set naively.

For the model to succeed at recommending movies I will like, it needs access to much more data about my movie preferences. In Table 1-1, I’ve recorded some data about other movies I’ve seen recently.



Table 1-1: Movie Data








	Movie title

	Emotional scenes

	Runtime (minutes)

	Liked it?






	Wicked

	6

	120

	Yes




	Harry Potter and the Deathly Hallows

	5

	146

	No




	Gladiator II

	2

	155

	No




	Before Sunrise

	6

	101

	Yes




	The Shawshank Redemption

	7

	142

	No




	La La Land

	8

	128

	Yes




	The Dark Knight

	3

	152

	No




	The Invisible Man

	6

	70

	Yes




	Interstellar

	2

	162

	No






Based on whether I like the movie or not, I can either reward or penalize the model. What do I mean by reward and penalize? Well, say I run the movie Gladiator II through my original algorithm. I get the following:

y¨= (2×0.5) + (155×0.8) – 60=65

The algorithm returned a positive number, suggesting I did like the movie, which we can see from Table 1-1 isn’t true. So, I’ll update my w and b values and try again until I get the correct result.

To perform this update, we’ll introduce a new variable: n, which is the step size, often called the learning rate, or amount by which to change each w and b value. If n equals 0.2, each variable goes up or down by 0.2. Note that they don’t all need to change in the same direction; for example, w1 could increase by 0.2 and w2 could decrease by 0.2.

Even with this small step change, performing over 1,000 iterations of this trial-and-error process could change the value of each variable by up to 200, which should be plenty to figure out the best combination of all three. Each time cycle the model takes through the entire dataset is called an epoch. Usually there is at least one epoch because passing through the dataset multiple times gives the model more chances to improve its performance and be better at predicting the true value, the target.

The “Training the Movie Recommendation Algorithm” box describes what this algorithm looks like.




TRAINING THE MOVIE RECOMMENDATION ALGORITHM



	Initialize the weights (w1, w2) and bias (b) to 0.

	Define the learning rate (for example, 0.01).

	Repeat the following for a fixed number of epochs and for each training example (x1, x2, target) in the dataset:

	Compute the weighted sum: ÿ = (w1 × x1) + (w2 × x2) + b.

	Make a prediction based on the value for ÿ. According to the step activation function, if ÿ is greater than zero, we predict 1 (yes); otherwise, we predict 0 (no).

	Compute how wrong the prediction was (the error) by subtracting your prediction from the actual correct answer (the target).

	Update the weights and biases based on how incorrect the predic-tion was:

	i.w1 = w1 + (learning_rate × error × x1)

	ii.w2 = w2 + (learning_rate × error × x2)

	iii.b = b + (learning_rate × error)







	Output the final weights (w1, w2) and bias (b).





When I performed these calculations based on my very small dataset, the model successfully learned to make accurate predictions after 50 training epochs. The final optimal values were:

w1=43.6, w2=–2.2, b=3.2

The model used a step activation function, which produces a discrete output based on whether the input crosses a certain threshold. In this case, it predicted “yes” (or 1) if the weighted sum of inputs plus the bias was greater than 0 and “no” (or 0) otherwise. A prediction was considered correct when it matched the ground truth label for whether I liked the movie. With these final values, the model achieved 100 percent accuracy on the dataset.

Using these values, you can try testing the algorithm on a few movies you liked to predict whether you should take me to see them with you.

You may have noticed that I used both “model” and “algorithm” to describe the movie recommendation system based on the Perceptron. Technically, these terms mean different things. An algorithm is a step-by-step procedure, and the model is the representation that results from applying the algorithm to data.

In the case of our simple Perceptron, the algorithm directly creates the model itself, meaning they appear essentially the same; the Perceptron’s internal structure and its method of learning are so intertwined that it’s hard to separate them. This isn’t always the case, however. For example, other models might be trained using many different kinds of algorithms, and in these situations, you can completely change the algorithm without altering the underlying model’s structure, architecture, or the way it processes data.




Neurons and Neural Networks


You may have lots of questions about when the Perceptron might not work; don’t worry, I’ll get there. Most of the time, however, it does work, demonstrating how, way back in 1958, researchers were able to find a way to take a small amount of data, then make a computer automatically learn the best values of w1, w2, and b, to be able to choose between “yes” and “no.” This process is the foundation of all modern machine learning models.

In 1943, Warren McCulloch and Walter Pitts proposed another type of model, called an artificial neural network, but they weren’t able to test it until computer hardware had advanced. The artificial neural network is based on the original, biological neural network: the human brain. McCulloch and Pitts hypothesized that an architecture of interconnected “neurons” organized and connected in layers could form a sort of machine brain.

In fact, you’ll sometimes hear the Perceptron referred to as a neuron, or the smallest possible decision-making unit in a larger system. By combining many such decision-making units, the researchers conjectured, you could make even more complex decisions. Figure 1-3 shows such a structure.


[image: Four input layer boxes each connect via crossing arrows to four hidden layer boxes, which all connect to one output layer box.]

Figure 1-3: A neural network



This diagram is a very simple neural network. The input layer transforms the data into formats the model can process. Each individual neuron performs calculations on the activations, weights, and biases, just as the Perceptron did, and the model sorts data to specific neurons in a layer based on the result of those many calculations. As models get bigger and bigger, usually due to the inclusion of additional hidden layers, we begin referring to them as deep learning models. The final result is an output that usually gets transformed into something human readable, often a classification confidence as a decimal.

When applied to neural networks, the distinction between the algorithm and the model becomes clearer: The model represents the learned parameters and network structure, while the algorithm represents the specific procedure used to find or improve those parameters.





An Easy Introduction to the Math of Machine Learning


The previous section included quite a lot of math, and we brushed over it pretty quickly. But if you want to really understand AI security, it’s important to understand the calculations and data structures that underpin it. This section will summarize some key principles that should empower you to feel comfortable exploring the math concepts further. I’ll list additional resources on the book’s website if you want to learn more. If you’re already familiar with these concepts, feel free to skip this section.



The Perceptron Formula Revisited


To cover the core mathematical terminology you’ll need to understand for AI security, let’s revisit the Perceptron formula from earlier:

y¨=x1w1+x2w2+b

A formula is a mathematical or logical expression that establishes a relationship between variables, constants, or functions, and we use it to compute or solve a specific problem. If we know the formula’s value (for example, if we know z is equal to 25), it becomes an equation. A formula is typically made up of one or more operations: mathematical processes you perform on those variables, constants, or functions. It could be an arithmetic operation like addition, subtraction, or multiplication. It could also be a logical operation (such as AND and OR), a relational operation (such as < and =), or a matrix operation (which we’ll get to shortly).

For concision, we could rewrite the Perceptron formula as follows:

y¨=∑i=1n wixi+b

The ∑ symbol simply means that we sum all the values in the formula. The index i is a number used to keep track of individual inputs when we’re using many, and it runs from 1 to n, where n is the total number of input features. In the previous example, we were looking at two distinct pieces of information, the number of emotional scenes and length of the movies, which means we had two inputs.

While a mathematical formula shows us how to calculate some specific value, a function tells us how to use a formula to map an input to an output more generally. Here is how we might express the Perceptron formula as a function:

f(x)=∑i=1nwixi+b

For example, consider the function f(x) = x + 2. If x equals 3, the result would be f(3) = 3 + 2 = 5. We say the function is being called when we supply it with inputs.




Data Structures


Most of the time in machine learning, we supply multiple values, or elements, for x1 and x2. For example, in the movie dataset considered earlier in this chapter, we could say that every value in the first column (the number of emotional scenes) is an element of x1, and every element in the second column (the runtime) is an element of x2. To manipulate this data more easily, we can refer to the data as a matrix instead of as a table.

A matrix is a rectangular arrangement of numbers or other mathematical objects (referred to as elements) organized into rows and columns. Matrices are used in mathematics and computer science to neatly represent and perform operations on structured data. Here is what a matrix looks like:

A=[a11a12a13a21a22a23a31a32a33]

By storing numbers in matrices, we can take advantage of an entire field of research devoted to processing information in matrices. Computers store numbers using matrices, so if we know how to do math with them, we can perform operations on the kinds of large datasets our computers handle, and therefore we can help them learn.

An m×n matrix has m rows and n columns, and we can locate each element e in the matrix in terms of its position by using the notation em,n. For example, element a2,3 is at position m = 2 and n = 3. A vector is a special type of matrix that has only one column. In other words, it’s an n×1 matrix. Vectors are also important in machine learning because they enable us to refer to a single data point.

Matrices and vectors are essential in the machine learning process because they store and process not just the data the model will be trained on but also the model itself. For example, in an m×n matrix, the rows (m) refer to the data samples and the columns (n) refer to the number of features. Consider the movie data used earlier in this chapter; each movie is a row, and each feature about the movie we’re recording is a column. We can store this movie data in a 9×2 matrix:

x=[x1,1x1,2x2,1x2,2⋮⋮xn,1xn,2]

We can also store the weights and biases for the movie recommendation model in a matrix. Here are the weights represented as a 2×1 vector:

w=[40.09-1.96]

The bias factor is a constant—a value that stays the same regardless of the input data—and is stored as a scalar, which just means it’s a single numerical value rather than a vector or matrix. However, in many machine learning models, we represent the bias as a bias vector, which is a column of repeated values that align with the number of data samples or units in a layer. For example, we might use a 4×1 bias vector when working with four data points. This vector can be generated by multiplying the scalar bias factor by a 4×1 unit vector, allowing the same constant bias to be added across multiple calculations in a way that works with matrix operations.

We can therefore represent our Perceptron equation like so:

XW=[6120514621556101][40.09-1.96]=[(6×40.09)+(120×-1.96)(5×40.09)+(146×-1.96)(2×40.09)+(155×-1.96)(6×40.09)+(101×-1.96)]=[5.34-85.71-223.6242.58]

We first compute XW (the matrix multiplication of X and W). I won’t cover all the potential mathematical operations in matrix mathematics (although I have some resources available on the book’s website). Suffice it to say that, in this example, each row of the first matrix X is multiplied by the column of the second matrix W, producing four separate results. For example, the first element is computed as follows:

(6×40.09)+(120×-1.96)=5.34

We repeat this process for each row, resulting in a new matrix with four values.

Then, we add the bias vector (b), a constant matrix containing the same value (5.51) for each row:

z=XW+b=[5.34-85.71-223.6242.58]+[5.515.515.515.51]=[10.85-80.20-218.1148.09]

Adding this constant shifts each value, giving us the final matrix z, representing the weighted sums plus the bias.




Matrices, Dataframes, and Tensors


One of the reasons the Python programming language is so popular for machine learning is that it provides a number of libraries and packages that do the math I just described. NumPy is a package that can manipulate matrices, and pandas helps us store these as dataframes. A dataframe is a tabular data structure that organizes data into rows and columns, similar to a spreadsheet or database table.

TensorFlow, a library designed for machine learning, introduces a structure called a tensor. If a matrix is two dimensional, tensors are structures that can add further dimensions (such as n×m×p). In this respect, we can also refer to them as higher dimensional. If you needed to store the data of an image, you would want to use a tensor because you’d need dimensions for all of the following values: the height (h), the width (w), and the three color channels (r, g, and b). If you wanted to store video information, you’d need an additional dimension, for time (t).

A tensor containing three 2×2-pixel color images would look like this:

 Tensor =[ Image 1: [[2550002550],[002552552550], Image 2: [[12864128326432],[25502552552550]], Image 3: [[02552552551280],[1280128000]]]

The shape, meaning the dimensions or structure of a tensor, is (3,2,2,3) in this case. The first dimension (3) corresponds to the number of images, while the second and third dimensions (2, 2) refer to each image’s height (rows) and width (columns) in pixels. In this case, each image is made up of exactly four pixels arranged in a 2×2 arrangement.

The final dimension (3) indicates that each of these pixels contains three numerical values, representing the intensity of the red, green, and blue color channels. It’s no coincidence that each element’s value is between 0 and 255. Digital images usually use 8 bits per channel to represent pixel intensity values. Eight bits can store 256 distinct values, which means they must range from 0 to 255. Because computers always store the value 0 as the first integer, this means the range is not 0 to 256 but 0 to 255. A value of 255 uses the full red, green, or blue value, and 0 means you’re not using that particular color at all. For example, the color channel (255, 0, 0) would be completely red.





Working with Models in Python


You’ve seen how a simple model (the Perceptron) learns and how its weights and biases are stored. If we were to build a more complicated model, however—one with more than two layers—we’d need to store those variables in a tensor, like the ones introduced in the previous section. To get a sense of the steps involved in practice, let’s build a model to predict wine quality.

We’ll imagine that this model will become part of an imaginary AI assistant called Khryseai (pronounced “Kris-AI”), which we’ll use as an example throughout this book. I named the assistant after Kourai






Processing Data





import pandas as pd
import numpy as np
from sklearn.model_selection import train_test_split
from sklearn.preprocessing import StandardScaler
from tensorflow.keras.models import Sequential
from tensorflow.keras.layers import Dense
from tensorflow.keras.utils import to_categorical



!wget -O winequality-red.csv https://archive.ics.uci.edu/ml/machine-learning
-databases/wine-quality/winequality-red.csv
df = pd.read_csv("winequality-red.csv", delimiter=';')




Table 1-2: Wine Data Preprocessed by pandas

















	
	
	
	
	
	
	
	
	
	
	
	
	





	
	
	
	
	
	
	
	
	
	
	
	
	



	
	
	
	
	
	
	
	
	
	
	
	
	



	
	
	
	
	
	
	
	
	
	
	
	
	



	
	
	
	
	
	
	
	
	
	
	
	
	







# Preprocess the data.
X = df.drop(columns=["quality"])
Y = df["quality"]

# Standardize the features.
scaler = StandardScaler()
X_scaled = scaler.fit_transform(X)

# One-hot encode the target variable.
Y = to_categorical(Y - Y.min())








Creating Training and Test Sets




# Split data into train and test sets.
X_train, X_test, y_train, y_test = train_test_split(X_scaled, y,
test_size=0.2, random_state=42)





Building the Architecture



model = Sequential([
    Dense(64, input_dim=X_train.shape[1], activation="relu"),  # First hidden layer
    Dense(32, activation="relu"),  # Second hidden layer
    Dense(y_train.shape[1], activation="softmax")  # Output layer in multi-class classification
])








[image: Graph with x-axis from negative 10 through 10 and y-axis from 0.0 through 1.0, where output starts flat at 0, then jumps to 1 at x equals 0.]






[image: Graph with both axes ranging from negative 10 through 10. The line rises diagonally from bottom left to top right, crossing the origin.]







[image: Graph with x-axis ranging from negative 10 through 10, where output stays at 0 for negative inputs and rises linearly for positive inputs.]







[image: Graph showing three ReLU lines. Two rise from 0 at different x-axis points; one starts elevated on the y-axis at approximately 2.]






[image: Graph showing summed ReLU activations. The line is flat near 0 for negative inputs, then curves upward with increasing steepness for positive inputs.]








Compiling the Model



model.compile(optimizer="adam", loss="categorical_crossentropy",
metrics=["accuracy"])








[image: Three-dimensional surface plot with hills and valleys. Star markers trace a path from a high point down toward a low point, showing gradient descent.]











Training the Model



# Step 7: Train the model.
history = model.fit(X_train, y_train, epochs=50, batch_size=16, 
validation_split=0.2, verbose=1)




Epoch 1/50 - accuracy: 0.4067 - loss: 1.5908 - val_accuracy: 0.5820 - 
val_loss: 1.1154





Evaluating the Model



loss, accuracy = model.evaluate(X_test, y_test, verbose=0)
print(f"Test Accuracy: {accuracy:.2f}")
Test Accuracy: 0.59



weights = model.get_weights()

for i, weight in enumerate(weights):
    print(f"Weight {i}: \n{weight}\n")



import matplotlib.pyplot as plt
plt.plot(history.history['accuracy'], label='Train Accuracy')
plt.plot(history.history['val_accuracy'], label='Validation Accuracy')
plt.title('Model Accuracy')
plt.xlabel('Epochs')
plt.ylabel('Accuracy')
plt.legend()
plt.show()



[image: Line graph with epochs (0 through 50) on the x-axis. Training accuracy rises steadily; validation accuracy starts higher but plateaus and fluctuates.]









EXPLAINABILITY AND INTERPRETABILITY










Debunking Data Science Myths




	Training a model doesn’t involve much human involvement.

	Given enough data, models will always become accurate.

	Models operate like humans in how they make decisions.








Summary
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