
    About the Book


  Since its launch in 2006, WikiLeaks has rapidly grown into the most powerful and influential whistle-blowing organisation ever. Its status as a repository and publisher of leaked sensitive and confidential governmental, corporate, organisational or religious documents while preserving the anonymity and untraceability of its contributors, and the statements and behaviour of its leader Julian Assange have made WikiLeaks both daily front page news and a topic of enormous controversy.


  In an eye-opening account, Daniel Domscheit-Berg, who joined WikiLeaks in its early days and became its spokesman, reveals never-disclosed details about the inner workings of the organisation that has struck fear into governments and businesses worldwide and prompted the Pentagon to convene a 120-man investigative task force. He also provides a remarkably up-close portrait of Julian Assange himself.


  Under the pseudonym Daniel Schmitt, Domscheit-Berg was the effective No. 2 at WikiLeaks and its most public face after Assange. In this book, he tells the backstories of leaks ranging from the Church of Scientology and the Afghanistan and Iraq War logs to Cablegate, and reveals the evolution, finances and inner tensions of the whistle-blower organisation, beginning with his first meeting with Assange in December 2007. He also describes what led to his September 2010 withdrawal from WikiLeaks, including his disenchantment with its lack of transparency, its abandonment of political neutrality, and Assange’s increasing concentration of power.


  What has been made public so far about WikiLeaks is only a small fraction of the truth. With his insider knowledge, Domscheit-Berg is uniquely able to tell the full story.
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  Author’s Note


  WHEN I joined WikiLeaks in 2007, I found myself involved in a project devoted above all to one goal: subjecting the power that was exercised behind closed doors to public scrutiny. The idea of using an Internet platform to create transparency where it was most resisted was as simple as it was brilliant.


  Over the course of my time with Julian Assange at WikiLeaks, I would experience firsthand how power and secrecy corrupt people. As the months passed, WikiLeaks developed in a direction that dismayed core members of the team and led us to leave the project in September 2010. I was confident that the diplomatic, almost reticent criticism I voiced at the time would cause people to question the power of WikiLeaks and the chief figure behind it, as is the case with other organizations.


  In fact, the opposite happened. Small segments of the public around the world, people who had been acquainted with the topic for a while, did begin to criticize what WikiLeaks had turned into, but their questions were drowned out in the hype surrounding the platform for leaking confidential documents and its founder. Julian Assange and WikiLeaks, bound inextricably to each other, became a pop-culture phenomenon.


  That was due primarily to the informational vacuum at the heart of a secretive organization whose motto is transparency. Now, like so many of the people to whom we gave a platform for revelations, I have decided to make inside information public. This isn’t a decision I have taken lightly. For a long time, I was torn between feelings of loyalty and my own moral standards.


  At WikiLeaks we often used to say that only an accurate historical record can enable a true understanding of the world. I have decided to do my part toward that end with this book.


  DANIEL DOMSCHEIT-BERG


  Berlin


  January 2011
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  I FIRST heard about WikiLeaks in September 2007. A buddy of mine told me about it in a chat. At the time, we were regular readers of cryptome.org, the whistle-blower website run by John Young. It had made the headlines, among other things because lists of agents working for MI6, the British secret service, had been published there in 1999 and 2005. Cryptome published documents from people who wanted to reveal secrets without running the risk of being branded traitors. It was the same idea WikiLeaks was based on.


  Ironically, many people initially assumed that some international secret service was actually behind WikiLeaks—that the platform was a so-called honeypot, a trap offering people a platform for revealing secrets where they would actually be arrested if they uploaded anything controversial. The predominant attitude was one of mistrust.


  Then in November 2007, the handbooks from Guantánamo Bay, the “Camp Delta Standard Operating Procedures,” appeared on WikiLeaks. They revealed that the United States was violating internees’ human rights and the Geneva Conventions at their military base in Cuba. Three things were immediately clear to me.


  One: It was absurd to think that WikiLeaks was a secret-service front.


  Two: The project had the potential to become much, much bigger than Cryptome.


  Three: WikiLeaks was a great idea. For people who’d been active from the beginning in these sorts of communities, the Internet was not a global sea of data, but a village. If I needed a reliable opinion about something, I knew where to ask. So that’s what I did, and the answer was always: “WL? It’s a fantastic idea.” That encouraged me to learn more. I logged in to a chat room, which still exists today on the WikiLeaks site, and started making contacts. I got the sense immediately that these people were the same as me. They were interested in the same issues. They worked the same ungodly hours. They talked about social problems and believed that the Internet offered previously unimaginable solutions. After a day of this, I asked if there was anything I could do. At first I got no answer. I was confused and a bit insulted. Still, I kept participating in the chat.


  “Still interested in a job?” came a message two days later. It was Julian Assange.


  “Sure! Tell me what,” I typed in response.


  At first Julian gave me a couple of menial tasks: cleaning up the Wiki site, making formats cohere, and revising some content. I was still a long way from dealing with any sensitive documents. Then I had the idea of introducing WikiLeaks into the program of the 24th Chaos Communication Congress, the legendary meeting of the hacker and computing scene sponsored by the Chaos Computer Club, a well-respected organization of technology activists in Germany. The congress takes place every year in Berlin between Christmas and New Year’s Day.


  I knew little about how WikiLeaks was run internally. I didn’t even know how many others besides me were involved or what sort of technical infrastructure the project had. When I thought about it, I imagined WikiLeaks as a midsized organization with a well-organized team, robust technology, and servers across the globe.


  Back then, I had a regular job. I was responsible for network design and security for a large American company that did IT work for civilian and military clients and had its German headquarters in the town of Rüsselsheim. My employer and I had a tacit agreement that I wouldn’t have to deal with any weapons companies, so I worked primarily for GM, Opel, and a number of airlines. Anyone who books an overseas flight these days will probably use the technology that I developed.


  I earned around 50,000 euros a year—too little for what I was doing, but I didn’t care. I was active in the open source community. I worked longer hours than the required forty a week and was always experimenting with new solutions. What I did was generally appreciated within the company.


  My coworkers and I constantly thought up the sort of pranks that technically gifted people use to keep up their spirits in companies like ours. To protest the quality of the coffee, we manipulated the menus of the supposedly economical coffee machines so that they needed constant maintenance. I would regularly send e-mails to a short-tempered colleague from an address on the company server called god@eds.de. I enjoyed watching him becoming ever more enraged and would send him follow-up e-mails with statements like “God says you shouldn’t get so excited.”


  I lived nearby in the small city of Wiesbaden, and my girlfriend at the time, a very beautiful young woman, worked as a secretary for the company. All in all, I was content with, but hardly euphoric about, my life. My days were full and varied, but there was room for something more.


  After our falling-out, Julian reportedly said that I would have been nothing without WikiLeaks—that I only got involved with WL because I had nothing better to do with my life.


  He was right. WL is the best thing that has ever happened to me, although I hardly suffered from extreme boredom before I joined it. I had a server in my kitchen that ate up 8,500 kilowatt hours of electricity annually, I was constantly tinkering around with networks, and I met up with people at the local branch of the Chaos Club. Still, my heart was only half in these things. Something was missing in my life in those years. A purpose. A task that would truly inspire me and make me give up everything else.


  The Chaos Computer Club was an important point of social connection for me, and the space where the club met in Berlin was always one of the first addresses I visited whenever I was in the German capital. How can I describe what I liked about the people there? All of them were complete curmudgeons. Very creative, clever, but somewhat gruff individuals who had no time for superficial social niceties. But what they lacked in grace, they compensated for ten times over in loyalty, once they had accepted you into their ranks. All of them were occupied with something round the clock, even if outsiders were often unable to understand precisely what it was and why they were doing it. And every club member was an expert in something, be it freeware, electronic music, visual art, hacking, IT security, data protection, or light shows. The spectrum of people’s interests was enormous.


  The club also had a decisive advantage compared with many other communities. It had a physical location. That’s something of inestimable importance for people who spend a lot of their time in digital spaces. In the club, you could sit together and talk over problems face-to-face. You could even, as I would discover later, spend the night on one of their many couches if you’d gotten yourself into a jam. The club made sure that its members met up at regular intervals, for example at the annual congress, which took place at the Berliner Congress Center (bcc) in the heart of the city.


  In early December 2007, Julian sent me a message in the chat room: “We’ll see each other in Berlin. I’m looking forward to the lecture.”


  My first thought was, Fuck. I hope it’s going to happen. It wasn’t clear until right before the start of the congress whether Julian’s address would even take place. I’d done my best to arrange it for him, but the deadline for submitting proposals had expired in August. On the other hand, I was afraid that I would have pulled all my strings in Berlin only to see no one from WL turn up.


  As was his habit, Julian was set to arrive last-minute, and it turned out that no lecture had been scheduled for him. To this day, I have no idea whether he’d sent them the draft they had asked him for. It’s possible that back then no one understood what WikiLeaks was and how significant it could be. It’s also possible that many of the club members viewed WL with a critical eye and decided not to include Julian in the main program. Early on in Germany, we had encountered a lot of resistance from data-protection activists. “Protect Private Data—Use Public Data”— that was the slogan. We operated in a gray area, and that provoked a lot of discussion.


  In any case, Julian was not part of the official program. The congress organizers had merely granted us permission to stage a small presentation in one of the workshop spaces. Julian had already started kicking up a fuss at reception because he refused to pay the entrance fee. He assumed he would be admitted free of charge because he was speaking, but the volunteer ticket takers saw things differently. And he wasn’t present on the official list of speakers, so they wanted him to pay 70 euros. Julian simply deposited his backpack in the pressroom and took over the space. Julian usually traveled with only a backpack, which contained all his worldly possessions.


  The pressroom was a modest-sized room with a dark tiled floor and a row of tables behind movable, separating walls. It was located on the second floor, all the way at the end of a hallway, and the blinds were usually drawn even in the daytime. Normally, journalists would use the room as a quiet space where they could work on their laptops in peace. Julian immediately commandeered it for his daily routine, sitting for hours at a time in front of his computer, typing loudly.


  If others asked if they could have the space for a quarter of an hour to conduct a radio interview or something, Julian flatly refused to make way—or even to type a bit more quietly.


  Although the congress organizers tried every evening to get rid of their stubborn guest, Julian insisted that he had booked the space, and that it was well within his rights to spend the nights there as well. And he did, presumably wrapped up in his jacket and sleeping atop one of the tables since the tiles were far too cold to doze off on.


  My first thought upon seeing him was: Cool guy. He was wearing olive-green cargo pants, a white shirt, and a green woolen vest from a suit—attire that distinguished him from the rest of the congress participants. The way he walked was both energetic and carefree, and he took huge strides. When he went up the stairs, the floorboards would vibrate. Occasionally, he would take a running start and glide across the freshly waxed floor in his well-worn boots. Or he’d slide down the banister, almost falling head over heels when he got to the bottom. It was fun watching him.


  We met for the first time face-to-face by the spiral staircase on the second floor of the bcc. The congress was really full that day. Latecomers were fruitlessly begging for admission downstairs at reception, and the previous attendance record of 3,000 had been shattered. Masses of people were pushing their way, chatting all the while, through the hallways. Sometimes there were logjams of a quarter of an hour just to advance twenty meters. On the second floor, things were somewhat more relaxed. There was a leather sofa with a view of Alexanderplatz, eastern Berlin’s main city square. This was to become our meeting point for the next couple of days. Whenever one of us had to go to the bathroom or get something to eat, the other would guard our things. If one of the congress visitors seemed to be eyeing our possessions, I’d bare my teeth at him.


  We talked for hours. Then we would simply sit side by side, saying nothing, Julian absently working away at his computer.


  I don’t know what Julian was expecting when he came to Berlin. I wasn’t particularly happy with the basement room we had been allocated for his presentation, but it turned out we were lucky it was small. Fewer than twenty people showed up at the lecture, and none of the more familiar faces within the club, as I noted to my dismay. I couldn’t understand why no one seemed interested in this topic.


  I sat up front on the right and observed Julian as he talked about WL in his friendly Australian accent. He wore the same clothes every day. The gleaming white shirt that had so impressed me when we first met lost some of its shine as time went on. If Julian was disappointed by the small number of listeners he attracted, he didn’t let it show. He spoke for forty-five minutes, and afterward, when three people in the audience wanted to know more, he patiently answered their questions.


  I felt a bit sorry for him that so few people had wanted to hear his lecture. He had paid for the trip out of his own pocket. When I turned around to look at the audience, I saw bewilderment in some of the faces. Later, his lectures would become much easier to follow, with a lot more examples. At the time, though, he still spoke very theoretically. Julian was truly tireless in his attempts to get audiences excited about his ideas.


  Yet even though most people didn’t know what to make of WL, in the months that followed, Julian and I would keep talking about the project to anyone who was prepared to listen for a few minutes. Even if there were only three of them. Today, the whole world knows us. Back then, every individual counted.


  When the three people had asked their questions, Julian gathered his things, went back to the couch on the second floor, and reimmersed himself in his work.


  I learned after the fact that there’d been a lot of trouble with the organizers, and Julian had quarreled with many of my acquaintances. For months after Julian’s appearance, the club— my second home—remained skeptical about WikiLeaks. I always asked myself why that was.


  In any case, Julian had made a huge impression on me.


  This lanky Australian was someone who didn’t let anyone boss him around or stop him from pursuing his work. He was also well read and had strong opinions about a number of topics. For example, he had a completely different view of the hacker community that I held in such regard. He thought they were “useless” idiots. That was typical of him. He was always judging people on their “usefulness,” however he defined that category in a given situation. In his eyes, even particularly gifted hackers were idiots if they didn’t apply their talents toward a larger goal.


  Even back then I thought that his uncompromising personality and extreme opinions, which he would simply spit out undiplomatically, would put him at odds with a lot of people.


  There was so much to plan and discuss, though, that I didn’t have the time to keep analyzing the character of my new acquaintance. I didn’t ask myself back then whether his behavior was normal or not. I didn’t ask myself whether I could trust Julian or whether he might get me in trouble. On the contrary, I was somewhat flattered that he was interested in working with me. For me, Julian Assange was not only the founder of WL but also the hacker known as Mendax, a member of the famous International Subversives, one of the greatest hackers in the world, and the coauthor/researcher (with Suelette Dreyfus) of Underground: Tales of Hacking, Madness and Obsession from the Electronic Frontier—a highly respected book among connoisseurs. We hit it off right from the start.


  He asked me very few personal questions. I think he respected me as someone who had said straightaway that he’d like to help and then showed commitment. That was probably more than what he had gotten from most other people at that point.


  Soon I was able to experience this phenomenon for myself. Every time we published something, a few more volunteers would appear, saying, “We’d like to support WikiLeaks.” But even when we gave them something concrete to do, only one out of a hundred, if even that, would ever get back in touch. I handed out the same tasks and wrote the same explanations hundreds of times, but it never amounted to anything. I think Julian had already been through this. And that’s why he was glad to find an ally.


  What’s more, WikiLeaks quickly established a bond between us. We believed in the same ideals. We were equals—at least, that’s the way I felt. Julian may have founded WikiLeaks, and he may have had more experience than I did, but right from the start I had the feeling that we were a pretty awesome team.
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  IT was in January 2008—I’d only been onboard at WikiLeaks for a few months—that the first publications I’d been directly involved in appeared. Someone had uploaded a massive jumble of figures and calculations, organigrams, workflow documents, and contracts onto our digital mailbox. What significance did they have? It took Julian and me a couple of days to get an overview of the material. Hundreds of pages contained internal correspondence from the Julius Bär Bank, one of the largest private financial institutions in Switzerland. Now, as everyone knows, people don’t always deposit money with Swiss bank accounts because of the quality of the clean Alpine air. From the documents, it was apparent that enormous amounts of money had been shielded from tax authorities. The material was full of concrete examples. We were talking about sums between $5 million and $100 million per client. The tax revenues not paid by dozens of exorbitantly wealthy individuals would have probably been enough to fund a dozen social programs.


  The sinister elegance was shocking, especially because it was legal. A complex system of subsidiaries and financial transactions ensured that the money was well hidden on the Cayman Islands. I was impressed by the intelligence of the people who had thought this up.


  We continued to do background research, wrote a summary, and posted everything in unadulterated form on the Internet. Then we issued a press release. Julian and I were really curious what the reaction would be. It was Monday, January 14, 2008.


  Tuesday was staff-meeting day for me at my job. That entailed sitting with fifteen to twenty others in a claustrophobic conference room, breathing in stale air, and staring at Excel charts. The minute hand on the clock seemed as though it had been glued in place. Every five minutes, I stole a glance at my cell phone to see whether there was anything about WikiLeaks on Google News. I knew something was going to happen. What I didn’t know was when.


  Normally, the operators of websites want to know who is surfing their pages and what buttons get clicked. But we didn’t have the technical setup for that. It would have contradicted WikiLeaks’s principle of anonymity. So we never knew if anyone had looked at our material or not.


  When my boss finally ended the meeting, I packed my things and sprinted out of the building. On my way home, I bought some meat, potatoes, and cauliflower in the organic grocery around the corner. Back in my apartment, a one-bedroom garden apartment with all the rooms branching off from a single gloomy hallway, I tossed my groceries on the kitchen counter and started my two laptops. There it was: the first reaction to our revelations about Julius Bär. The initial salvo in our battle against the powerful. Our trial by fire. It arrived on January 15, 2008, at 8:30 p.m. It was time to buckle our seat belts. The ride was about to commence.


  The sender was an attorney from a law firm based in California. Normally, the firm represents Hollywood stars. In an arrogant tone, the lawyer demanded that we name the source of our documents and remove them from the site.


  “Holy fuck,” Julian wrote. “Look at that.”


  “We’ll destroy them,” I typed back.


  Julian and I always chatted. We never phoned. The messages that went back and forth in the next few hours between somewhere in the world and Wiesbaden, between Julian and me, were full of exclamation points and profanity.


  While I peeled the potatoes, boiled the cauliflower, and braised the meat, Julian and I brainstormed about how to proceed. I wasn’t worried that something bad could happen, that we might be arrested or that the material could be confiscated. We were out to stir up trouble. Official letters from courts and government authorities are always written as if their sole goal is to elicit maximum feelings of powerlessness and frustration in the addressee. This time we’d see who would come out on the short end. It was our first test of whether the system we’d invented, so brilliant in theory, would prove itself in practice.


  We replied, asking the lawyer to be more specific. When we knew which client he was talking about, we would appoint the best lawyer in our legal arsenal to handle the case.


  In reality, of course, we were light-years away from having a pool of attorneys at our beck and call. To be precise, we were in contact with one female attorney who had offered us her services for free. Her name was Julie Turner. She was from Texas, and it was a few days before we could get in touch with her. But to the outside world, we always pretended to have a huge legal department. My pseudonym was Daniel Schmitt. That wasn’t particularly creative—it was the name of my cat. But I hoped it would be good enough to keep the private detectives at bay. We had heard from other people that big banking houses didn’t shy away from hiring a detective agency to shadow anyone who made their lives uncomfortable. I had no desire to be spied upon.


  Since the Julius Bär leak, I’ve been stuck with my pseudonym. The press knew me only as Daniel Schmitt.


  In the next couple of days, I tried to work as much as possible from home. Around noon, I’d grab an old laptop, hastily wave to the boss, and mutter something about “trial runs” before heading back to my apartment. Whenever my cell phone would ring at work, I’d flee to the storeroom on the ninth floor.


  It wasn’t long before further e-mails arrived. A number of American civil rights groups had visited our site. What we had done spoke to their core interests: protecting informants and freedom of the press. One of the most common and hotly debated problems was that employees who wanted to reveal wrongdoing in their companies were often prevented from doing so by restrictive contracts with confidentiality agreements. The whistle-blower debate was much more advanced in the United States than in Germany, where people tended to see those who revealed company secrets as snitches rather than heroes in the cause of freedom of information.


  In the beginning, it looked as though our adversaries would win. The opposition’s lawyers succeeded in getting an emergency injunction from a California court. The suit was filed in California because that was where the WikiLeaks.org domain was then registered. They had argued that “company secrets” had been “stolen by a former employee” who had violated a “written confidentiality agreement.” The judge ruled in their favor. The WikiLeaks.org page was taken offline. They had deleted us, or so they thought. But they weren’t aware of another part of the WikiLeaks principle: When you took down one page from the Internet, twenty more would pop up in different locations to take its place. It was virtually impossible to take us off the Internet.


  What followed was a global storm of outrage. Our telephones were ringing off the hook. Journalists from a number of different countries wanted to talk to us, and it took days to answer all the e-mails. Because of the time differences involved, sleep was almost out of the question. The media produced countless articles and programs about the Julius Bär case.


  The journalists were clever enough to point out the approximately two hundred websites where WikiLeaks was still accessible. The New York Times devoted several articles to the case and published our IP address in one of them. The crowning moment was a headline on CBS News: FREEDOM OF SPEECH HAS A NUMBER. It was the WikiLeaks IP address: 88.80.13.160. We had hit the big time.


  That’s how we became so widely known within the space of just a few days in early 2008. Without Julius Bär, it never would have happened so quickly. In the aftermath, we received lots of encouragement, offers of help, and new documents. Never before in my life had things developed at such a breakneck pace.


  The icing on the cake, though, was that we were able to stand up to the arrogant attorneys. After ten days or so, the judge revised his decision, and the site was back online. One of the main reasons was public pressure. One week after that, Julius Bär dropped its legal complaint. Recently I read somewhere that by 2010, according to European investigations on tax evasion, the flow of money to the bank had declined drastically.


  Incidentally, there’s never been another lawsuit against WikiLeaks.


  We published the entire correspondence that went back and forth between us and the lawyers. The damage that Julius Bär suffered was significantly greater than what it would have been had the bank simply let the documents be published without complaint.


  There were apparently numerous people involved in this correspondence. But even at the best of times, never more than a handful of people at Wikileaks were charged with the most important tasks. To be honest, a lot of the time it was just Julian and me doing the lion's share of the work. When “Thomas Bellman” or “Leon from the tech department” answered an e-mail and promised to forward a request on to our legal services, it was usually just me. Julian, too, used a host of pseudonyms. I am always asked to help people get in contact with other people who were involved in the project. I’m glad to pass on e-mail addresses, but even today I don’t know whether some of the names are real people or alter egos of Julian Assange. “Jay Lim,” for instance, is responsible for legal questions. Jay Lim? Someone Chinese, maybe? I’ve never met him. Nor did I ever have any contact with Chinese dissidents who, as rumor had it, were involved in setting up WikiLeaks.


  For too long, we had only a single server, even though Julian and I knew that we had to make it seem otherwise to the public. We had to give the impression that we had a broad infrastructure. When the server went down, people thought we’d been hit by a cyberattack or been censored. The truth was, our technology was junk. Or we’d been unprofessional or neglected something important. If our adversaries had known that WikiLeaks was just two loudmouthed young men working with an antiquated server, they might have had the chance to stop our meteoric rise. Or at least to slow us down.


  At the 26C3, the Chaos Communication Congress in December 2009, Julian and I attended a lecture about a new program for analyzing literature. The speakers described how easy it was to establish that various texts came from one and the same author. Like a form of handwriting, every individual is distinguished by recurrent stylistic elements, vocabulary, and syntax so that his authorship is unmistakable.


  I nudged Julian with my foot. We exchanged glances and started giggling. If someone had run WikiLeaks documents through such a program, he would have discovered that the same two people were behind all the various press releases, document summaries, and correspondence issued by the project. The official number of volunteers we had was also, to put it mildly, grotesquely exaggerated. Even in the early days, we claimed that several thousand volunteers and hundreds of assistants supported us. This wasn’t perhaps a direct falsehood, but that number included everyone who had signed up for our mailing list. These were people who had gotten in touch with us at some point with the vague promise of supporting the project. But they didn’t do anything at all. They were just names. Not even names, really, just numbers.


  Never during my first months of working for WikiLeaks did I realize this was the case. At most I asked myself why I so rarely met anyone besides Julian or heard about someone else taking care of this or that. These suspicions were reinforced by the fact that everyone who wrote e-mails had the same e-mail client as Julian. But I would never have confronted him about this. On the contrary, when I finally did realize how few people really were involved, my sense of being invaluable grew. And it motivated me to think that so few people could set such great things in motion.


  Leaking the Julius Bär documents brought a certain Ralf Schneider1 into our lives, a German citizen whose name was among those of the big tax evaders identified by the whistle-blower. At some point, Schneider sent us an e-mail, writing that, while he would love to have a few million to deposit in secret accounts in Switzerland, this was a case of mistaken identity. I was shocked.


  The information about the individuals involved in the Julius Bär scandal came from our source. Whoever had provided us with the documents had wanted to help us categorize and understand them, so he had included some background information he had researched about the bank’s clients. In the case of Ralf Schneider, he’d made a mistake. He’d confused the German with a Swiss who had a similar name. So we published the information about a possible mistake just as we did with the material provided by our source. On the site we wrote, “According to three independent sources, this document, the summary and some of the commentary are false or misleading. WikiLeaks is investigating the matter.” Three independent sources? That sounded good. Unfortunately it was made up.


  One might ask here why we didn’t simply delete the man’s name. We decided against that because it was common for people connected to something negative to demand that we immediately remove their names. We wanted to investigate these cases before making any corrections.


  Schneider had legitimate reason for being upset. When people Googled “Ralf Schneider,” the first hit they saw was about him being involved in the tax evasion scandal. He was able to show, however, that other details from the documents didn’t match him at all. “I do not have, nor did I ever have an account with the Julius Bär bank,” he wrote to us. “I don’t own a house on Mallorca, nor do I maintain a bank account on the Cayman Islands, and I don’t live abroad. I have already instructed my attorney to file a charge of slander with the public prosecutor’s office.”


  We didn’t want to change the original documents provided by our source, but preferred instead to use commentary and footnotes. But a year later, when Schneider again complained that a Google search of his name still directed users to us, I made sure that the pages in the search engine’s archive were updated.


  Schneider was wrongly blamed, and to my knowledge he’s the only person this has happened to in the entire history of WikiLeaks. Personally, I felt sorry for him. But all the other complaints, threats, and demands we received before and after ultimately proved to be attempts by people to conceal their own wrongdoing. People would Google themselves and see a link to WL. Outraged, they would then contact us, and no form of threat, demand, or attempt at bribery was too stupid for them to try out. It was fun messing around with them.


  One good example was a set of leaks surrounding a complaint filed by Rudolf Elmer. Elmer was, up until 2003, Julius Bär’s vice president on the Cayman Islands, but in 2008 he filed testimony with the European Court of Justice about various human rights violations. (As was reported shortly before this book went to press, Elmer was the source behind the Julius Bär leaks.) In part of one sentence in his complaint, he wrote that a certain John Reilley1 had consulted with the bank about how he could avoid paying taxes. Asking for such a consultation alone is a crime. Reilley is a well-known investor, whose homepage celebrates him as a major financer of social projects and a “philanthropist.” A good guy, you’d think.


  A couple of days after we published Elmer’s letter of complaint, a man named Richard Cohen1 contacted us. He began by heaping praise upon WikiLeaks and ended up offering to make a donation. PayPal wasn’t working, so he suggested organizing a fund-raising event for us


  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  Afterword


  TODAY, in January 2011, I’m at much the same point as I was a year ago, when we thought it would be possible to reestablish WL on a new footing. With OpenLeaks, we’re trying to build up something we believe is the best way to solve a few of the world’s problems. If 2010 was the year of media hype, 2011, we hope, will be the year of substance.


  As I was writing my story, new facts were revealed and some of my questions were answered. At the same time, the picture of WikiLeaks’s actual situation has become increasingly opaque. We are flooded by media information, and this encourages conspiracy theories, rumors, and myths, creating confusion and deflecting attention from the genuine issues.


  In order to dispel the confusion and clear up the mysteries surrounding WL, we need answers to certain questions. They include:


  • What is WikiLeaks’s financial situation? What have donations been used for? And who decides how money is allocated?


  • What is the current organizational and decision-making structure? How are responsibilities divided up?


  • What did Julian mean when he reportedly told the Guardian that he had a financial interest in how and when the diplomatic cables were published?


  • What roles do WL’s representatives in Russia and Scandinavia, Israel Shamir and Johannes Wahlström, a father an son with a record of anti-Semitism, play at WikiLeaks?


  • What kinds of deals have Wahlström and Shamir arranged with media outlets?


  • Are there other WL brokers who have provided media outlets with material, and if so, on what terms?


  • Do Julian Assange, other people involved with WikiLeaks, or their companies profit from any such deals?


  Only when the specific facts are sorted out will we understand how things have come to be the way they are. Only then can we answer the question of what went wrong with WikiLeaks and the brilliant idea of using a state-of-the-art tool to make matters of urgent public concern truly transparent.


  Our society needs citizens capable of thinking and acting on their own. People who do not shy away from critical questions because they’re afraid of being disappointed. Our society needs individuals who are able to distinguish good information from bad and to make good decisions based on that knowledge, instead of relinquishing all personal responsibility to messiahs, leaders, and alpha wolves.


  I have often been asked if my departure from WikiLeaks was disillusioning. I always answered in the affirmative. In the beginning, I was particularly disillusioned in an emotional sense. But in the past few weeks, especially in the course of working on this book, I came to realize that disillusionment also means being freed from illusions. That is constructive. It helps you to better understand your reality. And that, perhaps, is a truly good omen.
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