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INTRODUCTION

The transatlantic data transfer frameworks of Safe Harbour, Privacy Shield, and the Data Privacy Framework all share the same aim: protecting European personal data while enabling commercial transactions and data flows with the United States. The United States and the European Union are key players in the technology and digital area. Why is it so difficult for them to reach an agreement on the adequate protection of personal data that is used for transatlantic commercial transactions?

This book addresses the question of what the core differences between the U.S. and EU legal approaches towards personal data (protection) are and if there are signs of convergences. To this end, functional comparative law research was conducted on three levels to reflect the perspectives of the three main stakeholders: the private sector, civil society, and the public sector, consisting of government intelligence and law enforcement agencies. The United States and the European Union seem to understand and qualify personal data differently in words and deeds, but upon closer inspection they have more in common than may seem at first sight. Consequently, it was possible to develop a roadmap for how the U.S. and EU approaches can co-exist, based on the convergences between the U.S. and EU approaches towards data privacy on all three levels.

The first introductory chapter provides an overview of the digital evolution from regular to ‘smart’ devices, the benefits and risks of personal data collection, and an introduction to profiling practices and personalized services. Secondly, the transatlantic data transfer frameworks are introduced together with the CJEU’s case law where two of these frameworks were invalidated. The second chapter explains the methodological approach and additionally clarifies certain terminological choices used throughout this book.

The third chapter argues that the private sector needs globally accepted general data privacy principles to adequately protect people’s privacy interests while enabling businesses to engage in data commerce. Six data privacy categories, consisting of several data privacy principles, are developed in this book, which can serve as a basis for transnational economic data privacy regulation in an overarching legal framework for the EU and the United States to co-exist, securing data privacy and supporting commerce. The first finding states that the data protection rules currently in place have become too strict and procedural, resulting in a mechanical instrument to ‘tick the boxes’ rather than restoring people’s individual control and decisional power. Clear minimum standards preventing the most flagrant abuses of personal data are needed, enabling people to decide based on clear and understandable information whether they want to share their personal data for commercial purposes.

The fourth chapter argues that the expectations of civil society are converging between the two sides of the Atlantic, but that they are often overshadowed by the results of market failure, dominant public opinion, and the weight of certain lobby-driven stakeholders on the development of data privacy policies. The United States and the European Union seem to qualify data privacy substantially differently, but this qualification essentially reflects an evolutionary digital interpretation of the right to privacy. Data protection consists of data security measures necessary to protect (data) privacy interests, but has recently tilted too much towards the protection of the data as such (the procedural aspect) as opposed to the protection of the people behind the data. The second finding states that a reconceptualization is needed to bring the focus back on people’s privacy interests by embracing a privacy harmful activities framework which takes account of the material as well as the psychological harm that can be caused by the mismanagement of people’s personal data.

The fifth chapter argues that the public sector, consisting of intelligence and law enforcement agencies, needs a separate legal framework for its specific operations. The ‘omnibus’ regulatory approach of the European Union seems in stark contrast with the United States’ sectoral approach, but actually includes many public sector and national security exemptions, bringing it closer to the U.S. model in this regard. The courts’ scrutiny on both sides of the Atlantic also revealed that many EU Member States engage in similar far-reaching surveillance practices to the United States, leading to the third finding that the U.S. national security exception is not that different from the national security exceptions employed by Member States of the European Union.

The sixth chapter brings the findings from chapters three to five together in a comparative analysis, which is followed by the conclusion. This book discusses each of the three levels, namely the private sector, civil society, and the public sector, consisting of government intelligence and law enforcement agencies, in detail in order to reveal the core differences and convergences between the United States and the European Union in the area of data privacy. Many assumptions and prejudices will be rebutted to show that, beneath the surface, both regions take in essence a very similar approach.





CHAPTER 1

DATA COLLECTION AND EU-U.S. AGREEMENTS: AN INTRODUCTION

This introductory chapter sets the stage and context for the following sections of this book by explaining how personal data has evolved over time and why the collection and processing of personal data can simultaneously be useful and problematic. A unique approach is taken where personal data protection and processing is tackled from all relevant angles, namely private sector interests (Chapter 3), the perspective of civil society (Chapter 4), and public sector interests (Chapter 5). These three perspectives are introduced in this chapter and need to be tackled in a combined way to understand the underlying problems and find potential solutions for EU-U.S. personal data transfers. Given the extensive personal data flows between the European Union and the United States, EU-U.S. agreements were negotiated to enable data transfers from one legal system to the other, while ensuring an adequate level of protection for this data. Two adequacy findings were, however, invalidated by the Court of Justice of the European Union, and the question still remains whether the latest remedied adequacy finding of 2023 will survive the Court’s scrutiny. The following sections provide a broader framework to understand both regions’ perspective and focus additionally on the (problematic) aspects identified by the Court.


§ 1.SMART DEVICES, THE INTERNET OF THINGS, AND USER PROFILING

The scale of personal data collection and processing has significantly increased since the entry of ‘smart’ devices, and the subsequent development of the Internet of Things. At the same time, not only have products started to collect a large amount of personal data on their users, but services have also begun to collect their customers’ data for profiling purposes in order to provide more relevant and personalized services. The different purposes and aspects of personal data (collection) will be exemplified by specific situations and practices to show how these new technologies can be used, and, unfortunately also, misused. Many people still do not grasp the full scale of how their personal data is processed and with which (private or public) actors it may be shared. This section aims to clarify the potential uses and risks, and to show the relevance of this book’s content for each one of us.


A.SMART ENVIRONMENTS

Smart devices – The best-known ‘smart’ device used in daily life is probably the smartphone. The smartphone is still related to its predecessor, the regular portable cell phone, which enabled phone calls and text messages. Smart devices are equipped with an internet connection, upgrading regular devices to ‘smart’ ones. Applied to the cell phone, the smart feature allows for a much larger offer of features, such as the ability to check one’s emails, social media, receive traffic directions, or check the weather forecast, just to name a few. Many of these features are provided by different ‘applications’ or ‘apps’. Apps are “software applications designed for a specific task which organize information in a way suitable for and targeted at the specific characteristics of a particular (set of) smart device(s)”.1 Apps installed on smartphones or tablets can provide quick and easy access to services, such as email, social media, or the weather forecast, but they can also serve as a command connection or ‘interface’ for other smart devices, such as a smart vacuum cleaner, refrigerator, or heating system. In the latter situation, two types of smart device interactions can be distinguished, namely active and passive interactions. During active interactions, users tap on buttons in the app or talk to their smartphone, which transfers the commands to the smart device concerned. During passive interactions, the apps wait for the users’ action or listen for a trigger word that will activate them.2

Internet of Things (IoT) – The network of all connected smart devices is called the ‘Internet of Things’ or ‘IoT’, and can be found in smart homes, smart cars, and even entire smart cities. The devices in these networks collect and exchange data in order to assist their users in everyday life. When the alarm rings in the morning, the smart coffee machine will start to prepare an espresso, and the smart fridge will suggest possible breakfast recipes based on its content. Smart homes enable users to remotely monitor their houses as they can control features, such as lighting or heating, through their smartphones. Smart cars may provide real-time navigation support or recommend nearby restaurants based on the driver’s preferences.3 The five dominant big tech companies at the time of writing are Google, Apple, Samsung, Amazon, and Meta.4 Meta is currently one of the major social media players, being the parent company of Facebook, Instagram, and WhatsApp.5 Amazon, Apple, Google, and Meta have their headquarters in the United States, while Samsung has its headquarters in South Korea.6 Each of these companies are developing ‘their own’ smart devices which can be linked to a respective personal assistant. Meet Alexa from Amazon, Siri from Apple, Bigsby from Samsung, Google Assistant from Google, and the newest acquisition Meta AI from Meta.7 It is, however, almost impossible to connect a smart device of one brand to a personal assistant of another brand, complicating interoperability and competition. Users will likely prefer to control all their smart devices through one application or assistant, which will limit users’ choices when setting up smart homes, or even smart cities.8 The limited interoperability will be left out of the scope of discussion, which will focus on EU-U.S. personal data flows more broadly.

Data Collection – Regular devices are evolving into ‘smart’ internet-connected devices at unprecedented speed.9 To provide personalized services and enhance user experience, smart devices consist of sensors and technology capable of collecting large amounts of data on not only their users, but also on the environment these devices are used in.10 Private companies make, as a consequence, not only profit from the devices they sell, but also, and even more, from the data that is collected by these devices, which is often sold for processing and profiling to third parties. These business plans do not anymore solely focus on the devices or services themselves, but even more on the movements, behavior, and thoughts of the devices’ users, leading to the famous observation that ‘data is the new gold or the new oil’.11 The more people use the devices and services, the more data will be collected and processed to train the algorithm, leading to even more accurate and personalized results and suggestions. The increased level of accuracy and personalization will then again incentivize more people to use or acquire the device or service, resulting in a ‘cycle of increasing returns’,12 as the algorithm will again have more data to be trained with to optimize its results, leading once more to an increase in users.13 These data collection and processing practices, combined with the complex wording of terms and conditions,14 can even result in tracking and profiling practices that users could not foresee or could not be aware of. A smartphone’s camera or GPS data reveals, for example, people’s location almost precisely, enabling surveillance as people carry their phones almost everywhere with them.15 Location-based services may also pick up the phone’s location and display personalized advertisements, restaurant suggestions, or the nearest public transportation information. Some of these features can be beneficial to users and have their preference. In other cases, services ‘pushed’ to users against their will can create privacy issues. Metadata seemed, in this context, initially, an ‘innocent’ alternative to the more protected content data, as it provides information about content data, such as the sender/receiver of a call or message, the location, or the duration of the communication.16 At first sight, these may seem only small irrelevant parts of data, but the longer this information is collected, the more detailed people’s daily activities can be deducted, and the more sensitive this information becomes as most people are nowadays permanently online. Metadata can, moreover, be put together, or aggregated with other data, such as Google Search engine queries or social media content, revealing patterns and a comprehensive insight into someone’s private life.17

Privacy and security – Hackers – Manufacturers often focus predominantly on their devices’ and services’ advantages, which may overshadow their technical and privacy security risks. Firstly, smart devices can be hacked or security flaws exploited. These situations and privacy breaches do not have to occur intentionally by manufacturers, but can be the result of a general lack of interest or experience in security.18 In a 2015 Internet of Things Research Study conducted by Hewlett-Packard,19 80% of smart devices (including home security systems) were found not to require strong passwords, and 70% did not encrypt communications, facilitating potential hackers’ access and exploitation of this data.20 Home security cameras, smart lights, or smart garage doors as part of a home security system have already been targeted, with freely accessible websites livestreaming footage from poorly secured cameras or hacked baby monitors that were used to talk and curse to children.21 More dangerously, hackers can obtain access to the main Wi-Fi router in someone’s home through a weakly secured smart device connected to it that they can use as a gateway. Since the router is the main device that all smart devices have to connect to in order to get internet access, hacking this device, or obtaining access to it, endangers all the information and devices connected to it.22 In order to prevent hacking and discover security flaws, private companies and government authorities hire so-called ‘white’ or ‘ethical’ hackers. These hackers search for vulnerabilities in order to remedy them before hackers with bad intentions can exploit the security flaws for malicious purposes. In 2012, a white-hat hacker managed to obtain access to and control a smart insulin pump of a diabetic person, providing the hacker with the opportunity to deliver a fatal insulin dose to, and hence kill, the diabetic person. Similar security issues were found in other medical equipment, such as smart pacemakers or defibrillators.23 Hacking and security-related issues will, for the remainder of this book, be left out of the discussion’s scope.

Privacy and security – Private companies – Secondly, manufacturers may also deliberately hide privacy and/or security risks behind nicely formulated benefits to convince users to share their personal information and data without really understanding how their data is subsequently processed.24 It was mentioned above that big tech companies like Google, Amazon, or Apple have equipped their devices with a voice-activated personal assistant function that will react when hearing a specific command. ‘Hey Google’, ‘Alexa’, or ‘Hey Siri’ will, respectively, activate the related devices to conduct the particular task commanded. In order to ‘hear’ these commands, users’ devices must always be listening and can, consequently, listen in on all private conversations. When these conversations are also recorded, even if anonymously for algorithm training purposes, one can legitimately question where this data will eventually end up. Users have the possibility to request deletion of the collected data, but due to frequent and extended sharing with third parties, it may be difficult or impossible to adequately exercise and comply with this request.25 Given the many (manufacturing, distributing, processing …) actors involved in the Internet of Things, users face difficulties to determine who they should contact or hold accountable in case of a (suspected) security breach.26 Similarly, smart TV spying practices caused public outrage in the United States when some of these devices were not only found to collect their users’ watching behavior information (such as selected movies or preferred advertisements), but also that they were equipped with webcams and microphones to actually ‘watch’ the users. In 2013, LG was involved in a privacy scandal for sharing its users’ personal data without permission. In 2015, Samsung TVs turned out to be equipped with permanently switched on microphones and webcams. In 2017, Vizio faced a privacy scandal for not disclosing how and when users’ personal data was collected, and for transmitting this data unencrypted.27 Some of these features can be adjusted by users in the permission settings, but these are not always clear and user-friendly. Users may also not have the time or adequate technical knowledge to go through all the different settings and find the ones they would like to disable.28 Additionally, settings’ names are not always straightforward. ‘Automatic Content Recognition’, ‘Viewing Information Services’ (on Samsung), ‘Viewing Data’ or ‘Smart Interactivity’ (on Vizio) or ‘Live Plus’ (on LG) all cover personal data collection features on smart TVs, making it even more difficult for consumers to understand what these features encompass.29 Private companies sometimes also ‘punish’ users that do not want to acquire certain (smart) devices or use certain services. Non-smart or ‘dumb’ versions of certain devices may disappear or become rare. Lengthy and complex privacy policies make it difficult for users to adjust settings according to their preferences, and even if users succeed in adjusting the settings, disabling some of them may make the acquired devices unusable. Opting out of certain options may also hinder, otherwise automatically received, security updates, making the devices vulnerable as detected security flaws are not remedied automatically. Consequently, users are left with a minor choice, if it can be considered a choice at all.30 This book will, in the following chapters, focus on this second type of data privacy breaches, where personal data is (mis)used by private companies and additionally by law enforcement alike.



B.USER PROFILING AND PERSONALIZED SERVICES

Economic value – The two most well-known practices where collected personal data is used to offer personalized services are user profiling and targeted advertising. Users’ personal data is fed to algorithms which subsequently not only predict users’ preferences at the moment, but also what users’ future interests (likely) will be. ‘Direct profiling’ occurs when private companies assume that users’ personal data, collected in the online world, provides an overview of their interests and characteristics, and build user profiles based on this information. People may also prefer to receive this type of personalized services and advertisement as it is tailored to their preferences and interests.31 ‘Indirect profiling’ occurs when user groups sharing similar characteristics are created and people are categorized within these groups based on some characteristics that they have in common.32 Lee Bygrave identifies two components in profiling processes, namely, profile generation consisting of “the inference of a set of characteristics (profile) about an individual person”, and profile application consisting of “the subsequent treatment of that person or other persons in the light of these characteristics, (which) will typically relate to the behavior (actual or expected) of a person”.33,34 The “process of creating and applying … a sort of portraits … used to characterize an individual, (or) a demographic group … does not merely describe an individual or a group, but also predicts their behavior based upon what is typical for the individual or group in question”.35 This prediction of future behavior is then applied to determine user preferences and offer targeted advertisements.36 The increased availability and collection possibilities of personal data have even led to the emergence of data brokers specialized in consolidating and selling almost complete user profiles.37

Inaccuracies – User profiles constructed by private companies or data brokers are not always accurate and can lead to human rights infringements. Julie Cohen explains that “there is much about individual behavior that is predictable … yet there also is much about individual behavior that is not”.38 The constructed profiles and derived assumptions can be inherently flawed as “they are the outcomes of probability equations … (which may) … contain some margin of error”.39,40 Human agency differs in motivation and is influenced by independent factors, which can change the outcome of predictions based on generally expected behavior.41 The constructed profiles can also be flawed if they are based on inaccurate or incomplete information, especially in the case of user groups, resulting in predictions that will not always be applicable to or relevant for all users.42 Privacy issues may also arise when some members of the user group reveal information that other group members may have preferred not to share, but since both persons belong to the same user group, the algorithm will infer that this information is applicable to and relevant for all the group members. “People’s decisions about their own privacy (can consequently also) affect society”43 or at least people sharing similar characteristics, which is enhanced by machine learning44 practices, but which is not necessarily a correct deduction.45

Political extension – Personalized services are not only offered in the economic sphere but have also increasingly been employed in the context of political opinions and (democratic) elections. During the Belgian 2019 elections, the far right political party Vlaams Belang became the second-biggest political party in the region of Flanders due to a surprisingly high number of votes from the younger population.46 Vlaams Belang was also the only political party that had spent the majority of its campaign budget on social media advertisement at that time.47 During the 2020 U.S. elections, Facebook adjusted its algorithm to reduce the display of like-minded information by 1/3 in the framework of a study.48 This adjustment did not impact users’ behavior, but the study explains that the large degree of already existing electoral polarization in the United States may play a dominant role in these findings.49 People may, of course, also engage with certain online content because they are actually interested in it, and not just because the algorithm selected that content for them.50 Given the distorted world view that political personalized services may cause, political personal information should not be used for profiling purposes, especially not around the time of elections. Instead, social media providers should display a variety of political advertisements to preserve a democratic debate and enhance the exchange of political ideas. Empirical evidence about the impact of ‘echo chambers’51 on elections and voting behavior is inconclusive,52 but it is a phenomenon that should be brought to people’s attention.

Many aspects – The examples above show that collected personal data can be used for different, sometimes even conflicting, purposes. Firstly, personal data is a commercial asset for private companies to personalize services and make a profit by selling their users’ personal data to third parties for profiling purposes. Secondly, government authorities can also use this collected personal data as a source of intelligence for national security purposes, as will be shown in the next section. Thirdly, personal data is always closely linked to the person concerned, and a large amount of detailed information can provide ‘a comprehensive insight into someone’s private life’, endangering people’s privacy. Limiting the ability of private companies to collect personal data is beneficial for users, but hampers trade models where this data is used as a commercial asset. Government authorities need personal data to collect intelligence information, but the use and collection of this information should be regulated adequately to prevent the development of authoritarian and dictatorial regimes. It is, as a consequence, difficult to find the right balance between the different aspects and purposes of personal data collection.53



§ 2.EU-U.S. PERSONAL DATA FLOWS

Transatlantic divide – The different purposes and aspects of personal data collection have also inspired different approaches towards personal data on both sides of the Atlantic. Where the United States focuses predominantly on the commerce and intelligence dimension of personal data, the EU focuses more on the protection of personal data and data privacy in its regulatory framework. There are arguments for and against regulatory intervention. Consumer organizations may favor “a strong regulatory framework that is properly enforced (which) is needed to ensure that consumers’ rights and autonomy are respected”,54 while technology specialists warn that “the key challenge for the industry is that, as is often the case with emerging technologies, the law is playing catchup with issues raised by … technology and until it does so, it falls to the industry to grapple with these issues”.55 A gap emerges between these two approaches, but in a globalized world, countries and regions must cooperate to effectively protect citizens’ personal data, while ensuring international data flows.56 Many EU citizens use the services of U.S. big tech companies daily for work, communication, and leisure. In order to allow these services to operate, an extensive amount of personal data is transferred over the Atlantic, as detailed personal data from European citizens is collected and processed by U.S. companies.57 EU-U.S. personal data flows are even one of the highest in the world,58 and keeping transatlantic services operational is hence an economic and social necessity. To overcome the regulatory differences, frameworks for EU-U.S. personal data transfers were developed in the form of adequacy decisions.


A.SAFE HARBOUR AND SCHREMS I

2000 Safe Harbour – The 1995 EU Data Protection Directive59 stated in article 25.1 that “the transfer to a third country of (European) personal data which are undergoing processing or are intended for processing after transfer may take place only if … the third country in question ensures an adequate level of protection”,60 restricting the possibilities for personal data transfers outside the EU.61 While the prescribed procedure requires the European Commission to adopt an adequacy decision, where the adequacy of the foreign system to the level of protection in the EU is established, this procedure involves in practice negotiations and agreements with third countries where, if needed, (adequate) rules, practices, and safeguards are introduced by the third country in order to obtain an adequacy decision. In U.S. literature, adequacy decisions are, consequently, often referenced as ‘agreements’ with the EU. In accordance with this procedure, the European Commission adopted the 2000 Safe Harbour adequacy decision62 for the United States to allow the transfer of Europeans’ personal data for commercial purposes. As was agreed, the U.S. Department of Commerce issued a document with the ‘Safe Harbor Privacy Principles’ and the Frequently Asked Questions (FAQs) “under its statutory authority to foster, promote, and develop international commerce”.63 Recital 5 of Safe Harbour stated that “the adequate level of protection for the transfer of data from the (EU) to the United States recognised by this Decision, should be attained if organisations comply with (1) the safe harbour privacy principles for the protection of personal data transferred from a Member State to the United States … and (2) the frequently asked questions … providing guidance for the implementation of the (safe harbour privacy) Principles … (3) the organisations should publicly disclose their privacy policies and (4) be subject to the jurisdiction of the Federal Trade Commission (FTC) under Section 5 of the Federal Trade Commission Act which prohibits unfair or deceptive acts or practices in or affecting commerce, or that of another statutory body that will effectively ensure compliance with the Principles implemented in accordance with the FAQs”.64 U.S. companies could voluntarily self-certify to the U.S. Department of Commerce that they met those requirements.65 The enforcement mechanism prescribed by Safe Harbour can be qualified as a “hybrid self-regulatory system (as) it involve(d) both industry self-regulation and some government enforcement”,66 in the form of the FTC.67 Remarkably, the different EU and U.S. approach towards privacy was acknowledged in the first paragraph of Annex I to Safe Harbour, but in the 6th paragraph U.S. law was chosen to “apply to questions of interpretation and compliance with the Safe Harbor Principles (including the Frequently Asked Questions) and relevant privacy policies by safe harbor organizations …”.68,69 Additionally, the scope of application of the Safe Harbour adequacy decision was restricted, as “adherence to these Principles (could) be limited: (a) to the extent necessary to meet national security, public interest, or law enforcement requirements …”.70,71

Criticism – The German (Hessian) Chief Data Protection Commissioner Spiros Simitis, also called ‘the godfather of European data protection’, stressed already in 1999 that “personal data are not bananas”,72 meaning that personal data cannot be equaled to regular goods or trade barriers.73 Privacy protection is, moreover, exempted from WTO jurisdiction, resulting in privacy conflicts not being solvable in this framework, to which the EU and United States had usually recourse for trade conflicts.74 The European Parliament as well as the Article 29 Working Party (Article 29WP)75 opposed the adequacy finding by the EU Commission, but had no power to halt its adoption.76 Dorothee Heisenberg and Lee Bygrave observe that the primary aim of Safe Harbour was to preserve the transatlantic commercial interests and keep EU-U.S. personal data transfers possible, rather than to ‘adequately’ protect Europeans’ privacy and personal data.77

Snowden revelations – Thirteen years after Safe Harbour was concluded, whistleblower Edward Snowden shared top-secret documents about large-scale data collection programs and surveillance practices by U.S. intelligence agencies with newspaper The Guardian.78 The first case revealed a court order issued by the U.S. Foreign Intelligence Surveillance Court (FISC79) mandating Verizon, the largest U.S. telecom provider, to share “all call detail records or ‘telephony metadata’ created by Verizon for communications (i) between the United States and abroad; or (ii) wholly within the United States, including local telephone calls”80 with the U.S. National Security Agency (NSA), excluding the content of the communications.81 The second case involved the controversial ‘PRISM’ program which provided the NSA and the FBI direct access to servers of leading U.S. companies and internet providers, such as Microsoft, Google, Facebook, YouTube, or Skype, to obtain intelligence material, such as emails, messages, photos, documents, etc., including not only metadata, but also content information. The PRISM program had its legal basis in an overly extensive interpretation of Section 702 of the Foreign Intelligence Surveillance Act (FISA82).83 The third case concerned a unique mass tapping operation called ‘Tempora’ which tapped information directly from the “transatlantic fibre-optic cables where they land on British shores carrying data to Western Europe from telephone exchanges and internet servers in North America”.84 Tempora was set up by the American NSA, but carried out by the British Government Communications Headquarters (GCHQ)85 intelligence agency, and provided the latter with access to all the information and internet flows between the two sides of the Atlantic.86 The ‘Upstream’ program was the U.S. counterpart to Tempora, and provided the NSA with direct access to metadata and content information from communications flowing through the transatlantic fiber-optic cables.87

Reactions Post-Snowden – Snowden’s revelations caused public outrage in the United States and EU alike and had a negative impact on the transatlantic relationship and trust.88 In response, an ad hoc EU-U.S. Working Group on data protection89 was set up in July 2013 to assess the large-scale U.S. data collection and surveillance practices. The Working Group identified the following issues:


	U.S. law allows that personal data transferred to the United States or processed by U.S. companies is collected and processed on a large scale for foreign intelligence purposes;

	Higher safeguards are applicable to U.S. citizens and the collection of their data (including targeting and minimization requirements and constitutional protections such as the First and Fourth Amendment), which do not apply to EU citizens;

	The legal bases used in the United States to engage in large-scale data collection and surveillance practices remain unclear;

	U.S. as well as EU citizens whose personal data is collected and processed based on secret FISC orders cannot exercise their rights to access, rectify, or erase their data, and have no administrative or judicial redress options;

	While a certain degree of oversight is present in the current U.S. system, judicial approval is not required for the ‘queries’ or ‘selectors’ entered to collect the data.90




Subsequently, the EU and the United States worked to restore the transatlantic relationship. Companies operating in the transatlantic region were, after all, faced with conflicting obligations by, on the one hand, having to respect EU data protection law, while, on the other hand, having to grant U.S. intelligence authorities access to their customers’ data when requested.91 The EU communicated that the U.S. national security exception enshrined in Safe Harbour could only be used “to an extent that is strictly necessary and proportionate”.92 Additional instruments were also put forward to provide remediation, such as the Umbrella Agreement in the field of law enforcement and police and judicial cooperation, or the Mutual Legal Assistance Agreement (both discussed below). President Barack Obama granted the EU’s request by promulgating Presidential Policy Directive 28 (PPD-28)93 in 2014, which extended safeguards to non-U.S. citizens, and U.S. Congress enacted the 2015 USA Freedom Act94 to limit foreign signals intelligence and bulk data collection programs.95

2015 Schrems I – Safe Harbour was challenged and invalidated in the Schrems I96 case by the Court of Justice of the European Union (CJEU) in 2015. Austrian privacy activist Maximilian Schrems filed a complaint about the inadequate protection of his personal data provided by Facebook in the aftermath of the Snowden revelations. The EU Commission had, after all, noted that “personal data of EU citizens sent to the (United States) under the Safe Harbour may be accessed and further processed by U.S. authorities in a way incompatible with the grounds on which the data was originally collected in the EU and the purposes for which it was transferred to the (United States and) a majority of the U.S. internet companies that appear to be more directly concerned by these programmes are certified under the Safe Harbour scheme”.97,98 Schrems was a Facebook user and as “all of the data provided to Facebook in Ireland is transferred from Facebook’s Irish subsidiary to servers located in the United States, where it is processed”,99 U.S. intelligence agencies, such as the NSA, could potentially gain access to his personal data. Whilst surveillance laws can serve “necessary and indispensable objectives in the public interest”,100 the mass scale and undifferentiability of the data collection concerned “demonstrated ‘significant over-reach’ on the part of the NSA and other federal agencies”.101 This type of extensive surveillance compromised “the essence of the fundamental right to respect for private life, as guaranteed by article 7 of the (EU) Charter”.102 Third countries were not required to have identical data protection regimes to the one of the European Union in order to obtain an adequacy decision, but fundamental rights and freedoms had to be protected in an essentially equivalent manner. The Court found that Safe Harbour stipulated that “national security, public interest, or law enforcement requirements’ have primacy over the Safe Harbour principles, primacy pursuant to which self-certified United States organisations receiving personal data from the European Union are bound to disregard those principles without limitation where they conflict with those requirements and therefore prove incompatible with them”.103 U.S. public authorities were not subject to the rules set out in Safe Harbour. It was, therefore, irrelevant whether U.S. companies complied with the Safe Harbour requirements; U.S. public authorities could, in any case, access transferred Europeans’ personal data. Additionally, the CJEU noticed that “the first subparagraph of article 3(1) of (Safe Harbour) must … be understood as denying the national supervisory authorities the powers …, where a person, in bringing a claim …, puts forward matters that may call into question whether a Commission decision that has found … that a third country ensures an adequate level of protection is compatible with the protection of the privacy and of the fundamental rights and freedoms of individuals”,104 leaving no inquiry and redress options for EU citizens against an adequacy finding. Finally, the U.S. oversight mechanism was found to be ineffective as some certified companies did not comply with the Safe Harbour Principles, resulting in an illegal competitive advantage for these non-compliant companies.105 Consequently, the CJEU invalidated Safe Harbour as the decision did not provide “a supervisory authority of a Member State … (the opportunity to examine) the claim of a person concerning the protection of his rights and freedoms in regard to the processing of personal data relating to him which has been transferred from a Member State to that third country when that person contends that the law and practices in force in the third country do not ensure an adequate level of protection”,106 which was incompatible with article 25.6 of the 1995 Directive read in the light of articles 7, 8, and 47 of the EU Charter.107



B.PRIVACY SHIELD AND SCHREMS II

2016 Privacy Shield – Safe Harbour’s invalidation caused uncertainty regarding the legal framework governing EU-U.S. personal data flows. The alternative Standard Contractual Clauses (SCCs) provided for in article 26.2 of the 1995 Directive were, after all, insufficient as contractual clauses cannot bind third parties; in this case, U.S. public authorities (see below). To ensure that transatlantic data transfers would not be hampered, the Article 29 WP installed a moratorium, consisting of “a legally authorized period of delay in the performance of an obligation”.108,109 In February 2016, the EU Commission and the United States finally reached a deal in the form of the 2016 Privacy Shield adequacy decision.110 The United States tried to remedy the issues identified by the CJEU with substantial improvements. A redress mechanism for EU citizens was introduced, requiring U.S. companies to respond within a specified timeframe to EU citizens’ complaints regarding the use of their personal data. A new Ombudsperson was created to investigate complaints regarding potential data access by national intelligence authorities. The system of self-certification for U.S. companies was maintained, but the privacy principles, renamed to the ‘EU-U.S. Privacy Shield Framework Principles’, were broadened from only three pages in Safe Harbour to twenty pages in Privacy Shield.111 The introduction of the new safeguards made Privacy Shield almost triple the size112 of its Safe Harbour predecessor. Interestingly, the U.S. distinction between ‘consumer privacy’ (private sector) and ‘dignity, respect and privacy interests in the handling of personal information’ (public sector) was enshrined in Privacy Shield.113 In the EU, on the contrary, privacy and personal data protection are considered fundamental rights that have to be equally respected by the private as well as the public sector. The controversial U.S. national security exception, which led in part to the invalidation of Safe Harbour, was maintained in Privacy Shield,114 but the United States assured the EU that U.S. public authorities’ access to Europeans’ personal data for national security purposes would “be subject to clear limitations, safeguards and oversight mechanisms”,115 and that no more mass surveillance would occur. Yearly monitoring of the data protection level in the United States by the European Commission had to provide compliance and adequacy oversight.116 The retention of the U.S. national security exception was criticized by European privacy watchers, human rights advocates, the European Consumer Organization, and the Article 29 WP.117 Regardless of the U.S. government’s commitment to limit and safeguard intelligence agencies’ access to Europeans’ personal data, the principles set out in Privacy Shield were still subject to far-reaching limitations to meet national and public security interests.118

2020 Schrems II – The CJEU confirmed the criticisms in the 2020 Schrems II119 case, and invalidated Privacy Shield. Maximilian Schrems re-submitted his claim to the Irish Data Commissioner arguing that “(U.S.) law requires Facebook Inc. to make personal data transferred to it available to certain (U.S.) authorities, such as the … (NSA) and the … (FBI)”.120 The Data Commissioner conducted an investigation and found that “personal data of EU citizens transferred to the United States were (still) likely to be consulted and processed by the (U.S.) authorities in a manner incompatible with articles 7 and 8 of the (EU) Charter and that (U.S.) law did (still) not provide those citizens with legal remedies compatible with article 47 of the Charter”,121 and pointed out that “the standard data protection clauses in the annex to the SCC Decision are not capable of remedying that defect, since they confer only contractual rights on data subjects against the data exporter and importer, without, however, binding the United States authorities”.122 Consequently, the action was brought before the Irish High Court to refer the question again to the CJEU.123 The U.S. government intervened in the second hearings before the Irish High Court, as opposed to the first hearings which had led to the Schrems I case, which granted the opportunity to explain and clarify U.S. privacy and national security law.124 The CJEU concluded, however, that, even though the national security exception was partially remedied, U.S. national security laws still allowed “bulk collection … of a relatively large volume of signals intelligence information or data under circumstances where the Intelligence Community cannot use an identifier associated with a specific target … to focus the collection”, and that moreover, “surveillance programmes based on E.O. 12333125 (allow) access to data in transit to the United States without that access being subject to any judicial review, (which) does not, in any event, delimit in a sufficiently clear and precise manner the scope of such bulk collection of personal data”.126,127 The newly introduced Ombudsperson did not have “the power to adopt decisions that are binding on (U.S.) intelligence services”,128 leading the CJEU to conclude that legislation which does not provide “for any possibility for an individual to pursue legal remedies in order to have access to personal data relating to him or her, or to obtain the rectification or erasure of such data, does not respect the essence of the fundamental right to effective judicial protection”.129,130 Consequently, “the existence of such a lacuna in judicial protection in respect of interferences with intelligence programmes … makes it impossible to conclude … that (U.S.) law ensures a(n essentially equivalent) level of protection”,131 and resulted in the invalidation of Privacy Shield.132



C.DATA PRIVACY FRAMEWORK AND SCHREMS III?

Implications – Privacy Shield’s invalidation caused severe trade disruptions but did not preclude EU data transfers to the United States altogether. The CJEU left “data exporters (with the possibility to) take supplementary measures where necessary to ensure compliance with the level of protection required under EU law”133 in the form of article 46 GDPR Standard Contractual Clauses (SCCs) to transfer personal data to a third country “without requiring any specific authorization from a supervisory authority”.134 SCCs change the ‘adequacy’ requirement into an ‘accountability’ requirement, where the data importer and exporter commit themselves to comply with the rules135 set out in the SCCs, and “to verify, on a case-by-case basis … whether the law of the third country of destination ensures adequate protection, under EU law, of personal data transferred pursuant to (the SCCs) …”.136,137 The CJEU strengthened the requirements for SCCs in the Schrems II case by bringing them closer to article 45 GDPR’s adequacy. The CJEU stated that SCCs must “ensure that data subjects whose personal data are transferred to a third country … are afforded a level of protection essentially equivalent to that guaranteed within the (EU by the GDPR), read in the light of the (EU) Charter”.138,139 Private company clauses can, however, not bind third country public authorities and cannot eliminate public authorities’ power to access transferred personal data.140 In the case of the United States, the CJEU has already found twice that the U.S. data privacy system does not fulfill the requirements set out by EU law. Article 46 GDPR ‘accountability’ and potential sanctioning of private companies impedes their engagement in personal data transfers to a third country with an inadequate data privacy system. If an EU-based “controller or processor … is not able to take adequate additional measures to guarantee such protection, (the CJEU) … require(s) to suspend or end the transfer of personal data to the third country concerned”.141 Suspending or ending data transfers to the United States is, however, unrealistic as most daily services used in Europe are provided by U.S. private companies. Anu Bradford explains that “the problem with SCCs (and Binding Corporate Rules and Certification mechanisms etc.) is that they are contractual mechanisms … that do not bind other governments … therefore, where third country law or practice is inconsistent with the GDPR (as found by the CJEU for the United States), SCCs (or other contractual mechanisms for that matter) cannot remedy that problem”.142,143 The alternative personal data transfer mechanisms to adequacy decisions provided by the EU GDPR share, as a consequence, a common flaw; they cannot bind third parties. The alternative to build data centers in the EU to keep Europeans’ personal data within the EU also falls short, as U.S. national security laws (FISA and EO 12333)144 allow U.S. intelligence agencies to access and collect foreign intelligence information anywhere in the world, regardless of the location of data centers and servers.

2023 Data Privacy Framework – The negotiations for a new third transatlantic data privacy framework were reinitiated by the Secretary of Commerce on the U.S. side and the Commissioner for Justice on the EU side, reflecting the categorization of data privacy as respectively part of commerce and part of justice.145 Shortly after, EU Commission President Ursula von der Leyen and U.S. President Joe Biden announced a new transatlantic data transfer framework in March 2022.146 U.S. President Joe Biden addressed the issues identified by the CJEU and implemented the Court’s exact wording in Executive Order (EO) 14086,147 which was promulgated in October 2022.148 Firstly, the United States committed to undertake “signals intelligence collection … only where necessary to advance legitimate national security objectives, (without) disproportionately impact(ing) the protection of individual privacy and civil liberties”.149 Secondly, a “new multi-layer redress mechanism (including) an independent Data Protection Review Court (DPRC) (consisting) of individuals chosen from outside the U.S. Government (with) full authority to adjudicate claims and direct remedial measures as needed”150 was introduced in the U.S. system to address EU citizens’ data privacy related complaints.151 In response, the EU Commission adopted a draft EU-U.S. Data Privacy Framework (DPF) adequacy decision for the United States in December 2022.152 In February 2023, the European Data Protection Board (EDPB) stated in its non-binding Opinion 5/2023153 that there are improvements in the DPF, but that clarification is still needed regarding the interpretation of the newly introduced European concepts and regarding the new redress mechanism in the form of the Data Protection Review Court to determine EU adequacy.154 In its equally non-binding Resolution155 of 11 May 2023, the European Parliament welcomed the introduction of the European data protection concepts of ‘necessity and proportionality’ in the U.S. system and the introduction of a new redress mechanism in the form of the DPRC, but expressed concern that EO 14086 “can be amended or revoked at any time by the U.S. President”,156 that there are still insufficient safeguards against bulk collection of metadata as well as content data, that U.S. law enforcement and intelligence authorities can still access the collected data, and that “the decisions of the DPRC would … not (be) made public or available to the complainant, who would only be informed that the review either did not identify any covered violations or that the DPRC had issued a determination requiring appropriate action, thereby undermining complainants’ right to access or rectify their data … the proposed redress process does (moreover) not provide for an avenue for appeal in a federal court”.157,158 The EU Parliament concluded “that the EU-U.S. Data Privacy Framework fails to create essential equivalence in the level of protection”.159 Despite the criticisms of the EDPB and the EU Parliament, the EU Commission carried on and adopted the EU-U.S. Data Privacy Framework adequacy decision160 in July 2023.161 The United States implemented the CJEU’s wording and comments within the confines of the specificities of its legal system, but retained its (far-reaching) surveillance laws. The question remains whether this new transatlantic data transfer framework will pass the CJEU’s test or whether we are facing a Schrems III.162 The issues identified by the CJEU and the characteristics of the EU and the U.S. legal systems will be explored and contextualized in this book to determine whether both systems are really that different or whether they can find a way to co-exist and enable transatlantic data transfers that respect both national security and data privacy.



D.OTHER EU-U.S. LEGAL INSTRUMENTS

In addition to the specific data privacy adequacy decisions, four other legal instruments in the area of data privacy, trade, and law enforcement are, were, or could be relevant for transatlantic data transfers when the previous adequacy decisions were invalidated. These legal instruments will briefly be introduced in this section and include (non-exhaustively) the 2003 Mutual Legal Assistance Agreement, the 2013 Transatlantic Trade and Investment Partnership, the 2013 Trade in Services Agreement, and the 2016 Umbrella Agreement.

2003 Mutual Legal Assistance Agreement – The 2003 Agreement on mutual legal assistance between the European Union and the United States of America (MLA)163 aims to facilitate “cooperation … for the purpose of gathering and exchanging (personal) information, and requesting and providing assistance to obtain evidence located in another country”.164 Legal assistance in criminal matters between the EU and the United States is facilitated through the exchange of personal information, bank information, and through “legal frameworks for the use of new techniques such as joint investigative teams, (while establishing) a comprehensive and uniform framework for limitations on the use of personal and other data”.165 The MLA Agreement tends to prioritize, however, security over freedom as the (personal) data exchanged between law enforcement and judicial authorities is confidential. The 2016 Umbrella Agreement (discussed below) includes data protection safeguards which supplement the MLA Agreement where necessary. Personal information exchanges in criminal matters between the EU and the United States must, consequently, comply with the rules set out in both the MLA and the Umbrella Agreement.166

2013 Transatlantic Trade and Investment Partnership – The EU and the United States entered negotiations in 2013 to set up an EU-U.S. free trade area under the Transatlantic Trade and Investment Partnership (TTIP). The TTIP aimed at removing and reducing transatlantic trade barriers between the world’s two largest economies in order to increase trade relations, and to possibly not only set transatlantic standards, but also global ones. The United States wanted to include data (privacy) protection principles in these negotiations, but the EU refused as the TTIP focused on trade and investment, while the EU perceived data protection as a fundamental right. EU Commission Vice-President Viviane Reding voiced clearly that “data protection is not red tape or a tariff … it is a fundamental right and … is not negotiable”.167 This statement also set the tone for the position of the EU in the transatlantic adequacy decisions. Data (privacy) protection was eventually excluded from the TTIP negotiations, even though U.S. business advocates argued to not restrict US-EU data flows. The TTIP negotiations ended in 2016 without a deal, and were formally closed in 2019, resulting in the end of the TTIP.168

2013 Trade in Services Agreement – The negotiations for an international Trade in Services Agreement (TiSA) were initiated in 2013 by 23 WTO members,169 including the EU and the United States. TiSA aimed at increasing the trade in services by remedying trade barriers, including discriminatory rules. The United States lobbied to include and apply the “principle of free cross-border data flows to the entire agreement by placing it in the core text”170 in order to prioritize the commercial flow of information, and, at least to a certain extent, nullify data protection and privacy concerns. The European Parliament took a firm stance against “the U.S. proposals on movement of information (and argued that they) should immediately and formally be opposed”.171,172 The EU also confirmed its position that data (privacy) protection is a fundamental right that is not negotiable. TiSA’s negotiations were surrounded by secrecy and the criticism following the publication of secret documents on WikiLeaks may have contributed to eventually rejecting TiSA’s proposal completely.173

2016 Umbrella Agreement – The 2016 EU-U.S. Data Protection Umbrella Agreement174 entered into force in 2017 and aims to provide a “comprehensive high-level data protection framework for EU-U.S. law enforcement cooperation”.175 The Umbrella Agreement mainly concerns data protection in the context of the “prevention, investigation, detection or prosecution of criminal offences”,176 and aims to strengthen police and judicial cooperation, including the fight against terrorism. All personal data exchanges between the EU and the United States for these specific purposes, including personal data transferred by private entities to law enforcement authorities, must comply with the provisions set out in the Umbrella Agreement. This agreement is, however, not a self-standing legal instrument as it is designed to supplement an already existing general EU-U.S. data transfer framework. The Umbrella Agreement does, consequently, not constitute a legal basis for EU-U.S. personal data transfers for law enforcement purposes, and requires the development of a separate agreement or adequacy decision that can serve as a legal basis for transatlantic data transfers.177
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