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Foreword

War, however, is not the action of a living force upon a lifeless mass, but always the collision of two living forces.

—Carl von Clausewitz

Brigadier General Wayne M. “Mike” Hall (U.S. Army, Retired), the principal author, and Dr. Gary Citrenbaum, his collaborator, have related Clausewitz’s celebrated dictum to the current world of irregular warfare in two impressive books. The first, Intelligence Analysis: How to Think in Complex Environments (2010), offered a comprehensive cognitive path for achieving “advanced analysis.” In their new publication, Intelligence Collection: How to Plan and Execute Intelligence Collection in Complex Environments (2012), the authors apply their system of thought developed for intelligence analysis to the world of “advanced collection.” Taken together, these two volumes provide transformational prescriptions for the application of cognitive skills to modern conflict. Indeed, they are at the cutting edge of how best to deal with allegations in recent years that some of the most consequential analytic products of the United States Intelligence Community show insufficient imagination, rigor, and operational relevance.

Intelligence Collection: How to Plan and Execute Intelligence Collection in Complex Environments takes the reader through what Hall describes as an intellectual “high country” that enables intelligence collectors to support advanced analysts and their commanders in meeting the challenges of nonlinear problem sets characteristic of today’s irregular warfare. While their ideas are grounded in classical military thought of theorists ranging from Sun Tzu and Clausewitz to Kilcullen, Boyd, and Petraeus, the authors’ operational environment is familiar to anyone acquainted with events of recent years in Iraq or Afghanistan. It is an environment where the intelligence collection challenge relates primarily to the populace, where the battleground (both kinetic and nonkinetic) frequently is in urban areas shrouded with apparent confusion, if not chaos, and where minor inputs can yield incredibly disproportionate results. In short, it is a nonlinear operational environment produced by the powerful forces of complexity emergent in today’s world.

Hall describes the “vagaries” of this operational environment in a compelling fashion, to wit, constant turbulence, changing missions, rapid decisions with little room for error, a wide range of roles and missions, and constant pressures for knowledge to drive down risk and to lower uncertainty. In this environment, the intelligence analyst as well as the collector must accommodate multiple causes for frequently ambiguous effects. As always, initiative remains essential to victory, and commanders understandably want prediction from the intelligence community that is crisp and unambiguous. The irregular operational environment, unfortunately, continues to produce “Black Swans,” and precise predictions are faded by Clausewitz’s fog of war. The authors enthusiastically grasp this challenge, define it essentially in cognitive terms, and then dig deeply to its core. The result is a system of thought for intelligence collectors and analysts that offers a practical and more realistic alternative to precise prediction. A prominent example posited by the authors is “precognition.”

For Hall and Citrenbaum, the concept of precognition rests on modern precepts of complexity theory. In essence, it has intelligence analysts and collectors search out evidence of actions taken by opponents to set conditions for destructive follow-on activities and, at the same time, be on the alert for evidence of complex adaptive systems ranging from individuals or small groups to larger aggregates “colliding, conjoining, careening, or intersecting” with one another. This is the authors’ version of an “intellectual high road”; it is a thoughtfully constructed cognitive pathway for advanced intelligence collectors and analysts. The argument that it is also a promising and realistic response to commanders and decision makers who seek the initiative in irregular warfare is compelling. It can, the authors assert, provide commanders with a basis for altering or shaping causes prior to their yielding unacceptable effects. In short, it yields the possibility of seizing the initiative.

Against this background, Hall and Citrenbaum maintain that advanced collection, in conjunction with advanced analysis, is a weapons system. As such, it creates action and outcomes in irregular and hybrid warfare; it can be massed, maneuvered, or swarmed in the same manner as more traditional weapons systems. Needless to say, this is a transformational assertion, which may imply the need for disruptive innovations in the structure and process of our Intelligence Community, much of which remains a product of the more linear challenges associated with the Cold War. Such innovations carry the risk of controversy … and the authors step boldly into the arena of bureaucratic politics.

For starters, they demand audacity from their target audiences of advanced collectors and analysts. They expect the analyst to provide crisp, compelling guidance for collection requirements to the collection managers. The analyst/collection team, in turn, is expected to bolster the impact of its intellectual prowess with assertive recommendations to commanders and policy makers for practical action in the operational environment. For Hall and Citrenbaum, incidentally, the small-unit (battalion, company, and platoon) commanders are critical in irregular warfare and, as such, deserve priority support even from strategic collection systems. This includes “point persistent surveillance,” for which Hall would amend the existing Intelligence Community structure to include a National Point Persistent Surveillance Center in support of small-unit operations.

These are but a few examples of the expansive cognitive terrain covered in Intelligence Collection: How to Plan and Execute Intelligence Collection in Complex Environments. Hall and Citrenbaum describe their effort as a first step toward defining the kind of intelligence support necessary to plan, execute, assess, and adapt irregular warfare operations in complex operational environments. They are too modest; their description is incomplete. This volume goes beyond practical guidance for the military professional. Indeed, the diligent reader will be taken on a fascinating voyage through abstract theories of cognition and metacognition. There are few intellectual boundaries. Somehow, Sun Tzu and Pirsig seem comfortable in the same volume, as do small-unit and hybrid forms of warfare. This is in part a product of an exceptional appreciation by the authors for complexity. More importantly, perhaps, it is also the result of their adherence to an “intellectual high road” and recognition that the most important instrument at our disposal in modern conflict is the mind.

If you want the best thinking available on how to leverage the intellectual instrument for our national security, read this book.

Ervin J. Rokke, PhD

Lieutenant General, USAF, Retired


Foreword

Today, just as the illustrious and controversial airpower practitioner and visionary Brigadier General William “Billy” Mitchell noted in 1925, we are on the threshold of another new era. The eight decades that followed the declaration of the “aeronautical era” by General Mitchell certainly demonstrated the prescience of his vision. This time, the new era will be defined not so much by man’s technological prowess—what was for General Mitchell the need to control the air domain. Instead, it will hinge on our ability to acquire, develop, analyze, and distribute information well ahead of our adversaries and competitors.

“Amateurs talk about strategy, professionals talk about logistics.” In the 10 years since the attacks of 9/11, this old military adage has undergone a “transformation” of its own: “amateurs,” to be sure, continue to “talk about strategy,” but increasingly, the “professionals” talk instead about information. In Afghanistan as in Iraq and most recently in Libya, military professionals have learned the hard way that the injunction of Sun Tzu to “Know thy enemy, know thyself” matters more now than ever before. The prevalent war-fighting frameworks of conflict definition, domain ownership, supported and supporting relationships, and tactical dimensions of counterinsurgency, counterterrorism, or peer and near-peer competitor warfare all depend first and foremost on the ability to get information first, to decide first, and to act first, well ahead of adversary forces.

Intelligence Collection: How to Plan and Execute Intelligence Collection in Complex Environments is essential reading for serious intelligence, surveillance, and reconnaissance practitioners in the information age of warfare. In our new fighting context, and certainly in intelligence operations, how we think—the intellectual structures and foundations upon which we as military professionals base our approaches to the challenges before us—has become a dominant, nonkinetic driver of success. More than at any other time in the history of warfare, we must adapt, marshal, and integrate our collection and analytic capabilities to accommodate inputs and deliver outputs that are marked by increased volume, change, complexity, and speed. Mike Hall and coauthor Gary Citrenbaum embrace this new foundation of information for twenty-first-century military engagement and define it for us in readily recognizable terms. Above all, they codify a fresh system of thought for intelligence professionals that offers us a practical but innovative means for rapid acquisition and production of decision-quality information so vital to twenty-first-century operations.

Hall and Citrenbaum’s central notion and most prescriptive solution—seeing our modern collection and analysis activity as a critical “weapons system” that can and should be massed, maneuvered, and adapted in the same manner as more traditional, kinetic systems—will no doubt invite controversy. Innovative and bold thinking usually does. But as the authors correctly observe and few knowing readers will deny, the institutional “stovepipes” of our intelligence community, used so often in the past to isolate, protect, and control information, may now be our greatest handicap as we face the complexities and uncertainties of our rapidly evolving threat environment.

I highly recommend this book for both the intelligence professional and policy maker alike. It is not enough that we harness the rapid advances of technology to collect more and more data, as we have so ably done in recent years. We must also underpin our collection and analytic enterprises with intellectual boldness and a purposeful, innovative, and aggressive bent. This groundbreaking book, which embraces a new era where information and knowledge are preeminent on the battlefield—just as Billy Mitchell did for an emerging age of airpower dominance—demands no less from us.

David A. Deptula

Lieutenant General, USAF, Retired
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Introduction

Plato’s cave illustrates the confusion of the soul’s embodied senses and the modern dilemma of relying on our senses to determine reality … men are chain-bound as prisoners in a cave. They have been in this sorry condition since their childhood … Day after day all the prisoners see is shadows, and eventually they come to believe that the shadows are the only real things in the cave and that they themselves are nonexistent … when a single man escapes the cave and comes to the light of the sun, he sees the ultimate reality of the world of objects. He is totally dazzled and for a long time believes he has had a mystical vision … When he returns to the cave, how is he to explain his “vision” to his fellow prisoners? Indeed, how are we to explain our own fascination with illusion … ?1

This is a book about change—change in our metacognition (thinking about thinking) that forms the basis for how we think about intelligence collection operations. It is metacognition that provides a conceptual framework for how intelligence people think about, plan, execute, assess, and adapt intelligence collection. In this respect, the book compels the reader to embark on an intellectual voyage in an uncharted, rough, and dangerous sea, to empower our minds to anticipate and spot the partially submerged reefs before our ship crashes upon those shoals prior to reaching the deep ocean that is our intellectual “high country.”2 It is where we need to go to engage in deep think. We need a system of thought to outthink and defeat our adversaries in the war of wits in which we find ourselves. Advanced collection has a distinct purpose—find subtle, nuanced, and often fleeting observables indicating the presence and activities of well-obscured adversaries, and the often subtle outcomes of commanders’ actions and verbal interactions with the contested populace and their activities, interactions, transactions, and behaviors in complex irregular warfare (IW) operations.

This book advocates a system of thought that will allow collection practitioners to anticipate and understand the importance of initiative, will, and nonlinearity. This kind of thinking allows advanced analyst and advanced collection people to think comprehensively, imaginatively, and aggressively. It helps people to aggressively take the war of wits to the adversary demanding that he constantly meet us, engage against us, and feel the specter of defeat to impose our will upon him. In such engagements, we want him to fully comprehend his only two choices—to die or to stop fighting. He must understand the colossus that is his opponent—a colossus that is vast, agile, and intelligent and is a network of networks armed with spiritual and ideological righteousness and specially educated and equipped to triumph in any domain of conflict (air, ground, sea, space, information, and cyber).

We find ourselves in a knowledge war.3 This notion of knowledge war finds us wandering in a dense forest and coming to a precipice. The precipice allows us to peer into the dark abyss, which is the future. When one comes to the edge of the precipice, one has three choices—two are horrible but easy to select, and one is wonderful but difficult to select. One of these choices is purposeful stasis. The second choice is to keep doing the same thing again and again, thinking the results will be different and the situation will improve. The appearance is action—people actually doing something to improve the state of intelligence but in reality treating a festering sore that produces feigned healing—a temporary scab. When we pick the scab though, the same infection is at work—the infection of stasis. Rather than attacking the basis of the infection, it is easier for both people and their organizations to choose the easy way out, doing the same things again and again under a different name, and claiming in their vision statements, evaluations, and bonus reports that they are changing and making progress.

One of our afflicting problems is that we chain the human intellect in the cave, thinking we know reality, much as Plato writes of Socrates’s thoughts in his cave allegory. In our cave, people find themselves without a system of thought with which to proceed into the future. Also, sometimes we are the all too willing purveyors of conventional wisdom, including stasis (if any change occurs it is often organizational—the first thing Americans seem to do when there is a problem or shift in leadership is to reorganize), an abiding belief that machines can do everything a human can do, and an unwillingness to put sufficient resources and time in to develop the intellects of advanced analysts and advanced collectors to improve their minds to a level approximating their potential.

I wrote this book and my others4 to help thinkers take the third choice, to “fly” when they come to the edge of the precipice I mention above. If they fall into the abyss of stasis and do the same thing again and again expecting different results, we may lose future conflicts because of choices we make now.

You see, I am certain that, while violence will always be a yoke we must wear as humans, the intangibles of conflict have become increasingly important. By intangibles, I specifically speak of that which happens in the minds and hearts of human beings—how they perceive, how they interpret, their expectations, their thoughts, their decisions, their behavior, the feedback they seek to confirm the quality of their choices, and their adaptation to a chaotic and bewildering context. This statement is very important for all types of conflict, but none more so than countering hybrid warriors, irregular warriors, insurgents, terrorists, narcotics gangs, illegal immigration gangs, cyber attackers, the keepers of weapons of mass destruction (WMD), people lurking in deep and hardened targets, the omnipresent threat that mobile missiles present, and so forth.

Now, for certain our military, if forced to fight, would choose to fight against a conventional force, as the United States has the strongest and most able conventional military force in the world. Regardless of our conventional warfare prowess however, conflict will still occur but, frequently, it will not be the kind our country desires or even prepares for. Instead, our adversaries will engage us in unconventional settings—asymmetric strategies, tactics, tools, and techniques. In these settings, people, people-populated organizations, neighborhoods, cities, countries, and regions will always be of great importance to any competitive situation. Thus our work with intelligence has to help our leaders enter this numbingly complicated and changing operational context and make and execute decisions faster and better than any competitor.

In the kinds of conflicts in which the United States will be embroiled, we will find ourselves working against or trying to influence a variety of agile organizations, minds, and machines. Thus agility in our thinking, organizational processes, and collection all become imperative while developing counters to an adversary’s efforts to gain advantages in agility. These counters must seek to attain and sustain one, two, or all seven kinds of advantage—initiative, tempo, momentum, decision, knowledge, position, and organization.

In this kind of war, advanced analysts’ and advanced collectors’ thinking must have as its foundation a system of thought. I designed such a system for collection—it is this book. My system of thought provides the substance for people to use as they think about adaptive, skilled, and imaginative adversaries, nonlinear operational contexts with their inherent complexities and difficulties, and the blur of turbulence and change characterizing our personal lives and organizational happenings as complex adaptive systems (CAS) living in the information age. It is my belief that intelligence people and in fact any CAS will welcome and use many of the ideas and concepts in this book in their current work and throughout their lives.

It is nonlinearity that defines the character of many of our challenges. Interestingly, though, nonlinearity is not a new idea. People who engage in war have understood its meaning and influences since man lifted his first club in anger. Our people who have fought our wars for the past 10 years have lived in complex operational environments (OEs). They have adapted and done well, and now they are coming home. Thus intelligence people, who often know and understand nonlinearity because they live in a nonlinear age and have some experience with conflict in this age, find that their macro-organizations still think and operate in what appears to be outdated industrial-age bureaucratic methods of operation. Both Clausewitz and Sun Tzu spoke of the phenomenon of which we speak but did not call it “nonlinearity.” Both of these great theorists had to find order in chaos and wrote about their experience in their books—The Art of War and On War respectively. In this book and in Intelligence Analysis: How to Think in Complex Environments, I discuss nonlinearity and the considerations advanced analysts and advanced collection people must think about. The systems of thought in both books are conjoined, and I designed them to allow people to thrive intellectually in such contexts.

Quite simply, the United States has no choice but to operate in operational contexts that inhibit the full or even fractional use of its military might. Now and in the annals of history, the U.S. military is unmatched in its capabilities to wage war against conventional units in open terrain, in the air, on and under the sea, and in space. This prowess, however, does not mean the end of competition. No, our competitors will compete, but asymmetrically—in cities, in triple-canopy jungle, in mountainous terrain, in cyberspace, in economics, and, most importantly, as they attempt to win the hearts and minds of people around the world in the heretofore “soft” functional elements of cognitive and psyche influences found in information warfare and information operations. The basic notions of receiving and sending data at the speed of light around the world, of images suddenly appearing over the Internet and televisions, instant discussions, social networking, and the “death of distance,”5 describe our age and are here to stay.

Our competitors will choose to operate against the strategic interests of the United States. As such, they will use ideology, religion, money, drugs, political power, terrorism, information operations, and military means in combinations in the most difficult terrain for any conventional force to operate—in urban areas, rural villages, mountainous and jungle terrain, space, as well as cyberspace, and even under the ground and under the sea. This competition will grow in intensity, breadth of operations, strategies and concepts of operation, and types of weapons with which to compete. Our adversaries’ and competitors’ nefarious activities range from insurgency, terrorism, crime, drug smuggling, gun running, to surface-to-surface missiles, to WMD, information operations (IO), and piracy—all designed to offset the U.S. conventional military might. Dragging U.S. military forces into cities is to the irregular’s advantage. Such “maneuvering” for positional advantage emasculates U.S. firepower, as U.S. military commanders must operate under constraints of limiting the loss of human life and collateral damage to homes and businesses. By forcing the United States to operate in cities and in difficult terrain, irregulars have largely emasculated the very capable conventional intelligence analysis and collection capabilities. In cities, U.S. technological power is much more difficult to employ than when operating in open terrain.

Not all is lost, however. Even with all the advantages the networked adversary has when operating in the aforementioned contexts, advanced analysts and advanced collectors can locate them and discern their intent—but it will take exceptionally good thinking to do so. We find ourselves in an ever more complicated “war of wits” against an adaptive, learning, and increasingly formidable conglomeration of foes. It is a war of mind against mind, and we cannot lose. As one author tells us, “Even with stealth, everything ultimately can be found. All objects have mass and thus gravity. Every object moving in a medium creates vortices and must expend energy to do so.”6 This thought implies what advanced collection will be doing in this mosaic of action—it must look for observables at the right time, at the right place, and in the right activities to put this theory into effect. Of course, such specific collection cannot occur without the high-level thinking capabilities of advanced analysts and advanced collection people.

Such discovery will not be easy, and developing the right actions once we do find what we seek will be even more difficult. This kind of adversary the United States will face is smart, is adaptive, blends with the local population, and rarely comes forth when we desire. Yet he has some absolutes that help the wise practitioner of advanced analysis and advanced collection work against his strengths. While to some people this proposition is counterintuitive—pitting our efforts against our adversary’s strengths—in reality it is entirely feasible. That is to say, our combined effort of minds and machines turns what the adversary believes to be his advantages into disadvantages—an important consideration for thinking about will. For example, any of our adversaries in modern conflict must be offensive in nature. This means he must plan, execute, and assess offensive actions. To do so, he has to plan and execute multiple condition-setting activities so he can successfully attack. This interesting situation implies an essential task for advanced collection—searching for and finding condition-setting activities—right time, right place, right observables, and right adversary activities. Knowing these condition-setting activities and their links presents U.S. commanders and policy makers with the hallowed capability to preempt and thereby seize the initiative. Arguably, as an adversary’s counter to U.S. and coalition partner collection, he will attempt to deceive U.S. intelligence operations. Regardless, he still has to put condition setting into motion—it culminates with his synchronized attacks.

Advanced collection, the Siamese twin of advanced analysis, is: the creative design and use of technical, cyber, human, and open-source collectors in all domains—air, ground, sea, space, information, and cyber—in pursuit of discrete, subtle, nuanced, and often fleeting observables, indicators, and signatures. Advanced collection provides the basis for collection and answers: (1) why we are collecting, (2) where we are collecting, (3) when we collect, (4) what we seek, (5) the context in which collection occurs, (6) criteria for success, and (7) the relationship of the envisioned collection to commanders’ decision-making or policy-making activities.

Advanced collection has distinct purposes. First, it finds observables, hence the target(s) they represent. These observables can be subtle, nuanced, and often fleeting, indicating the presence and activities of well-obscured adversaries. Second, it gathers data concerning the subtle outcomes of commanders’ actions and verbal interactions with the contested populace and their activities, interactions, transactions, and behaviors in complex IW operations. Third, advanced collection operates in a nonlinear OE and collects data to help people make fast, effective decisions.

As readers will conclude, this book advocates some changes in the U.S. intelligence system. If we choose not to change as this book posits, the people who deny change must know that they are failing to take advantage of one of the greatest capabilities of the United States. My belief in the need for change so as to perform the deep thinking about collection and the execution of collection plans is not a total repudiation of our current system. The current system does some things very well, but it must improve in many areas of thought and action to have any hope of using intelligence as a weapon system and winning the war of wits upon which the security of the United States depends. Nor does it imply our current collection people and organizations are incapable—many people do great and wonderful collection planning and execution today. It does say that to engage our adversaries successfully in future conflict, the U.S. intelligence collection system must undergo some changes to improve how people, organizations, and machines provide sufficient data, information, and knowledge to support successful operations of all kinds across the spectrum of conflict.

Advanced intelligence collection to support military and nonmilitary actions, particularly in dense urban OEs, must be: (1) a coordinated enterprise of synchronized national- to tactical-level support; (2) agile in thought, organizations, and collection; (3) precise; (4) specific; (5) accurate; and (6) relevant. In addition, intelligence analysts, organizations, and collectors must produce data, information, and knowledge that are helpful to decision making, on time, and clear to the recipient of the constant overwatch, nurturing, and largess of the broad knowledge community of practice—minds, technical collectors, computers, human collectors, nontraditional sources and methods, open sources, databases, and focused sensors. This sounds simple; however, it is neither a simple idea nor a simple task. In fact, what this book proposes is a huge and difficult endeavor.

We must change organizations, processes, employment of sensors, and human intelligence (HUMINT) to allow, nurture, and protect the ascendancy of a collection capability specifically designed to support forward-deployed tactical commanders and other needy recipients, often to the company level, when and where they need such support. In addition, the way the U.S. security establishment drives collection with analysis and actually collects has to change to support people involved with very difficult intelligence collection challenges, e.g., Iran and North Korea. In providing such support, we are looking to arouse our country’s great minds, their tacit knowledge and experience, networked collaborative operating environments, and high-performance machines inherent to what we now call the intelligence system to mass, maneuver, swarm, and eventually disband many things—minds, collectors, computers, data, data networks, organizations, knowledge, virtual knowledge environments (VKEs)—based on the turbulent environments in which our leaders work.

Unfortunately, the great theorists of counterinsurgency (COIN)—David Galula, Roger Trinquier, Mao Tse-tung, T. E. Lawrence, David Kilcullen, John Nagal, and Frank Kitson—did not spend much time with intelligence, certainly did not go into any detail about either analysis or collection, and treated the importance of intelligence and its complexity only in passing. They certainly admit to the importance of intelligence, but they provide very little substantive thought on the matter. Kitson probably comes the closest to providing some detailed thoughts on intelligence in counterinsurgencies in his book, Low Intensity Operations, on pages 102–22, as he describes a hypothetical situation of a company commander trying to reason how to deal with insurgents in forested areas. In his book, Kitson provides the best example of anomaly analysis I found in my research for this book.

In my view, it is impossible to find certainty in the IW environment, and those people who advocate such capabilities from technical sensors, grids, and modern communications are sadly mistaken in their views. Why do I believe in the counterposition? First, theory from practitioners of war tells us that all war is dirty, chaotic, and unpredictable. Clausewitz, for example, tells us:

 

The very nature of interaction [mutual or reciprocal action] is bound to make it unpredictable.7

In all future conflict, particularly IW and hybrid warfare in difficult operational contexts, human collection will be very important. But, if possible, we must bundle it with other kinds of collection and seek optimum mixes of intelligence collectors to develop collection synergy. Why is this so? I contend that mechanical collectors do not work well in cities. The challenges in intelligence collection come from trying to think about and find perpetrators and their networks when they are intermixed with legitimate activities. It is in these difficult collection environments that we find people doing ordinary and legal things in very complicated cultures—too many people, too many vehicles, too much infrastructure of too many kinds, deep and buried targets, and the plethora of all important intangibles involving human things—human perceptions, interpretations, expectations, and behaviors. In addition, technical sensors do not do well with nuanced cultural, situational, and even some functional observables that are difficult to see, difficult to understand, and difficult to notice from a cultural perspective. What is more, such observables are often fleeting. Then-U.S. Army Lieutenant Colonel H. R. McMasters reinforces this notion and implies the importance of human intelligence with this thought from his compelling study, Crack in the Foundation:

 

The experience in Somalia demonstrated the folly of assuming that military certainty can derive from sensor and other technical means of gathering and assessing information.8

In IW OEs, particularly in cities, certainty is elusive and will remain so. CAS—people, organizations, and functions—interact constantly. Also, the elements of any OE always move and change, and infrastructure comes to life, functions, decays, and dies. All the human can hope for is to anticipate and recognize the pervasiveness and complexity of operating in an OE in which certainty and predictability are generally impossible. Author Nassim Taleb in The Black Swan deals with uncertainty in this passage:

 

Uncertainty is our discipline, and […] understanding how to act under conditions of incomplete information is the highest and most urgent human pursuit.9

Taleb is not alone as he ponders humans and uncertainty. Clausewitz also speaks of uncertainty in his tome, On War, but takes us into a different realm. It is in this realm that advanced analysts and advanced collectors follow his logic to take themselves into the high country to engage in deep think. As such, Clausewitz says,

 

Although our intellect always longs for clarity and certainty, our nature often finds uncertainty fascinating. It prefers to day-dream in the realms of chance and luck rather than accompany the intellect on its narrow and tortuous path of philosophical enquiry and logical deduction only to arrive—hardly knowing how—in unfamiliar surroundings where all the usual landmarks seem to have disappeared. Unconfined by narrow necessity, it can revel in a wealth of possibilities.10

One of the most compelling arguments against precise predictability in an IW OE derives from an understanding of complexity and its handmaiden—nonlinearity. Nonlinearity in IW and hybrid warfare makes precise prediction of the outcomes of human interaction impossible. An interpreter of Clausewitz and nonlinearity—Dr. Alan Beyerchen—provides testimony to this postulate by stating,

 

On War is suffused with the understanding that every war is inherently a nonlinear phenomenon the conduct of which changes its character in ways that cannot be analytically predicted.11

This same author goes on to say, when speaking of Clausewitz,

 

He understands that seeking exact analytical solutions does not fit the nonlinear reality of the problems posed by war, and hence that our ability to predict the course and outcome of any given conflict is severely limited.12

Several authors have written about IW in journals and even in books. For instance, Dr. David Kilcullen has written extensively on IW and its many faces in journal articles and most recently in his book, The Accidental Guerrilla. As I mentioned earlier, we also have a strong theoretical basis for IW (given that we concentrate on guerrilla warfare and COIN warfare) from theorists such as Trinquier, Galula, Mao, Lawrence, Kitson, and Nagal. The Marine Corps does a nice job with its 1940 edition of the Small Wars Manual (FMFRP 12-15), but does not go into sufficient detail to think about intelligence to support IW and hybrid warfare. Unfortunately, neither these theorists nor their books delve into the theory of intelligence in sufficient depth to serve as an intellectual underpinning or system of thought for this new “weapon system.”

Such recognition and exploitation of a great power is essential for supporting commanders conducting the many different missions inherent to IW. My earlier book, Intelligence Analysis: How to Think in Complex Environments, and this work constitute my efforts to fill the existing vacuum in intelligence work. As such, I provided a system of thought for intelligence analysis in Intelligence Analysis and I provide a system of thought for intelligence collection in Intelligence Collection. The two concepts, the plethora of big ideas, and ways ahead inextricably combine and thereby form a whole that cannot be broken without a huge risk of failure. These two books and their entwined systems of thought encourage people to use the postulated ideas contained therein as a starting point for serious exploration in the high-level cognition and deep thinking that advanced analysts and advanced collection people require for performing solid intelligence analysis and collection to support commanders’ decision making in full-spectrum OEs.

The transition to viewing and using intelligence as an aggressive intangible weapons system will be a long and difficult path to redemption and fulfillment. Interestingly, our top military and political leaders place emphasis on preparing the nation’s military to fight in a variety of OEs, but the absence of deep thinking about the adversaries, populaces, nonlinear operational contexts, analysis, and collection is incongruous with this emphasis. Thus it follows that all of us must improve our “how to think” capabilities to take advantage of a strength of our country that has not come to fulfillment. For our country to prosper and be safe, the ideas in this book must become fact, executed vigorously, with high standards of quality, and improved upon as ideas and operational concepts for intelligence in the twenty-first century. This work is my contribution to this important effort.

 

Wayne Michael Hall

Brigadier General

U.S. Army, Retired

Suffolk, Virginia


Part I Underpinnings for Advanced Collection


1 The Operational Environment

Either intelligence itself assumes a Third Wave form, meaning it reflects the new role of information, communications, and knowledge in society, or it becomes costly, irrelevant, or dangerously misleading.1

The urban OE in which most IW conflicts will be waged is not conducive to effective and efficient intelligence, surveillance, and reconnaissance (ISR). Technical sensors, satellites, and planes that work well in open terrain suffer serious degradation in urban OEs. The negative effects of the urban OE on ISR have many causes. First, people live and interact and move in a city; this means we have to follow, track, and understand the motives behind their movements and changes to those movements. People often change how they interact, transact, act, and behave depending on whom they interact with, weather, and other influences on their personal lives and motivations. People hide things, have hidden motives and intent, and blend with one another very well. All these elements contribute to the difficulty of collection against the principal targets—human beings. Second, many types of vehicles operate in a city, performing many functions. Vehicles, as well as people, can disappear underground, in buildings, or within infrastructure such as bridges or tunnels. For the most part, sensors do not see underground or in buildings. The fluidity and ease of becoming “invisible” adds to the difficulty of collection in urban IW OEs. Third, the infrastructure of any city is vast and complicated, and is essential to both friendly and adversarial forces. Similarly complex, although very different in character, is the infrastructure of villages and even jungle and mountainous areas (roads, bridges, underground cable, television signals, etc.). Advanced collection people must always understand the innards of any infrastructure to perform well. Infrastructure is also critical for the well-being of people residing in the city. Moreover, the infrastructure of any IW OE constantly undergoes birth, function, decay, death, and resurrection through rebuilding. Fourth, CAS are always at work, particularly in a busy city. For our purposes, a CAS is a “dynamic network of many agents (which may represent cells, species, individuals, firms, nations) constantly interacting in complex ways with other CAS in different, unpredictable ways, and constantly engaging in self-organization, learning, adapting, acting, and reacting to what the other agents are doing.”2 CAS can be dyads, triads, or larger aggregates of people, organizations, cells, nodes, and networks. Since CAS are, for the most part, human, their interaction, learning, and adaptation are unpredictable, even to people coming from the same society and same culture. CAS are important in the intelligence collector’s life for several reasons and will be discussed in several places throughout this compendium of ideas. Suffice it to say, CAS intersect, collide, careen off of one another, and conjoin, sometimes by accident and sometimes purposefully. They always compete or cooperate with one another. They learn from their activities and environmental influences and compete against their opponents. By constantly learning and adjusting, they contribute to the dynamism and chaos of the OE. CAS always have niches of like-minded counterparts and gravitate toward them. In this way, suicide bombers gravitate to people who employ them. CAS anticipate and attempt to anticipate actions that will improve their odds of responding to and surviving perturbations in the environment. Interestingly, CAS co-evolve. They must seek and use feedback to survive, to adjust their goals and objectives, and to learn what competitors are doing to learn and to adapt. If we conduct deeper thinking about what CAS do, we find numerous places our intelligence people can find and influence CAS activities. For example, as just mentioned CAS need and seek feedback. Models guide this process. Rules influence the models, selection of goals and objectives, and, working with the feedback the CAS receives, its evaluation processes and its adaptation. The people who are the CAS and aggregates use patterns. With the thinking about four kinds of patterns (human/social, technical, functional, and organizational) come anomalies (a change in what is normal), which helps the advanced analysis and advanced collection thinkers delve more deeply into thought. CAS form aggregates, and, of course, we always have to understand the glue that holds CAS together, the propellant that causes CAS to move, the igniter that causes the propellant to light, the sensitive variables that cause the igniter to light, and conditions that cause extant variables to become sensitive (excitable or sensitive to outside stimuli). But the outcomes of CAS activities are essentially unpredictable. CAS will be discussed as a major “actor” in urban OE throughout this work









































































	First, future conflict operations will often be in cities or in harsh terrain interspersed by small villages. Such environments are not conducive to ISR operations, implying that the U.S. intelligence system must first thoroughly assess the operational context in which it conducts its operations that produce usable data, information, and knowledge, and the feedback from actions and competitors to learn and adapt to accomplish its mission.

	Second, nonlinearity is an unalterable fact of life; it has an immense influence on the thinking and actions of advanced collection specialists. Nonlinearity tells us about small inputs often leading to large outputs, the intersections, collisions, careening, and enmeshing of CAS, the unpredictability of outcomes, the importance of sensitive variables, the whole being greater than the sum of its parts, and the importance both of chaos and of order extant in chaos, among other characteristics.

	Third, the OE is always changing—moving, growing, decaying, dying, and sometimes resurrecting. As such, the OE is like an ecosystem. Change requires advanced collection people as well as their organizations and machines to be intellectually agile, so as to adapt to the OE and the adversary.

	Fourth, globalization has had an amazing effect on people around the world. It has brought data and information to people no matter where they are. It has enabled people to be heard. And, globalization has made the masses of people important, powerful, and influential.

	Fifth, with globalization comes the death of distance (Cairncross). This phenomenon enables people to move physically or digitally very quickly—physically around the world in hours and digitally at the speed of light. This means our adversaries can move, communicate, coordinate, train, synchronize, execute, receive feedback, and adapt in very short periods of time.

	Sixth, technology influences OEs—increasingly so. The chapter introduces the notion that technology is neutral, and that adversaries as well as friendly forces can use technology to gain advantages. Many of the technical things that happen are invisible, meaning advanced collection people must work with advanced analysts to “see” the technical exchanges of data, radio frequency energy, electronic emissions, heat, and so forth that will help to contribute to commanders’ decisions.

	Seventh, the OE is involved with connectedness. Advanced collection specialists must view connectedness from a micro perspective, which involves the physical, social, and electronic connectedness of people in a house, business, street, neighborhood, or borough. But they must also perceive connectedness from a macro perspective. That is, people in the neighborhood in question connect with people in the surrounding city, region, country, as well as with neighboring countries and other countries in the world in a second. This connectedness manifests as entry into media such as Facebook, MySpace, YouTube, and blogs. It means advanced collection must enter this world of social, physical, and digital interaction and connectedness too.

	Eighth, in many conflict situations the countries of interest will have porous borders. Porosity of borders therefore needs to be of interest to the advanced collector. This means the advanced collector must know degrees of porosity, ways in which porosity is enacted, and how culture (history) and technology influence it. It also means the advanced collector must know how people throughout history have beaten attempts to reduce degrees of porosity as well as understand how porosity relates to the heavy influence of insurgent or terrorist sanctuaries on IW OEs.

	Ninth, the culture has a huge influence on advanced collection. Thus the advanced collector must possess this knowledge and understanding or have a knowledge support team within the intelligence enterprise or an external source such as a VKE to help him or her understand the intricacies of the culture. In the current and future operational contexts, advanced collection specialists will provide collection against intangible cultural, situational, and sometimes functional observables developed by their partners—advanced analysts.

	Tenth, the advanced collector must know and understand relationships involved among the populace, technology, culture, and infrastructure. The infrastructure is a critical part of the culture, and therefore of the OE. The infrastructure has great influence on the populace and is contested over by antagonists. U.S. counterinsurgents strive to protect the infrastructure and to use it to help with stability and quality of life, while the insurgent often strives to destroy key aspects of the infrastructure so as to show the impotence of the United States and host nation and to cause the people to blame the United States and host nation for their infrastructure woes.

	Last, the chapter discusses the richness of data in the modern OE—even in the most backward and primitive societies. With that said, some environments have more data than others. Consequently, advanced collectors must collect much data and hope it can be sorted. But, in some environments, e.g., in a rural insurgent environment, collectors sometimes have very little traditional data to collect against, and the variation and sparseness of data can be a serious issue for U.S. commanders.
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