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For my Dad




Victrix causa deis placuit, sed victa Catoni.

(“The victorious cause pleased the gods, but the defeated one pleases Cato.”)

—Lucan, Pharsalia1





NOTES

EPIGRAPH


	1. See Hannah Arendt, Lectures on Kant’s Political Philosophy, edited by Ronald Beiner (Chicago: The University of Chicago Press, 1982), ii; Mary McCarthy, “Editor’s Postface,” in Hannah Arendt, The Life of the Mind (New York: Harcourt, Inc., 1978), 242; Etienne Tassin, “‘… Sed Victa Catoni’: The Defeated Cause of Revolutions,” translated by Jérôme Melançon, Social Research 74, no. 4 (2007): 1109–1126, http://www.jstor.org/stable/40972042.
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SERIES EDITOR’S INTRODUCTION


Sandra Braman

Ashley Gorham’s Epic Fail is an extraordinary work that analyzes the claims and actions of three types of hacking groups to illuminate the varieties of democratic theory and the difficulties in actually carrying out any type of democracy on the ground. WikiLeaks, in Gorham’s analysis, engages in epistemic democracy efforts. Anonymous and the Electronic Disturbance Theater (EDT) are identified as involved in radical democratic efforts but of different kinds—Anonymous associated with common radical democracy (as understood by Hardt and Negri) and EDT with aesthetic radical democracy (as theorized by Mouffe).

Hacktivism was chosen as the lens through which to think about democracy because it is the means through which to resist or disrupt the most powerful entities in this digital society, dominated as it is by informational power (as distinct from power in its instrumental, structural, and symbolic forms) and informational states, governments that specialize in the use of informational power.1 When it comes to what Gorham calls the “innate” level of hacking—actions rather than theories—she finds the “fugitive” radical democratic theories of Sheldon Wolin and Jacques Rancière most useful. “For these thinkers, democracy is understood as a momentary interruption of the status quo in which the disempowered temporarily seize power” (p. 140). This is just what hacktivist interventions do; they are “temporary assertions of control over the flow of information” (p. 140).

The WikiLeaks case illustrates the complexities of determining who hackers are and whether what they are doing is of value to society. Julian Assange had been releasing leaks as what he claimed was an essential form of journalism for several years, with effects that did change what several governments around the world did, prior to the 2010 release of a video showing the indiscriminate killing of over a dozen people in an Iraqi suburb, including two Reuters reporters. Having been provided with access to over 250,000 diplomatic cables by Bradley—now Chelsea—Manning, Assange released them in topically oriented batches over time. (These remain available online, at https://wikileaks.org/.) Because of “Cablegate,” Assange was charged with treason by the US government and fled the country. Manning was convicted of treason by court martial and imprisoned, and ultimately pardoned by President Obama. Despite the government’s legal position that releasing the information was treasonous, officials of the same government, lawyers presenting arguments in court, and scientists verifying their analyses cited material from these cables as reliable evidence for their own purposes in a wide variety of political, legal, and scientific contexts. This intense self-contradiction on the part of the government and use of the leaked information by so many who are rigorous in their approaches to knowledge production vividly exemplify Gorham’s argument about the generativity of what may look like failure—and why it is so difficult to develop appropriate and implementable policy responses. On the “who” question, over the course of the Manning trial, the US government worked through the layers of an onion trying to figure out who was in the WikiLeaks network and thus should be held legally liable. Interestingly, although it was described at the time as autonomous and anonymous, the Wikipedia entry identifies a number of other people who had varying kinds of relationships with the network, some of their own volition and wittingly and others not.

At the center of the onion was Assange as the entirety of WikiLeaks. After moving through several other options, prosecutors for the US government argued that everyone who had followed the affair on Twitter should be held legally accountable, though that absurd position was not pursued. There was a sense, though, in which at least some in the population agreed. Innovating on a Zapatista move, hundreds of people signed their names to a full page ad in The New York Times stating, “We are Bradley Manning!” in support of the release of the information as of great importance to the country (Braman, 2014).2 For all three of the groups whose claims and actions are analyzed in Epic Fail, anonymity was historically key. As the Manning trial showed, this effectively blurs the legal system’s ability to respond, attempt to mitigate, and prevent destructive actions.

In the last decades of the twentieth century, political science turned ever-more intensely in the quantitative direction, with some critical thinkers who resisted the move claiming that that was a result of closer relations between those in academia and the political figures and governments they study. Today, there are tier-one research universities requiring those earning a PhD in the field to learn to program. Thus, it is a delight to encounter a work that relies upon theory, not counting, as the tool through which to interrogate behaviors and claims. Gorham invites us to think along with her as she uses new lenses to read theorists who will be familiar to many readers, introduces many others, and gifts us with the myriad conceptual innovations of her own. Professor Gorham must be a great teacher, offering such clarity regarding such complexity, and with such grace and humility. Were I teaching a graduate course in democratic theory (or in hacking), this would be required reading. For undergraduates, it would support a full-semester course. The conceptual structure is so clear that outlining it would provide a model worth using in the training of other authors.

Let me conclude where Ashley Gorham begins, with the concept of failure. In an elegant preface that is also theoretically dense, she encourages readers to recognize the generativity of failure. There is a fractal dimension to the book’s structure, for the work as a whole demonstrates the generativity of failure as well. By focusing on the concept, Ashley Gorham has written a book that is profound.


NOTES


	1. Sandra Braman, Change of State: Information, Policy, and Power (Cambridge, MA: The MIT Press, 2006).


	2. Sandra Braman, “We Are Bradley Manning: Information Policy, the Legal Subject, and the WikiLeaks Complex,” International Journal of Communication 8 (2014): 2603–2618.










PREFACE


Where can philosophical inspiration come from if not the conditions of one’s own personal life?

—Jeffrey Edward Green, The Shadow of Unfairness: A Plebeian Theory of Liberal Democracy

I grew up in Massachusetts as a pre-2004 Boston Red Sox fan in the bad old days of the 1990s, when my dad refused to call them anything but the “Dead Sox.” Local fans embraced the name the “Fellowship of the Miserable,” and our fortunes seemed to mirror the barren landscape of long New England winters. The Red Sox had not won a championship since they traded Babe Ruth. They had come close. They lost the 1986 World Series to the New York Mets after being not just one out but one strike away from winning, before a ground ball ultimately bounced through first baseman Bill Buckner’s legs.

In 1997, the Red Sox traded for Pedro Martínez. Of watching Pedro and the rest of the Red Sox pitching staff in 1999, sportswriter and podcaster Bill Simmons writes, “It was like a Broadway play with Daniel Day-Lewis acting on Wednesdays and Alec Baldwin’s brothers splitting the other six days.”1 Pedro never threw a perfect game or a no-hitter (although he came close), and he failed in the pivotal moment of his career: Game 7 of the 2003 American League Championship Series (pro-baseball’s semifinals) at Yankee Stadium. Wikipedia sums it up well: “The series is widely considered one of the most devastating losses in Boston sports history.”2

Closer to home, as a somewhat talented high school basketball player, I made my share of “big” shots, but I missed the biggest one with time expiring in a dramatic-to-me game my senior year. The referee’s arms seemed ready to signal a made three-pointer just as the ball rimmed out. It was our first loss of the season after going undefeated for much of it. Things went downhill from there, with injuries and bad luck contributing to our loss to a familiar foe in the playoffs. While the subject of this book is not sports, I open with them because they are often defined by success and failure, and because they had a formative influence on my thinking on the topic.

Perhaps unsurprisingly, in retrospect, I gravitated toward failure in my studies. In college, I was bewitched by Samuel Taylor Coleridge’s “Kubla Khan,” especially the story of the poem’s alleged inception: It came to the author in a dream, the recollection of which was interrupted by a visitor, which resulted in the ending being lost forever!3 Like many others interested in failure, I was struck by Elizabeth Bishop’s “One Art,” which begins with the line: “The art of losing isn’t hard to master.”4 And, of course, Samuel Beckett’s Worstward Ho.5 Less well known, but equally fascinating for me, is Hannah Arendt’s story about “the ‘little hunchback,’ the ‘bucklicht Männlein,’ a German fairy tale figure” who frustrates people’s endeavors.6 Relayed in reference to her friend, Walter Benjamin, the “little hunchback” was said to have haunted his personal and intellectual life. As Arendt tells it, he seems to have even played a role in his decision to take his own life a day too soon.7

Maybe it was another personal identification, as a queer person, that led me to one of the most insightful contemporary academic works on failure: feminist and queer theorist Jack Halberstam’s The Queer Art of Failure.8 Halberstam offers “an extended meditation on antidisciplinary forms of knowing specifically tied to queerness,” framing queer failure as an alternative to the twin poles of “cynical resignation” and “naïve optimism.”9 Halberstam mixes “low theory” and “high theory” in detailing and defending queer failure in “a heteronormative, capitalist society.”10 Put simply, if queerness is “wrong,” Halberstam does not want to be right.

I have drawn much inspiration from Halberstam’s work, most importantly, his rendering of failure as generative. Halberstam cites the example of “athletes who finish fourth,” in “remind[ing] us that there is something powerful in being wrong, in losing, in failing, and that all our failures combined might just be enough, if we practice them well, to bring down the winner.”11 Part of Halberstam’s argument seems to be that in the same way that successful athletes have to excel by the standards of their sport, in a heteronormative, capitalist society, the “winners” tend to be those who fit the standards of that system. By contrast, failures have the potential to expose the shortcomings of those standards, while offering alternatives to them.12

One example Halberstam gives to illustrate this point is a quirky, working-class girl’s failure to win a beauty pageant in the 2006 movie Little Miss Sunshine.13 In failing to live up to the pageant’s standards, the girl exposes the perversity of a contest that is based on the sexualization of girls who are pitted against one another and judged by adults.14 Instead of gaining validation from winning, the protagonist models a different form of satisfaction rooted in her (non-nuclear) family, held together by the bonds of its own respective failures.15 Failure is generative, then, in the sense that it can offer an implicit critique of the status quo while also representing an alternative to it. Perhaps immediately, or maybe over time, it holds the potential for change.

All democratic action entails an element of failure. For example, despite the significant gains achieved by the civil rights movement, most would agree that there is still much to be done. No movement ever achieves everything it wants or everything that is possible, and even large-scale change would almost certainly be imperfect and would need future revision and action. In fact, in a way, the history of protest and revolution is also a history of failure. In On Revolution, Arendt offers a partial list of modern democratic failures in the form of “the regular emergence and reemergence of the council system ever since the French Revolution,” including the beginnings in 1870 of what would become the Paris Commune in 1871, the soviets in 1905, the February Revolution of 1917, the Arbeiter- und Soldatenräte in 1918 and “the short-lived Bavarian Räterepublik” in 1919, and the Hungarian Revolution of 1956.16 This brief history helps to explain why political theorist Sheldon Wolin describes democracy as “fugitive,” best understood as “a mode of being which is conditioned by bitter experience, doomed to succeed only temporarily, but … a recurrent possibility as long as the memory of the political survives.”17

Hacktivism is no exception. I was drawn to hacktivism in my studies because I had become disillusioned with offline protest. I felt it was ill-suited to contest the power of the large corporations that shape our lives. I thought—in some ways naively—that the internet offered a more promising way forward because it allowed protesters to meet power where it increasingly existed—online—in the form of public-facing websites and digital activities. And yet, I was troubled by the obviously parasitic quality of hacktivism, as it contests the system of capitalism that it relies on for its highly technological existence.18 In Johan Söderberg and Maxigas’s Resistance to the Current: The Dialectics of Hacking, the authors take issue with just this dynamic as they argue that the hacker’s “outsider” positioning belies their “insider” status.19 For the authors, this helps to explain why hacker efforts are often recuperated by capitalism. For me, such parasitism seemed to entail a similarly distressing limit to hacktivism’s political promise.

After expressing this concern to my professor Anne Norton, she explained to me that no act or movement of critique entirely escapes the system it critiques. In other words, all forms of protest are parasitic to some extent. To return to the example of the civil rights movement, in criticizing the insufficiently democratic nature of American democracy with its persistent racism, protesters relied on American democracy’s electoral and legislative processes as well as its constitutional protection of freedom of speech and assembly. The civil rights movement can be said to be parasitic, then, in the sense that it relied on the very democratic system it critiqued. Viewed in this way, hacktivism, like all democratic action, is marked by failure, but that failure is also “meaningful” in the sense that it is generative, a heartening thought in the current moment.20


NOTES
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INTRODUCTION


The focus of this book is the golden age of hacktivism, which spans the roughly twenty-year period from the creation of the term in the mid-1990s to its height in the mid-2010s. During that time, WikiLeaks repeatedly embarrassed governments, Electronic Disturbance Theater (EDT) stood in solidarity with the Zapatistas in Mexico against NAFTA (the North American Free Trade Agreement) and with immigrants crossing the border from Mexico into the United States, and Anonymous took up the cause of the “little guy” wherever they found him—from battles with the Church of Scientology to the Black Lives Matter movement. At their height, all three of the groups caused major waves.1 In 2009, Amnesty International UK awarded WikiLeaks its “New Media Award” for its publication “Kenya: The Cry of Blood—Extra Judicial Killings and Disappearances.”2 The next year, WikiLeaks’s Julian Assange was named the “Readers’ Choice for TIME’s Person of the Year.”3 EDT’s “virtual sit-ins” in 1998 prompted a “counter-attack”4 from the Pentagon and were covered in The New York Times.5 According to EDT’s Ricardo Dominguez, the group’s Transborder Immigrant Tool (TBT) “was the winner of [the] ‘Transnational Communities Award’ (2008), an award funded by Cultural Contact, Endowment for Culture Mexico–US and handed out by the US Embassy in Mexico.”6 And, in 2011, Al Jazeera described Anonymous as “a catalyst and nerve centre for real-life revolutionaries.”7 In 2012, the collective came in first in an online poll for Time’s annual list of “The World’s 100 Most Influential People.”8

Given this attention, many readers will likely be familiar with the groups, but for those who are not, a brief introduction is in order. WikiLeaks is likely the most familiar of the three groups. Founded by Assange in 2006, the international leaks organization has published a number of high-profile leaks, many of which paint an unflattering portrait of the US government. WikiLeaks announced itself on the international stage in 2010 with its publication of the video “Collateral Murder,” which showed “the indiscriminate slaying of over a dozen people in the Iraqi suburb of New Baghdad—including two Reuters news staff” by members of the US Army.9 Other prominent leaks include the “Afghan War Diary,” “Iraq War Logs,” “Cablegate,” the “Gitmo Files,” “The Global Intelligence Files,” and the Democratic National Committee (DNC) and Podesta leaks, all of which are discussed in chapter 1. Central to WikiLeaks’s hacktivism is its use of encryption to enable the leaking of documents to the organization.

The subject of chapter 2, EDT is the oldest of the three groups. Self-described “artivists” or artist/activists, the initial group of Dominguez, Carmin Karasic, Brett Stalbaum, and Stefan Wray came together in the 1990s in response to the Zapatistas’ struggle in Mexico.10 About a decade later the second iteration of the group coalesced at the University of California, San Diego, this time featuring Dominguez, Stalbaum, micha cárdenas, Amy Sara Carroll, and Elle Mehrmand. The American group’s hacktivism has taken different forms over time. Put simply, EDT 1.0’s hacktivism centered on virtual sit-ins,11 while EDT 2.0’s hacktivism centered on the TBT. Thus far, the recently formed EDT 3.0 has largely worked in the tradition of its predecessor EDT 2.0. While expanded, it features many of the same people from EDT 2.0.

Self-consciously identified with the tradition of offline civil disobedience and used by a number of activists in the 1990s, virtual sit-ins are a distinct subset of “distributed denial-of-service” (DDoS) “actions.”12 DDoS involves the simultaneous sending of requests to a targeted system by many other systems with the goal of overwhelming the targeted system. EDT’s “FloodNet” software facilitated its DDoS actions, allowing participants to send messages to the targeted systems as part of their participation. EDT’s second major project, the TBT, was designed to use cellular GPS technology to help immigrants crossing the US–Mexico border find water or aid while playing poetry.13 Despite their differences, both forms of hacktivism draw on the tradition of tactical media in bringing “artivism” into the realm of new media.

Finally, chapter 3 focuses on the notorious international hacktivist collective Anonymous, which has been active since 2008. Contrary to its billing as an “internet hate machine,”14 Anonymous’s operations have frequently been in support of progressive causes. For example, the collective has faced off against the Westboro Baptist Church, ISIS, and the KKK, and worked in solidarity with the “Arab Spring,” Occupy, and the Black Lives Matter movement. Anonymous employs a variety of “digital tools”15 in its diverse tactics, which include DDoS, website defacement, and “hack-and-leaks,”16 among others. Despite this diversity, many of Anonymous’s actions like “doxing” (publishing personal information about someone) bear the trace of their origin in troll culture.

While all of the groups are still active, their influence has waned markedly over time. With Assange retreating to Australia following a lengthy period of confinement, prominent EDT members ensconced in traditional academic posts, and Anonymous mired in incoherence, the groups’ epic promise seems to have given way to an epic fail. To be clear, this is not meant to be a damning critique. By telling these three stories together, my hope is that they can serve as both a warning and an inspiration for future democratic theorists, actors, and policymakers alike. Such “meaningful failure[s]”—to borrow a phrase from political theorist Patchen Markell—can become “wins” when they inspire others to attempt similarly epic feats despite the “extraordinary difficulty and unlikelihood” of a “win.”17 In telling these stories, Epic Fail highlights the historical promise of failure as the past can offer insight to those who come afterward.

The framing of hacktivism as an epic fail is especially appropriate given the connection between the meme and Anonymous. The stick figure “Epic Fail Guy” (EFG) started gaining traction on the popular imageboard 4chan in 2006.18 4chan famously has “no registration process or login required, meaning the vast majority of posts fall under the default username: Anonymous.”19 The results have been pretty much what you would expect. Lee Knuttila describes it as “a discordant bricolage of humor, geek cultures, fierce debates, pornography, in-jokes, hyperbolic opinions and general offensiveness.”20 The language is vulgar, and the images are often grotesque. It has been called “sort of the ninth circle of Hell.”21 A bewildering place for outsiders, it is filled with seemingly endless subcultural references layered on top of one another. It has been associated with both Anonymous and the alt-right.22

According to the website Know Your Meme, “On September 30th, 2006, a thread was posted in which ‘Epic Fail Guy’ found a Guy Fawkes mask similar to the one in the movie V for Vendetta in a garbage bin.”23 The patron saint of epic fails, in 1605 Guy Fawkes famously participated in a failed attempt “to blow up the Houses of Parliament (Palace of Westminster) during the state opening of Parliament, intending to kill the king and members of Parliament in order to clear the way to reestablishing Catholic rule in England.”24 Discovered beneath the Palace of Westminster with barrels of gunpowder, Fawkes was tortured and, along with his surviving coconspirators, executed for his role in the plot.25 The “Gunpowder Plot” gained renewed interest following the release of the movie V for Vendetta in the mid-2000s.26 Based on a comic series, the movie traces a similar epic fail, which becomes an epic win, when the title character V’s protégé, Evey, carries out his plot to topple a fascist regime by blowing up the Houses of Parliament. Anonymous’s adoption of the Fawkes mask, allegedly influenced by EFG’s adoption,27 became a potent symbol for the hacktivist collective whose activities powerfully influenced contemporaneous social movements and struck fear into the hearts of governments and corporations. Ultimately, as will be discussed in more detail shortly, all three groups’ fails are epic because they are rooted in a similarly epic political aim: to revolutionize democracy.


WHAT IS HACKTIVISM?

Before getting into the democratic aims of the groups, it is first necessary to lay some groundwork, starting with the subject of the book: hacktivism. The word will likely strike the reader as passé, like “surfing the web” or “cyber-” anything. A combination of “hacking” and “activism,” it has the air of naive optimism about it that pervades early accounts of the internet and seems endemic to the 1990s. While “hacktivism” is a product of that time, the origins of “hacking,” following journalist Steven Levy’s classic account in Hackers: Heroes of the Computer Revolution, are traditionally traced back to the Tech Model Railroad Club (TMRC) at the Massachusetts Institute of Technology (MIT) in the late 1950s and early 1960s.28 Although originally used to describe student pranks, in the context of the TMRC a “hack” specifically referred to a “feat … imbued with innovation, style, and technical virtuosity.”29 Following Levy, characterizations of contemporary computer and internet-related hacking tend to emphasize technical or technological “ingenuity.”30 It is ingenuity that often distinguishes a “real” hacker from those derogatorily referred to as “script kiddies,” who merely follow the instructions of others in carrying out established hacks. It is also often ingenuity that most impresses others about a truly great hack.

According to Assange, hacktivism began in 1989 with the “WANK” (“Worms Against Nuclear Killers”) worm. In a 2006 essay, Assange writes, “Real hacktivism is at least as old as October 1989 when the US Deptartment [sic] of Energy and NASA machines world wide were penetrated by the anti-nuclear WANK worm.”31 A worm is a computer program that “worms” its way across a network infecting other computers by exploiting vulnerabilities.32 The WANK worm contained the message: “Your System Has Been Officially WANKed” with a lyric from the Midnight Oil’s song “Blossom and Blood.”33 Assange has long been rumored to have been a part of the group of Australian hackers thought to be responsible for the worm.34 For their part, EDT’s Carmin Karasic has been called “the first hacktivist” for her role in programming the FloodNet tool in 1998,35 and Karasic’s fellow EDT member Ricardo Dominguez has been “described as the originator of the concept of Hacktivism.”36

In her prescient 2004 doctoral dissertation “Hacktivism and the Future of Political Participation,” Alexandra Whitney Samuel identifies the origins of the term with the famous early hacking and hacktivism group the Cult of the Dead Cow (cDc), which coalesced in Texas in the 1980s and remains active today. According to Samuel, the cDc’s “Omega” invented the term in 1996.37 Fellow cDc hacker “Oxblood Ruffin” explains: “He [Omega] used hacktivism to describe hacking for political purposes. Originally it was more of a quip or a joke. But from the first moment I heard Omega use it I knew that it would have profound meaning, not just for the cDc, but for millions of people across the Internet.”38

I do not pretend to offer a definitive definition of hacktivism here. Instead, I put forward a few salient traits in keeping with Ludwig Wittgenstein’s understanding of words in terms of “family resemblances.”39 Wittgenstein points out that while families often share a number of common traits, there is no single or fundamental trait that defines membership in a family.40 Wittgenstein uses the example of games to explain the idea.41 There is no single characteristic that is common to “board-games, card-games, ball-games, athletic games, and so on,” although there are certainly shared ones.42 Even within the subset of “athletic” games, there is much diversity. Some, like soccer, seem relatively straightforward, but others, like “race walking,” are more controversial.

In general, hacktivism tends to be associated with five salient traits or features:

First, hacktivism involves hacking. This distinguishes it from traditional politics.

Second, it is political. This distinguishes it from hacking.43

Third, it is undertaken by nonstate actors. This distinguishes it from cyberwar.44

Fourth, it is nonviolent. This distinguishes it from cyberterrorism.45

Fifth, it is not done for profit. This distinguishes it from cybercrime.

While these five features are generally associated with hacktivism, following Wittgenstein, they need not all be present for something to qualify as hacktivism. Further, while relatively clear in theory, the distinctions are often blurrier in practice.

The challenge of definition is well illustrated by WikiLeaks’s publication of the 2016 DNC and Podesta leaks. More specifically, it underscores the difficulty of distinguishing nonstate from state actors. The former leak includes emails from DNC members, while the latter include emails from the account of the chairman of Hillary Clinton’s presidential campaign, John Podesta. The leaks offer an unflattering look into the Democratic Party and Clinton’s campaign in the lead-up to the 2016 US Presidential Election. Particularly controversial was the DNC’s apparent preference for Clinton, as well as information related to Clinton’s Wall Street speeches and the Clinton Foundation. While most stop short of blaming the leaks for Clinton’s loss, they are generally believed to have negatively impacted her campaign.

In 2017, Assange was asked about the origins of the leaks in an interview on Democracy Now!46 Assange maintained, “Our source wasn’t from the Russian state. But if it had been from a state, would we have suppressed that information before an election, or would we have accurately and fairly published it? Of course we would have published it.”47 Later in the interview, journalist Allan Nairn pushed Assange on this point, saying: “You said you know you did not get the leaks directly from a state. Do you know that Russia didn’t give you the leaks through an intermediary?”48 Assange responded:


I’m not going to be playing 20 questions on our sources. I’m sure you understand, Allan, as a source protection organization, we’re not going to be inscribing circles around who our sources are, how we communicate with them, any properties that might be used to arrest them or criticize them in some future process.49



CIA Director Mike Pompeo describes WikiLeaks as “a non-state hostile intelligence service often abetted by state actors like Russia.”50

For my part, I agree that WikiLeaks is best understood as a nonstate actor, first, because it is not clear if WikiLeaks knew that the leaks were the product of Russian government-sponsored hacking. Second, even if WikiLeaks knew the leaks came from Russian hackers, it is not clear that the organization actively colluded with Russia. Third, and finally, even if WikiLeaks did actively collude with Russia, it is still not clear that such collusion would render the organization a state actor and not simply a nonstate actor working with a state actor. A perhaps more difficult case is Ukraine’s volunteer “IT Army,” an international body of hackers that was recruited by “Ukraine’s minister of digital transformation,” Mykhailo Fedorov, to aid in the war effort against Russia.51 While acknowledging the messiness of such distinctions, I use them here to illuminate the general contours of hacktivism.52



HACKTIVISM IS DEMOCRATIC

It is not uncontroversial to say that hacktivism is democratic. In fact, some scholars have argued that hacking is distinctly undemocratic. This claim is central to Patrick Burkart and Tom McCourt’s Why Hackers Win: Power and Disruption in the Network Society, Bruce Schneier’s A Hacker’s Mind: How the Powerful Bend Society’s Rules, and How to Bend Them Back, and Christina Dunbar-Hester’s Hacking Diversity: The Politics of Inclusion in Open Technology Cultures.53

For Burkart and McCourt, this is because hacking—which for them largely amounts to illegal “cracking” in the form of “unauthorized trespass, breach, or bypass of ‘trusted systems’ for purposes of surveillance and potential theft, manipulation, or destruction of information”—ultimately ends up entrenching the power of governments and corporations, as both benefit from the commercialization of hacking and the fear that hacking produces.54 For Schneier, it is because the best “hackers”—understood capaciously to include anyone who exploits a “bug” or “vulnerability” in a system to their benefit and “at the expense of everyone else”—are “the rich and powerful” who have the time and resources to discover, exploit, and normalize the exploitation of vulnerabilities in a wide range of systems from tax code to hockey.55 Finally, for Dunbar-Hester, it is because hacking understood in the traditional, more narrow, technological sense, is neither diverse nor inclusive.

These works raise important concerns about hacking, but these concerns do not apply to hacktivism. In the case of the first two, Why Hackers Win and A Hacker’s Mind, the issue is one of definition. As has been discussed, hacktivism is generally political, undertaken by nonstate actors, and not designed to make a profit for those who undertake it. As such, it is generally distinct from the kind of hacking described by these authors, who focus on the “rogue” or “malicious” and self-interested hacking of powerful governments, corporations, and individuals.

The issues Dunbar-Hester raises about hacking represent two of the most common objections to the idea that hacktivism can be democratic, so it is important to address them here. Dunbar-Hester is particularly concerned with the lack of diversity in the subset of hacker culture associated with open technology, where “openness” is generally understood as openness to change. The number of women participating in the FLOSS (free/libre and open-source software) community is extremely low, and Dunbar-Hester is skeptical of the efficacy of efforts to increase diversity in open technology cultures.56 Dunbar-Hester’s primary critique seems to be that because large structural forces (i.e., political economy) shape these trends, they cannot be adequately addressed by superficial “hacks.”57 Dunbar-Hester also stresses hacking’s origins in a predominantly white, male, middle and upper-middle-class, and Western context as contributing to the lack of diversity.58

While there is some truth to this criticism of hacking, in my research, I have found that there is a surprising amount of diversity among hacktivists. People identifying as women are members of the groups, and there is a diversity of racial, ethnic, and geographic backgrounds as well, including in leadership positions.59 And, although numbers are hard to confirm, it is believed that there is a disproportionately large number of queer and/or transgender individuals within tech and hacking circles, which Dunbar-Hester notes.60 Nor did members of the groups I studied tend to come from the middle or upper-middle class
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