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Introduction

In this course, we will be discussing the software development security concepts that you should be familiar with before attempting the CISSP examination. We begin the course with an overview of what Application Security even means, and why it is important. This includes reviewing governance concerns and even versioning and change control. We also look at the process of software development and how to inject security in the right places. And then quickly review the security impact that employees have on. 

Overview

Once the application security foundation has been set, we can move towards talking about key terminology that everyone should be familiar with, the various concepts directly related to the development life cycle, and then take a look at some more common development models, such as waterfall, and spiral. A bad software purchase and integration can turn a secured environment into something that is just begging to be hacked by the bad guys. In the Software Acquisition module, we will take a look at ensuring that any third-party software we buy does not harm our existing environments. We will review the types of documentation that you should be asking for and reviewing when attempting to determine the security impact of third party software. We discuss third party attestation and what to look for to ensure that we can have some level of trust that what the vendor promises are true. This is especially important when dealing with closed source software. And then we will take a look at the controls we should keep in mind when integrating new software into our environments. There are all sorts of threats that we need to be aware of when assessing or designing secured applications. We will cover those in this course. Of course, there are also vulnerabilities that we need to be mindful of as well.

And last but not least, you will need to understand why and how these vulnerabilities can be exploited. Many security professionals may not have started their career as software developers, or even have any intention of becoming someone that writes code for a living. Most of the security professionals that I know of began as systems administrators or network engineers and then decided that they had a passion for security. They then pursued that passion and became security professionals in the security industry as it matured. With that in mind, all security professionals need to understand that there are many types of programming languages. A CISSP is not expected to be proficient at writing code or creating applications. Still, they are expected to understand the technology to the degree that they can collect information from developers, look at process documentation, and know what types of security concerns are directly related to software development processes and applications. 

We will then talk a little bit about object-oriented programming concepts, and finish that section off with distributed programming methodologies. In the Secure Coding and Security Control Concepts section of the course, we will discuss what it means to have a secure architecture for your applications, what some development best practices are, and basic design principles that everyone should be aware of. Also, throughout this course, we will be talking about many, many different concepts. The CISSP is based on a broad set of knowledge that spans many different domains and attempts to certify the types of knowledge that a working security professional should have picked up over time while working. In this module, we covered the purpose of this course, which is to prepare for the CISSP software development security domain, we looked at the various topics that will need to be covered, such as programming languages. Now we can move forward and start the course in the next module in which we will discuss application security concepts, and provide the necessary foundation that much of the material in the course is built upon. 

Application Security

Overview

In this module, we will review Application Security as it relates to ISC-squared's CISSP software development security domain. Often, people seem to place a large portion of their security focus on network and system-level security controls. Many of these are tools that are designed to prevent or protect from a particular type of threat. With application development security, we get the opportunity to ensure that security is considered at the most important place of all, in the development of software. In this course, we are going to discuss the role of application security and why security practitioners and developers alike should care about application development. We will discuss governance methodologies, and the development controls, change control, and available versioning options. We also take a look at the fact that well-defined and improved processes lead to cleaner code and applications with fewer vulnerabilities, and what we should be concerned with in regards to the employees that have access to development resources, such as source code. 

The Importance of Application Security

Software is used to run our hardware, provide us with information, and to do anything that we want to do with modern technology. There are billions of electronic devices in the world, and the one thing that all of these devices have in common is that they all use some sort of software. This domain is all about making sure that that software is designed with security in mind. There was a time where news about breaches and information security were rare. That is no longer the case. You are almost guaranteed to hear about a new breach or new security vulnerabilities on the mainstream news networks, and if you work in the information technology security field, you are probably already inundated with your friends and family seeking advice on how they can better protect themselves from these horrible vulnerabilities that they hear about daily. For instance, taking a look at a statement released at DataLossDB.org, you can find that by mid-year in 2014, there were already reports of 502 million records exposed. If these trends continue, it will just be a matter of time before many just automatically expect their private information to be compromised. Some of the big vulnerabilities that were announced shortly before this recording included ShellShock. This particular vulnerability is said to have been around for nearly 20 years. The thing to remember about vulnerabilities is that their announcement date does not necessarily mean that no one else knew about the vulnerability. It just means that no one has reported it until now. 

Another example would include Heartbleed. This vulnerability was not around for nearly as long as ShellShock, but it is the perfect example of how even the software that we use to protect ourselves can be susceptible to having vulnerabilities that are directly related to making mistakes throughout the development life cycle. And throughout the years, I have found that many of the vulnerabilities that are found are directly related to the complexity of the code being written, and the fact that creating secure software can be very difficult and sometimes very expensive. That is why it is so important that security professionals understand the types of security issues that can arise when software development security practices are not being followed. So when we talk about software, it is important to note that all applications have some sort of source code, even if it is at a very low level. Some software will be considered as closed source, and some will be considered as open source. Closed source refers to the fact that the programming code used to create the application is not visible to the general public. The source code may be withheld for various reasons. There are a couple of security issues that you should know about when reviewing the security of a closed source application. For one, the application can usually only be updated and patched by the vendor. If there is a security vulnerability found, you are at the mercy of the vendor as to when you can get a fix for that application. 

Many times there may be other mitigations that you can use to ensure that you are not vulnerable to these vulnerabilities temporarily, but typically these will not correct the underlying flaw in the software itself. And another item of note, closed source software can and sometimes will be available for free. One example that comes to my mind is a great tool that I've used during penetration testing in the past. It is called MagicTree, and the Gremwell team created it. MagicTree is a great data collection tool that blends seamlessly into the penetration testing process. The thing is, MagicTree is a closed source application. But it's made freely available to anyone that would like to use it. Another item of interest is that because the source code is hidden, it is much harder to find security vulnerabilities in the first place. This applies to those with good and bad intentions. On the flip side, the source code of an open-source application is available for anyone to review so that you can look for vulnerabilities, and often correct these yourselves if needed. For instance, I typically only use open-source code assets when working on creating games using Unity 3D. If there is a vulnerability or the asset gets orphaned by the developer, I can make any modifications that I need to. Because I have full access to the source code, I get to update the asset or application at my discretion. Some of these assets that are open source are free, and others are not. In these cases, I must license the code of the asset before I use it for my projects. 

From a general security perspective, open-source software means that you can find vulnerabilities easier. Code review is one of the best ways that you can find security weaknesses in the first place, and the question becomes will you find the time to review the open-source code before an attacker does? As security professionals, we are concerned with the Confidentiality, Integrity, and Availability of our important systems in data. Applications are gateways into your network and are usually the primary path to your data. Hopefully, this fact will drive home the importance of why you need to protect these applications and ensure that they are being built securely in the first place. Applications can often read, transmit, store, and even modify data. They can sometimes access shared network resources, and can even be critical to the operations of many business functions. In this day and age, the odds are that the business applications are a major source of the business revenue share. Remember that the best place to protect the confidentiality, integrity, and availability of your critical systems and applications is to have the software written securely in the first place. Security can be costly. Creating an application can be a difficult and lengthy process. 

When you add in the fact that security needs to be considered as well, security is often pushed to the end of the development process. It becomes nothing but an afterthought, rather than a requirement of the software development life cycle itself. So organizations usually have one thing in common. They want measurable results, and they want them now. Be sure that security requirements are shared as part of the process. Security needs to be considered at all phases, not just the production release phase. Resource restrictions such as time, money, and infrastructure limitations can often cause leadership teams to decide that they can always get the application out there and then create security patches later if they are needed. The thing is, adding security after the fact is often even more expensive, and sometimes it's even impossible if you wait until the very end. Some of the common problems that you are going to run into are that developers will be asked to fulfil many different roles, including being the security analyst. This may become counter-productive, especially if there are deadlines that need to be met and thousands of lines of code to be written. Even the most diligent and security-minded software developer is not going to have the time to inform leadership about security issues, create secure code, and ensure that infrastructure is being properly segmented and hardened, and all of the other security-related tasks that need to be done, and then still have the time to create beautiful code that changes the world. Also, there is a good chance that people will want to secure the environment using some sort of tools, such as a firewall, a proxy, or numerous others. These tools are good as part
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