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      All sectors of the economy rely on the networks, systems, and services that form the
         integrated and interconnected global domain known as cyberspace. Information and communication
         technologies (ICTs) are, accordingly, essential to the defense sector, especially
         during the conduct of military operations. Yet protecting the cyber domain is challenging
         because it is currently boundary-free, subject to dynamic change, and open to all
         comers. Cyberspace is probed and penetrated by nation-states, hacker groups, criminal
         organizations, and terrorist groups. These entities, called malicious or threat actors,
         can be partially or wholly responsible for a cyber incident that impacts an organization’s
         security.[1]   Many of these malicious actors seek state secrets, trade secrets, technology, and
         ideas, or they develop the ability to strike critical infrastructure and harm advanced
         economies.[2]   Hacker groups and criminal gangs often work in concert with state actors, under
         some form of control, direction, incitement, or nebulous arrangement. That intertwined
         relationship allows foreign governments to hide their malicious activity and claim
         innocence if confronted.[3]   In addition, malicious actors use common tools, techniques, and talent available
         for purchase at very low prices on illicit websites on the underground market.[4]   This convergence of actor relationships, motivations, tactics, and capabilities
         that complicate attribution of an attack[5]   makes a singular approach to change behavior of a singular actor, such as just
         the nation-state, impossible and impractical.[6]   
      

      
      Deterrence is “the prevention of an adversary’s undesired action.”[7]   Deterrence seeks to influence the decision-making calculus of an actor by threatening
         to impose costs, or denying benefits, while encouraging restraint.[8]   Malicious actors conduct attacks, via cyberspace, that target “an enterprise’s
         use of cyberspace for the purpose of disrupting, disabling, destroying, or maliciously
         controlling a computing environment/infrastructure; or destroying the integrity of
         the data or stealing controlled information.”[9]   Recent incidents show cyber attacks are employed and honed in a systematic, coordinated
         fashion to achieve actor objectives. Criminal exploitation, military or industrial
         espionage, nationalist hacker protests, and infrastructure infiltration or sabotage
         are prominent in their operations. The motivations to conduct malicious activity vary,
         from criminals looking for financial gain, hacktivists promoting a cause, and state
         actors engaging in espionage (military or economic) or infiltrating critical infrastructure.[10]   In many cases the actors conducting crime, espionage, or disruption are the same.
         Even more so, all malicious actors in cyberspace have one thing in common: an expanding
         choice of attack methods. In deciding to attack, each actor will weigh the effort
         against the expected benefit under their own criteria or rationality. Deterrence seeks
         to change their perceptions of costs, benefits and restraint.[11]   A daunting and critical question is whether traditional deterrence strategies are
         sufficient to deter malicious actors in cyberspace, or if an alternative strategy
         be more effective. This book will examine the sufficiency of strategic options for
         the wide array of malicious actors, their methods of cyber attack in actual incidents,
         and their motivations in campaigns of malicious cyber activity, starting with an initial
         look at the alleged “Russian efforts to influence the 2016 US Presidential Election.”[12]   
      

      
      Increasingly Vulnerable Systems

      
      Cyberspace is defined by the military as “a global domain within the information environment
         consisting of the interdependent network of information technology infrastructures
         and resident data, including the Internet, telecommunications networks, computer systems,
         and embedded processors and controllers.”[13]   For social, technical, and economic purposes, cyberspace can be considered as more
         than a domain but as a substrate. In this usage, a “substrate” is an underlying physical
         layer on which modern society is built.[14]   Cyberspace uniquely underpins every facet of social, technical, and economic systems.
         This substrate has a topology that is largely territorial, built by mankind unlike
         other traditional domains of warfare. The services relied upon in daily life, such
         as water distribution, health care, electricity generation, transportation, and financial
         transactions, depend on this underlying information technology infrastructure.[15]   Systems or assets supporting these services are designated as critical infrastructure,
         deemed so because their incapacity or destruction would have a debilitating impact
         on national or economic security, public health, or safety.[16]   Because most critical infrastructure supports military operations, any significant
         disruption to the integrity of their networks could compromise the military’s abilities
         to protect the nation.[17]   In talking about the hypothetical dangers of a “Cyber Pearl Harbor,” Representative
         Mike Rogers stated “the threat of a catastrophic and damaging cyberattack in the United
         States critical infrastructure like our power or financial networks is actually becoming
         less hypothetical every day.”[18]  
      

      
         Not only has the volume of malicious code, known as malware, that threatens the
         functioning of critical infrastructure, increased to over 390,000 new programs each
         day,[19]   but also the means of malware delivery have expanded to take advantage of human
         or technological vulnerabilities. A specific method used to access equipment, computers
         or systems to deliver malware or other hostile outcomes is called a “cyber-attack
         vector” by security professionals.[20]   Vast arrays of vectors threaten industrial, commercial, governmental, and military
         systems and devices. These attack methods have grown in complexity and sophistication,
         ranging from emails specifically tailored by attackers, using information found in
         social sites, to spark interest of individuals to click on links or open attachments
         loaded with malware in “spear phishing” attacks, or the planting of malicious code
         on legitimate sites visited by targeted individuals in what is called a “watering
         hole” attack.[21]   Auxiliary means for malware delivery include compromises of physical devices, like
         when an infected flash drive inserted into a US military laptop spreads code onto
         network systems,[22]   or compromises third-party vendors of services and supplies that have trusted access
         to corporate networks.[23]   The most sensational and publicized methods are intrusions by groups of attackers
         categorized as an Advanced Persistent Threat (APT) and assaults using distributed
         denial of service (DDoS) methods. The APT group’s form of hacking is designed to covertly
         penetrate networks and systems to steal or alter information, manipulate data, or
         cause damage. DDoS assaults disrupt website availability by overwhelming network equipment
         with high-volume requests by compromised computers or by consuming application processing
         resources.[24]  
      

      
      Emerging Forms of Conflict

      
      As a result of “cyber-attack vector” proliferation, highly motivated threat actors
         at any level now have myriad methods to conduct malicious activity in cyberspace.
         Primary areas of malicious activity are the theft or exploitation of data; disruption
         or denial of access or service; and destructive action comprising corruption, manipulation,
         and damage or the alteration of data. The buying or renting of malicious code viruses,
         exploits of code vulnerabilities (software and computer configuration flaws), botnets
         (collections of compromised computers), and command and control servers provides these
         actors with a ready array of tools and services. Some actors use these tools and services
         in cyber warfare which is defined in US military joint terminology as “an armed conflict
         conducted in whole or part by cyber means.”[25]   Here an attacker could launch a military confrontation during a period of tension
         by attacking civilian infrastructure, a cyberattack just prior to or simultaneously
         with a surprise military attack, or wait until war starts to activate implanted exploits.[26]   In addition to “military operations to deny an opposing force the effective use
         of cyberspace systems and weapons in a conflict,”[27]   state cyber campaign doctrine appears to include disruption of governmental services,
         financial enterprises, and media outlets. For example, in August 2008, when Russian
         troops engaged Georgian forces during their ground invasion, six command and control
         servers, managed by a cybercrime group, issued DDoS attack commands on select Georgian
         government, news and banking sites.[28]   This instance and many others since indicate that disruptive and destructive cyber
         attacks on critical infrastructure are becoming a part of modern conflict.
      

      
       Although “cyber warfare” as defined earlier has entered into the common lexicon,
         the term “cybered conflict” characterizes more appropriately the essential nature
         of modern military operations. Cybered conflict frames the complexity and ambiguity
         of struggle involving cyberspace, including hybrid warfare and insurgent campaigns
         that exploit the domain or use attack methods in the form discussed previously.[29] Cybered conflict symbolizes “old and new forms of conflict born of, enabled through,
         or dramatically altered by cyberspace.”[30] For instance, malicious activity occurred in cyberspace during Russian military operations
         in Crimea. Operations started with the seizure of Ukrtelecom offices and the physical cutting of telephone and internet cables.[31] Groups like OpRussia and Russian Cyber Command that opposed annexation conducted
         DDoS attacks against Russian sites,[32] while pro-Russian CyberBerkut was active against NATO, in particular targeting their
         main public website before Crimea’s vote in March 2014 to secede from Ukraine and
         join Russia.[33] Berkut is a reference to the feared riot squads of ousted pro-Russian President Victor
         Yanukovich. CyberBerkut also compromised the Central Election Commission during Ukraine’s
         presidential election in May 2014, disabling real-time display updates in the vote
         count and posting false results.[34] Political conflicts between nations have also spawned cyber attacks against Western
         news organizations.[35] The Syrian Electronic Army, a group of pro-regime hackers, has compromised external-facing
         websites and social media accounts of the New York Times, the Associated Press, CNN, the Huffington Post, and Forbes, to promote the embattled Syrian regime.[36] 
      

      
      Rising Security Concerns

      
      The former US Secretary of Defense warned that the attacks on energy companies in
         the Arabian Gulf and on banks in the United States mark a significant escalation of
         the cyber threat and renewed concerns over still more destructive scenarios.[37]    Shamoon malware, which is intended to destroy data, infected some thirty thousand workstations
         at Saudi Aramco Oil Company in August 2012, rendering them unusable.[38]   A partial photo showing the burning of an American flag was used to overwrite the
         content of the files. Weeks later, Qatar’s RasGas suffered a major malware attack
         that shut down its website and email servers but not production systems.[39]   In September 2012, six major American banks were hit in a wave of DDoS attacks
         that caused Internet blackouts and delays in online banking. Even though the attackers
         announced the time and targets in advance, the financial institutions were unable
         to prevent their websites from being disrupted.[40]   In Ukraine in December 2015, three different regional electricity distribution
         companies were attacked by malware infections that caused outages to approximately
         225,000 customers. A third party entered into company computer and control systems
         to remote control distribution management systems and shut off substation breakers.[41]   The delineations between the various phases of the operation suggest different
         levels of actors worked on different parts and possible collaboration between cyber
         criminals and state actors.[42]   While most attacks to date have not spilled far beyond the digital world, security
         experts seem to agree that the threat to critical infrastructure is real. For example,
         Meredith Patterson, an information security expert says, “It is remarkably easy to
         just mess with the temperature someplace in a natural gas plant and catch the entire
         plant on fire.”[43]   Just because attacks on critical infrastructure don’t happen very often doesn’t
         mean they are not possible. 
      

      
      As of today, preparations for cybered conflict are already in the Phase Zero (“Shape”)
         of warfare campaigns as found in the notional six-phase model of joint and multinational
         operations described in US joint doctrine. This doctrine presents military operations
         leading to “war” as a natural progression of activities, from shaping, deterring,
         seizing initiative, dominating, stabilizing to enabling civil authority.[44]   Certainly two major adversaries are attempting to shape the world’s and each other’s
         perceptions of threat and response. The commander of US Cyber Command stated in his
         2012 Congressional testimony that China was responsible for the APT intrusion into
         the security firm RSA–patented SecurID systems for multifactor authentication.[45]   Duplicate “SecurID” electronic keys made with extracted information were used to
         penetrate the networks of Lockheed Martin and several other US defense contractors
         in May 2011.[46]   The Pentagon made further allegations against China in its 2013 annual report,
         alluding to the use of “computer network exploitation capability to support intelligence
         collection against the US diplomatic, economic, and defense industrial base sectors.”[47]   Exposure by an American company of a hacking campaign based in Shanghai focused
         on drone technology[48]   confirmed the Washington Post published list of two dozen military systems compromised by cyber espionage emanating
         from China.[49]   
      

      
      At the Shangri-La Dialogue in Singapore in June 2013, Defense Secretary Chuck Hagel
         voiced this concern about “the growing threat of cyber intrusions, some of which appear
         to be tied to the Chinese government and military.”[50]   In May 2014 the Justice Department indicted five members of the Chinese Military
         on charges of computer fraud, damaging a computer, aggravated identify theft, and
         economic espionage.[51]   Officials noted that the difference in US cyber activity is that economic advantage
         is obtained if China or others provide state-owned enterprises with extracted information
         to improve their competitive edge and reduce cost.[52]   The cost to the United States in intellectual property (product plans, research
         results, and customer lists) and confidential business information (trade secrets,
         exploration data, and negotiating strategies) theft amounts annually to billions of
         dollars.[53]   While most of the intrusions seen to date originating from China appear oriented
         toward collecting intelligence rather than launching attacks, each objective requires
         access and a compromise for espionage could become disruptive or destructive with
         little notice by the same actor.
      

      
      China has in return made much of what it calls the United States’ “global” cyber activity,
         evidenced by the discovery in June 2010 of the Stuxnet virus infecting nuclear facilities
         in Iran.[54]   More recent revelations prominently disparaged by Chinese statements include the
         United States penetrating of the servers of the telecommunications firm Huawei to
         learn how to conduct surveillance or offensive cyber operations against countries
         that buy the Chinese-made equipment.[55]   After Washington filed criminal charges against the Chinese military officers in
         2014, an editorial in the Global Times, a subsidiary of the People’s Daily, the official journal of China’s Communist Party, said, “Regarding the issue of network
         security, the US is such a mincing rascal that we must stop developing any illusions
         about it.” The Global Times asserted that the United States “spies both home and abroad with the PRISM program
         of the National Security Agency (NSA)” and “still owes an apology to Beijing” over
         the NSA hacking of its network.[56]   The challenge for national security is that, while the accusations are flying around,
         the deceiving, penetrating, exploiting, and extracting continues to increase. The
         current responses are clearly insufficient and moving out of cybered conflict Phase
         Zero is highly undesirable. 
      

      
       In China, the state–criminal nexus is evident as cyber intruders who commit crimes
         and espionage use similar methods—for instance by employing the same Remote Access
         Trojan tools (that capture and extract information) to include Poison Ivy, Ghost,
         and PlugX.[57]   Some state actors also “moonlight” for financial gain, further complicating attribution.
         China also uses professional hackers for hire, like the Hidden Lynx group, located
         in China. Hidden Lynx hackers obtain very specific information that could be used
         to gain competitive advantages at both a corporate and nation state level.[58]   They have been involved in several high-profile campaigns, to include Operation
         Aurora, the intrusions on Google and more than thirty other companies disclosed in
         2010 that revealed the complexity and obscurity of APT.[59]   Part of China and Iran’s Anti-Access and Area Denial (A2/AD) strategies to blunt
         outside interference is the condoning or outsourcing of cyber power to proxy groups.
         An activist group known as the Cutting Sword of Justice took responsibility for the
         cyber destruction at Saudi Aramco. A hacker group called Izz ad-Din al-Qassam Cyber
         Fighters took credit in online posts for the US bank assault, supposedly in retaliation
         for an anti-Islam video that mocks the Prophet Muhammad. Investigators eventually
         traced attack signatures in both cases to Iranian hackers with government ties.[60]   This multiplicity of instances by a nexus of nation-states, hacker groups, and
         criminal organizations that are now in the public domain is presumably matched by
         many more not publicly known. Governments have every reason to search for responses
         to such challenges and deterrence is a key response. 
      

      
      Deterrence Strategies

      
      Traditional deterrence stems from an adversary’s belief that a threat of retaliation
         exists, the intended action cannot succeed, or the costs outweigh the benefits of
         acting.[61] Therefore deterrence centers on ways to impose costs, deny benefit, or encourage
         restraint. The strategic debate during the Cold War over how best to deter nuclear
         attack normally was divided into “deterrence by punishment” (threat of retaliation
         that imposes costs) and “deterrence by denial” (limitation of damage by denial of
         success).[62] Since US policy would not condone today the punishment of another country, a more
         appropriate view of this form of deterrence would simply be retaliation. With the
         strategic interdependence that has resulted from contemporary globalization, one might
         also add deterrence by entanglement (presumably cooperation on mutual interests encourages
         restraint to avoid unintended consequences and antagonizing third parties).[63] These three traditional strategic deterrence options could conceivably apply in some
         fashion for cyberspace.
      

      
      The number of actors to be deterred is the first of many challenges in applying the
         traditional deterrence approach.  For a deterrence strategy to be effective, it must
         be based on capability (possessing the means to influence behavior), credibility (instilling
         believability that counter actions may actually be deployed), and communication (sending
         the right message to the desired audience).[64] The achievement of these conditions for effective deterrence is extremely difficult
         in cybered conflict. State capabilities to influence the behavior of malicious actors
         in cyberspace are constrained by their ability to operate with anonymity, impunity
         and deniability; even if actors are convinced that counter actions may be deployed,
         their rationality cannot be assumed; and the audience of actors conducting cyber attacks
         is vast and varied in motivations and intentions. The point of deterrence is to add
         another consideration to the attacker’s decision-making calculus.[65] Yet affecting the wide array of actors in cyberspace is a problem since deterrence
         has to work in the mind of each attacker under different circumstances. Even if the
         attacker is rational, their motivations to achieve political objectives, national
         pride, personal satisfaction, or monetary gain are not easily deterrable. Chris Demchak
         has offered an alternative “theory of action” in which a malicious actor or group’s
         decision is a function of legitimacy, need, and confidence related to the act itself,
         the latter primarily through transforming the ease of action, irrespective of actor
         culture.[66]  The more each of those elements is pushed below a threshold, the malicious act is
         “disrupted,” but pushing the elements for a wide range of actors simultaneously is
         difficult. 
      

      
         Hence a new means of deterrence is required for a cybered world. Identifying the
         need to “integrate newer behavioral approaches outside a rational state-based actor
         construct,” the Assistant Chief of Staff for US Strategic Deterrence and Nuclear Integration
         recommended moving beyond reliance solely on “imposition of costs to integrate denial
         of benefits and other methods for encouraging restraint.”[67]   To make this move beyond Cold War vestiges, the focus must be on closer linking
         deterrence to the desired effect of altering behavior, regardless of the actor being
         deterred.[68]   For rational state actors, the strategy of deterrence by entanglement can encourage
         responsible behavior (to not conduct, endorse, or allow malicious cyber activity in
         their territory) through cooperation based on economic and political relationships
         between governments. However, for the wider array of malicious actors, a different
         strategy has to be considered to achieve the central premise of deterrence—altering
         an adversary’s behavior. 
      

      
      An updated strategic option designed for this new form of continuous cybered conflict
         is titled “active cyber defense.” The strategy reinforces both deterrence by denial
         and deterrence by retaliation. It combines internal systemic resilience to halt malicious
         cyber activity after an intrusion with tailored disruption capacities to thwart malicious
         actor objectives.[69]   Hence active cyber defense supports denial by making it harder to carry out a cyber
         attack and supports retaliation by providing more options to inflict punishment. This
         new means to achieve deterrence also encourages adversary restraint in peacetime cybered
         conflict, by shaping perceptions of costs and benefits of a cyber attack irrespective
         of the character or number of actors to be deterred.[70]   Active cyber defense involves the synchronized detection, analysis and mitigation
         of network security breaches in cyber relevant time combined with the aggressive use
         of legal countermeasures deployed outside the victim’s network.[71]   Inside the defender’s network, active cyber defense stops or limits damage through
         detective controls and remediation actions, seamlessly automated in a common framework
         of integration. The promise of active cyber defense is in internal countermeasures
         that act without regard to the identity or type of malicious actor or their motivations,
         only to detect, isolate or eradicate their malware. Outside the victim’s network,
         active cyber defense offers a range of countermeasures for use by the state or private
         organization depending on technical feasibility and legal authorities. The selection
         of countermeasures will vary for the type of malicious actor based on circumstances
         and risk. 
      

      
       The main issue today was summed up well by Senator Inhope, during the Senate hearing
         to consider the nomination for the new commander of US Cyber Command, in stating,
         “the lack of a cyber-deterrence policy . . . [has] left us more vulnerable to continued
         cyber aggression.” When the nominee was asked “how do we prevent that,” Vice Admiral
         Rogers responded “We’re generating capability, we’re generating capacity. . . . But
         in the end I believe we’ve got to get some idea of deterrence within the cyber arena.”[72] The concept of traditional deterrence is still hotly debated in the cyber community,
         because, for instance, traditional nuclear deterrence relies on an adversary having
         knowledge of the destruction that will result from transgressions but that clarity
         is not possible in cyber since the secrecy about cyber weapons is necessary to preserve
         their effectiveness.[73] The strategy of active cyber defense, however, does not intrinsically require clear
         adversary knowledge of the mechanisms that defeat attacks. It also appears less likely
         to escalate conflict by requiring the deterring state to make demands or posture in
         a threatening manner either. The promise of active cyber defense warrants examination
         of evidence to determine if it is more likely to alter an adversary’s behavior than
         current methods attempted for traditional deterrence strategies in the emerging forum
         of peacetime conflict.
      

      
      Given the breadth, speed, and volume of cyberspace’s predators, active cyber defense
         technologies will be automated and have the ability to interdict, isolate, or remove
         threats. As a means to strengthen deterrence, the intent is to deny benefits to adversaries
         by ensuring systemic resilience, by engaging, deceiving, or stopping adversaries,
         and by imposing costs through disruption capacities, regardless of the source. The
         concept of “systemic resilience” means a defender’s state or network has the capacity
         of combined social and technical systems to proactively recognize, adapt to, absorb,
         and innovate around disturbances or disruptions.[74]   Given how the nature of cyber attacks has changed, it would be ideal to develop
         overarching internal systemic resilience and tailored disruption capacities to meet
         the failings of traditional deterrence strategies.[75]   Yet, the implementation of this form of robust cyber power would require unprecedented
         cooperation among all 
stakeholders in industry, government, and defense spheres due to the inherent complexity
         in socio-economic-technical systems. However, the necessary obtainment of spontaneous
         self-organizing order in interactions between these complex adaptive systems with
         so many interconnected parts will take a long time and an alternative is needed now.
      

      
      Comprehensive Approaches

      
      In the interim, the nation’s national security community needs to consider less all-inclusive
         strategies for deterrence that center on collaborative efforts to achieve some aspects
         of emergence in complex systems. The property of emergence is roughly described by the common phrase “the action of the whole is more than the
         sum of the actions of the parts.”[76]   As an initial point, the 2009 US Cyberspace Policy Review delineated the need for
         a comprehensive framework to facilitate coordinated responses by government, the private
         sector, and allies to a significant cyber threat or incident. The report recognizes
         that “addressing network security issues requires a public-private partnership as
         well as international cooperation and norms.”[77]   Likewise, the 2014 US Joint Staff Unity of Effort Framework Solution Guide recognizes
         that the government and the private sector have to coordinate their activities to
         prepare for cyber threats. The Joint Staff realizes that achieving unity of effort
         to meet national security goals is problematic due to challenges in information sharing,
         competing priorities, and uncoordinated activities.[78]   PPD-41 issued by the White House in 2016 codifies
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