[image: Cover]


Practical Bash

Example-Driven Scripting for Real-World Automation and DevOps

Imad Muratspahic



Getting Started with Bash

1.1  What Bash Actually Is
Bash — the Bourne-Again SHell — is a POSIX-oriented command language interpreter written by Brian Fox for the GNU Project and released in 1989. It is the default login shell on the vast majority of Linux distributions and remains installed on macOS. It is two things at once: an interactive shell for humans and a full programming language for automation. Treating it as only the first is the most common reason shell scripts end up brittle.
Bash is not a general-purpose language. It excels at orchestrating other programs: reading files, spawning processes, gluing Unix tools together, and coordinating deployments. When you find yourself implementing binary trees or complex data structures, that is your signal to switch to Python, Go, or whatever your team already runs.
1.2  Running Your First Script
#!/usr/bin/env bash
set -euo pipefail

echo "Hello, ${USER:-world}!"
chmod +x hello.sh
./hello.sh
# -> Hello, alice!
The shebang #!/usr/bin/env bash is not decoration. It tells the kernel which interpreter to hand the script to. Using /usr/bin/env rather than /bin/bash lets the script find whichever bash comes first on $PATH.
1.3  Strict Mode: set -euo pipefail
Every production script in this book starts with set -euo pipefail.
	set -e — exit immediately when a command fails.
	set -u — treat unset variables as an error.
	set -o pipefail — return the exit status of the last command that failed in a pipeline.

# Without pipefail:
$ grep missing /etc/passwd | wc -l
0
$ echo $?
0        # <- the pipeline 'succeeded' even though grep failed

# With pipefail:
$ set -o pipefail
$ grep missing /etc/passwd | wc -l
0
$ echo $?
1        # <- the failure surfaces
1.4  Exit Codes
$ true ; echo $?
0
$ false ; echo $?
1
$ ls /nonexistent 2>/dev/null ; echo $?
2
	0 — success.
	1 — generic error.
	2 — misuse of shell builtins.
	126 — found but not executable.
	127 — command not found.
	128 + N — terminated by signal N.

1.5  A Realistic First Script: Service Health Check
#!/usr/bin/env bash
set -euo pipefail

readonly SERVICE_URL="${1:-http://localhost:8080/health}"
readonly TIMEOUT="${2:-5}"
readonly RETRIES="${3:-3}"

log()  { printf '[%(%Y-%m-%dT%H:%M:%S)T] %s\n' -1 "$*" >&2; }
die()  { log "ERROR: $*"; exit 1; }

for attempt in $(seq 1 "$RETRIES"); do
    if curl --silent --show-error --fail \
            --max-time "$TIMEOUT" \
            "$SERVICE_URL" >/dev/null; then
        log "OK: $SERVICE_URL responded on attempt $attempt"
        exit 0
    fi
    log "attempt $attempt/$RETRIES failed; sleeping"
    sleep 1
done

die "service $SERVICE_URL is not healthy after $RETRIES attempts"
1.6  Chapter Checklist
	Use #!/usr/bin/env bash.
	Start every script with set -euo pipefail.
	Quote every expansion.
	Send logs to stderr, data to stdout.
	Exit with meaningful codes.


Variables, Quoting, and Parameter Expansion

2.1  Variables Are Strings
name="Ada Lovelace"
age=36
echo "$name is $age"           # Ada Lovelace is 36
echo "$((age + 1))"            # 37
echo "$age"                    # still 36
2.2  Assignment Rules That Bite
# WRONG — bash reads 'name' as a command
name = "Ada"

# RIGHT
name="Ada"

greeting='hello $name'
echo "$greeting"     # hello $name

greeting="hello $name"
echo "$greeting"     # hello Ada
2.3  Quoting: The Three Modes
	Unquoted — word splitting and globbing apply.
	Double quotes — expansion, no splitting. Default.
	Single quotes — literal.

$ files="a.txt b.txt c.txt"
$ for f in $files; do echo "processing $f"; done
processing a.txt
processing b.txt
processing c.txt

$ filename="My Document.txt"
$ ls $filename
ls: cannot access 'My': No such file or directory
ls: cannot access 'Document.txt': No such file or directory

$ ls "$filename"
My Document.txt
2.4  Parameter Expansion — the Full Toolkit
${var}                # simple expansion
${var:-default}       # default if unset or empty
${var:=default}       # assign default if unset or empty
${var:?message}       # error out if unset or empty
${var:+alternate}     # alternate if set and non-empty
${#var}               # length
${var:offset}         # substring from offset
${var:offset:length}  # substring of length
${var#pattern}        # remove shortest match from front
${var##pattern}       # remove longest match from front
${var%pattern}        # remove shortest match from back
${var%%pattern}       # remove longest match from back
${var/pat/repl}       # replace first
${var//pat/repl}      # replace all
${var^}               # uppercase first character
${var^^}              # uppercase entire string
${var,}               # lowercase first character
${var,,}              # lowercase entire string
config_path="${CONFIG_PATH:-/etc/myapp/config.yml}"
db_url="${DATABASE_URL:?DATABASE_URL must be set}"
filename="/var/log/app.log"
echo "${filename##*/}"       # app.log
echo "${filename%/*}"        # /var/log
echo "${filename%.log}.gz"   # /var/log/app.gz
name="alice@example.com"
echo "${name%%@*}"           # alice
echo "${name##*@}"           # example.com
path="/a/b/c/d"
echo "${path//\//_}"        # _a_b_c_d
2.5  Positional Parameters
	$0, $1, $2 …
	$# — count.
	"$@" — separate words.
	$$ — PID.
	$! — last background PID.
	$? — last exit status.

for arg in "$@"; do
    printf 'argument: %s\n' "$arg"
done
2.6  readonly and declare
readonly CONFIG_DIR="/etc/myapp"
declare -i counter=0
declare -a fruits=("apple" "banana" "cherry")
declare -A ports=([http]=80 [https]=443 [ssh]=22)
declare -r VERSION="1.4.2"
2.7  Environment vs Shell Variables
export LOG_LEVEL=debug
LOG_LEVEL=trace ./run_tests.sh
( export TEMP=abc; echo "inside: $TEMP" )
echo "outside: ${TEMP:-unset}"
2.8  A Worked Example: Argument Parser
#!/usr/bin/env bash
set -euo pipefail

usage() {
    cat <<'EOF'
Usage: deploy.sh -e ENV -v VERSION [-n] [-d]
  -e ENV       environment (dev|staging|prod)
  -v VERSION   release version
  -n           dry-run
  -d           debug
EOF
    exit "${1:-1}"
}

env="" version="" dry_run=false debug=false

while getopts ":e:v:ndh" opt; do
    case "$opt" in
        e) env="$OPTARG" ;;
        v) version="$OPTARG" ;;
        n) dry_run=true ;;
        d) debug=true ;;
        h) usage 0 ;;
        \?) usage 1 ;;
        :) echo "option -$OPTARG requires an argument" >&2; usage 1 ;;
    esac
done
shift $((OPTIND - 1))

[[ -n "$env"     ]] || { echo "-e is required" >&2; usage; }
[[ -n "$version" ]] || { echo "-v is required" >&2; usage; }
case "$env" in
    dev|staging|prod) ;;
    *) echo "invalid environment: $env" >&2; usage ;;
esac

echo "deploying version=$version env=$env dry_run=$dry_run debug=$debug"
2.9  Chapter Checklist
	Quote every expansion.
	Prefer "$@" over "$*".
	Use ${var:-default} for defaults.
	Mark constants readonly.
	Reach for arrays when splitting on spaces.


Control Flow

3.1  if — the Three Forms
if [ "$status" = "ok" ]; then echo "good"; fi
if [[ $status == "ok" ]]; then echo "good"; fi
if [[ $filename == *.log ]]; then echo "log file"; fi
if (( count > 10 )); then echo "too many"; fi
3.2  File and Directory Tests
[[ -e "$p" ]]   # exists
[[ -f "$p" ]]   # regular file
[[ -d "$p" ]]   # directory
[[ -L "$p" ]]   # symlink
[[ -r "$p" ]]   # readable
[[ -w "$p" ]]   # writable
[[ -x "$p" ]]   # executable
[[ -s "$p" ]]   # non-empty
[[ "$a" -nt "$b" ]] # a newer than b
[[ "$a" -ot "$b" ]] # a older than b
3.3  Case Statements
case "$1" in
    start|up)       start_service ;;
    stop|down)      stop_service ;;
    restart)        stop_service && start_service ;;
    status)         show_status ;;
    *.yml|*.yaml)   parse_yaml "$1" ;;
    *) echo "unknown command: $1" >&2; exit 64 ;;
esac
3.4  for Loops
for fruit in apple banana cherry; do echo "$fruit"; done

for ((i = 0; i < 10; i++)); do echo "iteration $i"; done

while IFS= read -r line; do
    echo "read: $line"
done < <(find . -type f -name '*.log')
3.5  while and until
attempt=0
until curl -sf http://localhost:8080/health; do
    attempt=$((attempt + 1))
    if (( attempt >= 5 )); then
        echo "giving up after $attempt attempts" >&2
        exit 1
    fi
    sleep $((attempt * 2))
done

while IFS=: read -r user _ uid _ _ home _; do
    printf '%-16s uid=%-6s home=%s\n' "$user" "$uid" "$home"
done < /etc/passwd
3.6  break, continue, and Labels
for env in dev staging prod; do
    for host in host-1 host-2 host-3; do
        if ! ping -c1 -W1 "$host.$env" &>/dev/null; then
            continue 2
        fi
    done
    echo "all hosts in $env are reachable"
done
3.7  A Worked Example: Menu-Driven Tool
#!/usr/bin/env bash
set -euo pipefail

declare -a MENU=(
    "Check service status"
    "Restart service"
    "Tail logs"
    "Show disk usage"
    "Quit"
)

while true; do
    echo
    echo "== Admin Menu =="
    for i in "${!MENU[@]}"; do
        printf '  %d) %s\n' "$((i + 1))" "${MENU[$i]}"
    done
    read -rp "choice: " choice

    case "$choice" in
        1) systemctl status myapp --no-pager ;;
        2) sudo systemctl restart myapp ;;
        3) journalctl -fu myapp ;;
        4) df -h / ;;
        5) echo "bye"; break ;;
        *) echo "invalid option" >&2 ;;
    esac
done
3.8  Chapter Checklist
	Use [[ ]] for strings; (( )) for numbers.
	Prefer case over long if/elif chains.
	Read files with while IFS= read -r line.
	Use break N / continue N.
	Validate user input before acting.


Functions and Libraries

4.1  Defining Functions
name() {
    ...
}
4.2  Arguments Are Positional
greet() {
    local name="${1:-stranger}"
    printf 'Hello, %s!\n' "$name"
}
greet            # Hello, stranger!
greet Ada        # Hello, Ada!
4.3  Local Variables
outer() {
    local count=0
    inner() { count=99; }
    inner
    echo "count=$count"     # count=0
}

bad() {
    count=0
    inner() { count=99; }
    inner
    echo "count=$count"     # count=99
}
4.4  Return Values
is_even() { (( $1 % 2 == 0 )); }
if is_even 4; then echo "even"; fi

file_hash() { sha256sum "$1" | awk '{print $1}'; }
h="$(file_hash config.yml)"
printf 'hash: %s\n' "$h"
4.5  Recursion
factorial() {
    local n="$1"
    if (( n <= 1 )); then echo 1
    else echo $(( n * $(factorial $((n - 1))) ))
    fi
}
echo "$(factorial 6)"    # 720
4.6  Function Libraries
#!/usr/bin/env bash
set -euo pipefail

readonly SCRIPT_DIR="$(cd -- "$(dirname -- "${BASH_SOURCE[0]}")" && pwd)"
readonly LIB_DIR="${SCRIPT_DIR}/lib"

source "${LIB_DIR}/log.sh"
source "${LIB_DIR}/retry.sh"
# lib/log.sh

: "${LOG_LEVEL:=info}"

declare -A __LOG_LEVELS=([debug]=0 [info]=1 [warn]=2 [error]=3)

log() {
    local level="$1"; shift
    local ts
    ts="$(date -u +%Y-%m-%dT%H:%M:%SZ)"
    if (( ${__LOG_LEVELS[$level]:-1} >= ${__LOG_LEVELS[$LOG_LEVEL]:-1} )); then
        printf '%s [%-5s] %s\n' "$ts" "${level^^}" "$*" >&2
    fi
}

debug() { log debug "$@"; }
info()  { log info  "$@"; }
warn()  { log warn  "$@"; }
error() { log error "$@"; }
die()   { log error "$@"; exit 1; }
4.7  A Worked Example: Retry Helper
# lib/retry.sh
retry() {
    local -i max_attempts="${RETRY_MAX:-3}"
    local -i delay="${RETRY_DELAY:-1}"
    local -i attempt=1

    until "$@"; do
        if (( attempt >= max_attempts )); then
            warn "command failed after $attempt attempts: $*"
            return 1
        fi
        warn "attempt $attempt failed: $*; sleeping ${delay}s"
        sleep "$delay"
        (( attempt++ ))
        (( delay *= 2 ))
    done
}
4.8  Chapter Checklist
	Declare local for every function-scoped variable.
	Return exit codes from predicates; print data for values.
	Locate scripts with ${BASH_SOURCE[0]}.
	Split reusable code into lib/.


Text Processing: grep, sed, awk

5.1  The Unix Philosophy, Taken Seriously
Bash does not need to do text processing itself. It has grep, sed, awk, cut, tr, sort, uniq, join, paste, and dozens more. Your job is to know which tool to reach for and how to connect them with pipes.
5.2  grep — Selection
grep 'pattern' file
grep -i 'pattern' file
grep -r 'TODO' src/
grep -v '^#' config
grep -c 'error' log.txt
grep -n 'WARN' log.txt
grep -E 'err(or)?|fail' log.txt
grep -F 'literal.string' file
grep -w 'foo' file
grep -o '[0-9]\+' file
grep -l 'pattern' *.txt
grep -A3 -B1 'Exception' log
5.3  sed — Stream Editing
sed 's/old/new/' file
sed 's/old/new/g' file
sed -i 's/old/new/g' file
sed -i.bak 's/old/new/g' file
sed -n '10,20p' file
sed '/^$/d' file
sed '/^#/d' file
sed 's/[[:space:]]\+$//' file
sed 's/^[[:space:]]*//' file
sed '1d' file
sed -E 's/([a-z]+)@([a-z.]+)/\2:\1/' file
5.4  awk — Records and Fields
awk -F: '{print $1, $3}' /etc/passwd
awk '{sum += $4} END {print sum}' data.txt
awk '{sum += $1; n++} END {if (n) printf "%.2f\n", sum/n}' values.txt
awk '$3 > 1000 {print $1}' usage.txt
awk '{count[$1]++} END {for (k in count) print k, count[k]}' access.log
awk '/BEGIN/,/END/' file.txt
awk -F, '{printf "%-20s %-10s %s\n", $1, $2, $3}' data.csv
awk '{print $1}' /var/log/nginx/access.log \
    | sort | uniq -c | sort -rn | head -n 10
5.5  cut, tr, sort, uniq, paste, join
cut -d: -f1 /etc/passwd
cut -c1-8 file
tr '[:upper:]' '[:lower:]'
tr -s ' '
tr -d '\r'
sort file
sort -n file
sort -k2,2 -k1,1 file
sort -u file
uniq -c sorted
uniq -d sorted
paste -d, a.txt b.txt
join -t, -1 1 -2 1 a.csv b.csv
5.6  A Worked Example: Parse an Apache Log
#!/usr/bin/env bash
set -euo pipefail

log="${1:?usage: report.sh LOGFILE}"

echo "== Total requests =="
wc -l < "$log"

echo
echo "== Status code distribution =="
awk -F'"' '{print $3}' "$log" | awk '{print $1}' \
    | sort | uniq -c | sort -rn

echo
echo "== Top 10 URLs =="
awk -F'"' '{print $2}' "$log" | awk '{print $2}' \
    | sort | uniq -c | sort -rn | head -n 10

echo
echo "== Top 10 client IPs =="
awk '{print $1}' "$log" | sort | uniq -c | sort -rn | head -n 10
5.7  Chapter Checklist
	grep for selection, sed for substitution, awk for aggregation.
	Use -F for explicit delimiters.
	Sort before uniq -c.
	Chain small tools; resist a monolith.


Files, Directories, and the Filesystem

6.1  Navigation Done Right
cd -- "$dir"
cd -
pushd /tmp && popd
readonly ROOT="$(cd -- "$(dirname -- "${BASH_SOURCE[0]}")/.." && pwd)"
6.2  Globbing
*.txt
**/*.log       # requires shopt -s globstar
file?.txt
[abc]*
[!abc]*
{a,b,c}.txt
{1..10}
{01..10}
shopt -s globstar
shopt -s nullglob
shopt -s dotglob
shopt -s nocaseglob

for f in **/*.log; do echo "$f"; done
6.3  find — the Real Workhorse
find . -name '*.log'
find . -iname 'README*'
find . -type f -size +10M
find . -type d -name node_modules -prune -o -type f -print
find . -mtime -7
find . -mmin -30
find . -user alice
find . -perm -u+x
find . -empty
find . -type f -exec sha256sum {} +
find . -type f -print0 | xargs -0 rm
6.4  xargs
find . -name '*.tmp' -print0 | xargs -0 rm -f
echo file1 file2 file3 | xargs -n1 echo "processing:"
cat hosts.txt | xargs -P4 -I{} ssh {} uptime
6.5  Temporary Files and Directories
#!/usr/bin/env bash
set -euo pipefail

tmp="$(mktemp -d)"
trap 'rm -rf -- "$tmp"' EXIT

work_file="${tmp}/work.txt"
echo "scratch space: $tmp"
6.6  Permissions
chmod 0644 file
chmod 0755 script.sh
chmod u+x script.sh
chmod -R g+w shared/
chown alice:dev file
umask 022
umask 077
6.7  A Worked Example: Rotate Old Logs
#!/usr/bin/env bash
set -euo pipefail

readonly LOG_DIR="${1:?usage: rotate.sh LOG_DIR}"
readonly KEEP_DAYS="${2:-14}"
readonly ARCHIVE_DIR="${LOG_DIR}/archive"

mkdir -p -- "$ARCHIVE_DIR"

find "$LOG_DIR" -maxdepth 1 -type f -name '*.log' -mtime "+$KEEP_DAYS" \
| while IFS= read -r log; do
    base="$(basename -- "$log")"
    stamp="$(date -u +%Y%m%dT%H%M%SZ)"
    dest="${ARCHIVE_DIR}/${base}.${stamp}.gz"
    gzip -c -- "$log" > "$dest"
    rm -f -- "$log"
    printf 'archived %s -> %s\n' "$log" "$dest"
done
6.8  Chapter Checklist
	Compute script root with ${BASH_SOURCE[0]}.
	Enable nullglob and globstar.
	Use -print0 + xargs -0.
	Create temp files with mktemp.
	Register cleanup with trap … EXIT.


Processes, Signals, and Jobs

7.1  Jobs and Signals
sleep 30 &
jobs
fg %1
bg %1
kill %1
kill -9 %1
wait
wait "$pid"
wait -n
7.2  trap
cleanup() {
    echo "cleaning up" >&2
    rm -rf -- "$tmp"
}

trap cleanup EXIT
trap 'echo interrupted; exit 130' INT
trap 'echo terminated; exit 143' TERM
trap '' HUP
trap - EXIT
7.3  Process Substitution
diff <(sort a.txt) <(sort b.txt)

tee >(gzip > out.gz) >(wc -l > count) < input

diff <(kubectl get pods -o name) expected_pods.txt

while IFS= read -r f; do
    process "$f"
done < <(find . -type f -name '*.log')
7.4  Named Pipes (FIFOs)
mkfifo /tmp/myfifo

producer() { while true; do echo "tick"; sleep 1; done; }
consumer() { while read -r line; do echo "got: $line"; done < /tmp/myfifo; }

producer > /tmp/myfifo &
consumer
7.5  Exit Codes from Background Work
#!/usr/bin/env bash
set -euo pipefail

declare -a pids=()
for host in host1 host2 host3; do
    ssh "$host" 'systemctl restart myapp' &
    pids+=("$!")
done

rc=0
for pid in "${pids[@]}"; do
    if ! wait "$pid"; then rc=1; fi
done
exit "$rc"
7.6  Chapter Checklist
	Always trap EXIT for cleanup.
	Handle SIGINT and SIGTERM for graceful shutdown.
	Use process substitution to avoid temp files.
	Collect exit codes from background PIDs.


Arrays and Associative Maps

8.1  Indexed Arrays
fruits=(apple banana cherry)
echo "${fruits[0]}"          # apple
echo "${fruits[-1]}"         # cherry
echo "${#fruits[@]}"         # 3
echo "${fruits[@]}"          # all
echo "${!fruits[@]}"         # indices
fruits+=(date elderberry)
unset 'fruits[1]'
8.2  Associative Arrays (Bash 4+)
declare -A ports
ports[http]=80
ports[https]=443
ports[ssh]=22

echo "${ports[https]}"              # 443
echo "${!ports[@]}"                 # keys
echo "${ports[@]}"                  # values

for proto in "${!ports[@]}"; do
    printf '%-8s -> %s\n' "$proto" "${ports[$proto]}"
done
8.3  Config Map from a File
declare -A config
while IFS='=' read -r key value; do
    [[ -z "$key" || "$key" == \#* ]] && continue
    config["$key"]="$value"
done < app.conf

echo "listen port: ${config[port]:-8080}"
8.4  Array Slicing
arr=(a b c d e f)
echo "${arr[@]:2:3}"    # c d e
echo "${arr[@]: -2}"    # e f
8.5  A Worked Example: Host Inventory
#!/usr/bin/env bash
set -euo pipefail

declare -A host_roles=(
    [web-1]=web
    [web-2]=web
    [db-1]=db
    [cache-1]=cache
)

declare -A role_hosts
for host in "${!host_roles[@]}"; do
    role="${host_roles[$host]}"
    role_hosts[$role]+="$host "
done

for role in "${!role_hosts[@]}"; do
    printf '%-8s hosts: %s\n' "$role" "${role_hosts[$role]}"
done
8.6  Chapter Checklist
	Quote array expansions: "${arr[@]}".
	Use declare -A for key→value lookups.
	Prefer arrays over space-separated strings.
	Remember arrays become sparse after unset.


String Manipulation

9.1  Case Conversion
name="Alice"
echo "${name,,}"     # alice
echo "${name^^}"     # ALICE

env="Prod"
case "${env,,}" in
    prod) deploy_prod ;;
    dev)  deploy_dev  ;;
esac
9.2  Trimming and Stripping
raw="   hello world   "
trimmed="${raw#"${raw%%[![:space:]]*}"}"
trimmed="${trimmed%"${trimmed##*[![:space:]]}"}"
echo "[$trimmed]"

trim() {
    local s="$1"
    s="${s#"${s%%[![:space:]]*}"}"
    s="${s%"${s##*[![:space:]]}"}"
    printf '%s' "$s"
}
9.3  printf — Formatting Done Right
printf '%-20s %5d %8.2f\n' "alice" 42 3.14159
printf '%(%Y-%m-%d)T\n' -1
printf '%q\n' "a string with spaces"
printf -v out '%.2f' 3.14159
printf '%s\n' a b c
9.4  IFS — Internal Field Separator
IFS=',' read -ra fields <<< "alice,42,engineer"
printf '%s\n' "${fields[@]}"

IFS=: read -r user pass uid gid gecos home shell <<< "$line"

old=$IFS; IFS=','; do_something; IFS=$old
( IFS=','; do_something )
9.5  Here-Docs and Here-Strings
cat <<'EOF'
No $expansion, no `command substitution`.
EOF

name="Ada"
cat <<EOF
Hello, $name
Current date: $(date)
EOF

cat <<-EOF
	indented body
	EOF

grep 'needle' <<< "$haystack"
read -r first rest <<< "hello world foo"
9.6  A Worked Example: Slugify
slugify() {
    local s="$1"
    s="${s,,}"
    s="${s// /-}"
    s="${s//[^a-z0-9-]/}"
    s="${s//--/-}"
    s="${s#-}"; s="${s%-}"
    printf '%s' "$s"
}

slugify "Hello, World! This is Bash."     # hello-world-this-is-bash
9.7  Chapter Checklist
	Use ${var,,} and ${var^^} for case.
	Trim with parameter expansion before reaching for sed.
	Prefer printf over echo.
	Scope IFS changes in a subshell.


Regular Expressions in Practice

10.1  Two Flavors of Regex
Bash's [[ =~ ]] uses POSIX Extended Regular Expressions. grep -E and sed -E also use ERE. Plain grep and sed use BRE, where +, ?, | must be escaped.
10.2  Matching in Bash
if [[ "$version" =~ ^([0-9]+)\.([0-9]+)\.([0-9]+)$ ]]; then
    major="${BASH_REMATCH[1]}"
    minor="${BASH_REMATCH[2]}"
    patch="${BASH_REMATCH[3]}"
    echo "major=$major minor=$minor patch=$patch"
fi

email_re='^[A-Za-z0-9._%+-]+@[A-Za-z0-9.-]+\.[A-Za-z]{2,}$'
if [[ "$input" =~ $email_re ]]; then echo "valid email"; fi
10.3  Common Patterns
^foo              # begins with foo
bar$              # ends with bar
^$                # empty line
^[[:space:]]*$    # blank or whitespace-only
[0-9]{4}-[0-9]{2}-[0-9]{2}         # YYYY-MM-DD
^[0-9]+\.[0-9]+\.[0-9]+$          # semantic version
10.4  grep -E and sed -E
grep -Eo '([0-9]{1,3}\.){3}[0-9]{1,3}' access.log | sort -u
grep -Eo '[0-9]{4}-[0-9]{2}-[0-9]{2}T[0-9:]+Z' log.json
sed -E 's/[[:space:]]+/ /g' file
10.5  A Worked Example: Config File Validator
#!/usr/bin/env bash
set -euo pipefail

readonly FILE="${1:?usage: validate.sh FILE}"
readonly key_re='^[A-Za-z_][A-Za-z0-9_]*$'

rc=0
line_no=0
while IFS= read -r line; do
    (( line_no++ ))
    [[ -z "$line" || "$line" =~ ^[[:space:]]*# ]] && continue

    if [[ ! "$line" =~ ^([^=]+)=(.+)$ ]]; then
        printf '%s:%d: not a key=value line: %s\n' "$FILE" "$line_no" "$line" >&2
        rc=1
        continue
    fi

    key="${BASH_REMATCH[1]}"
    if [[ ! "$key" =~ $key_re ]]; then
        printf '%s:%d: invalid key %q\n' "$FILE" "$line_no" "$key" >&2
        rc=1
    fi
done < "$FILE"

exit "$rc"
10.6  Chapter Checklist
	Know your flavor: BRE vs ERE.
	Store regexes in variables.
	BASH_REMATCH holds capture groups.
	For complex regex, consider Python or awk.
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$ vim deploy.sh

$ bash deploy.sh --env prod
[INFO] building artifacts...
[INFO] running test suite... ok
[INFO] pushing to 10.0.0.5
[DONE] deployment successful

$
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