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			Introduction

			You’re manipulated a dozen times before you even put your shoes on. Your phone, your cereal box, your lover, all conspiring to prod, nudge and shove you into compliance.

			Persuasion and propaganda are as old as democracy. They are the arts mastered by poets, politicians and priests alike. Aristotle set out the timeless techniques of the persuader – ethos, logos and pathos – in his book Rhetoric. Over two thousand years ago, he said you must consider who your audience is, know what to say, be trustworthy – or at least appear to be – and appeal to emotion as well as reason.

			Of course, persuasion and propaganda are no doubt older than democracy because they are integral to being human.

			We are always trying to persuade one other. To live with each other is to influence each other, from wishing your neighbour a nice day to educating children, from writing a business proposal to punishing criminals. The delusion we need to dispel is that there is such a thing as non-manipulative influence.

			We are all mini-propagandists. We craft and publicise edited versions of ourselves online to influence how people see us and treat us. Photographs are edited and flattering filters applied. We make memes to engage or persuade our followers. Modern technology encourages artful choreography above truth.

			We need to come clean with you: we want to influence you. We don’t want our book to lie forgotten in a dusty corner of a bookshop. Who would write a book without sincerely hoping to influence many readers? The distinction is in the intent: we wish to influence you to resist influence.

			Why should you want to resist influence? First, let’s be clear, not all influence is problematic. You can’t learn to read without influence. Some public health messaging may be good for you. When you curl up with a good book you will inevitably be influenced by it. If a friend tells you to have a nice day, and you walk away with a little spring in your step and actually have a nice day, we don’t begrudge it. Please do have a nice day. Most marketing and advertising is fairly harmless; there’s not much wrong with brand A nudging you into buying it over brand B.

			This book, however, argues that we live in an information battlefield. The use of martial language is a technique designed to influence, frighten and encourage compliance, but we don’t use the term ‘battlefield’ lightly. You are being manipulated, constantly. You might think you can resist it. You probably can’t. We thought we could too, and we found otherwise while researching this book.

			Everywhere you turn, brands, politicians and special interest groups are reaching into your skull and poking around in your brain. They want you to think Coca-Cola will make you happy, that a politician will keep you safe, that a tax will save the planet. Without even leaving the house in the morning, you are nudged by the food packaging in your kitchen, by the news, ads and shows on TV, and by the incessant dings and whirrs of your smartphone. Choice is frightening, and governments and corporations are only too happy to take that fear away from us – for a price.

			Empowered by advances in behavioural science, data science and consumer technology, the manipulators know how you think (yes you, personally) and what buttons to push to get you to do what they want, and they have the opportunity to push those buttons 24 hours a day.

			Free Your Mind will equip you to recognise, ignore and dispel the myriad efforts to manipulate you. There are many thousands of books that teach the dark arts of the persuader, the propagandist and the pick-up artist. This is the first defence against the dark arts. It is your field manual for surviving the information battlefield.

			We all want to be individuals. Making the right choices for you – sifting through the news and the fake news, discerning which products to buy, deciding which political party to vote for – all involve knowing your own mind. Knowing your mind is only possible if you retain a level of control over what influences your mind.

			Sometimes you may want to let it all wash over you, because it is relaxing, entertaining and easier.

			Like that soap opera you’ve been watching for years. But are you aware that soap operas are used for social engineering purposes? In recent times, script writers have been invited to attend workshops on how to drive up vaccination levels. Or the waft of incense that is burned in church on Sunday. It is not just to smell nice, but also because the fuzzy plumes help your eyes lose focus, just a little, so that you more easily imagine your prayers rising upwards in a contemplative and worshipful frame of mind. Or letting the cereal box with the cutest face on the front catch your child’s attention, to shape the decision about which identikit sugary fix is best.

			More likely, you want to be able to identify these influences. You may yet want to dispel them.

			The essence of the question is the privacy of your mind. When an influencer tries to penetrate and change your mind, by extension they are disrespecting your individual sovereignty. We believe in your right to privacy. It is your mind, and you should control the electronic gates and the passwords to enter.

			‘The very presumptuousness of molding or affecting the human mind through the techniques we use has created a deep sense of uneasiness in our minds,’ warned Howard Chase, president of the Public Relations Society of America, in 1956.1 Our own uneasiness with the moulding of the human mind caused us to collaborate on Free Your Mind.

			Patrick is a behavioural scientist with 12 years’ experience of emotion sciences and data analytics from inside the industry. You might say he comes from the dark side. He was the lead psychologist at Cambridge Analytica, where he specialised in designing targeted ads to nudge people into doing all sorts of things ranging from buying crypto to voting for politicians.

			Covid was Laura’s epiphany. She immersed herself in trying to understand the mass evocation of emotion and the government use of behaviour control. SPI-B advisors broke cover when they confessed to Laura that the use of fear was totalitarian, and described psychology as a weapon for her book, A State of Fear: How the UK Government Weaponised Fear During the Covid-19 Pandemic.

			We have observed the ongoing, large-scale, top-down attempts to nudge people. In the classic book Propaganda, Edward Bernays explained:

			The conscious and intelligent manipulation of the organized habits and opinions of the masses is an important element in democratic society. Those who manipulate this unseen mechanism of society constitute an invisible government which is the true ruling power of our country. We are governed, our minds are molded, our tastes formed, and our ideas suggested, largely by men we have never heard of … It is they who pull the wires that control the public mind.2

			This invisible government exists to this day, continuing to pull the wires of our minds. Whoever the opinion-makers are, they are relentlessly pushing social engineering agendas from the top down.

			There is a gap between what is on our minds, and what we are told should be on our minds. A September 2022 Rasmussen Reports survey found that the top five issues reported by the US media were climate change, the war in Ukraine, the Capitol Riot investigation, Covid-19, and LGBTQ issues.3 Among American voters, none of these issues made their top ten – they were more concerned about things like crime, gas prices and inflation. It seems there is an agenda, and you will be cajoled, manipulated and nudged until you agree with it.

			For instance, there appears to be a determined campaign to switch the human diet to insects.4 People really don’t want to eat insects – there is no clamour: please, please, let us eat insects! – and yet a panoply of persuasive tools, including nudge, propaganda, data insights and public relations, has been deployed. Net Zero is another example of a policy that is accompanied by a widespread and targeted behavioural science campaign.5 The high-profile and tragic war in Ukraine offers a contemporary insight into propaganda, although this time it comes with a few plot twists: this war is partly fought on social media, your mind is also the battlefield and there is a new degree of transparency about the use of myth.

			Sometimes, you may agree with the goals of the influencers. But do you like the means? We at least want you to recognise them. And of course, we are all subject not only to our own government’s efforts, but to those of foreign governments. Deliberate disinformation is part of the backdrop to the raft of digital safety laws that are being processed on similar timelines around the world. New technology offers a crucial pivot in how we communicate with each other, and how companies and governments and bad actors communicate with us. It offers unprecedented ways to brainwash us in covert and personalised ways.

			We want to show you what is up the magician’s sleeve, under his hat and behind his back.

			We are not the only ones who care. There is an emerging legion of fact-checkers and disinformation specialists poised to rebut the wrong kind of information, fake news or enemy propaganda. But who is fact-checking the fact-checkers? While experts are important and have their place, we believe that the best person to check your facts, and know your own mind, is you.

			Each chapter presents you with a basic principle, expands the idea with interviews, research, cultural references and our own theories, and then concludes with a practical set of rules. Some of our principles may seem extreme to begin with. Take the recommendation to ‘turn off your TV’. It might not be necessary to go that far. You will see that where we impose hard demands, there is a middle path too. You can choose to watch less TV and watch it mindfully. The point is to understand how TV exerts influence, from which defence naturally flows.

			To prepare for writing this book we interviewed a broad range of experts, from veterans trained in interrogation techniques to magicians, from political scientists to priests. We undertook immersive experiences and tried to be brainwashed. We tried to join secret societies and undertook controversial and intense training courses. Laura went on a short retreat and digital detox in a convent, waded through dating expert videos and experimented with running different accounts on social media. Patrick got naked at a masculinity retreat in the woods, joined a pyramid selling scheme and signed up to transgender forums. These experiences fed into the general body of the book but a few are included as stand-alone case studies, told from our individual perspectives.

			We found we were not paragons of unbiased virtue. During immersion in courses we were bedazzled. And we recalled past experiences of being successfully manipulated. It can happen to anyone. Yet we have also become much more alert to persuasive attempts and believe we are resilient.

			We have contextualised our learnings and principles with the latest theories and research in behavioural insights and psychology. When drawing upon other writers we relied most heavily upon the great body of work that emerged from thinkers and psychologists after the World Wars. Emerging from cataclysmic world events, their writings resounded with gnawing horrors, fragile hope and enduring insights, and so we return to them and reference them throughout, including Carl Jung, Erich Fromm, Aldous Huxley, George Orwell and Hannah Arendt. We also drew on the pioneering thinkers in propaganda and psychological warfare of the last century such as Edward Bernays, ‘the father of public relations’, and Edward Hunter, who coined the term ‘brainwashing’.

			Aside from their universal themes, the other reason we return to writers of the last century is that, in this century, we have found ourselves troubled by the deliberate persuasion of the masses, eerily evocative of the past.

			The Covid crisis made it painfully clear just how easy it is for people to have their behaviour changed; it illustrated how readily mass movements can take hold and how quickly they can turn dark. In just one example, in the UK, people would wear a face mask to enter a restaurant, walk to the table or head to the toilet, but took it off once they had sat down in the same building. Elsewhere, people wore face masks with holes in to play wind instruments in orchestras; people were banned from seeing dying relatives or going to funerals; parents were denied the care they needed for disabled children; many were isolated and left depressed and suicidal. Now that the dust has settled, most of us can agree that this was not rational behaviour. While natural fear of infection and death provides part of the explanation, a deliberate attempt to persuade the mass of people by leveraging cognitive biases provides the rest.

			Anyone is vulnerable to nudging and manipulation. It is not possible to pay attention to everything, to be on your guard all of the time. While you look at one part of the magician’s stage, the trick happens elsewhere.

			Taken to the extremes, it was the ordinary people of Germany and beyond who inflicted the horrors of the Holocaust.6 There was nothing particularly special about their character; it happened to them and it could happen to you. As Alexander Solzhenitsyn wrote, the line separating good and evil does not pass through countries or tribes, but ‘right through every human heart’.7

			If you think you’re too smart to be brainwashed, if you think you are too savvy to be tricked, you are the most vulnerable of all. To be protected against brainwashing, you must have the humility to know you can be brainwashed. As Carl Jung said, ‘Nobody is immune to a nationwide evil unless he is unshakably convinced of the danger of his own character being tainted by the same evil.’8

			The possibilities of using the insights of psychology, psychiatry and the social sciences to influence our choices and our behaviour are so inviting that it is hopelessly naive to believe we are not constantly being worked on by manipulators. Psychology is no longer just about diagnosing or fixing us, it is now about socially engineering and shaping us. If you don’t control your mind, someone else will.

			We want you to be able to protect yourself and learn how to free your mind.

		

		
			1

			Realise your brain is a battleground

			The world is a battlefield of information. There are many sides, all competing to take control of the disputed territory that is your mind. Amid the many short-term skirmishes, there are forces executing long-range strategic plans to change your mind and behaviour. The first step in protecting yourself is to be aware of the forces conspiring against you, grit your teeth and resolutely prepare for battle. You are a soldier now.

			Enhanced interrogation techniques

			When you are being interrogated you think about what is going to happen next. But the interrogator is thinking ahead of you. I know interrogators, I know the way they think. They are evil bastards. They are all about the end game, and the chess moves to get there. They know the moves. I became detached from the interrogation. It became a competition. I focused on how to get ahead of them.

			When James was a soldier, he took a five-day course on how to survive interrogation – the most brutal form of brainwashing. It sounds extreme, but the same techniques are used on a smaller scale by the advertisers, politicians and salesmen we encounter every day. If you can understand how to survive interrogation, then you can understand how to resist the most persuasive attempts to influence your thinking. You will be able to free your mind.

			James was trained to experience and thereby withstand the techniques an enemy might use to break him down and extract vital information. The crucial first stage – since this was a training operation, and not the real thing – was consent. He agreed to the rigorous and unpleasant experience ahead because he wanted to be better equipped if he was ever captured. He chose to be interrogated.

			The next part was his deliberate debilitation. The recruits were sent out on a faux mission and chased across the hills by the ‘enemy’. They were given no opportunity to sleep and nothing to eat. How did James cope with being tired and hungry?

			‘Brute stubbornness. I didn’t want to be beaten. I’m not athletic, I’m just mentally competitive. If someone says you are going to be tired and hungry and beat me down in interrogation, I decide I won’t be.’

			This was just the warm-up act. After three days, the trainers captured the soldiers and brought them in for the ‘big guns’. Day and night they were deprived of sleep and had to wear hoods so that they could not see. They were made to adopt stress positions for hours on end. They had to ask permission to go to the toilet, and remained hooded even while relieving themselves. When James dropped his trousers he had no idea where he was or if anyone could see, he could just feel the wind whistling around his legs. It was perturbing, but he managed, while others had ‘stage fright’ and couldn’t go. One time, James found himself naked, with a trainer spitting in his face and verbally humiliating him.

			In a diluted form, James was undergoing a process known as ‘interrogation in depth’, which consists of ‘the five techniques’: wall standing, hooding, white noise, sleep deprivation, and a reduced and basic diet.1 These techniques are sadly familiar to prisoners across continents and ages. They have been deployed by the officers and guards in the forced labour camps of the Soviet Union, as recounted in The Gulag Archipelago by Alexander Solzhenitsyn,2 and by British military intelligence officers in the period after the Second World War as part of their counter-insurgency tactics.3 As we will see throughout this book, confusion, distraction and exhaustion are techniques used even by the fairly harmless manipulators in our lives.

			The CIA used ‘enhanced interrogation techniques’ on terror suspects in the aftermath of 9/11.4 The five techniques have been brought to vivid, sickening life by the first detainee to suffer them, Abu Zubaydah. He was captured in 2002 and held in secret prisons (‘black sites’) for years, where he was tortured by the CIA. He is still detained in Guantanamo Bay. In testimony to the ICRC (the International Committee of the Red Cross), he said, ‘I was told during this period that I was one of the first to receive these interrogation techniques, so no rules applied. It felt like they were experimenting and trying out techniques to be used later on other people.’5 Unlike James, there was no consent; this was no training drill.

			To begin with, he was subjected to several techniques that were designed to create a sense of helplessness and therefore compliance with the ensuing interrogation. He was kept naked for the first six to eight weeks. Initially, he was kept shackled to a bed and only released to use the toilet. He was not given solid food, only a liquid nutritional drink. These tactics would have combined to infantilise, disorientate and destabilise him before the interrogation began in earnest. A US Senate report found that Zubaydah’s interrogations included 83 instances of waterboarding, as well as sleep deprivation and 11 days’ confinement in a coffin-like box. He also lost his left eye while in custody.

			Zubaydah described the CIA’s version of wall standing and stress positions to his lawyers:

			They unchained my hands from the bars and chained them with short chains to the chains that were around my legs, which kept me in a bowing position at all times … They brutally dragged me to the cement wall … He started brutally banging my head and my back against the wall. I felt my back was breaking due to the intensity of the banging. He started slapping my face again and again, meanwhile he was yelling. He then pointed to a large black wooden box that looked like a wooden casket. He said: ‘From now on this is going to be your home …’ He violently closed the door. I heard the sound of the lock. I found myself in total darkness.

			The full details of Zubaydah’s torture have not been released in the interests of state security and he is not permitted to speak publicly or to the media, so we don’t know how he may have tried to remain mentally resilient and survive these experiences. He did not reveal the information he was tortured for, because he did not have it. But governments continue to employ these brutal techniques in the belief that they will work.

			Interrogation, sensory deprivation and brainwashing have been the study of British, American and Canadian governments, and were made famous through the exposé of the notorious MK-Ultra programme and in the book In Search of the Manchurian Candidate by John Marks, which exposed CIA-funded mind-control programmes.

			British psychiatrist Donald Ewen Cameron was funded by the CIA in his work in Canada to correct mental disorders by erasing memories and programming the psyche – i.e., brainwashing.6 His patients did not know they were participating in highly experimental programmes, such as being put in drug-induced comas for weeks at a time and listening to repetitive tapes with both positive and negative messaging on loop even while sleeping. Some suffered terrible consequences such as amnesia and urinary incontinence. As recently as the 1980s, his former patients sued the CIA for damages. It’s fascinating to note that the Unabomber, Ted Kaczynski, was subject to 200 hours of psychological abuse as part of a Harvard study that some have suggested was part of MK-Ultra research.7

			A strange cultural amnesia – no doubt encouraged by states – treats these incidents of psychological torture as isolated incidents, but they are not, and they are repeated more than you know or would like.

			The information battlefield

			Mercifully, life is not an interrogation. You are not being brainwashed in a laboratory or mental asylum. You probably go about your life in a normal fashion and you are not interned in a camp wearing an orange boiler suit. You will almost certainly never be captured by the enemy. So, how does this relate to you?

			Although you are not being brainwashed in a lab nor dodging a rain of bullets, you do navigate a storm of advertising, nudges, biased news articles and propaganda. You are not standing in a stress position against a wall, but you are bent under a blitzkrieg of information. Life is a battle for the mind – your mind. Donald Ewen Cameron was inspired by fellow British psychiatrist William Sargant, who wrote a book on it, Battle for the Mind: A Physiology of Conversion and Brain-Washing – How Evangelists, Psychiatrists, Politicians, and Medicine Men Can Change Your Beliefs and Behaviour.8 As you can detect from the title, Sargant identified several categories of people trying to command minds. There are battalions of experts who research, strategise and implement plans to capture your attention, wash your brain and nudge you in different directions. They work in PR and ad agencies, in governments, the media, big data and Big Tech firms. They are trying to sell you products and services, to change how you vote and to change your conduct as a citizen.

			A cybersecurity expert recounted a story that highlights just how much we are bombarded with persuasion tactics. He received a dodgy letter in the post claiming to be from the bank. The letter was asking for sensitive information to protect against fraud, and the letter was full of nudges to get it – ‘URGENT’, ‘act today’, ‘join many others like you’, and so on. The expert took the letter into the bank to let them know a scam was afoot.

			‘Oh no,’ they told him, ‘that was from us.’

			The use of manipulation tactics is so widespread that it’s hard to tell who’s who. The good guys are using nudges to stop you from falling for the bad guys’ nudges. Besides, it’s not just advertising or political propaganda where you need to be on the lookout for these kinds of techniques. At the other end of the scale, we experience manipulation even from those who love and know us best. Evolutionary psychologist David Buss found 12 tactics used to influence and manipulate a romantic partner to do something. Different personalities are more susceptible to different tactics, but this handful might be familiar to most people: charm and compliments; reasoning to explain why you want your partner to do it; the silent treatment; pleasure induction, to show them how much fun it is; tell them that everyone is doing it in a form of ‘social comparison’; hardball, threaten or use violence; or simply lie.9

			There is no accurate running total of the number of information bullets you dodge every day. But in 2006, Jay Walker-Smith, president of the marketing firm Yankelovich, claimed that the average American was exposed to five thousand advertising messages per day, ten times as many as in the 1970s.10 According to Red Crow Marketing Inc., the current figure is somewhere in the range of four to ten thousand.11 Although these figures have been hotly contested and it’s hard to quantify something like this, researchers tend to agree on one thing: it’s a lot.12

			Television, radio, billboards, shop windows, cinemas, direct mail, newspapers, magazines, social media, bus stops, video games, text messages, social media … There have never been so many opportunities to deliver persuasive messages.

			And the pace of the information age is accelerating. According to a study by Dr Martin Hilbert at the University of Southern California, in 2007, Americans consumed information for almost 12 hours per day, corresponding to 100,500 words, or 23 words per second in half a day, and 34 gigabytes.13 Using the analogy of an 85-page newspaper, a study found that in 1986 we received around 40 newspapers full of information every day, but this had rocketed to 174 in 2007.14 Is this an information-overload bomb for the human brain?

			Human beings – all of us – are what’s known as ‘cognitive misers’.15 We have very limited brainpower for paying attention to the world. For example, in Strangers to Ourselves, Timothy Wilson estimated that, every second, the brain processes 11 million ‘bits’ of sensory information (sounds, smells, sights, etc.), with only 40 of these passing through conscious pathways in the brain.16 By this estimate, only 0.0004 per cent of sensory processing is conscious. You simply can’t consciously process all of the information in the world around you. This is why one study found that half of participants walking through a park failed to notice a clown on a unicycle; the figure was even less if they had been talking on the phone during their walk.17

			Being cognitive misers also makes us vulnerable to manipulation. We don’t have the brainpower to think through every decision carefully, so we rely on subconscious rules of thumb that let us make decisions on autopilot. This means that information presented to us in a certain way can often bias – or nudge – our behaviours mindlessly. Take, for example, the Werther effect: a well-publicised suicide can increase the suicide rate.18 In some cases, all it took was a simple nudge in the media to push people into the most consequential decision of their lives. Perhaps for the same reason, Corona beer’s sales increased by 40 per cent in 2020.19 On the persuasion battlefield, sometimes all it takes is one small whizzing ‘bullet’, one nudge, to get the better of you.

			There is a battle for human attention. More than that, your opponents want to persuade you. They include the all-too-obvious advertisers and marketers, but also big data and predictive analytics, PR and lobbying. Some of the forces of the information battlefield are governments and their agencies. Are they friend or foe? It is not always easy to tell. You would hope your own government is an ally, but would the mental patients ‘treated’ in the MK-Ultra programme say so? Sometimes the government might be an enemy. In the modern age of behavioural science, it is certainly seeking to ‘nudge’ you into being a good citizen using subliminal techniques. And governments also command bot and troll armies on social media in addition to the older propaganda techniques. It’s open season on delving into and rewiring our brains. World Economic Forum advisor and author Noah Harari thinks that, ‘We humans should get used to the idea that we are no longer mysterious souls. We are now hackable animals.’20

			The military is the classic example of treating humans as hackable. The soldier James told us, ‘Everything in the military is about changing how people think. That is what they do. Hearts and minds.’

			Content and information are abundant, but your attention is a scarce resource, and advertisers can only capture so much of it. You can only notice so many ads per day – for example, Media Dynamics reported that people are exposed to 362 ads a day via the media but only 153 (24 per cent) were attended to for a few seconds or more,21 while marketing guru Byron Sharp found that brands are explicitly recalled from watched ads only 16 per cent of the time.22 With all this noise and our limited abilities to process it, you will appreciate how hard advertisers are working to gain your attention. They mean business.

			It isn’t possible to estimate how much money governments spend on political communications around the world, when you consider some of the units and departments engaged in that work are secret and not obliged to publicly disclose it. If one considers political communication in its broadest sense, including central and local government, state-run media, military and police forces, then it is not unreasonable to suggest that spending amounts to trillions of dollars globally each year. For example, in 2020, acknowledged UK government advertising alone surpassed £160 million, making the government the biggest advertiser that year (albeit due to special circumstances prompted by the pandemic).23

			To put all this in the language of war might seem extreme – but it is how our leaders are thinking about us. King Charles has called for ‘a vast military-style campaign’ to influence behaviours around climate change.24

			With these military campaigns comes psychological manipulation. ‘War is deception,’ so the Islamic proverb goes. Sometimes it is an illusion – so much so that some Japanese soldiers famously hid in the jungle for decades after the Second World War had ended, believing the war was still being waged.25 How much of your own conception of current affairs, of the world, is the result of illusions from the screen?

			En masse, we are exposed to an unprecedented volume of information. No human beings in the history of the world have faced this. The volume is one matter, but the intent is another. Make no mistake, like the interrogators James faced, your opponents are playing a game of chess with you, and sometimes it is a long game. The ad men, the behavioural scientists, the social media troll farms, the government propagandists, they are not playing for fun – there is a strategy. They want to capture your attention and influence your behaviour. Right now, they are one step ahead of you.

			Brainwashing, or coercive persuasion, is a slow, repeated, covert process of undue influence. The first step in surviving, and keeping your mind free, is to recognise there is a process, even though it is not the singular strategy of a singular enemy.

			Fighting back

			How did James survive interrogation? First of all, it was a training programme, survival was guaranteed, so he had an intrinsic advantage. But he still needed resilience. He realised early on that his ‘captors’ were one step ahead of him. It was a game, and the uncomfortable, humiliating and mind-bending moves were as orchestrated as a series of chess moves. He decided to steel his brain, even to adopt an arrogant attitude. He simply decided he could do it and he would beat them if he put his mind to it. Indeed, there is a lot of research on the power of the conscious mind and positive thinking, and that psychological concepts like self-esteem, self-regard and self-affirmation can improve productivity, performance and life outcomes.26 As the saying goes, whether you think you can or you can’t, you’re right.

			James knew there were only so many types of interrogation that would be applied to him. He was in a fortunate position. In a real capture scenario, endless, cruel permutations would be possible. During the two days of interrogation, he observed what they were doing and counted down the tactics, one by one. He was 50 per cent of the way there. Then 75 per cent of the way there. Then he was nearly done.

			To survive the daily barrage of real-life brainwashing you do not need to be prepared for endless cruelties, but you do need to prepare. You need to understand your psychological weaknesses, and how people seek to exploit them. As the famous Chinese military strategist Sun Tzu said, ‘If you know the enemy and know yourself, you need not fear the result of a hundred battles.’27

			The key to resisting is what’s known as psychological resilience. As we’ve seen in this chapter – and as you’ll see throughout this book – you can build resilience by shoring up your defences and knowing what you’re up against. One study, for example, found that people who had experienced traumatic life events were less likely to have their memories manipulated by misinformation or leading questions.28 Other research has found that persuasion is resisted via tactics like attitude-bolstering, counter-arguing, and asserting confidence that nothing could change one’s mind.29 Meanwhile, openness to experience has been identified as a trait linked to suggestibility:30 to avoid being persuaded, it is better to put up the defences and not be so open-minded that your brain falls out, as G. K. Chesterton put it. Those who can resist persuasion also tend to feel that they are in control of their own lives.31 If you are to free your mind, you must first take responsibility for yourself.

			As for James, he remained mentally resilient by counting the seconds while enduring a new stress position or episode of interrogation. He occupied his brain. As he said,

			You have to think about something and keep track of time. If you lose track of time you have lost control of everything. That’s why they put you in solitary confinement and turn lights on and off and give people meals at weird times. It is all about information and control.

			Martin, another soldier, underwent the same training. He went further and took special forces training, and became a trainer in interrogation techniques. He learnt to build up an ‘intolerance to pain, and basically torture’.

			Like James, Martin busied his brain to remain resilient:

			Interrogation training is an experience. It’s not one for the faint-hearted. When you are interrogated and thrown back in your cell you can’t dwell on what’s happened to you. It would drive you nuts. You have to build defences in your mind. In my mind I would imagine building a car. The other one I would do is build a house. You have to think about the logistics and do it brick by brick. If a civilian gets themselves into trouble, they panic. In the military, we don’t. We look at the situation. We stay calm, we assess, we have a mental checklist.

			A 2009 paper by researchers at the Aberdeen Centre for Trauma Research concurred, concluding that methods for surviving and coping with extended capture included distraction (for example, reading and fantasising), discipline (such as exercise and personal hygiene) and looking for a positive spin on the situation.32 Terry Waite, for instance, prepared his autobiography in his mind, while a study on victims of a hijacked plane reported they viewed the experience as an exciting adventure. Ultimately, it’s all about taking control of what you can – your own thoughts, emotions and perception of the situation. In the words of Holocaust survivor Viktor E. Frankl, ‘Everything can be taken from a man but one thing: the last of the human freedoms – to choose one’s attitude in any given set of circumstances, to choose one’s own way.’33

			The idea of battling through information warfare on a daily basis might seem exhausting. You can’t spend the entirety of your days imagining building a car, or writing your autobiography, in order to deflect billboards and salesmen. To go through life paranoid that each interaction with the media is an attempt to unduly influence us, or that everyone we encounter seeks to harm us, would rob us of worthwhile experiences.

			Perhaps it would be easier to let it just roll over you. Just allow each of those 174 metaphorical newspapers to give you a gentle rap on the skull every eight minutes. After all, some of the information is valuable. Some of it is true. Some of it is entertaining. You might learn something new. It’s not all bad. But how do you tell?

			Only you can decide what is valuable, and what is not. This book is not in the business of brainwashing, censoring or suggesting, but rather of equipping you to apply your own discretion.

			You need to be one step ahead, and this book is your field manual. The first step is to recognise that you are a soldier, and you must prepare for battle. You can get out of this one with your mind intact and under your own control. You might come home with honours. You might even have fun.

			Let the training commence.

			The rules:

			
					Acknowledge that all forms of communication are designed to persuade you in some way.

					Make an effort to note persuasion attempts throughout the day, and the techniques that are being used to do so – and make the deliberate choice to defeat them.

					Most importantly, read every page of this book – your field manual for surviving the information battlefield.

			

		

		
			2

			Stand your ground

			The road to brainwashing is a slippery slope that starts with but a single nudge. To keep your psychological integrity, you mustn’t cede any ground to the brainwashers. Give them an inch, and they’ll take a mile. Even interacting with them in the first place allows them to set the rules of engagement and puts you on the back foot. The best thing is not to engage – not even to argue with them – but to instead totally switch off.

			The slippery slope

			Wild hogs are one of the most destructive invasive species in the United States. They decimate crops and wolf down newborn lambs, they strip fields of grass and tear up the earth, and they even terrorise tourists. The country is besieged, wrote Smithsonian Magazine, by a ‘plague of pigs’ who ‘evade the best efforts to trap or kill them’.1

			The problem is, pigs are rather intelligent – more intelligent than dogs, so they say2 – and yet their greatest talent, according to the California Potbellied Pig Association, is for stubbornness.3 This downright pig-headedness can be annoying for those finding their farms decimated by wild hogs.

			So, what’s the solution to these pesky pigs?

			Fortunately for the farmers (not so much for the pigs), a company called Jager Pro Hog Control Systems (‘Army trained. Combat tested. Farmer approved’) has developed a systematic solution for capturing entire drifts of wild hogs, which it calls the Capture Success Matrix®.4 There are three steps: first, condition the pigs to trust the bait site; then condition them to trust the corral enclosure; and finally flip the switch to trap them in.

			One of the company’s YouTube videos tells of a herd of wild hogs that had destroyed an acre of peanuts.5 While this was costly for the farmer, it was also costly for the pigs, for it had revealed their single greatest weakness: a taste for peanuts. Armed with this knowledge, Jager Pro strategically scattered peanuts across a field. There was no attempt to trap the hogs yet – the goal was to lull them into a false sense of security.

			An enclosure was built in the same field. Half of the peanuts were baited in front of its entrance, and half inside. Initially, the pigs were wary and wouldn’t enter the enclosure; it took them some time to feel comfortable. However, eating the peanuts outside the corral’s entrance made them trust it. The first to snuffle their way in were the foolhardy younger pigs, and where the kids went the adults would follow. Over the next few days, the pigs learnt that nothing bad would happen to them inside the corral, and they began to feel safe there.

			Whereas the peanuts were once baited both inside and outside the enclosure, now the hogs would have to shuffle their trotters all the way inside to find them. By day four, they showed little hesitation jogging into the corral to gobble up the peanuts.

			Little did they know they were being watched on camera by the farmers, who manually triggered the gate closed with a snap. The hogs, in a panic, charged at all sides of the enclosure, looking for an escape – but it was too late.

			Little by little, the patient farmers were able to lure even the most pig-headed of pigs. What chance would a human have?

			The principle here is an old one. In the 1940s, the Stalinist dictator of Hungary, Mátyás Rákosi, coined the term ‘salami slicing’ to describe his step-by-step approach to dismantling the political opposition.6 Even if you cut very thin slices off a salami, eventually you’ll have eaten it all. The technique is reminiscent of the ancient Chinese torture of death by a thousand cuts.

			When it comes to brainwashing, think of it like boiling a frog. If you try to drop a frog into a boiling vat of water, so the analogy goes, it will jump out. However, if you put it in a cold pot of water and slowly turn up the heat, you’ll be able to cook it without resistance.

			Consider how the biggest social changes rarely, if ever, occur overnight. They are the culmination of many small increments.

			For example, income tax was first introduced as a temporary emergency measure in 1799 to finance Britain’s role in the Napoleonic War.7 It was just 10 per cent at that time. The unpopular tax was repealed and reintroduced several times over the following century, and it wasn’t until 1909 that Lloyd George officially made it permanent. Today, British income tax rates sit at 20 per cent, 40 per cent, and 45 per cent, among a deluge of corporation tax, value added tax, road tax, council tax, inheritance tax, fuel duty, import duty, stamp duty and so on.

			A paper in the Journal of Applied Psychology was based on four experiments to support what it referred to as the ‘slippery slope’.8 The researchers referred to corporate scandals such as Enron (which ‘grew out of a steady accumulation of habits and values and actions that began years before and finally spiraled out of control’), much like Bernie Madoff’s Ponzi scheme, rogue trading at UBS and the News of the World phone-hacking scandal. The paper cited past studies that demonstrated that people are more accepting of moral discretions when they are small – for example, they were more likely to cheat on a task to win ten cents per problem solved than they were for five dollars per problem solved, and stealing pens from work was deemed more acceptable than stealing money from the cash drawer. Importantly, the researchers themselves showed that smaller transgressions lead to larger ones.

			A clear example from modern history of this gradation effect is the government’s responses to Covid-19. In the UK, the lockdowns were sold as temporary measures. You must stay indoors and close your businesses for three weeks to stop the spread, said Prime Minister Boris Johnson in March 2020.9 Yet they persisted in one form or another for two years. Throughout the pandemic, the British government appeared to follow a three-step process to soften people up for the measures they inevitably introduced. This dance comprised deny, debate, demand. First, the government would deny they were introducing a measure (often as a result of plans being leaked). This denial would sow the seed of possibility purely through mention of it (even in the negative) and make a policy palatable; although it wouldn’t be popular, it would go from the realm of unthinkable to thinkable, while at the same time putting people’s fears at bay through the denial. Psychological research shows people are more amenable to something if they have merely been exposed to it. From this first denial, the government would then debate the policy in order to reduce resistance: the effect is to take the idea from thinkable but unacceptable to thinkable and acceptable. By the time the government demands the policy, the public has been softened up enough that they are ready to accept it with little protest.

			In January 2021, then Secretary of State for Health and Social Care Nadhim Zahawi tweeted that the government had ‘no plans to introduce vaccine passports’ – in fact, the government denied plans to introduce them at least eleven separate times.10 In April 2021, gears had shifted to debate: Zahawi said it would be ‘completely remiss and irresponsible’ not to consider trialling vaccine passports as a way of re-opening the country.11 The demand came by December, when Covid passes became mandatory for nightclubs and other large venues.12

			While vaccine passports have since been ditched in the UK, it is important to remember the gradual nature of these social changes. It is two steps forward, one step back. Income tax was repealed and reintroduced several times before it became permanent. The foundations for mandatory digital ID have now been laid, and the public has been conditioned to accept it.

			It isn’t possible to prove this process was deliberate, but there was a consistent pattern of this form of psychological softening up. An alternative explanation – although by no means kinder, since it indicates a level of incompetence – is that the government flip-flopped uncertainly throughout the pandemic response.

			What vaccine passports have done is put a ‘foot-in-the-door’ for mandatory digital ID. This is a well-established principle of persuasion. One study, for example, found that people were at least 25 per cent more likely to agree to put a large safe-driving sign in their front garden if they had agreed to a smaller request beforehand, such as signing a petition or accepting a bumper sticker.13 If you want people to do something, it’s better to make a smaller, more reasonable request of them first; once committed, they’ll follow through on the larger ask later. This is perhaps why, for example, car dealerships encourage prospective customers to take a test drive, which is much less intimidating than buying a car but which nudges them along the journey to do so.

			The influential behavioural insights expert and Chief Executive of the Nudge Unit David Halpern calls this ‘radical incrementalism’.14 It is the very essence of nudging: tiny changes can have an enormous cumulative impact. A thousand nudges make a shove. The Nudge Unit is the colloquial name for an organisation called the Behavioural Insights Team, which was set up with the UK government’s Cabinet Office and is still ‘at the heart of the UK government’, according to the unit’s own website, reflecting how much techniques such as radical incrementalism have become standard government tactics, unbeknownst to most people.15

			Psychologists have even developed scripts using something called ‘the mere agreement effect’.16 If you can get people to say yes to two questions, they are more likely to then say yes to your target question. For example, ‘Do you want the best for your family? Are you concerned about what might happen in the future? Do you want to buy our insurance?’

			You may have experienced this foot-in-the-door technique from ‘chuggers’ (charity muggers) on the street. With a disarming smile and official-looking vest, they try to stop you with a compliment or a question about your day. While this seems harmless, once you’ve taken that first step into the engagement you are more likely to sign that direct debit to the Donkey Sanctuary.

			Expert salesman Mike Herberts explains it like this:

			A large part of success in selling is to create a sense of obligation in the person you are selling to.

			A classic example – I’m wandering around a town in Turkey with my wife. We walked past a shop, there’s some lace, we walk in, there’s an old guy who gets a ladder and climbs up and pulls out a big box, snips the string, pulls out some lace, some more lace, some more, and so on, until it comes to the piece she’s interested in.

			At that point you are gonna be buying some lace.

			A local company had a recruitment drive on the streets of Scotland. The recruiters were dressed in the company’s uniform and were approaching people to recruit them literally on the street. Things were not going so well. I suggested the opening lines, ‘Excuse me, are you local?’

			The minute you’re asked that question, the brain immediately does an analysis – ‘This person is lost, they need help, so I’m going to engage.’

			Ex-multi-level marketing scheme member, Denise, likewise described how recruits would always wear stripes of lipstick on their hands to generate conversations in public with strangers. These schemes draw people in gradually before it becomes all-encompassing.

			The process is not always linear – it can be a bit of a dance. This is what hypnotists call ‘fractionation’ (a deeper trance can be reached by bringing people in and out repeatedly), and what pick-up artists call ‘two steps forward, one step back’. As self-professed dating coach Corey Waynee put it on his blog:

			Maybe you’re kissing or maybe you’re making out. Your hands are wandering and then they go a little too far, and then she stops you. Now, most guys that don’t know any better, they think, ‘Well, that’s it, I’m not getting laid,’ and they just give up. All it really means is you’re going a little too fast and you need to slow down, back up a little bit. Hence the two steps forward. In other words, you keep moving forward until you encounter resistance. Then you take a step back. You refocus on conversation and talking, getting her to talk. And then a little while later, you start making out, heavy petting, start removing items of clothing, things of that nature.17

			There is a related principle of persuasion called the ‘door-in-the-face’ technique: by making two unreasonable steps forward, and getting rejected, people are more likely to accept the one step forward that was your goal in the first place. In one experiment, some people were asked if they’d chaperone youths from the County Juvenile Detention Center to the zoo for two hours one day; 17 per cent agreed.18 However, if people were presented with an extreme request beforehand (volunteering to be a counsellor to them for two hours a week, every week, for two years), compliance with the zoo request then increased to 50 per cent. When decadent rockers Mötley Crüe made their strip club music video for ‘Girls, Girls, Girls’, they knew MTV would be unlikely to accept it.19 So, they made two versions: an uber-raunchy cut, which was sent first, and duly rejected; and a toned-down compromise, which was what they actually wanted to be aired all along.

			These techniques can of course be used by people more sinister than charity chuggers and Eighties rockers.

			Totalitarian regimes also don’t get there overnight. They are the result of many tiny steps. In They Thought They Were Free: The Germans, 1933–45, journalist Milton S. Mayer painted a vivid picture:

			To live in this process is absolutely not to be able to notice it … Each step was so small, so inconsequential, so well explained or, on occasion, ‘regretted,’ that, unless one were detached from the whole process from the beginning, unless one understood what the whole thing was in principle, what all these ‘little measures’ that no ‘patriotic German’ could resent must some day lead to, one no more saw it developing from day to day than a farmer in his field sees the corn growing. One day it is over his head.20

			In the wake of the Second World War, psychologist Stanley Milgram conducted his famous experiments on authority, showing that people would give what they thought was a deadly electric shock to someone else simply because a scientist in a white lab coat told them to.21 However, it wasn’t just the authority cues that had this effect. Participants were asked to start with a harmless buzz of voltage and gradually increase it. The incremental nature of the task contributed to its literally shocking results. Another psychologist, Philip Zimbardo, once said that ‘all evil starts with 15 volts’.22

			Avoidant resistance

			Given that this insidious technique is so effective it can cajole even the most pig-headed of pigs, what can we do to resist it?

			Broadly speaking, there are two methods for resisting persuasion.23 The first is active resistance: deliberately challenging the information and its source. For example, the aforementioned slippery slope researchers found that the slope could be avoided by adopting a prevention-focused mentality: that is, being more pessimistic.

			The issue with active resistance is that we are not hardwired to be so cynical. The ‘truth bias’ refers to our tendency to believe people tell the truth more often than they really do, for example.24 What’s more, we simply don’t have the time or attention spans to do battle with every bit of information we meet.

			Engaging with persuasive information can also generate what’s known as ‘ironic processes’: even if you disagree with the message, the simple act of consuming it will influence your thoughts and behaviours in some way.25 If you were told not to think of a pink elephant, the first thing you’d do is think of a pink elephant. You could be a cynical, critical consumer of news content, social media feeds and adverts – but the very act of consuming them at all would have a psychological impact on you, in one way or another.

			What we see becomes familiar and normal in our minds, even if we disagree with it. The ‘mere exposure effect’ is a psychological principle in which simply being exposed to something makes us like it more. In experiments, Western participants showed a preference for letters of the Chinese alphabet (which were completely meaningless to them) if they had been exposed to them previously.26 In China itself, influencer marketing is known as seeding – it is about planting, or incepting, an idea in people’s minds so it can grow organically there. So, even if you consume information sceptically, it is still being implanted in your mind. The mere exposure to something makes it seem normal and familiar. Likewise, research on the ‘illusory truth effect’ shows how we are more likely to believe something is true the more often we hear it.27

			Let’s imagine a propaganda campaign that tells you to eat insects. You might find it disgusting, you might complain – but that is not the point. It’s less about whether you agree with what you saw, and more about whether you saw what you saw. Like it or not, the idea will enter your mind and change your perception of reality. The people who think it’s disgusting that people eat insects, and the people who think it’s great that people eat insects, are both united in thinking that people eat insects.

			Perhaps the answer lies not in active resistance, but in the second type: avoidant resistance. This means staying away from manipulators rather than trying to fight them.

			Alcoholics Anonymous, for example, are experts at resisting things – every day is a war with their addiction – and they have a saying: that if you hang around in a barber’s, sooner or later you’re going to get your hair cut. But there is so much power in leaving the barber’s shop, or stepping away. Often, political resistance is not about fighting the system, but about leaving it entirely to create something new. Czech political dissident Václav Havel called it the parallel polis.28 In The Discourse on Voluntary Servitude, French political theorist Étienne de La Boétie wrote: ‘I do not ask that you place hands upon the tyrant to topple him over, but simply that you support him no longer; then you will behold him, like a great Colossus whose pedestal has been pulled away, fall of his own weight and break into pieces.’29

			The classic brainwashing book Battle for the Mind has just a few pages at the end on how to resist brainwashing – but they are powerful.30 The author, William Sargant, makes the case that the most difficult animals to condition are those that will not engage with the experimenter. ‘When a dog sullenly refuses to pay any attention to the flashing lights and other food signals intended for his conditioning,’ wrote Sargant, ‘his brain remains unaffected.’

			Like dogs, people will not break down and give in to brainwashing if they simply refuse to engage with it in the first place. For example, prisoners of war can survive interrogations if they refuse to cooperate with their captors or answer any questions at all, and criminal suspects would be less likely to be convicted if they simply refused all questions except those answered in writing via their lawyer. As American law professor James Duane put it, ‘Anybody who understands what goes on during a police interrogation asks for a lawyer and shuts up.’31

			Even fighting with brainwashers can be counterproductive. If an angry bull charges again and again at a matador, it is still eventually worn down so that it may be slain with a sword. Only the bull that remains calm and refuses to engage with the matador at all has a chance of survival. While you might think you ought to get riled up and fight against the brainwashers, it can leave you exhausted and vulnerable. More effective is a strategy of total avoidance.

			Gary Noesner worked as a hostage negotiator for 30 years, including seven years as the FBI’s Chief Negotiator. His technique to bring people round was to move slowly and carefully, drawing them in like pigs with peanuts, albeit for a much nobler cause. He was asked if there were ever any people he couldn’t negotiate with:

			I can’t negotiate with people who refuse to talk to me. They’ll put a hostage on and say, ‘You speak for me.’ That’s tough on someone like me. I have to convince the hostage to get you to talk to me. In order to have a positive influence on another’s thinking and behavior, we must first engage them in a genuine, sincere, and impactful dialogue. Without such engagement it is difficult to achieve positive outcomes.

			You can’t be negotiated with if you don’t pick up the phone; and you can’t be brainwashed if you don’t pay attention to the brainwashing.

			Likewise, we asked magician and psychology professor Gustav Kuhn how people can avoid being tricked by magic.

			He said, ‘Don’t go to the show!’

			The rules:

			
					Notice the gradual changes and stubbornly stand your ground; don’t be afraid to say no even to seemingly reasonable requests.

					Take a more cynical and negative approach in situations with a high likelihood of manipulation, and focus on potential losses rather than gains.

					If something has the potential to manipulate you, consider not engaging with it at all, even in a critical or combative way.
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			Get immunity

			You are better at resisting manipulation when you know what to look for. Inoculate yourself against brainwashing by educating yourself on common tactics, putting your guard up and exposing yourself to nudges in small doses.

			Once bitten, twice shy

			Paris. With its moonlit cobbled streets, with revolution and romance lying in its bones, it is perhaps the one city that is most likely to steal your heart. But also, your purse, passport and phone. A study of TripAdvisor reviews found that, among the places to get pickpocketed worldwide, the Eiffel Tower, the Sacré Cœur, the Louvre and Notre-Dame were all in the list of the top ten locations.1

			Writing for travel website Fodor’s Travel, for example, Katie Jackson recounted a Parisian paramour’s picturesque Tinder date that left her $4,000 poorer.2 While she was smooching her Frenchman – ‘the six-foot-something French banker’ – beneath the glittering lights of the Eiffel Tower, a nearby couple of wayward youths made off with her purse. Katie had to foot the bill for a new iPhone and another six days in Paris while she jumped through all the hoops to replace her passport.

			This was a painful learning experience for Katie. While she won’t stoop to wearing a money belt in future (‘they’re ugly’), she has pledged to carry a copy of her passport instead of the real thing from now on.

			Kim Kardashian was also robbed in Paris, of $10m in jewels, by masked gunmen who may have used her Instagram feed

			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
					Be on your guard and know when you’re going into a manipulative situation: don’t be afraid to be cynical and sceptical, and engage your critical-thinking faculties.

					Educate yourself, by reading classic books on persuasion and propaganda.

					Look out for common techniques in your day-to-day life, including social proof, scarcity, authority, liking, reciprocity, and commitment and consistency.
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