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    INTRODUCTION


    For thousands of years, we humans have associated walls with privacy. No matter how primitive our hovel, once inside it we are safe from the eyes and — if we keep our voices low enough — the ears of others.


    For ages before that, long before our ancestors had evolved to be human beings, an individual could avoid observation by other members of the group by simply distancing himself physically from them.


    In both cases, privacy was gained but communication with others was lost.


    All of this is ingrained in our natures and in the structure of our societies, but rushing upon us is a future in which privacy will be nonexistent and communication will be ubiquitous.


    Privacy and communication are two sides of the same coin. Increase one and you decrease the other. Until now, at any given moment, we have generally been able to choose one over the other, to choose the one that is more important to us. That choice is about to disappear.


    It would be more accurate to say that it’s already disappearing. Moreover, thanks to advancing technology and deteriorating legal barriers, the change is happening at an increasing rate.


    Drones, those small, remotely controlled airplanes that we used to associate with America’s ill–advised wars in dry, dusty, distant countries, have come home. In those far–off wars, drones are used both to spy and to assassinate. At home, in the hands of civilian law–enforcement, they are used only to spy — thus far.


    The use of drones has already spread beyond law enforcement and into the private sector, and it is about to spread much further. At the same time, drones are steadily becoming smaller, cheaper, and harder to detect. Legal and social barriers to their use are dwindling.


    Separately, electronic communication — the Internet, and mobile devices such as cell phones that can connect to the Internet — is becoming more important, more nearly ubiquitous, and increasingly under attack by governments and corporations. People everywhere want to be able to communicate with friends and relatives and to get reliable information about the world. Governments and corporations have a vested interest in controlling what information people get, especially about the world. Whether it’s the government of China wanting to suppress discussion of the Tiananmen Square uprising or a giant oil company wanting to suppress news about a pipeline rupture destroying a forest in Alaska, those in power want to be able to halt traffic on the Information Superhighway at will. This attempt at control inevitably produces resistance and a fight to keep communication free and widely available.


    Heretofore, governments and corporations had the advantage regarding both control of electronic channels of communication and surveillance of individuals. That’s about to change. The pushback against control of the channels of communication, and the growing availability of cheap, tiny surveillance devices, are about to merge.


    This will represent a giant step, an immense change, not so much technically as socially. The social and personal implications are enormous. Everything we have known and believed about privacy and communication for thousands upon thousands of years will cease to be true.


    All of this will happen very soon with the advent of what I call Dust Net.
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    DIMINISHING DRONES


    When I say that drones are diminishing, unfortunately I don’t mean that their use is diminishing. Quite the contrary. Their use, their numbers, their types, their capabilities, and the number of countries and companies producing them are all increasing rapidly. Their size, however, is diminishing. In the long run, this decrease in size is the important story.


    The word drone generally refers to a small, remotely controlled aircraft used for surveillance or assassination. The formal name for these devices is Unmanned Aerial Vehicle, or UAV.


    Most of us first became aware of drones a few years ago, when news reports started telling of attacks by US military drones on members of the Taliban and al Qaeda in Afghanistan during the presidency of George W. Bush. However, drones have been in use since long before the dismal Dubya years. In a sense, they even predate aircraft.


    In 1849, the Austrian army used unmanned balloons loaded with bombs to attack Venice. The balloons were supposed to float over Venice and then drop down into the city, along with their bombs. Unfortunately, the wind changed, and some of the balloons drifted back and attacked the Austrians. A few years later, during the American Civil War, both sides tried using similar balloons to attack each other, with similarly unpleasant results. Nineteenth–century armies loved the idea of dropping bombs on the enemy remotely, but clearly balloons were not the answer.


    With the advent of airplanes, a more effective avenue appeared. Radio–controlled aircraft were developed during World War One, but they weren’t ready to use by the time the war ended. Research continued after hostilities concluded.


    World War Two meant another big advance in the technology. Germany produced the famous V–1, a flying bomb they aimed at England. In England, they called it the Buzz Bomb, a curiously friendly name for a weapon of terror.


    The V–1 flew until it ran out of fuel. Then it fell to ground and exploded. It killed hundreds of civilians and injured tens of thousands, but perhaps its greatest value lay in its psychological effect. Decades later, my mother, who lived through the Blitz, still remembered vividly the instructions over the radio: Listen for the sound of the Buzz Bomb’s engine. As long as you can hear the sound, the weapon isn’t a threat. When the sound stops, you have till the count of three to find cover.


    German engineers moved on to the V–2, a rocket bomb rather than a flying bomb. Not only was it more destructive than the V–1, it was even more terrifying, because it flew at supersonic speeds. That is, it flew ahead of its own sound and thus arrived at its target silently.


    But the V–2 was a divergence from the development of drones. It was the precursor of the nuclear–tipped ICBMs whose existence terrified the world during the Cold War. It was also the precursor of the rockets used to put men in space.


    Drone technology continued to advance separately, especially on the Allied side. After World War Two, the capabilities and number of American drones increased greatly, but the emphasis was on surveillance, not on the use of drones as a weapon.


    The United States began using drones as assassination weapons in 2001 in the Middle East. The use of US drones in the Middle East, Afghanistan, and Pakistan has been increasing rapidly ever since. They are used to kill individuals and also to destroy equipment such as vehicles.


    These modern drones are large and powerful weapons. The Reaper drone, the one favored by the US Air Force and the CIA for use in Afghanistan and Pakistan, is 36 feet long with a 65–foot wingspan. When fully fueled and loaded for takeoff, it can weigh over 10,000 pounds, with almost 4,000 lbs. of that being weapons: air–to–ground missiles and laser–guided bombs. Air–to–air missiles will probably be added soon. It cruises at 25,000 feet and can go as high as 50,000 feet, and it can hit a top speed of 300 mph. It can stay in the air for 14 hours.


    The appeal of these undetectable, unstoppable weapons that can fly just about anywhere and kill a presumed enemy without exposing US personnel to danger is obvious. The moral dilemmas their use entails, the anger of foreign nations at the disregard for their sovereignty, the danger of killing innocent people by mistake, the probability that drones will be used for assassinations whose motivation is political and not military — these are also obvious.


    Almost certainly, our drones have already killed innocent people by mistake. An NBC News review of classified intelligence reports has revealed that the CIA often does not know whom its drones are killing. Nor does it know if the people on the ground targeted for death by drone are really militants or enemies of the United States. Reports by locals indicate that many of the victims of drone attacks are innocent civilians. Some targets are chosen because they have been identified as known enemies. Others are chosen because of patterns of behavior. A group or gathering may trigger an alert because it seems to match the pattern of meetings of militants. We’ve all read the reports of large numbers of people attending weddings or funerals being killed by American drones. Presumably they gathered in just the wrong way. 1


    Discussions of drones and the dangers inherent in their use tend to emphasize their speed and firepower. That’s understandable when the discussion is focused on drones as an advanced type of offensive weapon. Size and power are good attributes for a weapon designed to kill people and destroy vehicles and buildings.


    But there’s another role for drones, a more important one in the long run, and in that role, size is a disadvantage. That role is surveillance and information gathering. For drones designed for those purposes, the smaller, the better.


    Research and development is progressing rapidly in both directions. Weaponized drones are becoming ever more fearsome weapons of war. At the same time, governments and private entities all over the world are making steady progress in the creation of ever smaller drones with ever greater information-gathering capabilities.


    Moreover, the use of drones has already spread beyond law enforcement and into the private sector, and it is about to spread much further.

  


  
    The Global Spread of Drones


    We in the United States may think that we alone possess powerful drones and that we’re safe from dangerous drones in the hands of our enemies. Anyone who thinks that is naïve. Recall that drones were not invented in the USA. Continued development of more powerful drones since those early days has not been limited to the United States — or Israel, the next major power in the production of drones after the US.


    China, unsurprisingly, is working hard to catch up with the US and Israel. China is still well behind the two leaders, but it’s making rapid progress. Despite the intelligence resources that the United States and others no doubt employ in watching China’s military progress, the West was surprised at the variety and capabilities of drones unveiled at Air Show 2010 in Zhuhai, southern China in November 2010. The new models of drone included one powered by a jet engine. That drone should be able to fly faster than America’s Reaper drones. China has already considered using its drones to eliminate a drug trafficker in a neighboring country. As China achieves superpower status, it will feel no more hesitation to use its drones anywhere in the world than the US does. 2, 3


    For now, out of necessity, our friends are buying drones from the United States and Israel, even while they move ahead with development of their own drones. 4


    The Neuron, a prototype for a European combat drone, has already been tested in France. The Neuron’s design uses some elements of stealth technology to make it harder to detect. 5


    The British military is testing a drone named Taranis, which also uses stealth technology to evade detection. Taranis will have a considerable degree of autonomy. It will be able to avoid threats and identify targets on its own, without the need of a human controller. Fortunately, it will have to seek authorization from a human being before attacking a target. 6


    The degree of autonomy built into Taranis is probably a good idea, given that Britain lets fairly untrained operators fly its drones. Good onboard software would probably be more reliable than those operators, and as onboard computers become ever more powerful, the drone’s ability to control itself will become more sophisticated and increasingly superior to even the best trained human operators. Even well–trained drone operators may not perform well because of boredom. Increasing drone autonomy is inevitable as a response to this problem. 7, 8


    The danger of fully autonomous, weaponized drones is obvious. Imagine the skies of the world filled with deadly flying machines, freed from human control, making their own decisions about which humans to eliminate. This is not a far–fetched idea. Simplified versions of such autonomous killing drones have already been tested. 9


    Calls for the international community to prevent the further development of such drones, as well as other types of “lethal autonomous robots,” or LARs, have come from a United Nations official and from academics, political activists, and Nobel laureates. I think we can safely predict that nothing will come of these calls. Even if an agreement is reached, it will be ignored by military powers large and small. 10, 11


    Frontex, the pan-European border agency based in Warsaw, plans to perform surveillance beyond the borders of the European Union and to do so using drones produced in Europe. In cooperation with European drone manufacturers, this agency is calling for greater European drone capabilities. EU officials seem to be responsive to this call; expect a well–financed EU push into drone research and production. 12, 13, 14


    The European Union is working with an Israeli military contractor to develop drones that will be able not only to find vehicles — boats and cars — being used by criminals but will also be able to stop them dead in their tracks. The drones won’t do this by firing missiles, but exactly how they will do it is classified. 15


    Turkey already produces its own unarmed drone, the Anka. Turkey has tried to buy armed Predator drones from the United States but has been repeatedly turned down. As a result, Turkey now intends to manufacture a version of the Anka with bigger engines to give the drone greater load capacity and to arm the new Anka with weaponry similar to that carried by America’s Predator and Reaper drones. 16


    Iran has been developing its own drones and has apparently given some of them to groups such as Hezbollah to use against Israel. Iranian–built drones are known to have penetrated Israeli airspace. One of those drones possibly succeeded in surveying Israel’s Dimona nuclear complex. At least one of the other drones was equipped with explosives, but it was shot down before it could do any damage. 17, 18


    Even countries without the technological and industrial ability to produce advanced drones of their own, or who simply prefer not to devote their resources to developing drones, can get around this problem by buying drones and the ground facilities to support them and training for the personnel who operate them. They can buy all of this from the United States. Countries doing exactly that range from the known and unobjectionable, such as South Korea, to … Well, we don’t know. That information is not available. We do know that the US government makes it easy for drone manufacturers to sell drones to those other countries, whoever they are. 19, 20


    The spreading use of drones has resulted in calls for them to be included in international arms treaties. Not only do drones cause injury and death to innocent people, says Medact, the global medical charity behind the call, in addition “[t]here is also some evidence that medical personnel and others who arrive at the scene to assist the injured have been targeted in drone attacks. This is a war crime.” This is another call that will probably go nowhere. 21


    Drones don’t have to be big and powerful or developed by the United States or some other drone power to be dangerous. Islamist terrorists in Germany devised a plot to assassinate people and possibly destroy buildings using ordinary model airplanes packed with powerful explosives. Fortunately, the police stopped them in time. 22

  


  
    A Drone in Every Corporation and Government Agency


    In theory, there are limits to the use of drones in US airspace. In practice, these limits don’t seem to be very effective. The Federal Aviation Administration (FAA) has to issue a license to operate a drone over the US at an altitude of more than 400 feet. It has been issuing those licenses speedily and by the hundreds to the US military, local law enforcement agencies, the border patrol, the FBI, state agencies, universities, and others. 23, 24, 25


    There’s more to come:


    



    The Federal Aviation Administration has been flooded with applications from police departments, universities and private corporations, all seeking to use drones that range from devices the size of a hummingbird to full-sized aircraft like those used by the U.S. military to target al Qaeda operatives in Pakistan and elsewhere. 26


    



    Military drones are already in use all over the United States, and it’s not just the military that’s flying them. Thanks to a lawsuit filed by the Electronic Frontier Foundation, the FAA was forced to release records giving a glimpse of the numbers of such drone licenses and flights. It’s a glimpse rather than a full view because some law enforcement agencies, including local sheriff’s departments, refused to provide information about what type of drones they are flying, where they are flying them, and for what purpose. 27


    This is just the beginning.


    The companies that manufacture military drones have been pushing to open our skies to tens of thousands of their products. As wealthy manufacturers never have any trouble doing, they have made a lot of friends in Congress. Sixty members of the United States House of Representatives are members of the House Unmanned Systems Caucus, also known as the Drone Caucus. These elected representatives of the people, just possibly influenced by the nearly $8 million in campaign contributions they’ve received from the drone manufacturers, are working hard to make the manufacturers’ open–sky dream come true. 28


    At least they’re working hard for someone.


    In early 2012, their hard work paid off in the shape of the FAA Modernization and Reform Act, which requires the FAA to fully integrate drones into the national airspace by 2015. The FAA estimates that in less than 20 years, 30,000 drones will be sharing the skies with commercial airliners. 29


    Let’s hope that by then, drones will be smart enough to be able to get out of the way of those airliners. Their current reliability is not encouraging. 30
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