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Foreword


Dear Reader,

On behalf of the Board of Governors of the Middle East Institute (MEI), it is a pleasure to provide you with this MEI book, Cyber War and Cyber Peace: Digital Conflict in the Middle East, as we work diligently to track the ways emerging technologies shape the region.

The Middle East is the home of some of the most wired and tech-forward societies in the world. It has also been the scene of more battles in cyberspace than any other region. We need to better understand the dynamics of cyber activity in a region that is crucial to the global economy, one that is modernizing at a rapid pace, and one that is mired by geopolitical tensions. The analyses in the following pages capture the far-reaching effects of cyber activities that may appear disconnected but are, in fact, fundamentally interconnected.

MEI (www.mei.edu) is a Washington-based not-for-profit think tank, teaching institution, and cultural showcase. Our mission is to contribute to peace and prosperity by improving mutual understanding between and among Americans and people of the Middle East region.

This volume, authored by MEI scholars and outside experts from across the globe, is part of the Middle East Institute Policy Series, co-published by MEI and I.B. Tauris. These scholars’ research focuses on how cyberspace affects economics, politics, social interaction, and security in the Middle East. Its publication is one of many activities of the MEI Cyber Program, which can be followed on the MEI website at https://www.mei.edu/programs/cyber.

We are grateful to the authors, to Cyber Program leaders Michael Sexton and Eliza Campbell, and to MEI’s senior vice president, Ambassador Gerald Feierstein.

MEI welcomes members and non-members alike to its conferences, lectures, podcasts, The Middle East Journal, the library, and the art gallery, online and at our Washington facilities. We hope you will enjoy them all and will find this volume a valuable contribution to your understanding of the cutting-edge issues related to cyberspace in the Middle East.

Thank you, and enjoy.
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Richard A. Clarke, Chair
Board of Governors
Middle East Institute


1 conduct of code

A Historical overview of Cyberspace in MENA

Paul Kurtz And Aaron Ach

The MENA region’s geopolitics have been hacked, private lives have been reprogrammed, and public opinions have been infiltrated. Activity in the cyber domain bears responsibility for the changing approaches leaders take to governing their populations and to their geostrategies over the last decade. From early experimentation with internet censorship, to crippling wiperware attacks, to disinformation1
 further polluting news and social media environments, cyberspace has presented opportunities for states to consolidate authority domestically and shift the regional balance of power. Cyberspace may be the only human-made battleground, but is hardly a borderless domain. Even this constructed realm is not exempt from domestic fractures, governance challenges, and security dilemmas, some of which have persisted in the region for generations.

Over the two-decade-long history of cyberspace in the MENA region, it has been a domain in and through which power is projected. As such, who projects power, against whom, and from what geography are all key considerations. In this chapter and throughout the book, we endeavor to shed light on how the complexities of sponsor-operator-target relationships have fostered sclerotic patterns of engagement in a domain where law often lacks implementation power or does not even exist in the first place. The cast of characters party to any cyber incident are compelled to act, react, or not act according to incentive structures that transcend cyberspace. Like other war-fighting domains, the attributability of a cyber incident to an aggressor (a matter of information completeness) and the geopolitical context in
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