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This book is about software systems in which a language model can cause an external side effect: send a message, update a customer record, create a ticket, move a file, issue a refund, publish content, deploy code, or call another system with the authority to act.

It is not a general AI ethics book and it is not a substitute for application security engineering. The controls described here are drawn from established ideas in authorization, least privilege, separation of duties, transaction processing, distributed systems, audit logging, change control, and reliability engineering, with additional attention to agent-specific failure modes described in current OWASP and NIST work.

The worksheets in the appendices are book-specific ways to apply those ideas to a small system. They are not standards. The current OWASP Top 10 for Agentic Applications, the OWASP LLM Top 10, NIST work on AI-agent identity and authorization, NIST AI RMF resources, OWASP authorization guidance, and the security documentation of the systems an agent actually connects to should take precedence over an invented checklist.


Introduction: The dangerous line is execution

A model can be wrong inside a draft without changing the world. The same wrong answer becomes a different class of problem when software treats it as authority to act.

A customer-support agent drafts a refund recommendation. Nothing has moved. An executor sends a refund request to the payment provider. Money moves.

An assistant suggests a corrected mailing address. A person can reject it. An automation writes the address into the system of record and downstream fulfillment uses it. The correction has become an operational fact.

A model summarizes a suspicious email. The summary can be ignored. A mailbox agent interprets the message as an instruction and deletes a folder. The content has crossed the boundary from input to control.

Agent security work in 2026 increasingly describes this problem in terms of goal hijacking, tool misuse, identity and privilege abuse, insecure agent supply chains, memory poisoning, cascading failures, and human-agent trust exploitation. Those names are useful because they identify ways the model or its environment can go wrong. The operating response still depends on ordinary control questions: which identity is acting, what exact operation is allowed, which object is affected, what policy authorizes it, whether the action can be repeated safely, what record proves what happened, and how the business stops further action.

This book starts there.

Use the chapters as an implementation sequence only when the system is new to you. Experienced automation and security practitioners can begin with the action patterns and field cases, then use individual chapters as reference. The chapters explain why the controls exist; the chapter deep dives add engineering detail; the action patterns show common applications; the appendices are forms. As the reader gains experience, the book deliberately asks for more independent diagnosis and less step-by-step guidance.





HOW TO USE THIS BOOK

This is a professional self-study text for small operators, automation builders, consultants, and technical generalists who already understand ordinary software workflows and need to reason about systems that can take external action. It assumes basic familiarity with APIs, accounts, permissions, logs, and business processes. It does not assume that the reader is a security engineer.

The chapters are ordered as a control path. Part I defines the action and the authority boundary. Part II turns approval into an enforceable transaction. Part III deals with execution failures, evidence, recovery, and stopping. Part IV covers controlled release and ongoing review. Readers with production experience can use individual chapters as reference, but first-time implementers should follow the sequence because later controls depend on earlier ones.

Each chapter begins with a small set of learning goals and key terms. The end-of-chapter questions are deliberately short: one tests whether the control can be explained without the chapter open; the other asks the reader to apply it to a new case. Answer notes appear near the end of the book. The Action Patterns and Field Cases are cumulative applications, not substitutes for the control chapters.

Uncited scenarios are hypothetical or composite teaching cases. Standards, specifications, and research references are version-sensitive; the source list records the versions current for this revision on August 23, 2026. The book-specific cards and worksheets are teaching tools, not external standards or certifications.




PART I. BOUND THE ACTION

This part establishes the object of control. Before approvals or logs matter, the system needs a named external action, a consequence model, a dedicated identity, and a policy boundary that exists outside the prompt.




1. Name the External Action


Learning goals

By the end of this chapter, you should be able to:


	describe an agent workflow in terms of exact external verbs, objects, identities, and systems of record


	separate a requested action from the resolved action and the action that current authority actually permits


	trace one action from trigger through independent confirmation




Key terms: external action, system of record, requested action, resolved action, authorized action.

The word “agent” hides too much. A system that summarizes a mailbox and a system that can delete messages may use the same model, the same user interface, and even the same connector. Their operating risk is different because their available verbs are different.

Inventory verbs, not product names.

A connector described as “CRM access” might allow read_customer, update_customer, merge_customer, export_customers, delete_customer, create_api_key, and grant_admin. Giving the model “CRM access” does not describe what the system can do.

For every tool call that can change an external system, record:


	the verb;


	the object or resource;


	the external system;


	the identity used to act;


	the largest possible scope of one request;


	the business condition that authorizes it;


	whether another person sees or relies on the result;


	how completion is verified;


	whether the action can be reversed;


	how future actions are stopped.




Read operations deserve the same treatment when the agent can send retrieved data elsewhere. A workflow that cannot modify a customer database can still expose it if it can read every record and post arbitrary network requests.



Trace one action end to end

Choose a single action and follow its entire path.

A request begins with a user, event, schedule, or message. The workflow retrieves data. The model interprets it. Code turns the model output into a proposed action. A policy layer allows, holds, or rejects it. A person may review it. An executor sends a request to an external system. The external system accepts, rejects, delays, or partially completes it. The workflow records the result. A later read confirms what actually happened.

That final read matters. “Tool call returned success” and “system of record is in the approved state” are not always the same thing.

For a customer email action, the complete object may include recipients, sender identity, subject, body, attachments, template version, related customer record, and scheduled time. Approval of “send the renewal email” should not permit the model to change the recipient or add an attachment after approval.

For a refund action, the object may include customer, order, payment identifier, amount, currency, reason, and idempotency key. Approval of “handle the refund” is too vague to bind the action that actually moves money.



Separate capability from authority

A user request can be understandable and still unauthorized. “Give everyone a 20 percent credit” may clearly express intent. The requester may lack authority to approve that amount, may be referring to the wrong customer set, or may be acting on information that is no longer current.

Keep three things separate in the design:

1. Requested action: what the human or triggering event asked for.

2. Resolved action: the exact targets and values the system derived.

3. Authorized action: the subset that current policy allows this identity to perform now.

The model can help resolve the first into the second. It should not be the final authority for the third when the action has meaningful consequence.



Deep dive: treat schedules and inbound events as triggers, not authority

A scheduled job can wake a workflow. It should not automatically prove that every target is still appropriate.

Suppose a monthly renewal workflow was configured six months ago. Before sending notices or making changes, it should resolve the current customer set, current contract state, current contact information, and any suppression or hold conditions.

Similarly, a webhook proves only what the provider’s authenticated event proves. Verify signatures or other authenticity mechanisms according to provider documentation. Then interpret the event under your own allowed state transitions. A provider event does not authorize unrelated actions merely because it contains text.

Email is especially dangerous as an implicit command channel. An authenticated sender may still lack authority for the requested operation, and forwarded or quoted content can contain instructions from someone else. Resolve identity, authority, and target separately.



Check your understanding

1. Why is a permission label such as “CRM access” too broad for control design?

2. A user says, “Send the overdue reminders.” What must be resolved before the workflow can treat that request as an executable action?





2. Classify by Consequence and Recoverability


Learning goals

By the end of this chapter, you should be able to:


	distinguish direct reversal from a compensating action


	identify the point of no return in a multi-step workflow


	use consequence and tested recovery, rather than model confidence, to decide how much automation an action should receive




Key terms: reversibility, compensating action, point of no return, consequence.

Reversibility is useful, but it is easy to overstate. A sent email can be followed by a correction, but the first message cannot be removed from every inbox. A refund can sometimes be offset by another payment, but the first refund remains a financial event. A private file can be unshared, but someone may already have downloaded it.

Use plain descriptions of recovery rather than pretending every action fits an official ladder.

Ask four questions:


	Can the action be prevented from reaching an external system until reviewed?


	If it executes incorrectly, can the exact prior state be restored?


	Does restoring the technical state undo the human, financial, legal, or public consequence?


	How long does the business have to detect the error before recovery becomes harder?




These questions usually separate actions into practical groups.

Draft-only actions stay inside a private workspace and can be discarded.

Directly reversible actions have a tested undo path that restores the previous state without overwriting legitimate later work.

Compensable actions cannot erase the first event but can be corrected by a second event. Refund errors, sent messages, and many accounting adjustments live here.

Irreversible or high-consequence actions lack dependable repair or affect money, rights, security, employment, public statements, protected records, or physical safety in a way that demands a stronger boundary.

Those labels are descriptive, not a standard classification.



Put the point of no return last

Many workflows contain a long reversible preparation phase and one consequential final call.

A refund workflow can retrieve the order, inspect policy, calculate a proposed amount, verify the payment identifier, and present the exact request for approval without moving money. The point of no return is the provider’s accepted refund request.

Design the workflow so the final validation and approval occur immediately before that point. Do not approve an early natural-language intention and then allow several later model steps to determine the actual amount and recipient.

The same pattern works for sending email, publishing content, changing permissions, deleting data, deploying code, and inviting users.



High consequence can mean manual execution

A human approval button is not magic. If the reviewer cannot understand the proposed action, if the system can alter it after approval, or if the reviewer approves dozens of similar items without inspecting them, the gate may be theater.

Some actions should remain outside the agent entirely. Contract signature, payroll change, production administrator grants, destructive security changes, medical decisions, high-value money movement, or actions requiring licensed professional judgment may belong in the ordinary human-controlled system even if the agent prepares the supporting material.

The useful question is not whether the model is capable of producing the right output. The useful question is whether the complete action can be authorized, observed, corrected, and stopped under realistic



Check your understanding





