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Introduction: Why Truth Became a Regulatory Object

For most of the post-war period, European democracies treated political falsehood as a messy, annoying, but ultimately self-correcting nuisance. The implicit assumption was simple: in a free marketplace of ideas, bad arguments and outright lies would eventually be exposed by vigilant journalists or rejected by sensible voters. The law stepped in only at the margins. It policed clear cases of individual defamation, enforced memory laws such as the prohibition on Holocaust denial where historical truth demanded a moral guardrail, and managed the paper trails of campaign finance. But the state rarely pretended to police the general, ambient truthfulness of political discourse itself.

That confidence was not naive. It rested on a particular information ecosystem—one that, in hindsight, was unusually orderly. A relatively small number of newspapers, public and private broadcasters, and wire services acted as filters. They employed editors, fact-checkers, and legal departments. They competed for reputation as much as for revenue, and reputation depended on being seen to get things roughly right. A politician who lied could of course reach the public, but usually only by passing through institutions that had their own incentives to challenge, contextualize, or at least attribute the claim. The gatekeepers were imperfect, occasionally lazy, and sometimes captured by power. Yet the very existence of a bottleneck meant that falsehood travelled at a human pace, and correction had time to catch up.

That comfortable post-war consensus has now thoroughly collapsed.

To understand why, one must look first not at legal theory but at the changing mechanics of daily political life. Consider a mundane scene from an election day in the mid-1990s: a voter picks up a morning newspaper, watches an evening news broadcast hosted by a trusted anchor, and heads to a local polling station. Information moved through well-defined, centralized bottlenecks managed by professional editors who acted as gatekeepers. Contrast that with a voter’s experience today, scrolling through a hyper-personalized social media feed in the quiet hours before dawn. A sensational headline appears, claiming a local candidate has taken bribes. It looks like a news article, carries thousands of shares, and arrives through a friend’s recommendation. By the time professional journalists examine the claim and declare it a complete fabrication six hours later, millions of users have already seen it, reacted to it emotionally, and folded it into their view of the world.

The difference is not merely one of speed. It is one of structure. In the older system, the cost of reaching a mass audience was high, and that cost was paid by institutions that could be held responsible. In the new system, the cost of reaching a mass audience has collapsed toward zero, while responsibility has been diffused across billions of users, thousands of anonymous accounts, and a handful of platform companies that insist they are mere conduits. The bottleneck did not simply widen; it was replaced by an entirely different kind of machinery, one whose commercial logic rewards precisely the content most likely to inflame.

The short explanation for Europe’s legal turn is that the architecture of public communication transformed far faster than the legal theories designed to govern it. The longer explanation—and the central concern of this study—is that liberal democracies made an unsettling discovery: they depend entirely on a foundation they cannot naturally produce on their own. That foundation is a shared epistemic common: a set of basic facts and baseline truths reliable enough for citizens to disagree with one another constructively. When that common is flooded with targeted falsehoods, the core threat is not simply that voters end up believing wrong things. The deeper danger is that citizens lose faith in the very idea that truth can be settled through shared civic processes at all.


“The goal of modern propaganda is no longer to convince, but to exhaust—to make the audience so uncertain that it gives up on the possibility of knowing anything at all.”



We are not living in a “post-truth” era—a label that is often as lazy as it is self-congratulatory. Rather, we have entered an era in which truth operates as vital public infrastructure. Much like clean air, safe drinking water, or standardized railway gauges, truthfulness in the public sphere is now recognized as a collective good. Left alone, unregulated digital markets will under-provide that good, and engagement-driven platforms will actively degrade it unless constrained by law. The analogy to infrastructure is worth taking seriously, because it reframes the entire debate. We do not leave the safety of bridges to the good intentions of individual engineers, nor the purity of water to the conscience of individual utilities. We build standards, inspections, and liability. The question this book asks is whether—and how—something similar can be done for the information environment without turning the state into an arbiter of what citizens may think.

This transformation is philosophical before it is legal. Once we accept that online platforms are not neutral public squares or passive digital wires, but highly curated commercial environments designed to maximize human attention, one conclusion becomes hard to avoid: choosing not to regulate a platform is itself an active regulatory decision—one that quietly favors platform algorithms over civic health. The libertarian instinct to “let the market decide” is not a neutral default. It is a choice to privilege one set of private interests, the platforms’, over the public interest in a functioning democracy. Recognizing this does not settle what the state should do. But it does dispose of the comforting fiction that inaction is somehow above the fray.

Three major shocks forced this realization upon European policymakers:


	The 2016 paradigm shift. The 2016 United States presidential election and the concurrent Brexit referendum showed how foreign adversaries and domestic political operatives could deploy micro-targeted falsehoods at minimal cost, at immense scale, and with plausible deniability. What alarmed European observers was not any single false story, but the demonstration that a foreign state could reach directly into another country’s domestic debate, cheaply and covertly, and that the platforms hosting that debate had neither the tools nor the incentive to notice.


	The COVID-19 public health crisis. The global “infodemic” made it painfully obvious that health-related misinformation could kill people directly, collapsing the old legal distinction between “harmful physical content” and “protected political speech.” False cures, anti-vaccine conspiracies, and pandemic-denial narratives were not abstract threats to discourse; they translated into measurable illness and death, and they spread along exactly the same algorithmic pathways as political lies.


	The 2022 invasion of Ukraine. Russia’s full-scale invasion of Ukraine—preceded and accompanied by years of state-sponsored information operations—reframed disinformation. It was no longer seen merely as a technical glitch of the social web, but as a core instrument of modern asymmetric statecraft, sitting alongside tanks and cyberattacks in the arsenal of a hostile power.












	2016 Election / Brexit
	COVID-19 Infodemic
	2022 Ukraine Invasion



	Micro-targeted campaigns exposed structural platform vulnerabilities and foreign reach into domestic debate.
	Health harm linked to viral misinformation broke the old “physical vs. political” distinction.
	Disinformation recognized as an active instrument of hostile statecraft and hybrid warfare.





Table 1. The three shocks to European policy.

Europe’s response to these shocks has been distinctive. While the United States remains largely bound by First Amendment jurisprudence that treats platform regulation with deep constitutional suspicion, Europe moved from voluntary guidelines to binding legal mandates in less than a decade. This divergence is not an accident of temperament. It flows from different constitutional starting points, different historical memories, and different intuitions about the relationship between the individual and the state—a contrast this book examines directly in its chapter on the American model.

The book traces that trajectory in stages. It begins with the conceptual groundwork: the vital distinctions between misinformation, disinformation, and malinformation, and the mechanisms by which deception actually damages democratic systems. It then follows Europe’s institutional journey from the European Commission’s early 2018 Code of Practice on Disinformation—a voluntary document widely criticized as an exercise in corporate public relations—through its strengthened 2022 version, to its integration into the Digital Services Act (DSA), which became effective as a formal Code of Conduct on 1 July 2025.

From there the book turns to the national experiments that gave the European approach its texture: Germany’s Network Enforcement Act (NetzDG), the first major hard-law attempt to force platforms to enforce existing criminal law at speed; France’s 2018 Law Against the Manipulation of Information, with its distinctive faith in judges and elections; and the United Kingdom’s Online Safety Act 2023, a post-Brexit hybrid built around a duty of care. It then widens the lens: to the United States, whose constitutional refusal to regulate speech is not an absence of policy but a policy in its own right; to Brazil and Australia, two democracies that gambled on very different institutions and reaped very different results; and finally to the emerging frontier of artificial intelligence and synthetic media, where the cost of manufacturing convincing falsehood is collapsing faster than any legislature can meet.

The analysis is not celebratory. This book argues throughout that every regulatory model balances democratic integrity against real costs—including risks to free expression, legal clarity, and the troubling delegation of speech decisions to private corporations. The fundamental question facing democracies is no longer whether to regulate political deception; Europe has already made that choice. The real question is whether these laws can be engineered to protect democratic institutions without destroying the open, messy public debate they are meant to defend. That is a question of design, of institutions, and of constitutional culture—and it does not have a single correct answer.




Chapter 1: The Grammar of Deception


Misinformation, Disinformation, Malinformation

To understand how law wrestles with false information, consider three distinct incidents from the tense two weeks between the first and second rounds of the French presidential election in April 2022:


	Incident A. A rumor swept through local social media channels in the department of Seine-Saint-Denis claiming that ballot boxes had been found pre-stuffed with votes for Emmanuel Macron. The post originated with a well-meaning local citizen who misread a confusingly worded regional news report about routine election preparation and panicked.


	Incident B. A network of automated accounts deployed across several platforms pushed coordinated videos alleging that the French military was preparing a coup if Marine Le Pen lost. State intelligence agencies later traced the activity to a foreign influence operation designed to spark civil unrest.


	Incident C. Stolen but authentic private medical files belonging to a candidate were leaked online and amplified across message boards to fuel rumors of drug addiction and mental instability.




All three incidents polluted public debate. Yet treating them identically under the law would be a disaster. The first was an honest mistake; punishing it would criminalize ordinary human error and chill the speech of frightened citizens. The second was an act of covert foreign aggression; treating it as a mere difference of opinion would leave a democracy defenseless. The third involved information that was entirely true; a law that suppressed it as “false” would miss the point entirely, because the harm lay not in falsity but in the violation of privacy and the malicious intent behind the leak. Any legal regime worth building must be able to tell these three cases apart.

In casual political commentary, terms such as “fake news,” “misinformation,” and “disinformation” are tossed around as interchangeable catch-alls. In legal drafting, however, conceptual clarity is essential. The phrase “fake news” in particular has become almost useless. Popularized as a description of fabricated stories during the 2016 US election, it was rapidly captured by politicians who turned it into an epithet for any coverage they disliked. A term that can mean both “a deliberately fabricated hoax” and “a rigorously reported story I find inconvenient” cannot anchor a statute. European regulators, sensibly, have largely abandoned it in favor of a more precise vocabulary.

The framework that has done the most to discipline this vocabulary was developed by Claire Wardle and Hossein Derakhshan in a 2017 report for the Council of Europe. It maps the phenomena along two axes—falsity and intent to cause harm—and yields three separate categories:










	Category
	True or false?
	Intent to harm?
	Example



	Misinformation
	False
	No malicious intent
	Incident A: an honest mistake shared in good faith.



	Disinformation
	False
	Deliberately harmful
	Incident B: a coordinated foreign influence operation.



	Malinformation
	True
	Weaponized to harm
	Incident C: genuine private data leaked to injure a target.





Table 2. The information-disorder framework (adapted from Wardle & Derakhshan, 2017).

Each category behaves differently, and each calls for a different legal response. Misinformation is false but shared without malicious intent. It is the drunk uncle of information disorder—sincere, mistaken, and often well-meaning. The right response is usually correction and friction, not punishment: labels, context, fact-checks, and reduced amplification, rather than criminal sanction. Disinformation is false and deliberately engineered to deceive citizens, cause public harm, or disrupt democratic processes. Here the case for coercive intervention is strongest, because there is




The problem of intent






The many faces of harm
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