
		
			Advance Praise for 
The Fifth Horseman and the New MAD

			“Harlan Ullman has written a must-read book. COVID-19, cyberattacks, dangerous unpredictable weather, and more have proven his point. A Fifth Horseman, armed with a new MAD—Massive Attacks of Disruption, which extend beyond conventional state and non-state threats—must become central to our national security thinking and planning. This book should be on President Biden’s desk.”

			—Susan Eisenhower, author of How Ike Led: The Principles Behind Eisenhower’s Biggest Decisions

			“A must-read that delivers both a dire warning and a range of remedial actions to face the looming existential danger of the new world of MAD—Massive Attacks of Disruption. A pandemic, environment disasters, cyberattacks, economic shocks, and other major disruptions are no longer isolated events, but repetitive challenges. Dr. Harlan Ullman lays out both the problems and the responses in crisp, understandable prose that will appeal to policy-makers and citizens alike.”

			—Admiral James Stavridis, USN (Ret), is NATO’s former Supreme Allied Commander Europe whose latest book is 2034: A Novel of the Next World War

			“The Fifth Horseman and the New MAD is a book for all Americans, especially our leaders. A thought-provoking analysis and cogent warning that will make you think and even think the unthinkable about America’s culture, politics, government, policies, and institutions…and consequences for our future if we don’t change our present course. You won’t agree with all the assessments. But you will pay attention! From a respected, experienced, and astute student of world affairs.”

			—Chuck Hagel, 24th Secretary of Defense, Former U.S. Senator, Vietnam Veteran

			“Harlan Ullman has written what must be a massive bestseller. Collectively, we, meaning everyone on the planet, are at grave risk from this new MAD for Massive Attacks of Disruption that are potentially existential dangers to our democracy and our Constitution. And Ullman shows us how to contain, mitigate, and prevent these disruptors from creating global havoc. Read this book!”

			—Anthony Scaramucci, Chairman of SkyBridge Capital and the SALT conferences and author of several books including Trump, the Blue-Collar President

			“I once suggested Harlan Ullman combines Clausewitz and Tom Clancy. His new book goes even further. We inhabit a new world that we do not yet understand—and we must. After reading this extraordinary book, the reader will face the future better armed and much better informed.”

			—Lord Michael Dobbs of Wylye

			“When Harlan Ullman writes in The Fifth Horseman and the New MAD that Massive Attacks of Disruption threaten America, Americans, the Constitution, and our way of life, I believe him, and we should all listen closely…especially the Biden Administration. COVID, cyberattacks, climate change, environmental disasters, and the January 6th assault on the Constitution are the precursors and cannot be ignored. Our only hope is to respond immediately and coherently to these looming existential dangers if the nation is to be kept safe, secure, and prosperous.”

			—General John Allen, USMC (Ret), commanded NATO forces in Afghanistan; President of the Brookings Institution, his latest book coauthored with Lt. Gen. Ben Hodges and Dr. Julian Lindley-French is Future War and the Defence of Europe
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			This book is dedicated to the Great Americans of the unique and irrepressible bicentennial National War College Class of 1976 and the extraordinary year we spent together.





			When government becomes destructive, it is the right of the people to alter or abolish it and establish a new one.

			 

			The Declaration of Independence

			July 4, 1776

			 

			A house divided among itself cannot stand.

			 

			Abraham Lincoln

			June 16, 1858

			 

			Then we fucked up the end game….

			 

			Charlie Wilson

			From Charlie Wilson’s War

			 

			[Technological advances]…bring not only new possibilities to improve life, but also new problems and dangers.

			 

			Vladimir Putin

			December 1999

			 

			Charlie Wilson and Vladimir Putin were correct: coronavirus and COVID-19 were the last warning. And indeed we fucked up the end game. It was massive disruption and not China or Russia or terror that did us in. It was us!

			 

			Anne Jackson Bennett

			President of the United States (2029–2037)
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Author’s Note

			Who Will Take Notice; Who Will Act?

			Warnings, however prescient, too often go unheard and unheeded. As a young Swift Boat skipper serving in Vietnam in mid-1967, I and two other Army and Marine officers were summoned back to the White House to brief President Lyndon Johnson on how we thought the war was going.

			In the pre-briefings, it was clear the president wanted to hear good news. He did not get it from me. I bluntly told him we were getting the “shit kicked out of us” and had two choices: get out or get in. We did neither at the time.

			A quarter of a century later, I found myself in profound disagreement along with more distinguished colleagues over the Clinton administration’s decision to expand NATO without that leading to an eventual rift with Russia. It did.

			In 2002, I argued that Iraq did not have weapons of mass destruction. The evidence came from many sources, including the International Atomic Energy Agency, the studies done for prior Central Command commander Marine General Anthony Zinni, and access to foreign officials who discredited the alleged proof offered by the Iraqi general code-named “Curve Ball” of the existence of those weapons. We still invaded.

			During the Obama administration, I tried to change the thrust of its first major security review called the “Afghanistan-Pakistan Study” to focus on the real center of gravity: Pakistan. That, too, failed. When President Obama chose to use the right to protect to lead from behind in attacking Libya to save Benghazi from a threat that did not exist, I protested. But no one listened.

			My critique of the Trump administration extended to at least fifty columns and articles. Those, too, had little impact.

			Today, a deeply disunited United States faces perhaps the greatest set of crises in its history, extending far beyond the coronavirus/COVID-19 and the death, disruption, and dislocation wrought by the pandemic. In an intractably politically divided nation, the Constitution and the American way of life are at grave risk to supercharged forces that have emerged in what I term the era of the new MAD—Massive Attacks of Disruption.

			Disruptions have always had great and often massive impact. The reason why today is profoundly different from the past is because in an age of globalization and the diffusion of power, states, governments, and people have become uniquely vulnerable to disruption whether from man or nature. Unlike the Cold War’s MAD—Mutual Assured Destruction and the threat of thermonuclear annihilation—many of the new MAD’s disruptors are not deterrable, and if deferred, may not be preventable.

			But who is taking notice? And who is taking action? So far, the answer is no one.

			The purpose of this book is to persuade the American public to do both. If not, the conditions Anne Jackson Bennett faced as president in 2029 could come to pass. Despite my dismal track record, I hope that this time these warnings will take hold.

			 

			 

			Harlan Ullman

			Washington, DC

			June 1, 2021

			





Author’s Guide for the Reader

			The central argument of this book is that a new, more virulent version of the Cold War’s MAD—Mutual Assured Destruction and thermonuclear Armageddon—is a specter haunting the world at large. It is the specter of a new MAD, for Massive Attacks of Disruption, that is a looming existential danger confronting mankind.

			The first draft was completed in late 2020, a year before the book was published. During this interregnum, the proof and evidence of the presence and power of this new MAD could not be overstated.

			The arrival in early 2020 of the coronavirus/COVID-19 followed by the SolarWinds cyberattacks, presumably from Russian sources, against the US government later that year and then the shutdown of the Colonial Pipeline that supplied the bulk of gasoline to the US east coast in Spring 2021; the unprecedented January 6, 2021 insurrection and the storming of the Capitol building, America’s cathedral of democracy; and the subsequent unrest accompanying the inauguration of Joe Biden as president and Kamala Harris as vice president two weeks later based on the “big lie” of a stolen election were stunning and shocking harbingers of the presence and power of this new MAD.

			And I expect that in the time between the completion of the final editing of the book and its publication, even more evidence and proof of the power of MAD will be further shocks to the system, for good or ill, such as those arising from the chaotic evacuation of non-combatants taking place in late August 2021 as many tens of thousands fled to Kabul Airport in hopes of obtaining safe passage out of Afghanistan.

			Chapter 1 describes how a confluence of unprecedented forces has created a Fifth Horseman of the Apocalypse armed with the new and unique Massive Attacks of Disruption. Chapter 2 poses scenarios of how the new MAD and its seven main disruptors threaten both the United States and world at large by targeting political, economic, cultural, and societal vulnerabilities including, for the first time since 1861, the Constitution, many inadvertently and ironically created by the benefits of globalization and the diffusion of power.

			Chapters 3 through 5 critically examine from a contrarian perspective how Russia and China perceive the domestic and international environments and conditions of what will be later described as a post-Westphalian world.

			Chapter 6 compares the 1918–1920 Spanish flu and the 2020 coronavirus/COVID-19 pandemics. Chapter 7 provides case studies of profound transformative inflection points, perhaps similar to the arrival of MAD, before and after two world wars, the end of the Cold War, and September 11. These are reminders of past failures and successes that can serve as future guides if leaders choose to listen.

			Based on analyses of the strengths, vulnerabilities, and weaknesses of the US Constitution, Congress, and the executive branch under the threat of MAD, Chapters 8, 9, and 10 offer organizational and policy recommendations for government and for new national security, defense, and foreign policy strategies to corral and contain the Fifth Horseman and MAD.

			If undertaken, perhaps one fundamental paradox of the past sixty years can be reversed. The US military has won virtually every battle it fought. But the US still lost all the wars it started.

			To empower a national economic recovery, a National Investment Fund was proposed. The Biden administration’s COVID Relief Bill was passed by Congress and signed into law. But the bills for Jobs, Families, and Infrastructure faced heavy Congressional opposition. This proposed fund, named the 1923 Fund for the greatest economic boom in American history following the 1918–1920 pandemic, remains a viable alternative for several compelling reasons described in later pages.

			The book’s endnote issues a final warning. If the dangers and threats posed by MAD and its seven major disruptors to the nation, the Constitution, the American Dream, and our way of life are ignored, dismissed, or underestimated, then the dire conditions described in the Preface will prove altogether too prescient. But who will listen? And who will lead?

			





Preface

			State of the World, 2029

			Noon, January 20, 2029, An Undisclosed Location

			President Anne Jackson Bennett took the oath of office to support and defend the Constitution of the United States, becoming America’s forty-eighth chief executive. She faced a country ravaged by multiple crises, many arising from routine shortages of the most basic human needs for food, water, medicine, and electricity.

			The nation’s condition was worse than at any time in its history, from the depths of the Civil War, the Great Depression, the early days of World War II, the Vietnam War, and September 11 to the arrival of coronavirus/COVID-19 nine years before. Because of its massive federal debt, the country was unable to pay its bills.

			Superstorms, tornadoes, floods, and droughts crippled the already obsolete national power grid, denying millions of Americans access to electricity for extended periods of time measured in weeks, not days. Extreme weather brought havoc to the agricultural and farming sectors. Access to the internet and cell phone service was regularly disrupted because of the antiquated state of the nation’s infrastructure.

			Riots and protests over shortages of basic goods that governments at the federal, state, and local levels were unable to provide kept police forces and National Guard units occupied on a near permanent basis.

			Only one hundred million Americans voted in November 2028 because of restrictions on movement, difficulties in obtaining absentee ballots due to domestic unrest, and coronavirus/COVID-28 forcing massive stay-at-home orders.

			The election of President Joe Biden in 2020 had the potential to reverse many of the catastrophic mistakes and misjudgments of the prior administration. But vitriolic partisanship intervened with the occupation of the Capitol on January 6, 2021 and riots two weeks later during the inauguration—in part over the second impeachment of Donald Trump—cut the political honeymoon short on January 21, 2021.

			Biden called for a national revival based on several pieces of legislation—the Relief, Jobs, and Family bills totaling $6 trillion to promote each and new technologies for healthcare; climate change and the environment; and for major rejuvenation of the nation’s infrastructure. These were the most transformational proposals since FDR’s New Deal.

			But Republicans and Democrats in Congress could not agree. The massive proposed debt increases were worthy of a full debate. However, political expediency and political scorched earth policies to manipulate the forthcoming 2022 elections to advantage and litigating or forgetting (or forgiving) the role of former President Donald Trump in inciting the January 6, 2021 insurgents overrode principle and acting in the nation’s and not the party’s best interest. Full funding was never approved. Biden was not reelected. Nor was his successor. And the nation continued to suffer over the failure of its government to govern.

			Despite the widespread euphoria over the approval of COVID vaccines in late 2020 and early 2021, the vaccination process took longer than anticipated because of failure of the earlier administration to plan for distribution and later large numbers of “anti-vaxxers” who refused inoculation. With the spread of COVID 2028 eight years later, hackers attacked the vaccine refrigerator distribution systems required to store the drugs at -94° Fahrenheit, ruining millions of doses and derailing the inoculation process for months. The hackers were never identified nor brought to justice, even though these actions probably led to hundreds of thousands of unnecessary COVID deaths. Millions of Americans still refused to be vaccinated, preventing a quick end to the new pandemic.

			Delays may have caused COVID to mutate, becoming even deadlier and spreading beyond humans. What happened with the COVID transmission to Denmark’s mink population in late 2020 erupted elsewhere. Livestock, crops, plants, and trees were infected in this second viral pandemic, inducing even greater food shortages.

			Climate change generated more intense and destructive storms, accelerating the melting of polar ice caps. With the unexpected rise in sea levels, hundreds of thousands of Americans fled the coasts to safer regions. Mexico and Canada closed their borders with the United States to prevent this exodus from spilling over into both nations.

			Cybercrimes exceeded all murders, robberies, muggings, rapes, and sales of illicit substances combined. Social media was the vehicle for organizing often daily protests and riots by the legions of unemployed, hungry, scared, and desperate citizens.

			In increasing numbers, radical and extremist groups employed terror to disrupt and destroy with cyber, social media, modern weapons, and drones. An anarchist group calling itself DAN, for Destroy America Now and modeled after the radical organizations that seized the Capitol building back in January 2021, had simultaneously struck the White House, Capitol, and other government buildings with hundreds of drones carrying explosives.

			The new White House, moved to a secure location, was literally a concrete iceberg with virtually the entire interior buried deeply below ground. Congress had transferred to the safety of Fort Lesley J. McNair at the southern tip of Washington, DC, at the junction of the Potomac and Anacostia Rivers.

			But the greatest challenge facing the president and the nation was the inability to govern under the Constitution of the United States. Could the constitutional checks and balances still work with intractable divisions between two intractably polarized and partisan political parties without any means of reconciliation?

			Abroad, China was dominant. The great-power competition put the United States and China on a collision course that was far more damaging to America than to China. The Regional Comprehensive Economic Partnership (RCEP), signed in 2020 among fifteen Asian states including many of America’s allies, began this road to Chinese supremacy, followed by the new trade agreement renegotiated with the European Union in 2022. Although 250 million Chinese died in the years after a more virulent form of the coronavirus hit, China’s economy eventually surpassed America’s. The coronavirus attack dispelled the theory that China had developed the virus as a weapon to use against the West or had engineered it to infect non-Chinese.

			The majority of deaths were among the poorest Chinese. The impact, ironically, reduced pressure on China’s economy for double-digit annual growth to raise standards of living, strengthening the control and power of the ruling Communist Party. With RCEP in place, Asian states turned away from the US and joined China’s Belt and Road Initiative. America became even more dependent on the Chinese supply chain.

			Taiwan was absorbed into the mainland, and “One China” was finally achieved as the US Navy was incapable of breaking the embargo placed around the island by the Chinese maritime militia and fishing fleets. China’s technology continued to outstrip America’s. And, perhaps most humiliating for America, the renminbi replaced the dollar as the global reserve currency.

			North Korea’s Kim Jong-un was assassinated in 2025. Over the next three years, North Korea moved closer to China. Just as Hong Kong was assimilated into China in 2020, North Korea became a de facto Chinese province.

			Vladimir Putin celebrated his seventy-seventh birthday in Kyiv in 2029 following what Moscow termed as “Ukraine’s reaccession” to Russia that was a de facto annexation. The Trump decision in 2020 to withdraw substantial troop presence from Germany sent NATO into decline. By 2029, it was in disarray.

			Hungary had formally seceded from the alliance. France withdrew from NATO’s Military Committee, repeating Charles de Gaulle’s action sixty years before, as did Turkey in 2024. NATO was hardly a debating society and no longer a serious military alliance.

			In the Persian Gulf, the US policy of maximum pressure and the failure to revive the Joint Comprehensive Plan of Action (JCPOA) that would have prevented Iran from obtaining a nuclear capability gave Tehran the reason and excuse to develop nuclear weapons. In 2029, American intelligence estimated Iran possessed at least one hundred nuclear warheads, a substantial number carried by hypersonic missiles bought from China.

			With Iraq and Syria as surrogates and Shia-dominated Bahrain an Iranian ally, Saudi Arabia was forced to defer to Tehran. Iran became the regional superpower. Its reach extended to Israel. Facing annihilation, Israel had no choice except to return the West Bank to Jordan and the Golan Heights to Syria. That transfer coincided with the release from prison of a third former Israeli prime minister convicted of bribery, extortion, and perjury.

			In her abbreviated inaugural address, the new president rephrased the Kennedy theme of do not ask what your country can do for you. Instead, she asked, “The question is not how we got here or even how we will extricate ourselves. The question is, can we unify a disunited United States?”

			Of course, these scenarios sound wildly implausible. But on New Year’s Day 2020, was a global pandemic, subsequent widespread protests over the murder of a black American that would lead to a racial reckoning, or the only sacking of the Capitol since the British attack in 1814 on anyone’s mind?

			Yes, it can happen here.

			





Chapter One

			The Fifth Horseman, MAD, and a Disunited 51% Nation Called the United States

			A house divided cannot stand, especially when political termites are at work.

			 

			 

			Make no mistake: the arrival of the coronavirus/COVID-19 pandemic was not only a once-in-a-century event. Yes, the pandemic metastasized into a massive international crisis and personal tragedies for many hundreds of millions, if not billions, of global residents who were infected, died, or whose lives were fundamentally disrupted by the virus. But the pandemic was the precursor of profound and even greater tectonic changes that so far have not been fully recognized or understood by governments and the public.

			Powerful and invisible forces had arisen to challenge and threaten the safety, security, health, and prosperity of American society at large beyond what has become the great-power competition with China and Russia.

			These forces combined the most potentially disruptive, destructive, and insidious challenges, threats, and dangers to the nation since the Civil War, taking the form of a Fifth Horseman of the Apocalypse armed with a new MAD. This was not the Cold War’s Mutual Assured Destruction that threatened thermonuclear war.

			This new MAD is Massive Attacks of Disruption. And, as with viruses, the new MAD does not respect borders or boundaries nor does it distinguish between domestic and international politics.

			The Fifth Horseman and MAD were inadvertent and dangerous by-products of the diffusion of power and globalization. Two consequences are of greatest significance. By the first decade of this century, the combination of the diffusion of power and globalization unraveled the old state-centric Westphalian system—the notion that countries exercised exclusive sovereignty over their own territories and were the ultimate legitimate users of force—that had dominated international politics for 350 years. The centrality of states has been displaced and in part replaced in importance by this horseman and the new MAD.

			The second and more dire consequence arose from the central paradox of the new MAD era. During the final decades of Westphalia, standards of living greatly improved for most citizens around the world. Ironically, however, in this process, greater vulnerability and fragility to all forms of disruption were created by both man and nature.

			Worse, for the United States, as MAD was taking hold, political divisions had not been as intractable possibly since 1860. How America became so disunited is part of this story. And this extreme divisiveness has created its own unique vulnerability that exposed potential flaws and weaknesses in the Constitution and the system of checks and balances to disruption, further crippling the ability of the government to govern. It is this unprecedented vulnerability and viability of the Constitution that may prove the most daunting challenge to American democracy in a century and a half.

			Beyond sounding this dire warning about the gravity of these conditions, the purposes of this book are threefold. The first is to tell the story and the history of how a Fifth Horseman of the Apocalypse, armed with the new MAD, displaced the Cold War’s MAD as the organizing strategic paradigm for national security.

			Second is to demonstrate how and why the new MAD and its seven major disruptors differ in magnitude from past disruptions and pose potentially existential challenges, dangers, and threats at least as great or greater than those of traditional state and nonstate actors because of the MAD paradox. As societies advanced and standards of living increased due to globalization, vulnerabilities and fragilities multiplied geometrically.

			Third and most importantly are the recommendations for necessary changes to the organization, policies, and strategies of the US government to fulfill the aspirations of the preamble to the Constitution “to form a more perfect Union, establish Justice, insure domestic Tranquility, provide for the common defense, promote the general Welfare, and secure the Blessings of Liberty to ourselves and our Posterity” in a MAD-driven age.

			One engine empowering these reforms and recommendations is this book’s argument for a national private-public investment fund of up to $3 trillion. The fund, if approved, would support investments in healthcare, the environment and climate change, high-technology areas from artificial intelligence to genome research, and the nation’s failing infrastructure.

			The Biden administration has proposed a different approach in the form of three bills totaling $6 trillion that do not include public-private partnerships. Full approval by Congress of the Jobs and Families bills will not occur. Hence, at some time in the future after this book is published, the necessity for a National Investment Fund should resurface.

			The United States has, over the past decades, become a 51 percent nation, divided almost equally over virtually every issue and thus fractured and disunited. That has made America and Americans extraordinarily more susceptible to all forms of disruption because its government and political system are increasingly unable to respond to extraordinary stress and make difficult, unifying decisions.

			To compound and complicate the dangers of MAD, historically, American presidents too often failed to exercise appropriate strategic thought, judgment, and empathy in domestic and foreign policy decision-making. Adequate knowledge and understanding of conditions and situations were not always sought or were ignored and dismissed before decisions were made. Examples of these failures follow.

			Whether embarking on military interventions and adventures for the wrong reasons such as in Vietnam and the second Iraq War or diminishing or dismissing crises such as the virulence of pandemics in 1918–1920 and 2020 as two presidents have, bad outcomes were assured. These failures are likely to be made worse in a MAD-driven information age. A principal reason, as will be argued, is that not only are knowledge and understanding often lacking in decision-making, but truth and fact are now missing in action as well in a 51 percent divided nation.

			These continuing failures are manifested in the current great-power competition with China and Russia, a competition that will prove unsustainable, unaffordable, and unexecutable. The military aims of the US National Defense Strategy of 2018 (NDS) and continued by the Biden administration are “to compete, deter, and, if war comes, defeat China or Russia or North Korea or Iran and violent extremism.” Nowhere, however, are “compete,” “deter,” and “defeat” defined. No operational concepts and plans yet exist to achieve these ends. No “off-ramp” exists to prevent a future confrontation or conflict. Nor is any time scale offered as to whether or not this competition has an end date and how that might be determined.

			As the Cold War’s Mutual Assured Destruction was an outgrowth of the specter of thermonuclear war and societal annihilation, the new MAD is a product of seven current major disruptive forces. The first two are potentially the most dangerous: failed and failing government and climate change. The remaining disruptors—cyber, social media, drones, terrorism, and debt—should not be underestimated in the damage and dislocation each can cause.

			MAD and these disruptors target societal vulnerabilities and fragilities. Chapter 2 presents how each of the disruptors can impose great damage, disarray, and destruction in detailed scenarios drawn from actual events carrying on from the world of 2029 described in the preface.

			Surprisingly, MAD has a beneficial side. The industrial and information technological revolutions have been profoundly yet creatively disruptive. So too were the American and French Revolutions. Human ingenuity, innovation, imagination, and inspiration are as unlimited as Einstein’s view of the universe: finite but unbounded.

			Revolutionary technologies—from artificial intelligence and machine learning to quantum physics, 3D printing, and DNA research—are creating more knowledge on a routine basis than has existed throughout history. Each offers potential and dramatic breakthroughs that can better society and mankind or disrupt and divide it further.

			The Gordian knot–like problem is corralling the dangerous side of the new MAD to exploit the power of positive disruption while not neglecting traditional security threats and challenges that are also likely to exploit MAD, knowingly or not. Solutions will need new and perhaps revolutionary intellectual, conceptual, strategic, political, and practical approaches and ideas.

			Yet today, why have governments been oblivious to the potential and obvious vulnerabilities and fragilities of society to MAD?

			One answer is that human nature is inherently optimistic. Cynicism and skepticism are not politically acceptable characteristics to most voters and publics. Absent crisis, governments do not embark on radical or major changes, especially expensive ones. And last, making predictions, especially about the future, is inherently elusive.

			Disruption has never been viewed as a or even the major factor in protecting and assuring national security. Other, more direct threats were, including war, nuclear proliferation, terrorism, crime, poverty, drugs, mass migration, and adversaries out to do harm to the nation. In essence, the danger of disruption was hidden in plain sight.

			THE SEVEN DISRUPTORS

			The fear and reach of MAD are propelled by seven powerful disruptors noted earlier: failed and failing government, climate change, cyber, social media, terrorism, exploding debt, and drones. The impact of any or all of these disruptors can be massive for three reasons.

			First, the basis for the US Constitution is checks and balances. In 2021, as will be shown, both were becoming increasingly unchecked and unbalanced due to extreme partisanship and political polarization reflected in a 51 percent nation, divided on virtually every issue, large or small. Governance under those circumstances was in gridlock.

			MAD exacerbates this gridlock to an even greater level of paralysis because of the limitations of government to recognize or cope with these disruptors and their debilitating effects. The takeover by a mob of the Capitol building on January 6, 2021 and the unprecedented second impeachment of Donald Trump were the unmistakable symptoms of a broken government and a Constitution under attack.

			Second is the synergy and interconnectivity among these disruptors. Any one can and has exacerbated and magnified the impact of the others—and vice versa.

			Third, technology makes the seven disruptors ubiquitous with the ability to affect, in real time, significant swaths of society for good or ill with unprecedented impact.

			Further, a collective failure to understand and learn from the past persists in the human psyche. Y2K, the potential crisis that postulated computers would be unable to accommodate the transition of centuries from 1999 to 2000, never erupted. Hence, the possibly disastrous consequences were dismissed with relief. COVID is not Y2K, and after the 1918–1920 Spanish flu, the United States basically exercised collective amnesia. Will that failure be repeated?

			A brief overview of how these disruptors are attacking a house divided offers an initial appreciation of their seriousness and reveals the flagrant absence of corrective actions. The next chapter describes in detail some of the likely MAD-induced scenarios arising from these seven disruptors.

			Climate change has already wrought massive destruction through droughts, floods, fires, and superstorms. In some cases, these disruptions created extraordinary humanitarian disasters, forcing millions of refugees and evacuees to seek safety, food, and shelter. Yet many Americans deny the impact or the existence of climate change.

			The massive SolarWinds cyberattacks in 2020, presumably from Russian sources and undetected for months, could have crippled electrical grids, financial networks, and businesses as the subsequent cyber shutdown and shakedown of Colonial Pipeline did. If nonstate actors or individuals decide to disrupt the power grid—and Chapter 2 raises this scenario—cyber is not their only tool. Physical destruction of major transformers or downing power and other distribution lines can be crippling. Overloading or disrupting electronic financial transactions is already occurring with flash trading in stock markets.

			Yet the nation lacks an effective national cyber strategy. Merely calling for greater resilience to disruption is not a strategy.

			Filled with disruptive and malign activity, social media has a powerful role to play in spreading disinformation, misinformation, outright lies, and chaos. False videos called “deep fakes” can fraudulently depict individuals in comprising positions and the worst possible light. Conspiracy theories already flood these virtual spaces. Much of the January 6 insurrection was organized through social media.

			Promoting panic across any media is not a new phenomenon; social media and the internet just make it much easier. Even attacks by little green men from Mars can instantaneously circle the global commons via social media and the internet. Something similar occurred in 1938, when Orson Welles and his Mercury Theatre actors presented a radio program on another Wells, H. G., and his book published three decades before, The War of the Worlds. Despite repeated announcements that the program was fictitious and there was no attack from Mars, many listeners believed Earth was being invaded. In 2020, posts on social media asserting COVID-19 mutated to an even more contagious and deadly form were made. This capacity for deception and disruption is a growing fact of life and to be ignored only at our own peril.

			Yet no modus operandi for regulating social media exists.

			Drones are ubiquitous, easily and cheaply manufactured in basements and garages. Drones can fill nearly unlimited tasks from the most mundane housekeeping and home delivery chores to conducting intrusive surveillance and dropping bombs and missiles on targets. Regulations for owning and operating drones are in place. But these still are immature at best, even though the government updated some of these rules in late 2020 for the two million unmanned vehicles in the hands of private citizens.

			Preventing large-scale interference with aircraft and other drones, for example, is still unfinished business. (One drone came close enough for Air Force One to take evasive action.) Yet no comprehensive rules of the road for drones have been established.

			Massive acts of terrorism far more destructive than September 11—possibly with nuclear, biological, chemical, drone, or cyber weapons—can utterly disrupt our way of life. Terrorist attacks provoked US military interventions into Afghanistan, Iraq, Somalia, and other hot spots of violent extremism. A greater worry is homegrown terrorists, either native-born or naturalized. With the exception of a Saudi officer undergoing flight training who carried out a shooting in Pensacola, Florida in 2019, every act of terror in the United States since September 11 has been committed by a US citizen.

			Right-wing militias and cults such as QAnon threaten people of color, immigrants, “the deep state,” and “the swamp.” The 1995 bombing of the Murrah Federal Building in Oklahoma City by Timothy McVeigh, a Gulf War veteran awarded the Bronze Star, is suggestive that violence is contagious and deadly. McVeigh’s complaint was directed at a corrupt government. Yet has sufficient attention been paid to this homegrown terrorist threat?

			The effect of exploding debt reaching in excess of $30 trillion (or one and a half times the US 2020 gross domestic product) as coronavirus/COVID-19 is contained or dissipates could be financially catastrophic. Interest rates will not remain close to zero indefinitely. As rates rise, interest payments will become financial weapons of mass destruction, forcing massive budgetary cuts to basic services.

			Entitlement payments for Social Security, healthcare, and other safety nets will be vulnerable to reductions. Current annual defense spending of $715 billion for the 2022 fiscal year will be unsustainable especially as the Biden administration has tentatively proposed a $6 trillion budget for 2022. In these circumstances, will new budget priorities reflect the constraints of the debt and deficits or maintain the status quo as politically more expedient despite the costs? And no matter the priority, what decisions will be politically acceptable or viable? Will the debt be allowed to swell unchecked?

			WHAT VULNERABILITY MEANS FOR YOU AND FOR US

			Before the internet and smartphones transformed society, electricity had the equivalent effect of modernizing America in the early twentieth century. Like most Americans, I am entirely dependent on these and other information technologies. At the height of the pandemic in 2020, our internet at home failed. Repair was not immediate and throughout much of the fall, we were intermittently without the internet and email. The impact was immediate and daunting.

			While self-quarantining to protect against coronavirus infection, life became almost entirely dependent on the internet. All sorts of business that had previously been done in person was conducted virtually. Zoom and other connections provided means for electronic meetings and virtual doctor’s appointments. Online ordering services became essential for delivery of items from food to toilet paper to Christmas gifts. Bills were paid electronically. Where would we have been without Amazon, Netflix, and Hulu to pass the many hours at home in self-isolation?

			The temporary disruption of our internet in late 2020 was a crisis threatening our quality of life. Fortunately, internet service was restored after several weeks. However, the vulnerabilities and consequences were evident, frightening, and chastening. Some people are desperate after misplacing or losing a cell phone even for a short period. Suppose internet and smartphone services and electrical power were massively disrupted for considerable periods of time across societies and around the globe. What would happen then?

			How have societies managed to become so vulnerable and fragile concurrent with the extraordinary advances in living standards made across the globe? What do these broader vulnerabilities and fragilities mean for protecting national security and for those in government responsible for assuring public safety, health, and well-being?

			While lip service has been plentiful and pandemics have long been regarded as potential threats, this nation and most others were totally unprepared and unready for its spread, as COVID-19 has underscored. Likewise, vulnerabilities and fragilities of the electrical power grid, food and water supplies, and critical infrastructure have been understood and identified as such for decades. Yet despite the creation of a Department of Homeland Security, how seriously was preventive and protective action taken?

			Even with intelligence and other unmistakable warnings about pending disruptive attacks, the history of effective responses has been bleak. None was sufficient to force taking advance or preemptive action before disaster struck. Pandemics, for example, had long been predicted and war-gamed to death. Yet COVID-19 spread around the world unchecked.

			Bill Clinton downplayed the 1993 al-Qaeda attacks in New York that did virtually no damage and chose to treat terrorism only as a law enforcement matter.

			George W. Bush ignored warnings about Osama bin Laden, the impact of Hurricane Katrina, and the “what next” question after invading Afghanistan and Iraq.

			Donald Trump, despite admitting he was well aware of the danger, initially dismissed the coronavirus so as not to panic the nation, and lost precious months in preventing its spread.

			So far, the Biden administration has not been in office long enough to permit an objective assessment, although his proposed spending bills and budgets are potentially transformational. Whether that will be for better or worse remains a looming and daunting question.

			Vulnerability and fragility are easily exploited. Normally, weaknesses are assumed as surrogates for vulnerability and thus subject to disruption, denial, damage, or destruction. People of advancing age and with preexisting conditions are most vulnerable to coronavirus. In politics, candidates are vulnerable to allegations of wrongdoings (true or not), misstatements, adverse votes, opposition research, negative campaigning, and past and present foolish errors and mistakes.

			Elections are vulnerable to fraud, interference, and manipulation even though the 2020 American presidential elections were declared the most secure ever. Homes and buildings in areas prone to forest fires, floods, storms, and earthquakes are vulnerable. Businesses are vulnerable to reverses in economic cycles, labor strikes, and, perhaps most of all, competition. Societies are vulnerable to the Four and now Fifth Horseman. And people are vulnerable to a wide spectrum of untoward and unwanted acts from accidents, gossip, and the vagaries of life.

			Strengths also can become potential vulnerabilities. Jujitsu turns an opponent’s strength into weakness. Nature does so in life. The steamship Titanic was deemed unsinkable and thus invulnerable. It was not.

			Fragility is the capacity to break or be easily damaged. Fine porcelain is fragile. But care is taken to protect fragile objects. The distinctions are important.

			Simply because something is fragile does not produce vulnerability unless outside factors make it so. In a geostrategic or political sense, the most fragile objects are not always the most vulnerable. And while the Twin Towers were not fragile, it turned out those skyscrapers were highly vulnerable to terrorists.

			Interdependence and interconnectivity obviously create dependencies, some of which can become highly disruptive vulnerabilities. Ordinary dependence on energy, water, and food, as well as electricity and the internet, can become vulnerabilities if access is denied.

			Supply chains are prime examples. Assembly of most products—from cars, TV sets, and airplanes to computers, cell phones, and pharmaceuticals—relies on individual parts and components made in countries where labor is much cheaper than in advanced states. That has produced disruptions that have become powerful factors in the political debate. The shortage of computer chips in the wake of COVID-19 is another example of supply chain vulnerability.

			Comparative advantage, defined by the great economist David Ricardo three centuries ago, explains this phenomenon. Why pay more for goods or products that can be grown or manufactured less expensively elsewhere provided national security is not endangered and access to these sources is maintained? Yet one consequence is the transfer of jobs to lower-cost sources for these products.

			Unless compensated with new jobs or some form of workers’ insurance, growing unemployment translates into anger and resentment, with clear political implications. Donald Trump understood this disruptive power, which he translated into “America first” policies and commitments to bring jobs home. China became the poster child for theft of American jobs along with vast amounts of intellectual property.

			Further, virtually all markets are linked, so disrupting supply chains and markets can have catastrophic effects. After the 1973 Arab–Israeli War, the oil embargo imposed by OPEC member states had a particularly disruptive impact on America and its economy. Long lines for gasoline were synonymous with this disruption. And the grounding of a massive merchant ship blocked the Suez Canal for nearly two weeks in early 2021, disrupting commerce as ships took at least an extra week having to transit around South Africa’s Cape of Good Hope.

			COVID-19 underscored the calamitous effects of MAD on the normal way of life, including impact on the food chain, businesses, schools, government, and virtually all aspects of society. Although Russian interference in US presidential elections did not affect the 2016 and 2020 outcomes, it still attempted to exploit the vulnerability of an open society—complete ease of access and openness.

			Russian interference may have had a decisive effect in the Brexit vote in the UK in 2016. Some evidence suggests Moscow used social media to influence upwards of two million British citizens, unaffiliated with any political party, to vote Leave—a huge vulnerability to the Remainers. That tactic paralleled the Conservative Party’s information campaign targeting the same cohort of undecided Britons.

			Cyber, internet, and social media link all parts of the globe. Vulnerabilities and fragilities of individuals, societies, organizations, and governments to hacking and assaults by bots and trolls are well known. Governments, corporations, and ordinary citizens spend huge sums protecting against hacking and other malicious electronic interventions.

			THE END OF WESTPHALIA AND THE RISE OF MAD

			This history begins with the erosion of the 350-year-old state-centric system of international politics and the subsequent emergence of a Fifth Horseman of the Apocalypse armed with the new MAD. The critical difference between the two MADs is that during the Cold War, thermonuclear war was deterrable and thus deterred. The new MAD may be contained and mitigated. But much of MAD is not deterrable.

			Few understood that the end of the Cold War sounded the death knell for the Westphalian system. Globalization and the diffusion of all forms of power accelerated that demise. Smaller states, nonstate actors, nongovernmental organizations (NGOs), and individuals were empowered by these forces at the expense of traditional states.

			Globalization connected virtually all states, markets, and peoples, in many cases greatly raising standards of living. But globalization had a downside and a dark side. The downside hurt the industrial labor sector in advanced nations, where lower-cost foreign workers and goods eliminated millions of domestic jobs. One highly negative consequence was a backlash to globalization and the rise of populism.

			The dark side created many societal vulnerabilities and fragilities often extremely susceptible to acts of massive disruption. The diffusion of power proliferated unprecedented capabilities and opportunities for nonstate groups and individuals to exploit, whether in pursuit of destructive or noble aims. In large part, unimpeded access was available either through global networks and the internet or the nature of free and open societies whose restrictions on entry could be circumvented. Some of the nineteen al-Qaeda hijackers did so by undergoing pilot training at civilian American flight schools.

			This diffusion of power, combined with information technologies, also had an even darker side, weaponizing social media and cyber as noted earlier. Hugely disruptive attacks without attribution can be launched from anywhere on the planet with a computer or a smartphone, a distinctive aspect of MAD. Disruption wrought by cyber and social media does physical as well as reputational harm, facilitating virtual crimes that steal data or money outright or deny service until money is paid.

			At no time in history has such ease of disruptive access been available to so many, nor has attribution been so easy to hide. Facebook, Instagram, and Twitter, among other technologies, extended the reach of billions of people anywhere on the globe to many more billions online everywhere, every day.

			The colored revolutions in Europe and the Arab Spring in North Africa in the first decade of the twenty-first century were driven by social media. The 2011 Egyptian revolution culminating in hundreds of thousands of protestors gathering in Tahrir Square was spontaneously organized through cell phones and social media. Those protests forced long-standing president Hosni Mubarak to step down from office. Mubarak’s long-term replacement was another general and democracy was not established. However, the power of this medium has been underestimated in the West in terms of impact and in taking countermeasures, unlike the potential or actual adversaries of the United States who are readily exploiting this weaponization.

			If the spring 2020 protests and riots that spread across America over the killing of a black man by Minneapolis police officers had been as fueled by social media as Tahrir Square was, would the consequences have been as dramatic and sweeping in forcing change as occurred in Cairo or North Africa? One wonders.

			Even before he was president, Donald Trump had many millions of followers on Twitter, something no prior president enjoyed. Until his account was cancelled following the Capitol takeover on January 6, 2021, Trump had an extraordinary and unprecedented communications platform. On Twitter, Trump transmitted, in real time, messages to his base; issued orders for running the government such as to remove American troops summarily from Syria; and fired senior appointees without consultations with advisors.

			Likewise, social media has transformed how traditional politics are conducted. Campaigns for or against any issue and running for office now depend more on social media than using traditional television, radio, and newspaper outlets. Junior and newly elected members of Congress with tens of thousands of social media followers in many ways can exercise more influence than far more senior representatives who lack that same access. Dealing with this social media phenomenon may exceed the ability of government to provide sensible policies and guidance without impinging on free speech, the freedom to assemble, and other constitutional rights.

			MAD AND AMERICA
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