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Introduction

All Hands on Deck

It was a moment of supreme geopolitical drama. Chinese president Xi Jinping took advantage of the opening of the Winter Olympics in Beijing in February 2022 to greet Russian president Vladimir Putin. Together they declared that they would start a deeper pattern of cooperation with one another with “no limits.” Even though deep mutual distrust persists, they have found common cause in challenging the supremacy of American democracy—and democracies throughout the world. Putin’s invasion of Ukraine and China’s brazen military pressure on Taiwan are the two primary manifestations of their testing of America’s alliances with other democracies.

But there is a deeper, perhaps even more malicious strategy afoot—one that is much less visible. China and Russia are each exploiting cyberspace and all the digital highways the United States has taken a lead in building. The interests and methods of these two authoritarian regimes appear to be aligning. Increasingly, they are attacking the very foundations of our democracy and national security.

As Americans, we thought we had created the technology of the internet and therefore would dominate and control it. But these adversaries have learned how to penetrate American systems for espionage, data and intellectual property theft, and criminal gains, and how to position themselves for future cyberattacks against our critical infrastructure. Unlike Western democracies, which closely adhere to international norms in cyberspace, these adversaries understand cyberspace for what it truly is: a battlefield.

The rise of the internet and social media has changed the way nation-states compete and altered the very definition and boundaries of war. As technology advances, its use generally becomes safer. But, ironically, our increasing reliance on sophisticated information technology and communications networks has made us more vulnerable rather than more secure. The internet is one of the biggest technological changes in human history—on par with the printing press and the steam engine. While Americans have been excited by new possibilities, our rivals have been quicker to understand the total nature of the new competition the internet has ushered in.

This battlefield is not limited to network penetrations. Our opponents have also mastered the use of our own social media platforms to deepen the dangerous illusion that different sets of Americans are fighting among ourselves in to-the-death struggles for ideological supremacy. Our adversaries have learned how to fan the flames of ethnic and racial tension and how to either interfere in our elections or cause us to question their legitimacy. They use our own social media platforms to pit our political parties against each other and to sow confusion among our populace about the origins of COVID-19 or the Chinese government’s ethnic cleansing of its Uighur population. They cooperate in promoting Putin’s crazed notion that the United States and its NATO allies forced him to invade Ukraine to depose its “neo-Nazis.” And they do all of this legally. While some narratives are pushed through fake accounts and bots, many are propagated through the expenditure of billions of dollars in advertisements on our social media platforms. Chinese entities, doubtlessly coordinated by the Communist Party and the state, spent $10 billion on Facebook advertisements in 2021 alone—a massive propaganda blitz.1 The Chinese Foreign Ministry recently boasted that it has published more than nine thousand posts on social media outside China and attracted almost 500 million views.

The Chinese government, in particular, is also engaged in a massive campaign of technology theft targeting American companies and organizations. It relies on penetration of American telecommunication and computing platforms to do that in combination with old-fashioned human espionage. This comes in many forms—from network exploitation by state-sponsored hackers, to predatory investment in U.S. technology startups, to the insertion of backdoors in technology that is “Made in China” and installed in our systems. Technology theft amounts to denying economic gains to the very people whose tax dollars are supporting advanced research in U.S. laboratories and universities. Most Americans do not understand that products developed in China—and the wealth created—accrue to the benefit of China, not the United States. China’s multipronged approach to reap the rewards from America’s technical prowess and innovation places both private-sector corporations and U.S. national security in peril.

Although our adversaries opt for illicit cyber activities, their strategies have been carefully calibrated to prevent a forceful U.S. military response or cyber onslaught on their own computer systems or critical infrastructure. China and Russia know that if we are galvanized as a nation—as we were by the attack on Pearl Harbor or the terrorist attacks of September 11, 2001, we are capable of stunning achievements. That is why they pursue a long-term numbing strategy, not sudden and obvious assaults, such as shutting down the electrical power system of Washington, DC. If we are waiting for a cyber Pearl Harbor or a cyber 9/11, we are fatally misunderstanding how our adversaries wage cyber warfare.

The Russians have been willing to walk right up to the line of what would be considered an act of war, and the United States has caught them in the act. In a stunning indictment in March 2022, the U.S. Department of Justice accused one member of the Russian Ministry of Defense and three officers of Russia’s Federal Security Service of penetrating critical energy infrastructure in multiple countries, including a nuclear power plant in Kansas. There was no purpose behind this type of activity other than to preposition cyber weapons for a future attack. In an open conflict scenario, Russian hackers could turn a small town in Kansas into the next Chernobyl.2

These types of attacks and penetrations are not onetime occurrences. Simply put, our adversaries have “graduated” from the occasional assault targeting individual companies and agencies and now have established a permanent presence in America’s computers. The experts call this “persistent access,” and it appears from recent software supply-chain attacks that our opponents can lurk inside some of our systems for years without being detected. According to a defense intelligence source, “the Russians make more noise, which is why they get caught, but the Chinese are completely embedded in these systems.” The Russians seek to disrupt; the Chinese seek to colonize.

The combination of these different types of cyber strategies is corrosive because it undermines our faith in our own institutions. It is only when one adds up the different threads that the overall pattern becomes clear. If Americans have to wait in lines for gasoline because of a ransomware attack against an oil pipeline company, they do not necessarily understand why it is happening. They just know that something in our society and economy is not working. At the same time, they are suffering from health concerns, supply-chain disruptions, mass shootings, and weather-related disturbances such as wildfires. The combination has resulted in what the New York Times called a “national funk.” One of its columnists, Michelle Goldberg, suffered a near nervous breakdown in print, warning in the same column about “political despair,” “growing hopelessness,” “dystopia,” and “democratic unraveling.”

Our adversaries have studied how democracies work and have found their true vulnerability—their very openness. Americans fundamentally believe in pluralism and checks and balances among different interest groups. The private sector is different from government and does not expect to stand on the front line in a battle to protect America’s national security. Business leaders genuinely feel they bear no responsibility for national security. But the battlefield is shifting.

The way the experts have traditionally defined cyber warfare is much too narrow. They underestimate the impact of the theft of data—China’s Ministry of State Security is widely presumed to construct profiles of prominent Americans using health, travel, financial, and other data it has stolen over the years. They understand and follow the decision-making processes inside an unknown number of American companies and government agencies. The traditional definitions of cyber warfare miss the fact that the combination of different types of attacks and penetrations is aimed at subverting the very concept of democracy, which seems to be a central goal for both Xi and Putin. They want to make the world safe for their increasingly authoritarian systems, and so long as the world’s democracies demonstrate that democracy can flourish, their systems are at risk.

For the purposes of this book, we define “cyber warfare” as follows: state or nonstate actors, their proxies, or criminal actors operating either at the behest of or with impunity within the sovereign territory of a nation-state, who engage in cyber-enabled malicious activities at or below the level of armed conflict with the strategic aim of inflicting harm to the government or private sector of another nation. This type of cyber-enabled malicious activity has clear political, psychological, and societal impact meant to render democracies less capable of managing their own internal affairs or projecting power internationally.

The recent ransomware blitz is merely the latest manifestation of our adversaries’ broad campaigns. Under traditional definitions, ransomware groups acting in concert to target organizations would not necessarily qualify as cyber warfare. Does that make Russia’s enabling of ransomware actors any less a potent weapon in its cyber arsenal to destabilize the United States? Obviously not.

One thing is clear: We are at war—a new kind of war we have been slow to comprehend.

In this war, the battle space is limitless. Combatant and noncombatant status is irrelevant. If you operate a network connected to the internet, you are on the cyber battlefield. And we, as a nation, are actually increasing our vulnerability by expanding the interconnectivity of our networked devices and relying increasingly on cloud computing. Without a significant change of course, the coming Internet of Things, which will connect millions of new devices to the internet, combined with 5G and 6G wireless communications, virtual reality and artificial intelligence, and the metaverse, will create vulnerabilities that touch every part of our lives.

There is plenty of blame to go around for this sad state of affairs. Even though the evidence has mounted that China, in particular, is turning the digital tables on us, our own companies continue to enable it because short-term quarterly profits drive decision making. Major companies such as Microsoft and Amazon Web Services gave away access to their systems to operate in China3 and have become part of the Chinese party-state’s influence and penetration operations. Apple is also at risk because the vast majority of its products are manufactured in China, including a large facility in Zhengzhou that was shut by a COVID lockdown.4 American tech companies have continued to pretend that cloud computing—in which companies such as Microsoft, IBM, and Amazon Web Services manage a client company’s IT systems, data, and software—is some sort of cybersecurity panacea. Yet cloud computing is far from impenetrable.

The U.S. government, for its part, has been slow, poorly organized, and at times outright naive. President Obama made an agreement with President Xi not to conduct cyber intrusions into U.S. commercial networks. But Xi soon violated that agreement. Obama was naive to trust him. The Trump administration believed in “naming and shaming,” holding press conferences to reveal pictures of suspected Chinese hackers. The assumption was that going public with the information would somehow change Chinese behavior. That was naive as well. And under the Biden administration, officials have identified Russian criminal ransomware groups and appealed to the Russian government to act against them. That is also naive—the Russian government recently shut down one, but on balance it wants ransomware groups to disrupt American infrastructure.

Simply put, the American government has not yet organized itself for the internet era. “The digital environment around us has changed so dramatically in the last 25 years, while our government hasn’t kept up,” former director of the Cybersecurity and Infrastructure Security Agency Chris Krebs told a conference in August 2022. “It’s time to rethink the way government interacts with technology.”

Individual Americans are also part of the problem. They continue to click on phishing emails, allowing attackers to enter their personal computers and their companies’ networks. They have intermingled corporate and personal devices, increasing security risks for their companies—particularly in the COVID-induced era of more widely distributed workforces. They have flocked to Zoom and TikTok even though those applications were written in China, and the data they generate is, by law, accessible to China’s authoritarian party-state. In addition, most Americans have not sufficiently educated themselves about the power of their data. “If you allow another country to gain access to really critical data about your society, over time that will erode your sovereignty,” says Richard Moore, the head of Britain’s highly secretive intelligence agency, MI6.5

So far, the discussion about all these issues has just been the experts talking to other experts, but we aim in this book to explain the issues in language every reader can understand. It has been nearly impossible for Americans and our allies to put these issues in context, partly because cyber threats are largely invisible to the public. People cannot see the attacks, and companies are reluctant to report them. We’ve had Americans ask us, “Is all this really hurting us?” Our answer is emphatically yes. The very foundations of our democracy and national security are being eroded.

What is the way forward? In the second half of this book, we will attempt to help Americans chart a path out of this digital morass.

The United States has never found itself in a confrontation like the one it faces today. In our entire history, we have never before simultaneously competed against adversaries like China, a technologically advanced power of 1.4 billion people, and Russia, a nuclear-armed regime bent on combining eighteenth-century geopolitics with the weapons of modern warfare. The Chinese government has operationalized a conflict and cooperation pattern that we have never before witnessed. “The supreme art of war,” Sun Tzu wrote in his famous book The Art of War, “is to defeat the enemy without fighting.” Because they have such a long history, consisting of five thousand years of written history, the Chinese are masters of subtle, long-term conflict. Russia, as well as North Korea and Iran, is part of the autocratic alliance of convenience, with China as the driving force. Cyberspace, our adversaries have come to recognize, is at the center of this struggle.

What this means is that we and our allies have to shift our thinking in truly historic ways. We must galvanize ourselves to respond. Many Americans have believed that our values and democratic ideals are universal and that it was only a matter of time before the peoples of China, Russia, and other autocratic states recognized that. We believed that the internet would, by definition, expand freedom in China. Millions of Chinese did seem to enjoy the freedoms they won throughout the decades following their opening to the world in 1979. But under President Xi, they have been forced to conform to his rigidly Marxist, nationalistic vision of the future. He has imposed Communist Party control over almost every aspect of life in China, creating the world’s first digital dictatorship and installing himself as emperor for life.

We will say some things that may seem radical—for instance, in the face of pervasive threats, we need to expand the internet and our information ecosystem, rather than seeking to retreat from open engagement with the world. There are some signs that the internet is becoming the “splinternet,” with Russia and China both building their own digital walls.6 That’s bad for the good guys. We must find ways to better protect our internet and the computing and communications platforms it supports rather than seeking to shutter them from the world—an incredibly difficult balancing act.

Corporate leaders also need to rethink their traditional notions of globalization, where they have historically borne no responsibility for U.S. national security or technological strength. Entire generations of CEOs have fervently believed that they were stateless and owed no responsibility to the preservation of U.S. national security or its democracy. Their sole responsibility has been to seek to increase their earnings each quarter, as University of Chicago economist Milton Friedman prophesized and celebrated by President Ronald Reagan. The profit motive is one of the most powerful engines of the American system, but it may have to be moderated or rechanneled. That alone is a huge ideological and political fight, with obvious consequences for the markets and the economy. But geopolitics is clearly colliding with business interests—look no further than the Chinese government’s threats to launch military action when House Speaker Nancy Pelosi visited Taiwan in August 2022 and then sending live ballistic missiles over the island, some landing in waters claimed by Japan. That had to send chills down the spine of any CEO doing business in or with China.

America’s social media giants—the likes of YouTube, Facebook, Twitter, LinkedIn, and others—also must become part of the solution, not part of the problem. They are making billions of dollars from their platforms that our adversaries have effectively hijacked to our national detriment. We agree with Emily de La Bruyère, a fast-rising China analyst who produced a report for the National Bureau of Asia Research called “A New Type of Geopolitical Power: China’s Competitive Strategy for the Digital Revolution,” published in March 2022. “We live in a world of absolutely inter-tangled markets,” she told us. “The entire U.S. private sector is exposed to China in some way, shape or form, whether they depend on Beijing for production or depend on it for markets or both. If the United States is going to compete, it’s going to need a strong, more patriotic tech sector to lead the process.”

We do not argue that it is necessary to “decouple” from China, because the two economies have essentially been integrated. It is impossible to put the genie back in the bottle. We think a better goal is to “rebalance,” meaning easing our dependence on manufacturing in China and easing our dependence on the Chinese market so that American companies and institutions can maintain critical distance from Beijing and cease being platforms that the Communist Party seeks to exploit.

We have to push for stronger cooperation among our European and Asian allies who are strong in technological fields, the so-called techno-democracies. We need a collective strategy to safeguard our technological advantages, particularly in the semiconductor industry, while seeking to minimize China’s digital intrusions and technology theft. If we cannot make progress in that direction, we will be picked apart. The Chinese are masters at playing one nation-state against another.

We need to learn from the Europeans, who have enacted privacy and antitrust laws and established models for how large internet-based platforms should be managed. Some countries also are enacting laws that allow authorities to examine the algorithms that social media giants have created. We also need to rethink how we write software and how we configure the architecture of our computing systems.

For its part, the U.S. government has made some progress by appointing a national cyber director for the first time and is seeking to statutorily require companies to report cyber intrusions. The creation of the Cybersecurity and Infrastructure Security Agency (CISA) within the Department of Homeland Security was also a positive step, but much more work remains to be done. The government has not yet created a full-fledged, integrated approach to cybersecurity challenges. To this end, a Department of Digital Services must be established at the cabinet level. Just as the 9/11 attacks spurred creation of the Department of Homeland Security, the development of the internet and associated systems is an epochal event that demands a similar response. In general, government agencies must work better together rather than compete with one another. We have not yet established mechanisms that would allow the military, the intelligence community, homeland security officials, and law enforcement agencies such as the Federal Bureau of Investigation to rapidly and fully share cyber threat information with each other, much less share it with the civilian sector. We have not yet established sufficient coordination between the government and the private-sector companies that own and control much of the nation’s critical infrastructure, such as electricity grids, banking systems, food distribution systems, and the like. We also have to overcome persistent gaps in trust between the military and the civilian sector.

Elsewhere, we need our universities to generate the best ideas and the necessary skill sets to prevail in this competition rather than simply accepting tuition money from hundreds of thousands of Chinese students. We need a stand-alone Cyber Force modeled on the Coast Guard, with a reserve component available to state governors that can coordinate cyber assistance for both federal agencies and state governments. And we need changes to the international legal framework governing cyber warfare.

It has now become a cliché to argue that a “whole of government” or “whole of society” response is necessary to respond to this crisis, but that concept has never been more important. It will take many years and billions of dollars to even begin to secure our IT systems and prevent the slow rot that is destroying America. We wish to educate Americans about what has happened and inspire them to seek solutions.

We need all hands on deck.










Part I

We Are at War










Chapter 1

Cyber Warfare

The Enemy inside the Gates

One of the first identifiable acts of cyber warfare by a nation was executed by the United States and Israel. In 2010, the Stuxnet worm attacked a computer network at the Iranian nuclear enrichment facility at Natanz—a windswept desert town two hundred miles south of Tehran. A fully digital assault launched from half a world away caused significant damage to the facility and temporarily halted Iran’s nuclear weapons program. In the end, Stuxnet resulted in the total loss of nearly a third of the six thousand centrifuges then in operation at Natanz.

The hallmark of the Stuxnet attack was the method by which the worm was able to penetrate the network, which was not connected to the internet, and covertly strike its target with exacting precision. Centrifuges inside a nuclear enrichment facility spin at extremely precise speeds—between seventy and one hundred thousand revolutions per minute—and for extremely specific periods of time. Any alteration in speeds or durations can cause these precision instruments to burn out, resulting in unusable fissile material. This is not something that can be monitored and maintained by humans, which is why the centrifuges are controlled by computers. At Natanz, these systems—called programmable logic controllers—used computers running Microsoft Windows–based operating systems and software made by Siemens, the German industrial giant.

Importantly, the Iranian systems were not connected to the internet—or any outside network. To compromise this isolated network, American and Israeli intelligence agencies targeted the software supply chain that provided updates to these systems. This is an important concept and bears some explanation, as this early software supply-chain attack was a harbinger of the tactics used in modern cyber warfare. When software companies issue their software, it is rarely perfect. Because software developers often “borrow” code from multiple publicly available online repositories, when the final program—possibly consisting of millions of lines of code—is issued commercially, it will frequently contain vulnerabilities. The software companies must periodically issue updates, called patches, to their software as vulnerabilities are discovered or as new threats are identified. Software developers also issue updates when they feel they have made improvements. Once developed, these patches are then signed by the manufacturer using unique certificates for authentication and delivered to customers.

The first victory for Stuxnet’s creators was to compromise the certificate authority used by the targeted software developer. Certificate authorities are critical to the functioning of the internet because they manage and issue the digital certificates required to encrypt and authenticate communications. These certificates are small packets of data that contain the identity credentials necessary for authenticating users, websites, and manufacturers online. By compromising a certificate authority, cyber actors are able to masquerade as a software manufacturer and deliver malware packaged as legitimate software. This is the digital equivalent of lacing Tylenol with cyanide, replacing the tinfoil safety seal on the bottles, and placing them back on the drugstore shelf. In other words, the recipient of such a software package would inherently trust the code because it had signed certificates.

But the Stuxnet creators went further. Stuxnet relied on a “zero-day” exploit to compromise the network—meaning there was no known fix for the vulnerabilities it targeted. The people who defend computer systems constantly scan their networks looking for unauthorized or malicious software, or malware. But zero-day exploits defeat these scans because the software that network defenders use to identify and block malware does not recognize the exploit as a malicious program. In other words, because Stuxnet was brand new, there was no way for an Iranian network defender to identify it as malicious. This zero-day was covertly inserted into a legitimate software update before being saved to a thumb drive and delivered to the Natanz facility.

At no point as the worm was snaking its way through the Iranian network during the initial compromise was it discovered. According to one report, Stuxnet even programmed the centrifuges to communicate to the operators that they were functioning smoothly. Only when the Stuxnet operators ramped up their operation and significantly altered the speeds, causing the centrifuges to fail at an alarming rate did the technicians and International Atomic Energy Agency inspectors suspect foul play. In terms of damage, this covert operation—which likely constituted an act of war under international law—set the Iranian nuclear weapons program back at least two years.1

Fast-forward.

In late June 2017, cyber actors working for the Russian government unleashed upon the world the most destructive cyberattack in history.2 Initially taking aim at targets inside Ukraine, the malware rapidly became a global digital pandemic.3 The goal of this attack was to inflict significant damage on Ukrainian computer systems on the eve of Ukraine’s Constitution Day, which commemorates the establishment of a democratic Ukraine free from Moscow’s rule.4 Combining multiple potent cyber weapons—including an open-source tool that steals usernames and passwords, ransomware that both renders the victim’s system inaccessible and infects connected devices, and a highly sophisticated zero-day exploit stolen from the National Security Agency (NSA)—the Russian malware, dubbed “NotPetya,” rapidly spread worldwide.5 Neither recognizing geographic borders nor distinguishing between government and civilian targets, NotPetya brought the country of Ukraine and some of the largest companies in global commerce to a standstill.6 Like Stuxnet, NotPetya began with a compromise of the software supply chain.

On the outskirts of Ukraine is a small software company called Linkos Group, which develops and maintains a tax software called M.E.Docs. M.E.Docs is similar to the American accounting software tool TurboTax. Everyone who does business in Ukraine uses M.E.Docs to file their taxes. Amid the ongoing crisis in Ukraine, Russian military hackers compromised Linkos Group’s update servers and installed backdoors into thousands of computers that had M.E.Docs installed. Through this backdoor, the Russians deployed NotPetya, which quickly spread worldwide, encrypting data and destroying computers with an ultimate result of more than $10 billion in damages.

Fast-forward again.

In the spring of 2020, U.S. software developer SolarWinds issued an update for its Orion software to more than eighteen thousand of its customers. Orion is a network-monitoring tool that allows IT departments to look on one screen and monitor activity across their whole network. It provides unfettered access and visibility to the entire system. However, this update had been modified by Russian hackers to compromise the Orion platform loaded onto the affected systems. Similar to Stuxnet, the compromise occurred before SolarWinds signed the digital certificates for the Orion software. Thus, when SolarWinds issued its update containing the malicious code, the recipients inherently trusted the update.

As a result, cyber actors assigned to Russia’s foreign intelligence service, or SVR, obtained access to the networks of thousands of SolarWinds’ customers, including Microsoft, Intel, and Cisco, as well as the U.S. Departments of Defense, Treasury, Justice, and Energy. For nine months, Russian hackers were able to comb through these networks, likely establishing a permanent presence and potentially modifying other software destined for critical infrastructure and military weapon systems. To this day, no one knows the full extent of the compromise or the damage to national security. One likely goal of this supply-chain attack was to establish persistent access to critical infrastructure for future cyberattacks.7

There are myriad examples of cyber operations that could constitute cyber warfare. For instance, partly in response to Stuxnet, Iran targeted the U.S. financial sector multiple times from 2011 to 2013 using distributed denial-of-service (DDoS) attacks. DDoS attacks involve victims’ servers being targeted with such high volumes of traffic from so many “distributed” computers that the servers crash. North Korea offers another example. In response to the impending release of the comedy film The Interview in 2017, North Korean hackers attacked Sony Pictures to prevent the film’s showing and caused millions of dollars in physical and reputational damage in the process. These examples form the traditional notion of cyber warfare—stand-alone cyberattacks by one nation-state against another nation-state as a tool of geopolitics.

Software supply-chain attacks are something different. In addition to being far more potent—as evidenced by SolarWinds and NotPetya—this type of attack is designed to look like espionage or criminal activity. This serves the dual purpose of creating access for future destructive cyberattacks as well as injecting ambiguity into the legal analysis of victims. While targeting a nuclear enrichment facility or an electric grid with a destructive attack may be an act of war, merely accessing a network to steal data is not.

Russia and China have evolved their cyber warfare capabilities to be executed almost exclusively in the digital gray zone of international law—the area where traditional rules and principles do not apply clearly. By conducting operations below the level of armed conflict, China and Russia brush against the boundary of international law without clearly breaking it. Victim states may fail to respond because they fear that any countermeasures or use of force in self-defense might itself be viewed as a violation. It is in this zone that the vast majority of cyber conflicts now occur, precisely because it prevents an effective response.

That is, until a conflict goes hot and the access achieved through gray-zone activities is used to launch attacks that shut down systems critical to national security.

This is the new face of cyber warfare.


Russia

In 2013, General Valery Gerasimov, chief of the Russian General Staff, published an article in a little-known Russian trade paper that went on to serve as the basis for the doctrine that bears his name. The Gerasimov doctrine describes Russia’s particular brand of warfare: a hybrid model that combines statecraft, spy craft, cyberspace operations, and covert military action to asymmetrically advance the goals of the Russian government. To Russia, these activities fall on a spectrum—on the left is propaganda, followed by fake news, publication of stolen documents, and manipulated election results, with damage or destruction of physical infrastructure on the far right.

Russia’s military and intelligence services conduct complementary operations across this spectrum to achieve a single goal: to undermine the internal affairs of and sow fear in their targets. For example, in 2015, as part of Russia’s ongoing open conflict in Ukraine, Russian cyber actors penetrated the networks of three Ukrainian energy distribution companies and disrupted the power supply for 225,000 customers. David Sanger, chief Washington correspondent for the New York Times, described Russia’s cyber operations in Ukraine in his 2020 book The Perfect Weapon: “This attack was about sending a message and sowing fear. . . . [It] demonstrated in the cyber realm what the Russians had already demonstrated in the physical world[:] they could get away with a lot, as long as they used subtle, short of war tactics.” Sanger continued: “What happened in Ukraine confirmed the corollary to the Gerasimov doctrine: As long as cyber-induced paralysis was hard to see, and left little blood, it was difficult for any country to muster a robust response.”8

Firing at the heart of Ukraine’s critical infrastructure, Russian cyber actors deployed the destructive malware BlackEnergy, KillDisk, and Industroyer against companies in Ukraine’s energy sector, its Ministry of Finance, and the State Treasury Service. But Russia’s premier destructive cyber operations team that targeted Ukraine’s power grid and election system did not limit its operations to within the borders of Ukraine. Self-styled after the colossal wormlike creatures in Frank Herbert’s Dune novels, the elite Russian military intelligence cyber team, dubbed “Sandworm,” has executed a campaign of malicious cyber activities targeting the Hillary Clinton presidential campaign (hack and leak), the country of Georgia (defacement of fifteen thousand websites), France’s elections (interference and malign influence), and the 2018 Winter Olympics (hack on Olympic IT infrastructure).9

More recently, in the hours before Russian forces launched their invasion of Ukraine in February 2022, Russia’s military intelligence agency, or GRU, launched a cyberattack that took down Ukraine’s satellite communications in an attempt to sever the country’s ability to control its armed forces.10 While the U.S. and European governments reported the attack without attributing it to any specific actor, other sources told the New York Times that responsibility lay with the GRU. The malware used in the attack, known as AcidRain, is a tool previously associated with Russian military intelligence and has been used to great effect. In this instance, Russian hackers exploited the land-based modems maintained by the California satellite company ViaSat, which operates satellite-based internet in parts of Ukraine. While the attack did not spill over to American targets, it nonetheless frightened American defense strategists, because it suggests what the Russians could do to communications systems inside the United States.

Outside of strictly government actors, Russia also incorporates its criminal enterprises into its strategic cyber warfare campaigns. Some of the most notorious hacking groups in the world are criminal organizations that have connections with Russia’s three intelligence agencies—albeit while maintaining a certain degree of autonomy (and plausible deniability for the Kremlin). On the whole, Russian hackers are far more prolific than those from any other nation. In 2021, 58 percent of cyberattacks worldwide—at least the ones that can be seen—originated in Russia. Further, the vast majority of ransomware attacks originate in Russia or former Soviet republics.

To understand how Russia employs its cyber underworld, it is helpful to draw an analogy. In the sixteenth century, England and France issued letters of “marque and reprisal” to enterprising private sea captains as a way to augment their nations’ foundering navies in the face of a much better resourced and equipped Spanish fleet. Letters of marque were the legal mechanism authorizing private vessels to target and capture ships of a named foreign country. Letters of reprisal authorized those private vessels to take the captured ships back home for a reward. Combined, letters of marque and reprisal converted pirate vessels into naval auxiliaries, authorized to engage in acts of war on behalf of the sponsoring country.

While Spain plundered immeasurable wealth from the New World, English, Dutch, and French privateers attacked Spanish ships transporting treasure back to Spain from the Americas. By the end of the seventeenth century, Spain was no longer an unrivaled sea power. England and France developed world-class navies while Spain battled privateers. Though privateering on the high seas was largely abolished by international law in the mid-nineteenth century, cyberspace bears no such prohibition. Cyberspace offers America’s adversaries the ability to destabilize and inflict significant economic and sociopolitical damage on the United States with few repercussions, because international law has not evolved sufficiently to address this modality of combat.

Despite both sanctions by the U.S. government and public attribution by the United Kingdom, Canada, New Zealand, and Australia, malicious cyber activities conducted by actors both tightly and loosely affiliated with the Russian government have continued unabated. While individual operations executed by Russian cyber forces or proxies may be strategically framed to stop short of an “act of aggression,” “use of force,” or “armed attack” under international law, the consequences of the totality of Russia’s cyber campaigns have had far-reaching effects on the peace and security of the international community. Russia’s continuous and concerted campaign has undermined the political institutions of global democratic states, created societal discord, and interfered with the governmental functions of other nations.

Like the United States, global victims of such cyber-enabled malicious activities have struggled to identify an effective extraterritorial response using existing rubrics of international law. While these low-intensity cyber operations may be in violation of a victim state’s domestic laws—and may violate the traditional rule of state sovereignty—they do not inherently violate international law. This is the primary challenge to waging effective cyber warfare: The United States struggles to effectively defend itself and deter adversary aggression without itself violating international law. And this is precisely the gap America’s adversaries are exploiting.



China

During the past decade, China has developed a particularly sophisticated digital footprint. This is a direct result of President Xi Jinping’s methodical reorganization of the country’s military and intelligence cyber forces to support his ambitions. Beginning in 2012, Xi began reducing the size of China’s land army—a huge force China has for decades held out to the world as a strategic deterrent. In the process, China established within the People’s Liberation Army a new Strategic Support Force, which focuses on cyber, space, and electronic warfare. “This reorganization has accelerated a shift in military posture from land-based territorial protection to extended power projection, with joint forces and technology as key enablers,” Winnona DeSombre, a research fellow at the Atlantic Council, testified before the U.S.–China Economic and Security Review Commission in February 2022. “The CCP [Chinese Communist Party] believes that the U.S. is more vulnerable in cyberspace, and that they can develop asymmetric capabilities that would give them a distinct wartime advantage.”11

Before Xi consolidated power in 2012 and 2013, the Chinese were not particularly skilled at penetrating the world’s communications and computing infrastructure. “Back in the early 2000s, their hackers were so noisy. They were so loud,” Mandiant principal analyst Scott Henderson told us. “Their footprint was just massive. We could see them recycling aliases that had been exposed in previous operations to register new operational infrastructure. They would list their cities. They had no recognition that they should be avoiding attribution.” Attribution is the word used to describe how cybersecurity firms such as Mandiant or government agencies seek to make a positive identification of hacking groups. Now after years of effort, Henderson adds, “the Chinese have become masters of the game.”12

While many policy papers refer to China as a “near-peer” competitor in terms of military capabilities, China’s sprint in cyberspace has raised its capabilities to be on par with the United States. “The country’s offensive cyber capabilities rival or exceed those of the United States, and its cyber defensive capabilities are able to detect many U.S. operations—in some cases turning our own tools against us,” DeSombre testified. Moreover, Chinese cyber actors are not constrained by the many self-imposed restrictions the United States and other Western nations place on their cyber operations. Where the U.S. intelligence community is prohibited from using its considerable collection capabilities to steal intellectual property and economic data for the benefit of U.S. companies, the Chinese government openly encourages and rewards such activities. The U.S. Department of Defense sees the fruits of China’s efforts in the near carbon copies of U.S. defense technologies being fielded by the Chinese military, as we will describe in chapter 8. “I like to think of this as being part of the historical cycles of war,” Henderson’s fellow principal analyst, Cristiana Kittner, told us. “A lot of the activity we see is traditional espionage, but it’s conducted over the internet. It’s not unprecedented intelligence gathering. It’s just a different means of getting it.”13

China also rewards the front-end development of cyber weapons. For instance, each year, the Chinese government hosts a series of hack-a-thons—competitions wherein hackers use tools they have developed to exploit unknown vulnerabilities in networks for cash prizes. But instead of reporting these vulnerabilities to the software developers to fix them, the Chinese government stockpiles the newly acquired cyber weapons for use by its cyber actors against the world. Though these weapons have not yet been used in destructive cyberattacks, the U.S. intelligence community assesses that China “possesses substantial cyberattack capabilities . . . [and] can launch cyberattacks that, at a minimum, can cause localized, temporary disruption to critical infrastructure within the United States.”14

In general, the visible way that nation-states attack one another is through sophisticated hacking groups identified by the cybersecurity industry as advanced persistent threats (APTs). But the connections between APTs and their government sponsors are rarely clear cut. In China’s case, most of the identified APTs are affiliated either with the Ministry of State Security (MSS), which is China’s equivalent of the U.S. Central Intelligence Agency, or with the Strategic Support Force within the People’s Liberation Army. In 2021, Mandiant was tracking thirty-six of these individual Chinese entities conducting cyber operations worldwide. But the number of Chinese APTs likely far exceeds Mandiant’s count.

This is due to the nature of China’s cyber activities. Though China employs a significant number of hackers throughout its military and intelligence services, it also leverages contractors with more tenuous ties to the state. According to Mandiant, many more of the recently established Chinese assailants appear to be hybrids—hackers who work on one set of targets on behalf of the Chinese government during business hours but then at night use their tools to target others, seeking personal financial gain. This creates challenges for victims because these actors, like the ransomware groups supporting the Russian government, inject further ambiguity, thus slowing down the ability of a victim to respond.

China’s cyber operations have become so sophisticated that in some cases its hackers are able to maintain access to a network for years. For instance, an advanced piece of malware called Daxin gave Chinese hackers a backdoor into government networks throughout the world for more than a decade before it was identified in 2022 by the cybersecurity firm Symantec. “The newly discovered malware is no one-off,” the MIT Technology Review concluded. “It’s yet another sign that a decade-long quest to become a cyber superpower is paying off for China. While Beijing’s hackers were once known for simple smash-and-grab operations, the country is now among the best in the world thanks to a strategy of tightened control, big spending, and an infrastructure for feeding hacking tools to the government that is unlike anything else in the world.”15

Chinese efforts to swamp U.S. systems have been obvious. In September 2020, the U.S. Cybersecurity and Infrastructure Security Agency (CISA) and the Federal Bureau of Investigation (FBI) revealed that China’s MSS was engaged in a massive operation on U.S. soil. The ministry took advantage of the fact that a unit of the Department of Commerce called the National Institute of Standards and Technologies (NIST) routinely publishes an openly available list of thousands of “known vulnerabilities” in U.S. software systems. NIST’s goal is to encourage companies and government agencies to fix the vulnerabilities by applying patches. However, even under the best of circumstances, those patches take time and human resources to install. As a result, too many companies and agencies are slow to implement them—or do not implement them at all. The end result was that the MSS took advantage of information disclosed by the U.S. government to identify and compromise countless American computing systems.

These threats notwithstanding, the United States continues to have one key advantage over China in cyberspace. This is due in large part to the early innovation and investments made by American companies in the nearly endless miles of the fiber-optic backbone. The internet, the most commonly used electronic devices, and the most frequently accessed web search engines all ride on those fibers. However, the Chinese Communist Party is well aware of these shortcomings and is investing heavily to overtake America’s digital hegemony. As a result, Chinese cyber actors have zeroed their laser focus on companies in the U.S. technology and innovation base. All of China’s actions in cyberspace point to the strategic goal of establishing China as the sole global superpower—militarily, economically, and ideologically.



Looking Inward

In 2018, secretary of defense and retired four-star Marine Corps general James Mattis signed his name to the Department of Defense Cyber Strategy. This document outlined the “Defend Forward” strategy that has come to define how the Department of Defense executes cyber operations in defense of the homeland. In the publicly released summary of the strategy, the Defense Department emphatically states, “We will defend forward to disrupt or halt malicious cyber activity at its source, including activity that falls below the level of armed conflict . . . by leveraging our focus outward to stop threats before they reach their targets.”16 In other words, since 2018, the United States has been on a war footing in cyberspace.

The 2018 strategy “set an important tone stressing just how serious these threats have become,” said U.S. Army general Paul Nakasone, the dual-hatted commander of U.S. Cyber Command and director of the National Security Agency. “It acknowledged that defending the United States in cyberspace requires executing operations outside the U.S. military’s networks.”17

In response to this bold strategy, U.S. Cyber Command began executing a much wider array of cyber operations. These operations included offensive cyber operations designed to disrupt and degrade adversary networks under new authorities granted by President Trump in a now hotly debated national security presidential memorandum, or NSPM, as well as less controversial—but far more impactful—defensive cyberspace operations executed worldwide.

The latter form of cyber operations goes by the apt moniker “Hunt Forward Operations,” wherein teams of military defensive cyber operations specialists deploy to foreign nations to harden their networks against penetration by adversaries. In other words, teams of U.S. network defenders are given unfettered access by a host nation to their government networks known to be compromised by nation-state actors to root out their tools, backdoors, and malicious programs. This includes hunting for active intrusions by adversary cyber actors or other indicators of compromise, as well as applying patches and updates to software and operating systems running on the host network. “The objective of the Hunt Forward Operations is to observe and identify malicious activity that threatens both nations and use those insights to bolster homeland defense and increase the resiliency of critical networks to shared cyber threats,” the U.S. Cyber Command public affairs office said in an official statement.18

The end result of Hunt Forward Operations is both operational and strategic. During and after Hunt Forward Operations are conducted abroad, U.S. Cyber Command publishes malware developed and used by adversary hackers to public repositories, such as VirusTotal.com, wherein the diaspora of antivirus companies worldwide can access the data to create defenses for their customers. This effectively renders America’s adversaries’ most potent cyber weapons inert before they can be used to target U.S. networks. “For us, it isn’t just about hunting on our partner’s networks for similar threats to our networks and then bringing that back home to defend our nation’s networks,” said a hunt-forward team leader, whose name is withheld for security reasons. “It was also about the personal relationships we built, and the partnership we can grow.”19 The strategic impact of these operations is that they send the clear message that the United States will not permit its adversaries to have freedom of movement in the networks of sovereign nations in their near-abroad.

These operations began in 2018 shortly after the publication of the Defense Cyber Strategy and ahead of the 2018 U.S. midterm elections. As of August 2022, U.S. Cyber Command had conducted thirty Hunt Forward Operations across the globe in 16 countries, including Estonia, Lithuania, Montenegro, North Macedonia, and Ukraine.20 Importantly, Hunt Forward Operations function as both an effective tool to bolster domestic cyber defense as well as a bulwark against adversaries targeting America’s allies. In the battle for hearts and minds, a pound of sugar goes much further than a pinch of salt.

But while U.S. Cyber Command is notching victories abroad, America’s domestic cyberspace continues to face an uphill battle. The primary challenge in the federal government’s ability to protect American systems is the legal lines of demarcation that separate domestic space from foreign space. For example, the NSA, with its incredible signals intelligence and cyber collection capabilities, is not legally permitted to collect information on citizens of the United States. For the NSA to turn its considerable capabilities inward, it must do so pursuant to a warrant issued by a special court in accordance with the Foreign Intelligence Surveillance Act, more widely known by its acronym, FISA. The CIA is governed by the same restrictions. For the FBI to collect information domestically, it generally does so pursuant to a warrant or subpoena consistent with its law enforcement role, or with the consent of the network owner pursuant to the Wiretap Act. No warrant? No consent? No collection.

The Cybersecurity and Infrastructure Security Agency, or CISA, falls within the Department of Homeland Security and is designated as the lead agency for protecting U.S. critical infrastructure and federal government networks. But CISA lacks the authority to conduct offensive cyberspace operations or
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