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			To cyberabuse victims everywhere who were once left behind:May this book take you from victim to victorious
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			Introduction

			If you picked up this book, you’re likely dealing with a cyberattacker or are hoping to protect yourself from online predators. If so, you’re not alone. According to the US Department of Justice, more than six million people are stalked each year in the United States alone. With the advent of the Internet, many of these stalkers have taken advantage of the faceless, hard-to-trace crimes of cyberbullying and cyberstalking. Spurned lovers, angry neighbors, jealous coworkers, and bullying teens all find the Internet the perfect way to exact revenge—often with tragic results. Recent high-profile suicides, particularly of teens, are only a small sampling of the widespread and devastating consequences.

			The Internet has added a whole new dimension to bullying, terrorizing, and stalking. It’s also raised many moral issues: If you destroy someone’s life or reputation in the news media, you can be sued for defamation of character. If you do it online, you might get away with it. If you murder someone, you’ll go to jail. But if you bully someone enough that they ­commit suicide, are you guilty of murder?

			Sadly, many victims find little or no help from law enforcement or domestic services. Cybercrime laws are on the books in many states, but penalties are rarely severe. With the exception of cases that involve online sexual predators, it can be difficult to persuade law enforcement to take cyberabuse seriously and prosecute offenders.

			This book was written so you can protect yourself from online danger. Cyberabuse can cause lasting damage to your reputation, your self-esteem, your security, and your sanity. This manual will prepare you to fight back and regain control of your life.

			Alexis Moore’s Story

			I was thrilled when I met my “dream” man. He was charming, affluent, and attentive—definitely the catch of the office. When we moved in together, I felt like I had it all. But that dream quickly died as I discovered my dream man was rotten inside.

			When the physical abuse increased, I tried to obtain outside help but failed. One night, after I was beaten so badly it seemed I might not get up again, I fled, leaving behind my home, dogs, treasured photographs, and possessions—everything I owned—to keep from being killed. All I had, literally, were the clothes on my back. But I was free.

			My freedom was only the beginning of a new nightmare. My ex was an abusive, controlling, vengeful person who, as a high-tech investigator, knew how to work the system. He wanted revenge and to show me he could control my life whether I lived with him or not. How did he do it? By becoming a particularly devastating cyberstalker.

			I was cyberstalked until the last of my money was electronically drained from my bank accounts, my credit cards were canceled, and my email was tampered with. He destroyed my credit rating, making it almost impossible for me to buy a car, rent an apartment, or get a new credit card. My phone records were tapped into daily so that he could track the people I spoke with and monitor my whereabouts. It was painful financially, physically (the stress was killing me and I suffered latent effects from the beatings), and emotionally. He constantly found new ways to let me know that he was tracking my life from his computer and that he could make me miserable. It worked. My entire life was torn apart.

			Extricating myself from his cyber-reach took four long, scary, and frustrating years. My experience is proof that even practiced investigators can fall prey to a determined stalker. As a result, I became a passionate advocate and educator for men, women, and teens in similar situations who discover that leaving does not necessarily mean the nightmare is over.

			Survivors In Action

			In 2007 I founded Survivors In Action (SIA) to help other abuse and stalking victims. Since I began my nonprofit, I have expanded my focus to help victims and potential victims of cybercrime. Through Survivors In Action, I work with victims who are experiencing or have experienced cybercrime as well as other victims whose stalkers find them through electronic means. I also lobby for greater legislation and stronger criminal penalties against cybercrime.

			Every day the SIA inbox and voice mail are filled to capacity with messages from victims, advocates, and law enforcement agencies seeking advice and support. With backing from our volunteers (many of them former victims), we help as many people as we can. But with thousands of emails arriving every month (and sometimes every week), it is impossible to assist everyone; there are millions of abuse and cyberabuse victims in the United States alone. This book is our way of trying to reach out to more people who need help; we hope it will give you solutions to your own cyber-problems. The goal of this book is threefold—prevention, protection, and recovery from cyberabuse of all kinds. Our mission is to ensure that no victim is left behind.

			Using This Book

			Part I introduces ten different personality profiles and their dangerous online behaviors. A quiz in each chapter helps you identify that ­personality type.1 An explanation of the personality type gives information about the cyberattacker’s motivation and behavior, characteristics of potential victims, and typical relationship problems. Case studies detail how that particular cybercriminal operates.2 Then Alexis Moore reveals how SIA helped the victims. She also offers tips so you can prevent and/or recover from each type of cybercrime. All chapters end with an action checklist, detailing simple steps you can take to protect yourself from that personality.

			
				1 These quizzes are only to identify potential cyberabusers and give insight into possible dangers; they are not psychological profiles or to be used for the diagnosis of mental or emotional illness. They are intended as general indicators, but each person is different. You are your own best judge of how the behavior affects you. Your partner may have a low score, but if the behaviors cause you more distress than the quiz answers indicate, read the information in the next levels up. And no matter what the score, if someone makes you feel uncomfortable, always trust your instincts and extricate yourself from the relationship.

				2 Throughout the book you’ll read a lot about SIA. Most of the case studies in the book are ones that SIA helped solve. Others are stories that were shared with the authors. In all cases, names and identifying details have been changed to protect the victims’ identities.

			

			Part II offers strategies to protect yourself, reestablish your reputation, and rebuild your life if you’ve been cyberattacked. The techniques range from recovering data and regaining self-esteem to changing identities and going underground. We also outline self-help techniques to enable you to handle the trauma and live without fear.

			The appendices provide checklists for action, additional self-help resources, and contact information for emergency services and support organizations.

		

	
		
			
			Part I

			Cyberattacker Profiles

		

	
		
			
			Chapter 1

			Attention-­Getting: Hey, look at me!

			Attention seekers are always on stage. They want all eyes on them and will go to great lengths to be the focus of any situation. The desire to be the center of a crowd isn’t necessarily a problem; it may be a sign of a gregarious, extroverted personality. Only when that need becomes excessive does it become a concern.

			Although most attention getters crave an audience and are happiest in a crowd, another type is less transparent. These quieter personalities act in secret, creating havoc behind the scenes. These individuals get more satisfaction by stirring things up and watching others squirm.

			Recognizing an Attention Getter

			Most attention getters are easy to spot: They’re the ones who show off at parties, try to top everyone else’s stories, and talk loudly or make outrageous remarks to attract notice. They’re happiest with all eyes on them. They like to be the stars, gain adulation, and stand out from the crowd. They frequently dress in outlandish or stylish, fashion-­forward clothes, drive flashy cars, and crack jokes or use sarcastic humor, hoping for a laugh. They become restless when others are talking and use tactics to divert everyone’s interest back to them.

			Not all attention getters put themselves in the limelight. Introverted attention getters have the same need for attention as their extroverted friends, but they don’t feel comfortable showing off on stage. Quieter people may attract attention through pity. “Poor me” is their byline. Their lives are filled with drama and tragedy—health challenges, family problems, nasty bosses, unfair breaks, accidents, or betrayals. Whiners and complainers, some even cause their own problems or exaggerate them to gain more notice. Their cries for attention are more subtle, but no less intense than the extroverts’.

			Other introverts get their attention more sneakily by jabbing other people. They often have a quick, sly wit and are masters of dry humor. They may not speak often, but when they do, people notice. Their remarks often make people gasp in surprise or horror, or make others laugh. Their cruelty is at another’s expense. The spotlight is on the victim rather than the attention getter, but the attention getter basks in the glow.

			Attention getters of either type can be annoying and persistent. Their behavior is often more bothersome than harmful, but when it gets out of hand, it can cause a lot of damage. They also may be dangerous if thwarted.

			
			Signs of an Attention Getter

			Does the person you’re with have any of the following characteristics? Using a scale of 0–2, rate each behavior on either the Extroverted or Introverted scale as follows:

			0-Never

			1-Sometimes

			2-Often

			Most Extroverted Attention Getters:

			____ are lively and talkative

			____ get bored when others are talking

			____ have short attention spans unless the activity revolves around them

			____ try to stand out in a crowd

			____ dress in outlandish or stylish, fashion-­forward clothes

			____ drive flashy cars

			____ crack jokes, particularly at others’ expense

			____ are the first to take a dare

			____ like to show off

			____ usually talk loudly and quickly

			____ always have to top others’ stories

			____ like to have the latest and best of everything

			____ frequently interrupt others who are speaking

			____ are filled with high energy and enthusiasm when people are looking

			____ often check their appearance in the mirror

			____ are quick with gibes and sarcastic remarks

			____ make jokes at others’ expense and then say “Just kidding”

			____ are fake or shallow

			Most Introverted Attention Getters:

			____ feel sorry for themselves

			____ appear self-­absorbed and self-­centered

			____ always have to top others’ tragic stories

			____ open conversations with how they are doing

			____ quickly turn conversations to their life or problems

			____ always have more problems and tragedies than others

			____ are often sick, hurt, or in crisis mode

			____ have a “poor me” attitude

			____ think the world is out to get them

			____ dwell on the negative events in their lives

			____ sulk if others get the limelight for too long

			____ exaggerate their problems for additional attention

			____ get bored when others are talking

			____ may resort to hurting themselves or putting themselves in harm’s way

			____ may threaten suicide

			Scale

			0–8

			Everyone likes attention at times, and people have different ways of attracting it. Although the behavior of attention seekers may be annoying, unless they are harming themselves or threatening suicide—both signs of deeper, underlying problems—there is little to worry about.

			9–18

			People in this range crave attention. How they go about it and how they treat you should be the determining factors in whether to continue the relationship. Extroverts often exhibit flamboyant personalities, making them rate high on the scale, but do not pose any danger.

			If the attention getters are under age twenty-­five, a score at the higher end of the scale could indicate a lack of maturity and the inability to see themselves as others see them. They may be emotionally needy or insecure, so they’re trying to reassure themselves of others’ interest in them. By their late twenties, most people have moved outside their own heads and have a clearer picture of how they appear to the rest of the world. They find more subtle ways to get the attention they need—by winning awards, competing in sports, vying for promotions, taking high-­profile jobs, or choosing careers that place them in the spotlight. Introverted attention getters may opt for jobs as writers, illustrators, or other professions that give them credits or bylines but don’t necessarily put them in the public eye.

			18–36

			The higher the score, the more wary you need to be. People with scores in this range most likely can and will cause trouble. They often have little or no capacity to put themselves into someone else’s place, so they may do hurtful things without remorse.

			If introverted attention getters don’t receive the notice they were ­aiming for, they may hurt themselves or threaten suicide. Not all threats are done for attention or to manipulate (see chapter 5), which is why it’s important not to dismiss or ignore them; treat them instead as cries for help. But don’t be drawn into the drama. Let professionals deal with the situation.

			

			Who Gets Hooked by an Attention Getter

			Extroverted attention ­getters usually seek out quieter, more reserved friends and partners who give them the attention they crave and don’t upstage them. The perfect partner is someone who is as enamored of the attention seeker as the attention getter is of him- or herself.

			Sometimes attention getters choose partners who are needy or ­insecure, people who will look up to them. Someone who is repressed or fearful may be drawn to the attention getter’s more uninhibited personality. The extrovert will do or say things the shyer person would never attempt. Inhibited partners watch in awe as attention seekers do things they only dream of doing. That admiration feeds the attention getter’s need for appreciation.

			Both introverted and extroverted attention getters are attracted to people with natural tendencies to help or encourage. A calm person who accepts the temper tantrums and acting out often provides a good match for the more flamboyant personality. The “poor me” syndrome works well with overly sympathetic types who like to nurse and care for others.

			As long as the relationship remains in this balance, it usually works well. But once partners tire of stroking the attention getter’s ego or realize their own needs are being ignored, the relationship can turn rocky.

			Some attention getters hang out with wild friends who do crazy or outlandish things. When this happens the friends may attempt to top each other’s behavior. This can lead to potentially dangerous situations for those around them and for the attention getters themselves. The friends may spur each other on to cruel or violent acts. This is sometimes the dynamic when a group of popular kids at school picks on loners or outcasts. They may choose a student they think will be easy to annoy. Emos or other emotionally vulnerable or volatile teens are favorite choices. Quiet students with few friends to protect them are frequent targets.

			For negative attention getters, the most satisfying victims are people who react emotionally and “wear their hearts on their sleeves.” These attention getters target people they can quickly and easily provoke to anger or tears. For this reason many negative attention getters are bullies. The need for center stage, along with a lack of empathy, allows them to hurt another’s feelings with little or no remorse.

			Stephanie’s Story

			The ringtone on Stephanie’s phone startled her out of sleep. Caller ID showed it was her best friend, Aiko. Something terrible must have happened. Heart pounding and fingers shaking, Stephanie returned the call.

			A sleepy-­sounding voice answered. After Stephanie demanded to know what was wrong, Aiko responded with annoyance. Why had Stephanie woken her up in the middle of the night? “But you called me,” Stephanie insisted.

			Aiko was adamant that she hadn’t made any calls. “You had a nightmare, Steph,” she said. “Go back to sleep. And don’t call me at two in the morning again unless it’s an emergency.”

			After Aiko hung up, Stephanie stared at her phone. It showed her friend’s number as an incoming call at 2:43 a.m. She hadn’t been dreaming.

			The next morning Aiko was regaling a small group of coworkers with the tale of the late-­night call. Stephanie pulled out her phone and showed them the number. They all shrugged it off as faulty technology.

			Later that day Stephanie’s phone rang. With a quick glance at the number, she shut it off. Her mom knew she wasn’t allowed to take personal calls at work. Why was she calling in the middle of the day? It must be an emergency. Sliding her phone into her pocket, she rushed into the restroom to return the call. As Aiko had the night before, Stephanie’s mom claimed she hadn’t called.

			Still shaken, Stephanie stepped into the hall and almost ran into Ewan, one of the tech guys. He asked if anything was wrong. Stephanie mentioned the two calls, and Ewan expressed his sympathy. He made a joke about wires getting crossed and continued down the hall.

			The strange calls persisted. Friends and relatives called and texted, yet when Stephanie responded, they acted puzzled and insisted they hadn’t called or left messages. The hardest ones were the calls in the middle of the night. She couldn’t ignore them because they might be emergencies. Yet after returning a few of the late-­night calls and waking her friends from sleep, Stephanie stopped calling back. She’d toss and turn the rest of the night but wait until morning to text or call. Each time she did, she got the same response. None of them had called her.

			She was starting to wonder if she was going crazy, and others wondered the same thing. Only a few people at work listened to her stories; most of her colleagues just rolled their eyes and walked away. Her friend Barb even asked if Stephanie was making up stories to get attention. After that Stephanie clammed up.

			Then Stephanie began receiving calls in the middle of the night from the guardhouse of her gated community. Guards checked on single women who requested it, or they responded to alarm calls. Although she hadn’t asked to be checked on, she answered in case they were issuing a security warning. No one was on the line when she picked up the phone.

			The other calls had been more frustrating or embarrassing, but these scared her. This time, though, when she mentioned the calls to colleagues at work, most ignored her or told her to get a new phone. Only Aiko and Ewan still listened and sent sympathetic Instagrams or texts.

			The fear and late-­night calls were taking a toll on Stephanie. Her work was slipping, and she had trouble concentrating during the day. She was afraid to answer the phone, and she’d lost the sympathy of her family and friends. Even her own mother thought she was crazy.

			Then came the most terrifying night of all. Stephanie woke to her house phone and cell phone ringing at the same time. Caller IDs on both phones indicated they were from the same number. She didn’t answer either one. Then her answering machine clicked on. On the other end a deep, horror-­movie voice said, “I know where you live, bitch.” The message ended with an eerie laugh that echoed in Stephanie’s head the rest of the night as she lay in bed, paralyzed with fear.

			Stephanie’s Answer: Spoof Calls

			Desperate and terrified, Stephanie contacted Survivors In Action for help. She was relieved to learn that she wasn’t going crazy. She’d been experiencing spoof calls. Using a simple spoof card, all the perpetrator had to know was Stephanie’s phone number and those of her family and friends. The card allows spoofers to change their phone number to any number they desire. It’s easy for spoofers to call or send text messages as someone else—the phone company, the gate guard, a friend, a neighbor, or a relative.

			Some of the companies that sell these cards offer buyers a limited-­time free trial; then they charge a subscription. In this case, because Stephanie had received multiple calls, her harasser must have signed up for the service.

			As with every cybercrime case, SIA encouraged Stephanie to report it to law enforcement. Stephanie’s small-­town police force was not familiar with spoofing. Moore contacted them and provided documentation that such technology existed to help them realize Stephanie was telling the truth and her case needed to be recorded.

			Understanding what was happening was a great relief to Stephanie. Her world had been spiraling out of control, but now she knew someone really had been messing with her mind. With the proof Moore provided, Stephanie convinced her family and friends that what had happened to her was real and could happen to them.

			Protecting Herself

			In addition to reporting the incident, Stephanie changed her phone number. She kept it unlisted and gave the number only to family members and a few trusted friends. In the past she’d shared her number with colleagues and social acquaintances. Now she kept that information private. She had no idea who the spoofer was, so she took no chances of the caller getting her information.

			
			Action Steps

			
					•	Don’t dismiss spoof calls as pranks; treat them seriously.

					•	Try not to react or give the caller any satisfaction.

					•	If you receive more than one or two random calls in the middle of the night, don’t answer the phone.

					•	If you suspect it’s the caller, allow calls to go to voice mail and save them.

					•	Save all texts and document dates and times of answered and unanswered calls.

					•	Ask friends and family to use a special code if they need to call late at night (for example, let it ring twice, then hang up and call again); then you won’t need to worry that you’re missing an emergency call.

					•	Get written statements from family and friends indicating they didn’t make the calls; keep a paper trail.

					•	Contact your phone carrier and discuss the issue with the security department.

					•	Contact law enforcement and report the incidents immediately; having a record can help if the incidents escalate.

					•	When reporting incidents, stay calm and matter of fact. If you act overly emotional or hysterical, law enforcement may be less likely to take your case seriously.

					•	If you are distraught, ask a friend, advocate, counselor, teacher, or coworker to accompany you to a law enforcement appointment. They can not only back up your story but also provide some emotional support.

					•	Depending upon the severity of the situation, law enforcement may or may not react; many officers are not aware of the latest technology, so you may need an expert to explain it to them.

					•	If you are told that nothing can be done, continue to report the incidents. Persistence often pays off. And it’s helpful to have an official record in case the laws change or the calls become more threatening.

					•	Change your phone number and make it unlisted.

					•	Never give out your unlisted phone number to anyone but close friends and family members.

					•	Don’t talk about the incidents in public or to others; your spoofer may be listening for your reaction.

					•	If you identify your spoofer, it’s better not to confront this person.

					•	Contact victim support groups and risk management consultants, especially those that deal with tech cases, for help, information, and emotional support.

			

			

			Identifying the Harasser

			When she realized that law enforcement would not be going after her harasser, Stephanie decided to see if she could figure out who was using the spoof card. Although it could have been a stranger, she believed it was most likely someone she knew. She looked for a person who:

			
					•	had a grudge against her or who enjoyed seeing her or others get upset;

					•	appeared happy to see her distressed or, conversely, spent time offering comfort;

					•	seemed extremely interested in hearing about the calls and her reaction to them;

					•	had a techy mind and was up to date on the latest gadgets and gizmos.

			

			Most people don’t know how to use spoof cards, which meant the perpetrator was tech-­savvy. The spoofer most likely was someone who’d get a payback by making her upset. An angry ex or jealous coworker is often the culprit, but in this case, Stephanie had neither.

			The only two people who’d showed any interest in Stephanie’s ongoing saga were Aiko and Ewan. Because of his tech knowledge, Stephanie added Ewan to the list of possible suspects. Before the spoof calls, she had never spoken to him unless she needed tech help. Lately, though, he seemed to be around a lot, especially when she was lamenting the phone calls. And he’d sent her some supportive emails.

			Confronting the Spoofer

			This is not a step Survivors In Action recommends, because it could lead to danger if the spoofer is emotionally unstable. Even if the harassment is out of character and done in the heat of anger, while it’s occurring that person is not making rational judgments, so you are at risk.

			The more she thought about it, the more certain Stephanie became that Ewan was behind the calls. After arranging for Aiko and a few other friends to dine at a nearby cafe, she asked Ewan to join her there. She prefaced her request by mentioning how supportive Ewan had been recently. He looked startled and wary when she suggested meeting, but he stammered out a yes. When he arrived Stephanie confronted him. At first Ewan denied it, but finally he admitted he’d been trying to get her attention.

			Hearing Stephanie gasp over the phone had been enough to fuel this attention getter. She may not have paid attention to him at work, but she sure did at three in the morning. Even better, he overheard her at work telling colleagues about the strange calls and smiled to himself, knowing he was causing chaos in her life. Meanwhile, he sent calming Instagrams that she answered, fulfilling his need for attention in several different ways.

			Tracing Spoof Calls

			Until recently, no legislation was in place to protect victims against such calls. The federal Truth in Caller ID Act of 2009 was passed to prevent people from falsifying their phone identities, but this law won’t stop cybercriminals from using technology illegally. And as long as the tool remains profitable for the companies who sell spoof cards, they’ll continue to supply them until they’re forced to stop. Many of these companies moved their businesses overseas so they wouldn’t be affected by the act.

			Although an experienced tech may be able to trace the calls, many spoofers are tech-­savvy enough to prevent antispoofing technology from ferreting them out. Spoofers create fake accounts, use public computers, or take over an innocent person’s computer to set up their scams.

			Getting a conviction is also difficult. Tech evidence is not always foolproof, meaning additional proof is needed to support the claims. Prosecutors can subpoena spoof company records, provided the company is in the United States. The difficulty with this is that law enforcement must have a strong reason and enough evidence to request a search warrant for a computer IP-­address verification. The process can be long and involved, and victims may have to turn over their tech equipment for analysis. One final hurdle is that law enforcement must believe the case is important enough to prosecute.

			Despite the fact that Stephanie’s spoofer left a scary message saying he knew where she lived, the police did not feel she was in any imminent physical danger and never pursued her case. In fact, they discouraged her from reporting the incidents. Stephanie, though, at SIA’s assistance, continued to do so.

			What Motivates an Attention Getter

			A major flaw of attention getters is the inability to get outside their own minds and view themselves as others see them. Every activity or action is evaluated by how it personally affects them, and they have difficulty putting themselves in someone else’s place. Thus they have little understanding or empathy for others. Generally they are not deliberately cruel, just self-­absorbed or thoughtless.

			First and foremost, attention getters are motivated by attention and adulation. Most want fame or notice, but they go about attracting it in different ways. Whether quiet or extroverted, their goal is to create a stir. But underneath that external need lies a deeper, unfulfilled desire to matter to others.

			Some attention getters grew up in a home with parents who doted on them, and they came to believe they were number one and that their needs should take priority. Taken to an extreme, this idea may result in them becoming narcissistic (see chapter 7).

			But many children had the opposite experience. Their growing-­up years were filled with inattention or neglect. They learned to compensate by seeking attention from others. Many still struggle with insecurity and low self-­esteem. Although they don’t appear to, they often have little self-­confidence. They try to bolster themselves by making others pay attention to them. Lacking self-­worth and self-­love, they attempt to get it from their audiences. For example, younger children who feel overshadowed by older siblings may become show-­offs to compensate for feelings of inadequacy.

			Because of their insecurities, attention seekers can’t tolerate criticism, which makes them angry. In this state they’re liable to act out and hurt others around them. Some become drama kings or queens, throwing hissy fits or temper tantrums because they can’t tolerate frustration.

			Usually the greater the need for attention, the more emotionally immature the person is. In adults emotional development may have been arrested at an early age. Middle school and high school bullies also typically fall into this category. Many are less mature than their peers. They’ve also learned to use negative attention-­seeking behaviors. Doing or saying inappropriate things will make people turn to look. If they can’t get positive attention, they settle for disapproval.

			At times attention getters have motives other than being noticed. If their behavior stems from jealousy (chapter 2) or revenge (chapter 9), they may be more dangerous and persistent. And some attention getters have psychological problems, such as histrionic personality disorder or narcissism, and need professional help.

			How an Attention Getter Uses the Internet

			Extroverted show-­offs prefer a crowd. Unless they have friends who are watching and commenting on their activities either in person or online, their interest in cyberharassment is minimal. With their limited attention spans and need for an audience, they are more likely to engage in one-­time cyberattacks unless goaded by a group. They may enjoy stirring up controversy, but their interest is generally short-lived.

			Conversely, introverted attention seekers rely on the Internet for underhanded or secretive methods of gaining attention. They can remain faceless and anonymous while still gaining the attention they crave. Sometimes they behave like starstruck fans (see chapter 3) or try to outdo others in the number of posts or friends they have. Some engage in ongoing debates or post about controversial subjects. From dramatic announcements or bomb threats to smear campaigns, they may use the Internet as a weapon.

			Computer hackers and others who operate behind the scenes sometimes do it for notoriety. Depending on the severity of their attacks, they may end up in the worldwide news, or at the very least, wind up posted as threats on antispam or antivirus sites. Even if no one knows they’re behind it, hackers get satisfaction in seeing reports of the damage they’ve wreaked.

			As long as attention getters provoke a response—either positive or negative—they’ll continue their attacks. If they don’t receive feedback, their interest will taper off. Although it’s not always easy, the best way to combat them is to ignore them.

			Leaving an Attention Getter

			Those looking to end a relationship with an attention getter often can do so by withdrawing their attention or by spending more time talking about themselves, meeting their own needs, and dramatizing their own problems. Most attention getters soon tire of other-­centered conversations. Their need for an attention fix is too strong to keep them in a relationship where they aren’t center stage.

			This mindset also makes attention getters the easiest cyberattackers to foil. Nothing frustrates them more than being ignored. They thrive on the reactions they get from others, so if their victims don’t respond, they’re disappointed. Often they’ll increase their harassment, trying for a rise. Eventually, if they get no response, they’ll look elsewhere.

			If they feel slighted or thwarted, though, some attention getters become nasty and cruel. With their inability to put themselves in someone else’s place, they can become dangerous. Beware of attention getters who are upset because they aren’t getting the attention they feel they deserve. They can turn vindictive.

			Combating Bullying from Attention Getters

			As noted above, many attention getters will go away if ignored. Unrewarded behavior tends to disappear; psychologists call this extinction. But in some cases the bullying may get much worse before it ends. When bullies see that their tactics aren’t working, they intensify their efforts to get a reaction. Unfortunately, at this point they often succeed. The victim can’t help getting angry or upset. Bullies learn that to be successful, they need to be more outrageous. The next time they attack, they increase their cruelty, and it becomes a vicious cycle.

			It’s easy to suggest that victims not react, but this is difficult to do when someone is beating you up, trashing your reputation, humiliating you, and/or exposing your secrets.

			Another good strategy to stop bullying is to report it, but that, too, is not without risk. Speaking out often breaks the bully’s hold, but it’s considered wrong to rat on your peers. To do so may make you the target of more abuse—not only from the bully but also from others who see you as a snitch. That leaves most victims feeling that there’s no way out.

			A few victims retaliate, leading to disastrous results as the war escalates. Some victims act out and do the things the bully accused them of. Many, though, just live with the pain, embarrassment, or shame. They shrink into their shells and avoid everyone. In the worst-­case scenarios, victims turn their rage outward and harm others, as evidenced in school shootings. Or they turn the blame inward and commit suicide.

			Camryn’s Story

			Camryn and Juliana had been friends for years. They shared everything, including the passwords to their emails, phones, and social media accounts as well as the combinations to their lockers. They also told each other intimate details of their lives.

			Then Juliana began hanging around with the more popular kids. Soon after that, the practical jokes began. One day Camryn opened her locker to find it filled with shaving cream. Peyton, one of the popular girls, snapped a picture and circulated it. More locker sabotages and pictures followed. A few days later, Peyton had someone trip Camryn in the cafeteria, causing her to fall and splatter tomato soup all over her brand-­new outfit. This time, Peyton posted a video of the fall and of Camryn on the floor, tomato soup dripping down her face.

			Next tweets, posts, and blogs appeared on Camryn’s pages, revealing many of the secrets she’d confided to Juliana over the years, intimate details about her dates and other private information that humiliated Camryn. Even worse were the fake “confessions,” where she recounted her fantasies about what she wanted to do with her crushes; many of the posts were sick and vulgar. All of them looked as if they’d come from Camryn herself. She was so ashamed, she couldn’t read most of them. For the next few days, she pretended to be sick to avoid going to school.

			But over the weekend she received emails and texts from many of the jocks, inviting her on dates. She was horrified to learn that emails had been sent from her account saying that if they asked her out, she’d do whatever they wanted. After reading her “fantasies” online, they all had suggestions for what they’d like her to do.

			Confronting Juliana

			Because they had once been friends, Camryn wanted to talk to Juliana in person and let her know how much her actions had hurt. She believed her former BFF still had the same caring heart. Rather than calling, she showed up at Juliana’s house. At first Juliana was reluctant to let her in, but Camryn insisted.

			As they talked Juliana admitted that Peyton had pressured her to reveal the passwords and secrets. Juliana, who desperately wanted to be accepted, had given Peyton everything she’d asked for. While Juliana was doling out the information, she’d been the center of attention in the popular clique, something she’d always dreamed of. She regretted leaking Camryn’s secrets but acknowledged that, given the chance to be admired by Peyton’s group, she’d probably betray a friend again. For her, attention was more important than ethics.

			Camryn learned a painful lesson about telling anyone, even a BFF, her logins and passwords. And she still had to face everyone at school. She knew her mother wouldn’t allow her to stay home the following week, so her only choices were to skip school or endure the humiliation of walking down the halls.

			Camryn’s Solution

			That weekend Camryn’s

			
			
			
			
			
			
			
			
			
			
			
					•	Follow the suggestions in appendix A and chapters 11 and 12.

					•	Make sure that any message you send out about hacking is unemotional, to prevent the harasser from getting additional attention.

					•	Take away the reward by ignoring the bully.

					•	Keep a poker face; refuse to give the bully any satisfaction.

					•	Although no one likes to be a tattletale, inform authorities immediately. You not only will help prevent future attacks on yourself and others, you also may be instrumental in getting the bully help.

			

			

			
			
					•	Adopt a poker face: If you don’t react, harassers get no payoff.

					•	Seek protection: Report incidents immediately; block access to your accounts.

					•	Maintain your privacy: Safeguard all your information; change passwords and phone numbers.
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