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​Introduction
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Network programming sits at an uncomfortable intersection. The networking literature tends to be protocol-centric and language-agnostic, full of RFCs and packet diagrams but light on the realities of writing correct, fast code. The C++ literature, meanwhile, is rich on language features but rarely follows a byte from an application buffer all the way onto the wire and back. This book lives in the gap between those two worlds.

It is written for the engineer who already knows how to write C++ — or is comfortable learning the modern idioms quickly — and now needs to build software that talks to other machines reliably and at scale. That might be a trading gateway measured in microseconds, a multiplayer game server holding tens of thousands of connections, an embedded device streaming telemetry, or an internal microservice that simply must not lose messages. The fundamentals are the same. The difference between a toy and a product is almost entirely in the details this book is about.
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​Why Modern C++ for Networking

[image: ]


C++ remains the language of choice wherever latency, throughput, or resource efficiency genuinely matter. Operating system kernels, high-frequency trading systems, databases, game engines, browsers, and the data planes of cloud infrastructure are overwhelmingly written in C++ for one reason: it offers control over memory and execution without surrendering high-level abstraction.

The arrival of C++11 through C++20 transformed how that control is expressed. Where a network programmer in 2005 manually tracked the ownership of every buffer and file descriptor, the modern equivalent leans on RAII, smart pointers, move semantics, and — as of C++20 — coroutines that make asynchronous code read like synchronous code. These are not cosmetic conveniences. They are the difference between a server that leaks a descriptor on every error path and one that cannot, by construction.

	What “Modern” Means Here

Throughout this book, “modern C++” refers to the idioms and library features standardized in C++11, C++14, C++17, and C++20. We assume a compiler that supports at least C++17 and call out C++20-only features (notably coroutines, std::span, and std::jthread) explicitly so you can adapt if your toolchain lags behind.
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​Who This Book Is For
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•  Application and systems developers who know C++ but have only used networking through high-level frameworks and want to understand what happens underneath.

•  Backend and infrastructure engineers building services where the networking layer is performance-critical and cannot be treated as a black box.

•  Embedded and performance engineers who need zero-copy techniques, predictable latency, and a precise mental model of buffering and the kernel boundary.

•  Students and self-taught programmers ready to move past tutorials and build complete, production-shaped systems end to end.



You do not need prior networking experience. You do need to be comfortable reading and writing C++ functions, classes, and templates. Chapter 3 brings the specific modern-C++ features we rely on up to a working level before any heavy socket code appears.
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​How This Book Is Organized
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The book is built as a deliberate progression. Each part assumes the previous ones, and the running projects compound — the chat client you build in Part II becomes the test harness for the multiplexing server in Part III, which is then secured in Part V and deployed in Part VII.

[image: Figure I.1 — The two layering models used throughout the book. We reference OSI layer numbers for vocabulary but program against the TCP/IP model in practice.]

Figure I.1 — The two layering models used throughout the book. We reference OSI layer numbers for vocabulary but program against the TCP/IP model in practice.

	Part

	Focus

	What You Build

	I — Foundations

	How networks and modern C++ work

	A socket wrapper class


	II — Socket Programming

	Berkeley sockets, TCP, UDP

	Chat client, chat server, telemetry broadcaster


	III — High Performance

	Non-blocking I/O, multiplexing, threads, Asio

	Event-driven and async servers


	IV — Application Protocols

	Framing, serialization, HTTP, REST

	Binary protocol, HTTP server, REST API


	V — Secure Networking

	TLS, auth, secure coding

	HTTPS server, authenticated API


	VI — Advanced

	WebSockets, gRPC, QUIC, distributed systems

	Real-time and RPC services


	VII — Production

	Debugging, optimization, observability, deployment

	A deployable, instrumented service
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​Conventions Used in This Book
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Inline code such as recv() or std::span appears in a monospaced font. Longer listings appear in shaded code blocks and are explained line by line in the text that follows them.

	Tip

Green boxes offer practical advice, shortcuts, and recommendations drawn from production experience.



	Common Pitfall

Orange boxes flag mistakes that are easy to make and expensive to debug — the kind that pass code review and fail in production.



	Expert Insight

Purple boxes go beyond the basics to explain why something works the way it does, or how seasoned engineers reason about a trade-off.
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​The Code
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Every code example is written to be read. Production-grade error handling is sometimes abbreviated in early chapters to keep the core idea visible, but the book is explicit about what has been omitted and reintroduces it as your skills grow. By Part V, the examples carry the error handling, input validation, and security posture you would expect in shipped code.

POSIX examples assume Linux and compile with a recent GCC or Clang. Windows differences are addressed where they matter, and Appendices A and B provide quick references for both the POSIX socket API and Winsock2. Boost.Asio examples assume a recent Boost release; OpenSSL examples assume OpenSSL 3.x.

	A Note on Learning

Reading network code is necessary but not sufficient. The bugs that teach you the most — the half-closed connection, the partial write, the silent reordering of UDP datagrams — only appear when you run the code, break it, and watch it with a packet analyzer. Every chapter ends with exercises and an implementation task precisely because the keyboard, not the page, is where this skill is forged.



With that, let us begin where every networked program ultimately runs: on a real network, governed by real protocols, with real and unavoidable physics. Part I builds that foundation.

PART I

Networking Foundations

How networks and modern C++ work — the mental models and language tools every later chapter assumes.
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​Chapter 1 · How Computer Networks Actually Work
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	Learning Objectives

By the end of this chapter, you will be able to:

	Explain what physically and logically happens when one program sends data to another across a network.

	Distinguish the OSI reference model from the TCP/IP model that governs real implementations.

	Trace a unit of data through encapsulation as it descends the protocol stack into frames, packets, and segments.

	Describe the roles of routers, switches, and gateways, and why each exists.

	Explain how DNS resolves a name to an address and how ARP maps an address to hardware.

	Articulate the practical differences between IPv4 and IPv6 that affect the code you write.




Before you write a single socket call, you need an accurate mental model of what that call sets in motion. A great deal of network programming difficulty is really a mismatch between what the programmer imagines is happening and what the network actually does. This chapter builds the model. It is deliberately concrete: every abstraction here maps to something you will later manipulate in code or observe in a packet capture.
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​1.1 A Network Is a Negotiated Illusion
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When your program calls send() on a connected socket and the bytes appear, intact and in order, at the other end, it feels like a direct pipe. It is not. Those bytes were split into pieces, wrapped in several layers of headers, handed to a network card, converted into electrical or optical signals, switched and routed across an unknown number of intermediate machines, possibly dropped and retransmitted, reordered, and finally reassembled — all before your peer's recv() returned. The reliable, ordered byte stream is an illusion that TCP works hard to maintain on top of a network that guarantees none of those properties.

Understanding network programming is largely a matter of knowing which illusions your chosen protocol maintains and which it does not. TCP gives you a reliable, ordered stream but not message boundaries. UDP gives you message boundaries but no reliability or ordering. Everything else — every framing scheme, every retransmission strategy, every heartbeat — exists to bridge the gap between the illusion you want and the one the protocol provides.

	Expert Insight — The Fallacies of Distributed Computing

L. Peter Deutsch and colleagues at Sun Microsystems catalogued eight false assumptions programmers make about networks: the network is reliable; latency is zero; bandwidth is infinite; the network is secure; topology does not change; there is one administrator; transport cost is zero; the network is homogeneous. Every one of these is false, and every one has caused production outages. Keep this list nearby; much of this book is a structured refutation of it.
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​1.2 From One Machine to the World: A Brief Evolution
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Networking did not arrive fully formed. The progression explains why the stack looks the way it does. Early computers were islands; data moved on physical media carried by hand. Point-to-point links connected pairs of machines directly, which does not scale: connecting N machines pairwise needs N(N−1)/2 links. Local Area Networks (LANs) solved this within a building by letting many machines share a medium, with addressing to distinguish them. The breakthrough was internetworking — connecting many independent networks into a network of networks — which is literally what “Internet” abbreviates.

The decisive design decision, made in the 1970s, was packet switching over circuit switching. A telephone call reserves a dedicated circuit end to end for its duration. Packet switching instead chops data into independently addressed packets that share links with everyone else's packets, each forwarded hop by hop. This is less predictable but vastly more efficient and resilient: if a link fails, packets route around it. Every property of modern networks — variable latency, possible reordering, congestion — flows from this choice.

	[image: ]
	 	[image: ]


[image: ]

​1.3 Layering: The OSI and TCP/IP Models
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Networks are built in layers so that each layer can solve one problem and rely on the layer below for the rest. The Open Systems Interconnection (OSI) model defines seven layers and is the shared vocabulary of the industry. The TCP/IP model defines four and is what real systems actually implement. You should know both: OSI for talking to people, TCP/IP for talking to machines.

[image: Figure 1.1 — The seven-layer OSI model alongside the four-layer TCP/IP model, with the principal layer correspondences.]

Figure 1.1 — The seven-layer OSI model alongside the four-layer TCP/IP model, with the principal layer correspondences.

The mapping is approximate, which is itself an important point: OSI's session and presentation layers have no clean equivalent in TCP/IP, and in practice their responsibilities (session management, encryption, serialization) are handled in the application layer or by libraries such as TLS. When this book says “layer 4” it means the transport layer — TCP or UDP — and when it says “layer 7” it means your application protocol, such as HTTP.

	TCP/IP Layer

	Job

	Examples

	You Program Here?

	Application

	Application-meaningful messages

	HTTP, DNS, your protocol

	Yes — most of this book


	Transport

	End-to-end delivery to a process

	TCP, UDP, QUIC

	Yes — via the socket API


	Internet

	Routing between networks

	IPv4, IPv6, ICMP

	Indirectly — addresses, options


	Link

	Delivery on one physical network

	Ethernet, Wi-Fi, ARP

	Rarely — mostly the OS/driver



	Why Layering Matters to Your Code

The socket API sits precisely at the boundary between the transport and application layers. Everything below the socket — routing, fragmentation, the physical medium — is handled for you. Everything above it — message framing, serialization, request semantics — is your responsibility. Knowing exactly where that line falls tells you what you must implement and what you can assume.
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​1.4 Encapsulation: Headers All the Way Down
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As your data descends the stack, each layer prepends (and sometimes appends) its own header, wrapping the layer above like nested envelopes. This is encapsulation. The receiving stack reverses the process, stripping one header per layer on the way up. The vocabulary for the resulting units is precise and worth memorizing, because tools, documentation, and colleagues use the terms exactly.

[image: Figure 1.2 — Encapsulation. Application data gains a transport header to become a segment, an IP header to become a packet, and a frame header and trailer before transmission.]

Figure 1.2 — Encapsulation. Application data gains a transport header to become a segment, an IP header to become a packet, and a frame header and trailer before transmission.

	Layer

	Unit Name

	Key Header Fields

	Application

	Message / Data

	Whatever your protocol defines


	Transport (TCP)

	Segment

	Source/dest port, sequence, ack, flags, window


	Transport (UDP)

	Datagram

	Source/dest port, length, checksum


	Internet (IP)

	Packet

	Source/dest IP, TTL, protocol, fragmentation


	Link (Ethernet)

	Frame

	Source/dest MAC, EtherType, CRC trailer



	Common Pitfall — “Segment” and “Packet” Are Not Interchangeable

Using these terms loosely will confuse you when reading Wireshark or RFCs. A TCP segment is what TCP produces; an IP packet is what IP produces by wrapping a segment. When you debug a “packet loss” problem that is really TCP retransmitting segments, the distinction tells you which layer to investigate.



Encapsulation also explains overhead. A TCP segment carries at least 20 bytes of TCP header; the IP packet adds at least 20 (IPv4) or 40 (IPv6) bytes; the Ethernet frame adds 18 bytes plus preamble and inter-frame gap. For a one-byte payload, you transmit roughly 60+ bytes. This is why batching small messages — a recurring theme in Part III and Chapter 25 — matters so much for throughput.
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​1.5 The Hardware That Moves Bytes: Routers, Switches, Gateways
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Three device categories appear constantly in network diagrams, and conflating them is a common source of confusion. They operate at different layers and solve different problems.

	[image: ]
	 	[image: ]


[image: ]

Switches (Layer 2)
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A switch forwards frames within a single LAN using MAC addresses. It learns which device is on which physical port by observing source addresses, then forwards each frame only to the port where its destination lives. Switches are why a modern wired LAN does not suffer the collisions that plagued early shared-medium Ethernet: each port is its own collision domain.
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Routers (Layer 3)
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A router forwards packets between different networks using IP addresses and a routing table. Every time a packet crosses from one network to another — your laptop's LAN to your ISP, your ISP to a backbone, the backbone to a data center — a router makes a forwarding decision. Routers are what make the Internet an internetwork. The TTL (time-to-live) field in the IP header is decremented by each router, preventing packets from looping forever; when it reaches zero the packet is discarded, which is exactly how traceroute maps a path.
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Gateways (Layer 3 and above)
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“Gateway” is a looser term for a device that connects networks using different protocols or that serves as the exit point from a local network — your “default gateway” is the router your machine sends packets to when the destination is not local. Application-layer gateways (such as an API gateway or a NAT device) operate higher in the stack, translating between protocol dialects or rewriting addresses.

	Device

	Operates At

	Addresses Used

	Decision It Makes

	Switch

	Layer 2 (Link)

	MAC

	Which port within this LAN


	Router

	Layer 3 (Internet)

	IP

	Which network to forward toward


	Default Gateway

	Layer 3

	IP

	Where non-local traffic exits


	NAT Gateway

	Layer 3/4

	IP + port

	How to rewrite private ↔ public addresses
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​1.6 Addressing: MAC, IP, and the Role of ARP

[image: ]


Two addressing systems operate at once, and understanding their relationship dissolves a lot of confusion. The MAC address is a (usually) permanent 48-bit hardware identifier burned into a network interface; it has meaning only on the local link. The IP address is a logical, routable address assigned by configuration; it has global meaning. A packet travels across the world using IP addresses, but each individual hop is a frame delivered using MAC addresses.

This raises a question: when your machine has an IP packet to send to a device on its local network, how does it learn that device's MAC address? The answer is the Address Resolution Protocol (ARP). The sender broadcasts “who has IP 192.168.1.20?” to the entire LAN; the owner replies with its MAC address; the sender caches the mapping and proceeds. On IPv6, the equivalent role is played by Neighbor Discovery Protocol (NDP).

	Expert Insight — The Source MAC Changes at Every Hop, the Source IP Does Not

When a packet crosses a router, the IP header's source and destination addresses stay the same (barring NAT), but the frame is rebuilt with new source and destination MAC addresses for the next link. This is the single most clarifying fact about addressing: IP addressing is end-to-end; MAC addressing is hop-to-hop. If you can hold both in mind simultaneously, packet captures stop being mysterious.



	[image: ]
	 	[image: ]


[image: ]

​1.7 Names to Addresses: DNS
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Humans use names like api.example.com; the network routes on IP addresses. The Domain Name System (DNS) is the distributed, hierarchical database that translates between them. As a network programmer you will rarely implement DNS, but you call it constantly — every getaddrinfo() is a DNS interaction — and its behavior (caching, TTLs, latency, failure modes) directly affects your programs.

[image: Figure 1.3 — Recursive DNS resolution. The recursive resolver walks the hierarchy on the client's behalf, caching results according to each record's TTL.]

Figure 1.3 — Recursive DNS resolution. The recursive resolver walks the hierarchy on the client's behalf, caching results according to each record's TTL.

Several practical consequences follow from this design. DNS resolution is a network round trip (often several) and can be slow or fail independently of your target service — which is why connection timeouts must account for it. Results are cached according to a TTL, so an address change does not propagate instantly. And because resolution can return multiple addresses (and both IPv4 and IPv6), robust clients try addresses in turn rather than assuming the first one works — the basis of the “Happy Eyeballs” algorithm you will meet in Chapter 4.

	Common Pitfall — Resolving Once and Caching Forever

A frequent bug in long-running services is resolving a hostname at startup and reusing that IP address indefinitely. When the operator migrates the backend to a new address, your service keeps hammering the old one. Respect TTLs, or re-resolve on connection failure.
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​1.8 IPv4 and IPv6: What Actually Differs for Your Code
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IPv4 uses 32-bit addresses (about 4.3 billion, long since exhausted), written as dotted decimal like 203.0.113.7. IPv6 uses 128-bit addresses, written as colon-separated hex like 2001:db8::1, providing an effectively inexhaustible space. For a network programmer the differences that matter day to day are fewer than the hype suggests, but they are real.

	Aspect

	IPv4

	IPv6

	Address size

	32 bits

	128 bits


	Notation

	203.0.113.7

	2001:db8::1


	Address struct

	sockaddr_in

	sockaddr_in6


	Header checksum

	Yes

	No (relies on layer 2/4)


	Fragmentation

	Routers may fragment

	Only the sender fragments


	NAT prevalence

	Ubiquitous

	Designed to avoid it


	Loopback

	127.0.0.1

	::1



The single most important coding habit this section can give you: write address-family-agnostic code. Use getaddrinfo() to obtain a list of candidate addresses, store them in the family-neutral sockaddr_storage structure, and avoid hard-coding AF_INET or sockaddr_in. Chapter 4 shows exactly how, and the socket wrapper you build there is dual-stack from the start. Code written this way works unchanged as the world drifts toward IPv6; code that assumes IPv4 will need surgery.

	Tip — Test on Both Families Early

Bind a test server to :: (the IPv6 wildcard) with the IPV6_V6ONLY option disabled, and on most systems it will accept both IPv6 and IPv4-mapped connections. Exercising both paths from day one prevents the unpleasant discovery, months later, that your service is quietly IPv4-only.
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​1.9 Practical Lab: Watch a Connection Happen
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Theory becomes intuition the moment you watch real packets. This lab uses Wireshark (or the command-line tshark) to observe a complete, ordinary web request. You do not need any code yet — just a browser or curl and a packet analyzer.

	Start a capture on your active network interface in Wireshark. In the display filter bar, enter a filter to reduce noise, for example a filter on TCP port 443 and the host you will visit.

	From a terminal, run a single request so the traffic is easy to isolate.


	# Resolve and fetch a page, showing timing, with one clean request


	curl -v—http1.1 https://example.com/ -o /dev/null


	

	# Or, to see DNS resolution explicitly:


	dig +trace example.com



Listing 1.1 — Generating observable traffic for the capture.

	In the capture, locate the DNS query and response (if not cached). Note the round-trip time.

	Find the TCP three-way handshake: a SYN from your machine, a SYN-ACK in reply, and an ACK. Confirm the sequence and acknowledgment numbers line up.

	Observe the TLS handshake that follows — ClientHello, ServerHello, certificate exchange — then the encrypted application data. You will revisit every one of these in Chapter 17.

	Finally, watch the connection close: a FIN/ACK exchange (or an abrupt RST). Note whether it was a graceful four-way close or a reset.


	
	What to Take Away From the Lab

You have now seen, with your own eyes, the layered reality this chapter described: a name resolved to an address, a transport connection established by handshake, application data carried inside transport segments inside IP packets, and an orderly teardown. Every socket call in the rest of the book maps to something you just watched. Keep Wireshark open as you work through Part II — it is the single best debugging tool you have.


	Key Takeaways


•  A reliable, ordered byte stream is an illusion TCP maintains over an unreliable, unordered packet network; know which guarantees your protocol provides and which you must build.

•  The OSI model is shared vocabulary (seven layers); the TCP/IP model (four layers) is what is actually implemented. The socket API lives at the transport/application boundary.

•  Encapsulation wraps your data in nested headers — segment, packet, frame — and the precise terms map directly to what you see in packet captures.

•  Switches forward frames by MAC within a LAN; routers forward packets by IP between networks; the source IP is end-to-end while the source MAC changes at every hop.

•  DNS resolution is a real, cacheable, fail-able network operation that your timeouts and retry logic must account for.

•  Write address-family-agnostic code with getaddrinfo() and sockaddr_storage so your programs work on both IPv4 and IPv6 without modification.
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Reflection Questions
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	Why does packet switching produce variable latency and possible reordering, and which protocol property would you rely on to hide that from an application?

	If the source IP address is preserved end-to-end, why must the frame be rebuilt at every hop? What information would be wrong if it were not?

	Your service resolves a hostname at startup and the backend later moves to a new IP. Describe two distinct strategies to make your client follow the move.
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Exercises
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	Use traceroute (or tracert on Windows) to a server several countries away and explain, using TTL, how the tool discovers each intermediate hop.

	Capture a DNS query in Wireshark and identify the query type (A vs AAAA), the TTL on the response, and whether the answer came from cache.

	Inspect your machine's ARP cache (arp -a) and explain why some entries are present and others are not, in terms of recent local traffic.
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Implementation Task
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	Build: A Layer Tracer Worksheet

Without writing code yet, document the full journey of a single HTTPS GET request from your machine to a public website. For each layer (application, transport, internet, link), name the protocol in play, the unit of data, the addresses used, and at least one header field that changes versus one that stays constant across hops. You will validate this worksheet against real captures and, later, against your own socket code. This exercise builds the mental model every subsequent chapter assumes.
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​Chapter 2 · Network Programming Concepts
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	Learning Objectives

By the end of this chapter, you will be able to:

	Compare the client-server, request-response, and peer-to-peer architectures and choose appropriately.

	Explain the difference between stateful and stateless communication and the consequences of each for scaling.

	Distinguish connection-oriented from connectionless protocols and match each to a workload.

	Define latency, throughput, and jitter precisely and reason about how they trade off.

	Identify the network performance metrics that matter for a given application and how to measure them.




Chapter 1 described the machinery of networks. This chapter is about the design vocabulary you use to build on that machinery. These concepts are language-independent — they apply equally in C++, Go, or Rust — but the choices they represent determine the shape of every program in this book. Choosing the wrong architecture or the wrong transport is the kind of mistake that no amount of clever C++ can rescue.
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​2.1 Architectural Models
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How responsibilities are divided among the participating machines defines an application's architecture. Three patterns dominate, and most real systems combine them.
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Client-Server
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In the client-server model, one party (the server) offers a service and waits; the other (the client) initiates contact to use it. The server is typically long-lived, well-known by address or name, and shared by many clients. This asymmetry is the foundation of the web, databases, and most enterprise software. It centralizes state and logic, which simplifies consistency and security but creates a scaling challenge: the server must handle the combined load of all clients, and it is a single point of failure unless replicated.

[image: Figure 2.1 — A scaled client-server deployment. A load balancer distributes client connections across multiple server instances that share backend state.]

Figure 2.1 — A scaled client-server deployment. A load balancer distributes client connections across multiple server instances that share backend state.
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Request-Response
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Request-response is the dominant interaction pattern within client-server systems: the client sends a request, the server processes it and returns a response, and the exchange completes. HTTP is the canonical example. It is simple to reason about and easy to scale horizontally when stateless, but it is fundamentally client-initiated — the server cannot push unsolicited data, which is why technologies like WebSockets (Chapter 20) and server-sent events exist to break out of the strict request-response cadence when real-time updates are needed.
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Peer-to-Peer
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In a peer-to-peer (P2P) model, every node is both client and server, contacting others and serving requests in turn. There is no central authority. P2P systems — BitTorrent, blockchain networks, some video conferencing — scale with the number of participants and have no single point of failure, but they are markedly harder to build: discovery, consistency, security, and NAT traversal all become distributed problems. This book focuses on client-server foundations, because P2P systems are built from exactly those primitives applied symmetrically.

	Model

	State Location

	Scales By

	Hardest Problem

	Client-Server

	Centralized

	Adding/replicating servers

	Server becomes a bottleneck


	Request-Response

	Per-request (ideally none)

	Horizontal stateless replicas

	Real-time server push


	Peer-to-Peer

	Distributed across peers

	Adding peers

	Discovery, consistency, NAT
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​2.2 Stateful vs Stateless Communication
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Whether the server remembers anything about a client between interactions is one of the most consequential design decisions you will make. A stateful service retains per-client context across requests — an authenticated session, a shopping cart, the position in a multi-step transaction. A stateless service treats each request as self-contained, carrying everything needed to process it; the server keeps no memory of prior requests.

Statelessness is the secret behind the web's scalability. If any server can handle any request because no request depends on server-side memory, you can put a load balancer in front of an arbitrary number of identical servers and add capacity by adding machines. The moment a request depends on state held in a specific server's memory, that request must return to that server (“sticky sessions”), and your scaling story becomes far more fragile.

	Expert Insight — State Has to Live Somewhere

“Stateless” never means the system has no state — it means the application servers hold none. The state moves outward: into the client (a JWT carrying claims), into a shared cache (Redis), or into a database. The architectural skill is choosing where state lives so that the components that must scale can remain stateless. This is the reasoning behind the token-based authentication you will build in Chapter 18.


	Common Pitfall — Accidental State

Caching a per-user value in a server-local variable “just for performance” quietly turns a stateless service stateful. The system works in testing with one server and fails unpredictably in production behind a load balancer, because the cached
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