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REGULATING (FROM) THE INSIDE

This book examines a key aspect of the post-financial crisis reform package in the EU and UK—the ratcheting up of internal control in banks and financial institutions. The legal framework for internal controls is an important part of prudential regulation, and internal control also constitutes a form of internal gatekeeping for financial firms so that compliance with laws and regulations can be secured. This book argues that the legal framework for internal control, which is a form of meta-regulation, is susceptible to weaknesses, and such weaknesses are critically examined by adopting an interdisciplinary approach. The book discusses whether post-crisis reforms adequately address the weaknesses in regulating internal control and proposes an alternative strategy to enhance the ‘governance’ effectiveness of internal control.
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Part I

The Elements of Internal Control in Banks and Financial Institutions


1

The Role of Internal Control in the Meta-Regulation of Financial Institutions

THIS BOOK EXAMINES the role of internal control in banks and financial institutions. Although internal control functions form part of the back office of banks and financial institutions, and do not hog prominent headlines in popular discussions relating to financial regulation, they have become increasingly important as part of (a) the prudential regulation framework that governs risk-taking at financial firms; (b) the conduct of business regulation framework that governs behaviour of firms vis a vis markets, regulators and stakeholders; and (c) the wider question of financial sector culture that has fallen into notoriety since the onset of the global financial crisis of 2008–09. Regulatory obligations for financial sector firms have increased dramatically post-crisis and regulators look to a range of methodologies to secure firm compliance with regulatory objectives. The role of internal control is an important piece in the mosaic of methodologies towards securing regulatory objectives. Internal control, located within a firm, can provide support to secure the firm’s meeting of regulatory objectives, and thus also meet regulatory expectations. The role of internal control in financial sector firms can now be regarded as supporting regulators’ meta-regulation of firms where prescriptive and command-and-control type regulations are inappropriate. As regulators now see the role of internal control in securing the compliance of firms as becoming much more pronounced with the advent of greatly increased demands on firms to meet new regulatory obligations, internal control functions are also subject to new regulatory frameworks and expectations.

Internal control functions in financial sector firms are first and foremost self-monitoring mechanisms and therefore act as lines of defence before firm irregularities may become externalised. Firms have an essential self-interest in instituting effective internal control, but firm-centric notions of the effectiveness of internal control may not be socially optimal in the view of regulators. Regulators have increasingly come to regard firm internal control as a plank of governance that secures regulatory objectives. This is because internal control functions are well placed to monitor the firm from the inside, and reaches where regulatory supervision and enforcement may not. The role of internal control at firms is therefore regarded as having the potential to support the attainment of regulatory objectives. In the post-crisis environment, the role of internal control at financial sector firms is subject to enhanced regulatory expectations. This is manifested in regulatory reforms that have established more prescriptive regulatory frameworks for internal control functions.

The book will discuss the pre-crisis and post-crisis regulatory frameworks for internal control and critically discuss to what extent internal control functions in banks and financial institutions can meet enhanced regulatory expectations and serve a governance function in the overall financial regulation agenda. Regulatory expectations would introduce upheaval in terms of how the role of internal control is perceived by the organisations and the individuals concerned. This book will critically analyse how and to what extent the efficacy of internal control functions in meeting enhanced regulatory expectations is affected by (a) the regulatory framework for internal control; (b) conceptions of professionalism; and (c) regulatory enforcement. The book will conclude with some suggestions towards enhancing the efficacy of internal control functions in light of such heightened regulatory expectations.

A. INTRODUCTION TO INTERNAL CONTROL

Internal control in the financial sector has had a long history of development. It is generally regarded both as a principal means to manage business risks in order to further the success of a business,1 as well as a means to assure regulators of compliance with securities reporting obligations.2 The institution of effective internal control is regarded as a best practice, the responsibility for which is reposed at the highest level of management—the Board of Directors.3 In the UK, the Turnbull Guidance4 which supports the implementation of the Corporate Governance Code defines internal control as a system that

encompasses the policies, processes, tasks, behaviours and other aspects of a company that, taken together:

Facilitate its effective and efficient operation by enabling it to respond appropriately to significant business, operational, financial, compliance and other risks to achieving the company's objectives. This includes the safeguarding of assets from inappropriate use or from loss and fraud and ensuring that liabilities are identified and managed.

Help ensure the quality of internal and external reporting. This requires the maintenance of proper records and processes that generate a flow of timely, relevant and reliable information from within and outside the organisation.

Help ensure compliance with applicable laws and regulations, and also with internal policies with respect to the conduct of business.

The US Committee of Sponsoring Organizations of the Treadway Commission (COSO) also defines internal control similarly, referring to it as a process ‘designed to provide reasonable assurance regarding the achievement of objectives … in relation to operations, reporting and compliance’5 With regard to financial institutions, the Basel Committee on Banking Supervision6 defines the role of internal control at banks to be for three purposes: to assist in achieving profitability and performance, to ensure the reliability and integrity of financial information relating to the bank and to assist in external compliance with regulations. In sum, internal control may be regarded as an internal form of gatekeeping7 to prevent businesses from succumbing to wrongdoing, and to ensure that business objectives and accountability requirements are met.

In the case of financial institutions, internal control has also evolved to meet changing regulatory requirements such as in relation to internal fraud, financial crime, prudential regulation and compliance with capital markets reporting and client-facing regulation.8 With the advent of intensive European legislative harmonisation in financial services regulation from 2000, internal control in banks, investment firms, collective investment schemes and now alternative investment fund managers has become a subject of regulation in itself. However, the regulatory framework for internal control, as will be discussed in detail in chapters two to four, has been skeletal in nature in the years prior to the global financial crisis of 2008–09. Post-crisis, the regulatory framework for the organisation and efficacy of internal control in financial institutions has been significantly ramped up.

Regulatory interest in the institution of internal control at banks and financial institutions lies in its organisational position and role. Internal control has proximity to inside knowledge and issues, and acts as an internal gatekeeper for banks and financial institutions. It may be argued that such an organisational position and role could also serve the regulator’s objective of securing the financial institution’s compliance with regulatory requirements. In other words, internal control is increasingly being fashioned as an internal gatekeeper which also serves gatekeeping purposes for the regulator.

The move towards reframing the role of internal control post-crisis has its roots in the diagnosis of what went wrong in the crisis. In the wake of the global financial crisis of 2008–09, poor risk management has been highlighted as a key factor in the failure of a number of financial institutions,9 and the role of internal control is thus questioned as to its efficacy in overseeing risk-taking in financial institutions. Further, a number of long-running retail mis-selling scandals that have reignited public attention due to regulatory enforcement in the UK,10 and the scandals relating to the manipulation of the London-Interbank Offered Rate11 and foreign exchange rates12 implicating a number of large well-known banks all point to failures in financial institutions relating to compliance and internal control. In the post-crisis era, regulatory expectations have ratcheted up in relation to the role of internal control in serving the regulator’s objective by securing the compliance of financial institutions. The post-crisis regulation of the role of internal control therefore serves as one of the planks in the regulatory toolkit towards fundamentally changing cultures in financial institutions that are indifferent to, or indeed relaxed about sharp and miscreant behaviour.13

Langevoort and Thompson argue that subjecting internal control to a form of regulation manifests a melding of market and social interests in private sector risk-taking.14 Internal control is regarded as positioned like a gatekeeper, not only to monitor the use of corporate wealth in accountability to capital providers. They are also increasingly being relied on to monitor the impact of corporate decisions or behaviour upon wider society. Regulatory reform in the financial sector now arguably frames internal control as a gatekeeper for serving wider interests beyond the financial institution in which it is positioned. This book examines the extent to which such regulatory reforms have reframed the role of internal control functions and whether internal control functions can assume such a role effectively.

It may be argued that given the complexity and difficulties in regulating financial activities effectively, regulators’ reliance on the enhanced role of internal control is merely a form of ‘latching on’ to ‘management speak’. Regulatory reforms that boost the role of internal control merely create perceptions of credible governance in financial institutions and regulators are still far from engaging with effectively changing organisational cultures and behaviours in the financial sector.15 This book will examine in detail the nature of the post-crisis legislative reforms to the roles of internal control functions, tease out the regulatory expectations that seem to underlie the reforms, consider the impact of such reforms upon the governance of financial institutions and the internal control professions, and critically evaluate the extent to which such reforms will indeed address real behaviour change in the financial sector.

Evolution of the Role of Internal Control Broadly Understood

In the years prior to the global financial crisis of 2008–09, the role of internal control at financial institutions has been shaped by a ‘positive’ strand and a ‘negative’ strand. This framework is derived from Cunningham’s analysis which views internal control functions as having a ‘positive strand’ when they are positioned as part of the means to achieve the business objectives of the firm, and as having a ‘negative strand’ when their main purpose is to prevent wrongdoing by the firm.16

The positive strand in internal control at financial institutions relates largely to prudential risk management and compliance with prudential regulation and the negative strand relates to prevention of financial crime and securities mis-reporting. The explosion of customer-facing regulation in the EU since 200417 has also introduced further obligations for internal control in terms of compliance, ie, falling within the ‘negative strand’. Pre-crisis, the role of internal control is arguably facilitative in nature where risk-taking is concerned. In many firms, the treatment of prudential risk management and compliance is framed towards achieving business objectives for the financial institution, rather than towards self-restraint and achieving regulatory objectives in safety and soundness.18 Where the negative strand is concerned, efforts are focused on avoiding wrongdoing in specific areas that are intensely watched by regulators, such as in securities reporting and avoiding financial crime. Such gatekeeping is targeted towards necessary compliance almost like a necessary evil, and not carried out in the spirit of holistic promotion of a healthy business culture. Hence, conduct irregularities such as mis-selling and benchmark manipulation, which were not highlighted by regulators in the pre-crisis era, were by and large thinly managed by many financial institutions.

As prudential regulation for banks and financial institutions moved from a prescriptive approach in the late 1980s to a flexible approach incorporating firm internal governance in the late 1990s/early 2000s, the role of internal control functions in prudential risk management became increasingly facilitative of business objectives. This movement will be discussed in section B below as part of the rise in new governance approaches in regulation. The upshot of this development is that, as regulators allow firms’ internal governance, systems and procedures to form part of the implementation of prudential risk regulation, firms are allowed to treat prudential risk management systems and procedures as serving both the purposes of regulatory compliance and business objectives.19 This treatment is not illegitimate as there is an essential trade-off between risk-taking and safety which is not a judgement that should be made exclusively from the regulatory or business points of view. In practice, firms have practically been devolved with primary responsibility to make appropriate judgements regarding the trade-off, as regulatory supervision was inadequate in this area. Firms have become incentivised to under-provision for risk so that more growth and profits can be pursued in risk-taking activities.20 Firms have tended to compromise prudential regulatory objectives in favour of business objectives and this has hardly been checked by the role of internal control functions.

As to the ‘negative strand’ relating to the role of internal control functions in preventing wrongdoing or non-compliance, internal control functions have focused on two areas: securities reporting and financial crime prevention. This has largely been shaped by the need to respond to regulatory emphases, but has resulted in a rather piecemeal approach to scoping the monitoring functions of internal control.

On securities reporting, a number of high-profile collapses such as the fall of Polly Peck and BCCI in the 1990s in the UK, the dot.com bubble and collapses of World.com and Enron in the US in the 2000s and Parmalat’s collapse in Italy, pushed the integrity of corporate reporting and corporate governance into the spotlight. Against this backdrop, the role of internal control is framed around the firm’s needs to meet the requirements of capital markets accountability, although it has been acknowledged much earlier that internal control deals with a wider range of monitoring and verification.21 Moore22 points out that UK corporate governance has developed based on the need for audit and accounting integrity in response to the failure at BCCI in 1990.23 Subsequently, the Turnbull Review24 further emphasised the need to have reliable internal and external reporting systems as part of ‘internal control’ and ‘risk management’. The language of ‘internal control’ used in the Cadbury and Turnbull reports deals with systems that process financial information and reporting and how to ensure that such systems would bring about integrity in financial reporting. Although the Turnbull Guidance views internal control as a form of risk management that ‘enable[s] [companies] to respond appropriately to significant business, operational, financial, compliance and other risks to achieving the company’s objectives’,25 the more precise language surrounding risk management and internal control boils down to the prevention of accounting fraud and ensuring the integrity of financial reporting. The previous Codes preceding the current UK Corporate Governance Code 2010 have always placed the issue of ‘internal control’ as key to safeguarding shareholders’ interests and corporate assets, and tasks the audit committee of the Board to have supervisory oversight. The development of internal control in corporate governance reforms is thus very much led by the securities regulation objective of supporting transparency to facilitate market discipline. Van der Elst argues that the evolution of ‘internal control’ as being a corporate governance issue in the EU has been led by the need for reliable securities disclosure.26 Further, developments in the US after Enron’s collapse also focused on the role of internal control as safeguarding the integrity of financial reporting and auditing.27 The emphasis placed on accounting and reporting integrity is found in the Sarbanes–Oxley Act which prescribes for certain forms of internal control such as controls over auditor appointment28 and mandatory certifications by Chief Financial Officers.29

The emphasis on improving the integrity of corporate reporting to capital markets and the robustness of corporate governance to support strong securities regulation30 is based on the importance of market discipline to control corporate behaviour.31 The importance of market discipline has to be understood within the wider context of regulatory retreat in the pre-crisis years coupled with the rise in trust in the role of market-based governance.32 Hence, the role of internal control to safeguard the integrity of financial reporting primarily frames the role of internal control within the private paradigm of corporate governance. This conception of internal control is arguably firm-centric in nature and positions the accountability of internal control towards shareholders and creditors.33 The perspective of internal control as serving the objectives of the regulator is relatively absent in the pre-crisis years. Such a perspective is being changed in the present post-crisis era of regulatory resurgence34 as chapters two to four will flesh out.

As for the prevention of financial crime, international consensus on money laundering, financial crime and terrorist financing was being forged in the 1990s35 and then accelerated after the tragedy of the September 11 destruction of the Twin Towers in New York in 2001.36 Banks and financial institutions have been enrolled into the front lines of fighting financial crime,37 but in a negatively-framed manner, as severe penalties loom over banks and financial institutions if money laundering indeed occurs in the chain of money transmission handled by them. The law compels banks and financial institutions to make suspicious activity reports and provide intelligence to regulators in order not to be regarded as being liable for money laundering themselves.38 The development of anti-money laundering control in banks and financial institutions has become a specialised activity, often departmentally separate from general legal and compliance departments. Banks and financial institutions often institute specific systems to deal with customer due diligence, thresholds for alerts and money laundering reporting.39 The separation of anti-money laundering control from internal control generally may hint of how banks and financial institutions view this particular negative strand of internal control—as specialist and not necessarily integrated into the bigger picture of firm culture.

In sum, the concept of ‘internal control’ at banks and financial institutions is multifaceted and possibly fragmented in order to meet particular regulatory requirements. Business-centric purposes permeate prudential risk management, while market-based accountability frames the purposes of internal control for financial reporting. Liability-avoidance concerns dominate the institution of anti-money laundering control. Post-crisis, ‘internal control’ is to be reframed into a more integrated and comprehensive gatekeeping function that has an overall view of risks assumed by the bank or financial institution concerned, and would be positioned to assist in securing regulatory compliance. Such changes to the role of internal control at banks and financial institutions would be kick-started by new regulation that would have to be implemented by firms.

Post-crisis reforms in the financial sector in the UK and EU are premised largely on a public interest concept of ‘financial stability’40 which would justify greater regulatory monitoring over risk-taking by financial firms.41 Thus, risk-taking by firms is no longer an issue that resides merely in the private or business realm. The role of internal control relates to the new need for instilling appropriate ‘self-control’ on the part of financial firms,42 having regard to their wider impact upon financial stability as monitored by regulators. Regulatory monitoring or control over levels of risk assumed by financial firms is however a delicate issue as entrepreneurial risk-taking should not be unduly stifled and cannot be centrally prescribed.43 However, regulators are in a better position to monitor system-wide trends and risks.44 In order to maintain socially tolerable states of financial stability, regulators are increasingly involved in the mediation of the interface between firm-centric decision-making and wider systemic impact.45 The internal control functions at banks and financial institutions are now situated at this point of mediation, being involved in risk control for firm-centric purposes as well as for the purposes of accountability to regulators.

Internal control in financial institutions is defined as comprising of a compliance function, a risk control function and an internal audit function.46 These specialist functions are nested within broader internal governance frameworks which include senior management responsibility and the overall risk management culture.47 As will be discussed later in the book, each of these elements of internal control is now subject to regulatory reframing so that their roles are more explicitly of a monitoring or governance nature intended to ensure that financial institutions meet the public interest objectives underlying financial regulation. The regulatory framework for internal control also extends to wider aspects of corporate governance in order to support effective and robust internal control.

B. THE META-REGULATION OF INTERNAL CONTROL AND THE RISE IN META-REGULATION IN FINANCIAL REGULATION GENERALLY

This section now provides a general overview of the nature of the regulatory framework for internal control functions and how this fits with the broader financial regulation agenda. The regulatory framework for internal control may be regarded as a form of ‘meta-regulation’.48 ‘Meta-regulation’ broadly means that regulators provide a broad outline of a framework which is not excessively prescriptive and sets out certain regulatory objectives to be attained. The regulated firm has the discretion to implement systems and processes to achieve the regulatory objectives. This is a form of delegated governance by regulators to firms, and firms can have considerable discretion in designing the implementation systems and processes. As such, the firm’s own governance is the primary means by which regulatory objectives may be attained, while the regulator’s role is at a meta-level, providing a broad blueprint and supervising the implementation by the firm.

In the EU, pre-crisis legislation has provided for the meta-regulation of internal control at banks and financial institutions in a very skeletal manner. For example, the (now superseded) Markets in Financial Instruments Directive 2004 (MiFID) and supplementing legislation provided for broad principles of organisational soundness and the establishment of internal controls such as a compliance function, risk management systems, an internal audit function, and the responsibility of senior management for internal control generally.49 The legislation did not prescribe further as to what the roles and functions of internal control entailed, leaving regulated firms to flesh out and implement their own systems and procedures within the contours of the framework. Organisational structures and arrangements cannot be excessively prescribed as regulators are not in a position to micro-manage firms. Further, firms have an incentive to institute self-monitoring mechanisms in their own interests in order to protect assets and safeguard against various business and financial risks. Hence, over-prescription as to how internal control functions should be constituted and what they should do seems unnecessary. However, firms are relied on to design a proportionate and appropriate form of compliance that meets regulatory objectives. Can it be assumed that firm-centric organisational and governance structures would necessarily fall in line with the attainment of regulatory goals? Would firm implementation of internal control meet its private objectives but nevertheless fall short of socially optimal outcomes?

Meta-regulation has been described as a regulatory approach that empowers and enhances the capacity of corporations to self-regulate, but connects ‘the private justice of the internal management system’ to the ‘public justice of accountability’.50 Parker proposes that such capacity to self-regulate may be enhanced by value orientation, management commitment, the acquisition of skills and knowledge, and the design of internal processes and systems. The ‘self-regulation’ of each firm should then be accountable to regulators
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