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Roles of various functions:

 


Board of directors:

 


IT governance is primarily the responsibility
of the board of directors.

 


Strategy Committee:

 


Role of strategy committee is to advise board on IT
initiative. Strategy committee generally consists of board members
and specialized non-board members.

 


Steering Committee:

 


The role of an IT steering committee is to
ensure that the IS department is in harmony with the organization's
mission and objectives. To ensure this, the committee must
determine whether IS processes support the business
requirements.

 


The IT steering committee monitors and
facilitates deployment of IT resources for specific projects in
support of business plans.

 


Project Steering Committee:

 


A project steering committee usually consists
of a senior representative from each function that will be affected
by the new system. They provide overall direction and monitors
costs and project schedules & timetables.

 


The project steering committee is ultimately
responsible for all costs and timetables of the project.

 


The function of the steering committee is to
ensure the success of the project. If there are factors

or issues that potentially could affect
planned results, the steering committee should escalate them.

 


 


User Management:

 


User management assumes ownership of the
project and the resulting system. They review and approve
deliverables as they are defined and accomplished.

 


 


System Development Management:

 


System development management provides
technical support for the hardware and software environments by
developing, installing and operating the requested
system.

 


 


 


Project Sponsor:

 


The project sponsor is the manager in charge
of the business function, the owner of the data and the owner of
the system under development. Providing functional specifications
through functional users is the responsibility of the project
sponsor.

 


 


Difference between IT Strategy Committee
& IT Steering Committee:
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Point to remember for CISA Exam:

 


(1)In any given scenario, ultimate
responsibility for IT governance is of Board of Directors.

 


(2)In any given scenario, system development
management is responsible for technical support.

 


(3)In any given scenario, user
management/project sponsor should assume the ownership of the
project. They are responsible of design specification, UAT,
acceptance of deliverables.

 


(4)In any given scenario, accountability for
the maintenance of appropriate security measures over information
assets resides with the data owner/process owner/resource
owner.

 


(5)In any given scenario, the project
steering committee is ultimately responsible for all costs and
timetables of the project. The function of the steering committee
is to ensure the success of the project. If there are factors

or issues that potentially could affect
planned results, the steering committee should escalate them.

 


 


Question, Answer & Explanation:

Below QAE are solely on the concept of roles
of various functions. They resemble to the type/nature of questions
that are actually asked in CISA exams. Candidates are advised to
attempt below questions multiple times.

 


 


 


 


(1)Which of the following authority is
ultimately responsible for the development of an IS security
policy:

 


A. IS department.

B. security committee.

C. IS audit department.

D. board of directors.

 


The correct answer is: D. board of
directors.

Explanation:

 


Board of directors in any organisation have
ultimate responsibility for the development of IS security
function. Security committee performs as per the direction of
board. The IS department is responsible for the execution of the
policy. IS audit department need to ensure proper implementation of
IS security policy and in case of any deviation need to report to
management.


(2)Senior Management’s involvement is very
vital in the development of:

 


A. strategic plans.

B. IS security guidelines.

C. IS security procedures.

D. IS Functions.

 


The correct answer is: A. strategic
plans.

 


Explanation:

Strategic plans are the basis for achieving
organisation’s goal and objectives. Involvement of senior
management is critical for ensuring that the plan is aligned with
business objectives. Other options are all structured to support
the overall strategic plan.


(3)Which of the following is a function of an
IS steering committee?

 


A. Managing outsourced vendors for IS
services.

B. Proper segregation of duties for IS
processes.

C. Approving and monitoring major projects,
the status of IS plans and budgets.

D. Implementing IS security procedures.

 


The correct answer is: C. Approving and
monitoring major projects, the status of IS plans and budgets

 


 

Explanation:

IS steering committee basically monitors the
implementation of IT projects in the organisations.

The IS steering committee typically serves as
a general review board for major IS projects and

should not become involved in routine
operations; therefore, one of its functions is to approve

and monitor major projects, the status of IS
plans and budgets. Other functions are not the function of IS
steering committee.

 


 


 


 


 


 


(4) Who is primarily responsible for IT
governance:

 


A. IT strategy committee.

B. board of directors.

C. IT steering committee.

D. audit committee.

 


The correct answer is: B. board of
directors.

 


Explanation:

Board of directors in any organisation have
ultimate responsibility for the
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