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FOREWORD


As the landscape of cybersecurity continues to evolve, our industry is shaped and strengthened by the unique perspectives of the few who are truly committed to advancing it. Among these influential voices are Dennis Chow and his colleague Michael LaSalvia, professionals whose contributions have left a meaningful and lasting mark on the security community.

Over the past several years, I’ve had the privilege of getting to know Dennis as he leads and transforms our Detection Engineering and Threat Detection programs. His rare combination of offensive and defensive expertise has given him a distinctive vantage point, enabling him to offer insights and practical solutions that resonate deeply with those around him.

In this new age of AI, where attackers move at unprecedented speed and access to sophisticated technology has never been easier, the need for clarity on adversarial behavior has never been more critical. Understanding how real-world threats operate and building defenses that are both testable and battlefield proven are no longer optional; they are the foundation of any successful modern security program. Dennis embodies this mindset, continuously pushing boundaries to ensure that our defenses evolve as quickly as the threats we face.

True threat-informed security programs are continuously tested. Adversaries do not rely on publicly available tools; they innovate and develop their own. In this ever-changing landscape, defenders must adopt an attacker’s mindset and incorporate new techniques to assess their controls effectively.

This book is more than just a collection of technical use cases. It represents the culmination of Dennis’s and Michael’s combined strategies, hands-on industry experience, and forward-thinking requirements. It equips defenders to balance evasive approaches with effective detection. Whether you’re a security analyst or a penetration tester, the knowledge shared throughout these pages will help you adapt and evaluate security controls more effectively.

Mustapha KebbehChief Security Officer, UKG
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INTRODUCTION
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The past decade of security has been a relentless cat-and-mouse game between red team operators and defenders detecting behaviors and indicators of offensive activities. Defenders are now equipped with advanced and scalable threat detection tools, and penetration testers and red teams are rapidly losing evasion advantages as a result. Even modifying previously used payloads isn’t enough for them to stay hidden.

Advances in detection tooling have also forced a strategic evolution in attacker tradecraft. High-impact threat groups now create custom payloads from the ground up using languages outside of the C family and optimize their tactics, techniques, and procedures (TTPs) specifically to evade signature-based and heuristic detections. Notable threat groups like BlackCat (aka ALPHV) and COLD RIVER (aka Star Blizzard) operated undetected up to a year before researchers were able to robustly identify and reverse-engineer their payloads.

To meet engagement milestones, today’s offensive security practitioners almost always must heavily modify their exploits and payloads. Once disclosed to clients during post-engagement debriefs, these tools are quickly detected and become unusable for future operations. Modern engagements require payloads and tools that evade detection longer and offer TTP-based reusability across multiple operations.

That’s where this book comes in. Instead of giving you yet another set of tools you’ll burn on an engagement, our goal is to help you develop custom payloads with a defender’s capabilities in mind. We’ll explore how to design and build entire tools for common TTPs that minimize static signatures and easily fingerprinted artifacts, 



Who This Book Is For






Who This Book Is Not For






How This Book Is Organized




	Chapter 1: Principles of Application Design and Development Introduces the “three Rs” (robustness, reusability, and reliability) through practical development techniques: creating requirements matrices, designing modular functions with exception handling, implementing authentication for command-and-control (C2) infrastructure, and building multistage payloads that wrap existing tools instead of refactoring from scratch.

	Chapter 2: Evasion Strategies Examines detection evasion through timing randomization, custom low-entropy encryption, syscall-based enumeration to avoid shell processes, strategic file padding, code signing, and language selection to delay forensic analysis.





	Chapter 3: Enumerating with Traffic Redirection Teaches you how to automate cloud-based enumeration using CloudFormation to deploy Lambda scanners and Tailscale-enabled EC2 proxies, as well as AWS scripts that rotate IPs by restarting instances.

	Chapter 4: Developing Command-and-Control Implants Details a Go C2 implant with GCP Firestore for queueing commands, embedding credentials via decimal encoding, implementing custom commands that avoid spawning shells (replacing LOLBins with Go packages), and using randomized polling to evade detection.

	Chapter 5: Creating Lateral Exploits with Worms Walks you through implementing a Go SSH worm with guardrails, such as honeypot detection for basic evasion, mutex files to prevent reinfection, credential spraying with exponential backoff, Base64-encoded payloads, and self-termination timers to maintain operational control.

	Chapter 6: Enumerating Locally Without LOLBins Shows you how to replace common LOLBins with five Go-based tools that avoid shell execution: OS detection via runtime library, user/group enumeration through LDAP queries, hostname extraction, network/firewall enumeration, and process listing with gopsutil.

	Chapter 7: Bypassing Detection with Hybrid Packing Covers a three-stage hybrid packing workflow that converts executables to shellcode with Donut, compresses and disguises it as IPv4 addresses in benign-looking text files, and then executes the obfuscated payload directly in memory to evade file-based detection.

	Chapter 8: Staging and Exfiltrating Data Covertly Demonstrates how to bypass data loss prevention (DLP) and signature-based detection through a covert exfiltration pipeline that stages data in CAB files, chunks and disguises payloads as hex-encoded GCP Cloud Logging entries, and then retrieves and reassembles the files with integrity verification.





	Chapter 9: Building Detection Tools Combines a Go binary analyzer that uses Go’s built-in debug functionality to identify suspicious packages and a Python network detector that applies statistical analysis to firewall logs to detect beaconing, scanning, and artificially randomized C2 traffic.

	Chapter 10: Executing Controlled Reveals Demonstrates CloudFormation templates that simulate suspicious Lambda IAM operations and ransomware TTPs on EC2, testing detection via CloudTrail, CloudWatch metrics, and entropy-based file monitoring.
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