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			Preface

			This work is a culmination of several decades of studying, working on, and thinking about the intersection of technology and organized violent human conflict. We are living in an age of exponential technology development that is certain to have a profound effect on how any future conflicts will be fought. We are also living in an age in which a brief period of American dominance in conventional warfare may be coming to an end. I do not believe that the implications of those emerging technologies or how they will impact American military power have been adequately explored or defined. This book will certainly not be the final answer to the question of how future wars, especially wars between great powers, will be fought and won, but my hope is that it will stimulate additional analysis (especially quantitative analysis), technology maturation, and experimentation that will point the way forward more clearly.

			I have confined this book to the subject of conventional warfare between major economic powers, leaving strategic nuclear conflict, weapons of mass destruction in general, counterinsurgency, and counterterrorism largely to others or another time, although I do address some of those topics briefly. Initially, my intent was to write a somewhat abstract and generic book, but as the work progressed, it became increasingly difficult to avoid taking a US-centric perspective. I finally concluded that the best course was to accept that the problem I was really most interested in was the erosion of US conventional military superiority, something I’ve been sounding the alarm about for over a decade. Much of what I discuss is generic and could apply to any nation’s conventional military, but I have also felt compelled to address the unique situation faced by the US as a great power with major military alliance commitments oceans and continents away.

			The US has global interests to protect and potential adversaries who have been actively working to acquire the means to defeat our ability to project conventional military power far from our shores. During the early decades of my career, the United States faced one such problem, the Soviet Union, and one likely theater of war, Europe. Today we face two major threats, China and Russia, and two vastly different theaters, the Western Pacific and Europe. There is arguably an analogy between today and the World War II era when we faced Germany in Europe and Japan in the Pacific, but technology has dramatically changed the implications of time and distance, and the environment in which we confront the strategic threats of this century.

			In the US, the Defense Advanced Research Projects Agency (DARPA) has led that technological change, with some more tentative advances taking place in the military services as well. Internationally, the development of and the operational movement toward manufacturing and employment of lethal autonomous systems, and their effectiveness against legacy concepts, has been even more aggressive. The recent conflicts in Armenia, Ukraine, and the Middle East have provided operational demonstrations of some of the relevant technologies.

			As I originally completed and then updated this work, I was left with three important impressions that I would like to mention here. They are indicative of critical needs in the human side of the future of warfare. First, while I have emphasized autonomy, in particular lethal autonomy, I have always left an important controlling role for humans in this book. This role manifests itself at an echelon or two above where individual engagements occur. Humans may not do the actual fighting in the future operational concepts that I imagine, but they will be critical to successful outcomes, making their judgment, skills, and preparation a paramount concern.

			Second, I envision future conventional conflict to be violent at scale and to involve the full range of adversaries’ power to achieve prompt and decisive victory. Our peer or near-peer future adversaries are unlikely to come at us with measured and tentative commitments but with all that they have. Our ability to deter or defeat aggression will depend on our ability to field forces significantly more operationally effective than our enemy’s and on our skill in employing them at scale in a violent full-spectrum environment.

			Third, our forces today are increasingly obsolete. They represent huge capital investments, and while becoming obsolete, they still are very useful in most contingencies and against our less capable adversaries. It will be hard for our military leaders to move on from them. Nevertheless, whether we like it or not, we are in a race to identify the best path forward and modernize before our peer competitors steal a march on us. This is about humans, their cultures, their willingness to accept risk, and their skill at managing risk. As the Secretary of the Air Force, I had a brief window in which to move the Air Force and Space Force forward. I did my best.

			What follows are my thoughts on what the future of conventional warfare might look like. It is not just a technical and operational story; I couldn’t resist weaving in some of my own personal experiences over the years where I thought they were relevant. I hope readers will not find these digressions too distracting.

			A word on the timeline of this book. I began mentally drafting this book when I left government service in early 2017 and largely completed its first written form before taking office as the Secretary of the Air Force in the summer of 2021. The views within are thus my own and do not represent the official position of the Department of the Air Force or the Department of Defense (DOD).1 However, I would offer two observations on the continued relevance of this line of thinking.

			First, it has been interesting for the last few years to observe the progress of technology, experimentation, and innovative thinking by others all moving rapidly down the general path I will describe here. While I continue to believe that we are “out of time” to implement the concepts herein from a technological, organizational, and doctrinal perspective, I am heartened by the significant movement already underway. Second, the experiences of the last four years have served to reinforce my belief that these concepts are directionally correct. For example, technologies that were demonstrated in Armenia have been further developed by innovative Ukrainians and proven at scale in the conflict with Russia. Unmanned aerial vehicles (UAVs) employed by ISIS as asymmetric threats to US forces in Syria and Iraq have evolved into one-way attack vehicles threatening shipping in the Red Sea. Unmanned surface vessels have devastated the Russian Black Sea Fleet. The cycle of innovation and response only accelerates, and I continue to believe that the appropriate response is to master technological change rather than resist it.

			

			
				
					1	The Trump administration has used Department of War as a “secondary title.” This is not legally correct and not used in this book.

				
			

		

	
		
			Foreword

			In Lethal Autonomy, Frank Kendall makes a major contribution to our understanding of how warfare is changing and how still emerging technologies are going to change literally everything about how major powers equip, organize, and fight over the next several years. At its heart, Lethal Autonomy, is about the emergence of uncrewed weapon systems which will fundamentally transform warfare in all military domains. Lethal Autonomy is much more than a summary of the changes we are already seeing. It takes us into the future comprehensively and insightfully unlike anything else on the subject.

			I’ve known Frank Kendall for many years. He knows what he is talking about. He has been a leader in the modernization efforts of the Department of Defense over a long and highly successful career, starting as a West Point graduate and ultimately serving as the Department of Defense lead civilian for all Tactical Warfare Programs and as both the Pentagon’s chief weapons buyer during the Obama administration and as the Secretary of the Air Force during the Biden administration. I don’t know anyone with broader, deeper, and more extensive experience with military modernization. Lethal Autonomy puts all of that expertise on full display.

			Perhaps the most impressive feature of Lethal Autonomy is its thoroughness and completeness. War is a complex endeavor, made more so by the integration of advanced technologies including automation and artificial intelligence. Frank Kendall appreciates this more than anyone I know. In Lethal Autonomy he addresses that complexity head-on. Lethal Autonomy begins with a broad discussion of the attributes that fundamentally matter in warfare, how technology has affected those attributes, and how comparative advantage can be measured.

			Having set the stage, Lethal Autonomy then goes into depth about the operational concepts and key building blocks or weapon systems we can expect to emerge in ground, sea surface, sea subsurface, air, space, and cyber domains. In each domain, Frank Kendall addresses the complexities in operational needs, design requirements, and other military functions specific to that domain. As I read Lethal Autonomy, I was hard-pressed to think of any aspect of conventional operations in any domain that Frank didn’t address.

			The discussion of two domains, space and cyber, are especially noteworthy. There has never been a major conflict in either of these domains. Lethal Autonomy provides a compelling, innovative, and clear picture of how these domains could be decisive in a future conflict, and of what the United States needs to do to achieve superiority.

			Lethal Autonomy would be incomplete without a thorough discussion of future multi-domain relationships. This is provided in an integrating chapter titled “Joint, Multi-domain, and Combined Operations.” In this chapter, Lethal Autonomy addresses the significance of the operational dependencies between domains, military services, and allies or partners. These relationships are essential to future operational success. Lethal Autonomy provides a focused picture of how the future domain-specific capabilities discussed earlier can be combined to achieve a transformation in warfare.

			I particularly enjoyed that Lethal Autonomy is a personal story. Throughout this volume, Frank provides anecdotes and references from his personal experience leading the modernization programs of the US military. Frank has always been a hands-on leader. During his tenures as the Under Secretary of Defense for Acquisition, Technology, and Logistics and as the Secretary of the Air Force, he was fully engaged in shaping American military modernization. Lethal Autonomy tells us much of that story and makes clear the vision that Frank was trying to fulfill.

			The future envisioned in Lethal Autonomy is neither obvious and foregone nor science fiction. As imagined by Frank Kendall, it is a practical reality that may well emerge in the next several years. It remains to be seen whether or not the United States will lead this transformation.

			Admiral James Stavridis (ret), former Supreme Allied Commander at NATO
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			Chapter 1

			Setting the Stage

			Some History, Personal and Otherwise

			I hate war. It is the most wasteful and cruel of human endeavors. And yet I have chosen to spend most of my life either in uniform or working on weapon system development programs as a civilian. I made this choice because I felt that the United States was a leader in the world for things worth fighting for, not just America’s narrow interests, but also ideas, values, and principles that were worth defending in their own right. I still feel that way, even if our current political leadership fails to understand that these values, aspirational as they may be at times, are the very core of what makes America great.

			I grew up on the shadow of World War II and the Korean War. I started adult life as a cadet at West Point during the Vietnam War. The first twenty years of my career were dedicated to the cause of winning the Cold War against Soviet-style authoritarianism. The last fifteen years of my life were dedicated to the cause of responding to the threat to human freedom posed by new authoritarians in China, and to a lesser extent, Russia. From 2010 to 2017, I served as the Under Secretary of Defense for Acquisition Technology and Logistics or as the Principal Deputy Under Secretary with responsibility for all Department of Defense weapons acquisition programs. From 2021 to 2025, I served as the Secretary of the Air Force, with direct responsibility for leading the US Air Force and US Space Force. During that time, I worked to implement some of the concepts and ideas described in this book. I am hopeful, but not optimistic, that we humans will find another way to resolve disputes between nations than violent confrontation. Until that happens, those of us who live in freedom need to be prepared to defend that freedom.

			This book is about the intersection of technology and military operational concepts and organizations. This intersection has been the focal point of most of my career. Technology moves forward at the pace of human discovery and invention. It can be stimulated by the desires and vision of military operators and others, but generally, technology emerges from the endless human search for knowledge which has its own momentum, driven by an array of motivations. Once discovered or created, technology serves as an enabler that drives changes in warfare. It affects the types of force structures or organizations that will be created, the equipment those forces will use, and the operational concepts for how those forces will fight.

			The history of warfare (how militaries are organized, equipped, and fight, not the history of battles) is the history of the pursuit of operational advantage, something that changes constantly, and sometimes dramatically, with the emergence and application of new technology. Transformative technologies can render whole classes of equipment and the forces that use them obsolete almost overnight. Ironclads signaled the end of the wooden-ship navies of the world. The longbow, crossbow, and musket signaled the end of mounted armored knights. Airplanes signaled, eventually, the end of the battleship. Precision munitions (predominantly missiles) are currently having an uncertain and still incomplete impact on weapon systems and operational concepts. Looming directly in front of us and emerging more clearly from the experience of the war in Ukraine are the implications of lethal autonomy and artificial intelligence (AI).

			My government service spanned a lot of history, particularly two periods of roughly eight years apiece in the acquisition and technology organization of the Office of the Secretary of Defense, separated by fifteen years in the defense industry and then after a four-year break as secretary of the Air Force. The first stint spanned 1986 to 1994—including the last few years of the Cold War and the First Gulf War. The second period spanned 2010 to 2017—a period taken up by conflicts in the Middle East and Afghanistan, but also by increasing awareness of the threat posed by a rising China and a revanchist Russia. I worked hard during this later period to raise the alarm about the military modernization programs being pursued by China, and to a lesser extent by Russia, and to move innovation forward. As Secretary of the Air Force from 2021 to 2025, I was able to direct the course of the Space Force and Air Force.

			Because of its resources, regional and global ambitions, and authoritarian system of government, China today is by far the greatest strategic threat to the United States and to the liberal democratic order established by the United States after World War II.1 As Secretary of the Air Force, my first priority was modernization of the Air Force and Space Force to meet the growing threat posed by China. My experiences have given me the opportunity to participate in endless analysis, discussion, and debate about the best technology investments and the best operational concepts for the United States to adopt in all domains of warfare. It is this combination—technology and operational concepts, applied with thorough preparation and professional execution in relevant organizational structures—that determines success in warfare and defines the evolution of warfare from one era to the next.

			At this time, there is a growing awareness of the technologies that will profoundly change warfare in the next decade or two, particularly autonomy and some forms of so-called AI, but with inadequate understanding of how those technologies will be operationalized, and without the needed commitment to taking the steps necessary to achieve that goal at scale.

			Our great victory in the Cold War came about peacefully as a result of a superior economic system that enabled, among other things, numerous advances in the application of technology to warfare. Some would credit the Reagan-era Strategic Defense Initiative (SDI) for breaking the back of the Soviet economic system. I worked extensively on the SDI program for several years. It was always ambitious to the point of irrationality. While technically and operationally unsuccessful, it may have influenced the collapse of the Soviet Union. More pragmatic, and more demonstrably successful, was the Follow-on Forces Attack (FOFA) program, which grew out of a Defense Advanced Research Projects Agency (DARPA) concept demonstration set of experiments called Assault Breaker. FOFA was a direct response to the Soviet Union’s mechanized forces operational concept that depended on successive waves of massed armor. The FOFA suite of wide-area surveillance systems (especially JSTARS, the Joint Surveillance Target Attack Radar System), combined with precision munitions and connected in a supporting data network, plus the introduction of stealth technology, proved in the First Gulf War to be truly revolutionary.

			Whatever the motivator or impetus to the Soviet collapse, there was no doubt after 1991 that the US had revolutionized conventional warfare. Unfortunately, we cannot count on our Cold War history to repeat itself against China, our newer and even more challenging strategic competitor.

			The quest for military advantage based on the application of technology is a constant in the history of warfare. What makes the last two centuries unique relative to earlier eras is the pace of technological change in general, military and civilian. What makes our current time unique is the transformational effect that specific new commercially based (as opposed to militarily unique) technologies will have on warfare. I believe the changes we will see as a result of the emergence of these commercial technologies are much more fundamental than generally perceived.

			One can think of the last century of change in conventional warfare as having come about through the three waves of modernization. The first wave included the industrialization of warfare, dramatic improvements in lethality, and the mechanization of warfare. World War I introduced early versions of new technologies—machine guns, long-range artillery, and barbed wire—that collectively dramatically increased lethality against advancing infantry. The participants in this conflict were roughly evenly matched in capacity to generate forces, and the advantage of defensive firepower over maneuver led to stalemate and a war of attrition—carried out at industrial scale.

			As World War I progressed, the widespread use of tanks, trucks, radios, and tactical aircraft set the stage for the culmination of this first wave of modernization that was represented by World War II when those systems restored maneuver to the battlefield. At sea, long-range naval gunfire and heavy armor dominated the conflict originally, but the submarine and the aircraft carrier were introduced and became the platforms that would be dominant in World War II. The introduction of radio communications in World War I and both radar and electronic warfare (EW) were also important elements of this wave of modernization. The operational concept embodied in the “blitzkrieg” concept became the accepted norm during World War II. It was sharpened and reached its culmination in the United States’ Air-Land Battle doctrine of the 1980s. I had the privilege as a junior officer to serve under and later work closely with the principal architect of Air-Land Battle, US Army General Donn Starry.

			The next wave of modernization is the one the United States introduced in Iraq and Kuwait in 1991 and has used repeatedly since. It remains the underpinning set of capabilities the United States still employs. This suite of capabilities, which originated in the DARPA Assault Breaker demonstration program, appliqués wide-area surveillance, precision munitions—especially standoff missiles—and networked digitized command and control (C2) onto the World War II-era mobile mechanized warfare construct. More accurately, it integrated those technologies onto the Air-Land Battle construct of the Cold War. From 1989 to 1994, I was the Deputy Director of Defense Research and Engineering for Tactical Warfare Programs in the Office of the Secretary of Defense. One of several organizations that reported to me was an office dedicated to FOFA programs that included the main building blocks of this wave of modernization. Included were the airborne radar JSTARS wide-area ground surveillance sensor and several air- and artillery-delivered precision munitions. With strong advocacy from the Defense Science Board (particularly Gene Fubini and Joe Braddock), these programs were managed as a separate portfolio because of their revolutionary and interdependent importance, originally focused on defeating multiple echelons of Soviet armor.

			In the thirty-five years between World War II and the First Gulf War, a number of other innovations were embraced, but without as fundamental an impact. Aircraft made the transition from propeller to jet propulsion. Satellite systems came into existence and provided intelligence and communication support. Helicopters came into widespread use for attack, reconnaissance, and maneuver or transport applications. Integrated virtual and live training systems for large ground formations and many-on-many aerial engagements also improved dramatically. Stealthy aircraft were introduced by the United States in the First Gulf War, a significant advance, but not one with fundamental operational concept implications. At sea, the dominance of the aircraft carrier and the submarine appears to have continued, but with significant evolutionary upgrades. None of these innovations changed the fundamental nature of conventional warfare, however.

			It can reasonably be said that Dwight Eisenhower, Douglas MacArthur, Chester Nimitz, Hap Arnold, or Alexander Vandegrift would have no trouble understanding the composition of today’s American military and how it conducts large-scale conventional operations. That’s an oversimplification, but there is a significant element of truth in it. The basic building blocks are highly similar, and where technology has enabled changes, those changes could be understood in operational contexts familiar to the ones employed by these leaders from eighty-plus years ago.

			What would most surprise all of those leaders is the relatively low loss rates in combat to which the United States has become accustomed. In the First Gulf War, we expected thousands and even tens of thousands of casualties. There, and in other significant operations since, such as the second assault on Iraq in 2003 and the air campaign in Serbia in 1999, losses of both machines and people for the United States and its partners have been extremely low.2 This is a historical anomaly, and we cannot expect those results in the future.

			After the United States demonstrated the revolutionary efficiency and effectiveness of its conventional forces in Iraq in 1991, all our potential adversaries took notice, but none more so than China. While the United States was entering a period of both recognized military dominance and complacency about the degree to which that dominance would endure, China began to study how it should best respond to the American advances. Coincidentally, China was also starting to become rich and would have both the resources and insight needed to challenge the United States’ ability to project power. China has now reached something close to parity with America in gross domestic product and may soon exceed the United States by that measure. When I briefed then-National Security Advisor Susan Rice on Chinese military modernization in 2015, she seemed surprised when I told her I was far more worried about China than Russia. Military power flows from economic power, as do strategic ambitions, and China is vastly more economically powerful than Russia.

			To a significant extent, China has emulated the United States as it has worked to modernize its forces. The Chinese have developed and fielded precision munitions, wide-area surveillance systems, and networking. Technologically, China has lagged behind the United States to some degree, but through a combination of theft and intelligent strategic resource application, it has significantly closed the gap in the quality of its fielded capability in traditional warfare domains. In the space domain, China has moved more quickly to field operational capabilities, offensive and defensive, at scale. Most important, China has already developed, or is in the process of developing, a range of capabilities that are well chosen to reduce or eliminate US advantages. These include a suite of capable air-to-air missiles, electronic warfare systems, and anti-satellite systems. What has most distinguished China’s modernization program, and focused my attention, is the degree to which China has strategically targeted America’s ability to project conventional military power close to China.

			Unconstrained by the Intermediate-Range Nuclear Forces Treaty, which banned ground-launched conventional as well as nuclear weapons between five hundred and fifty-five hundred kilometers in range for the US and Russia until the US withdrew in 2019, China has emphasized long-range precision conventional missiles, initially both ballistic and cruise missiles, but now hypersonic versions of both as well. The reason for this Chinese emphasis is America’s dependency on a small number of high-value assets to conduct power projection. Those assets include aircraft carriers, regional fixed air bases, military satellites, and a few logistics and C2 nodes. China complements its large inventory of ground-based missiles with air- and ship-based systems as well. The short version of the current situation is that the United States is the dominant military power until within about one thousand miles of China, and then things begin to change.3 That number is growing over time as China fields more capability, but it is already large enough to make it problematic for the United States to meet its security commitment to regional allies.

			China, except for hypersonic weapons, is not pursuing a new wave of modernization, per se. It is investing in the same technologies and concepts the United States introduced, just in a way that is tailored to their most important operational military problem—keeping the United States out of what they see as their part of the globe.

			The recognition of this problem, which is well beyond “emerging” at this point, led to a number of initiatives over several administrations. Almost immediately after I returned to the Pentagon in March 2010, it became clear to me that we had a big problem. As I reviewed daily intelligence summaries on China’s military modernization programs, their strategy became obvious. I started to raise the alarm, but I confronted two problems in getting the Defense Department’s attention. The first was that we were still heavily engaged in Afghanistan and Iraq. The second was that the idea that the conventional forces of the United States could be challenged, let alone challenged successfully, was an alien and almost unacceptable concept to even articulate. The denial was strong, even when confronted with direct evidence. I continued to beat the drum, internally and externally in speeches, in testimony (both classified and unclassified), and in internal budget deliberations. On more than one occasion, very senior people asked (directed) me to reduce the volume of the alarms I was sounding. By then I was on the record publicly, including in congressional testimony, and I could not do so, even if I had wanted to.

			At that time, there were some efforts in the Defense Department to address the problem of China’s modernization program and the rising strategic threat China was becoming. When I returned to the Pentagon in 2010, there was already a group called the Long-Term Competitive Strategies Group working on the China problem. It was led by Michèle Flournoy, the Under Secretary of Defense for Policy, and General James “Hoss” Cartwright, Vice Chairman of the Joint Chiefs of Staff. I quickly joined this group and formed a Research, Development, and Acquisition Task Force led by Alan Shaffer, Principal Deputy Assistant Secretary of Defense for Research and Engineering, to support the effort. Later, when we developed a new National Defense Strategy under Secretary of Defense Leon Panetta, it reflected a shift to emphasize the Asia Pacific region. The Obama administration asserted that this shift was not about China, but of course, it obviously was. Secretary Ash Carter later made great-power competition one of the themes of the 2017 defense budget the Obama administration submitted. He emphasized five threats, in this order: China, Russia, North Korea, Iran, and extremist groups. The first Trump administration, in its National Security Strategy and National Defense Strategy, echoed this shift and increased the emphasis on great-power competition as did the Biden administration.4

			Perhaps the most visible attempt to counter China’s modernization program during this period was the so-called Third Offset Strategy. This initiative was created by Deputy Secretary of Defense Bob Work during the final years of the Obama administration. It was based on the idea that the US had successfully implemented two earlier offset strategies and needed a new one. The first of these was the fielding of thousands of low-yield tactical nuclear weapons in Europe to counter the threat of overwhelming formations of massed Soviet armor. After World War II, the US and its allies had largely demobilized and did not have conventional forces large enough to compete with those of the Soviet Union. What the US did have was a short-lived monopoly on nuclear weapons. This first offset strategy was considered successful, until the Soviets started fielding their own nuclear weapons. The second offset strategy was the round of conventional warfare modernization commented on earlier. In this strategy, the combination of precision weapons and battlefield awareness was intended to defeat the same massed Soviet armor. The problem Bob Work correctly perceived was that with the proliferation of precision munitions, the second offset strategy would lose its comparative advantage. He was basically right about this; the US is more vulnerable to long-range precision munitions than our adversaries because we project power far from our shores, utilizing forces that depend on small numbers of very capable but expensive and targetable assets.

			In the summer of 2015, several of us worked with Bob to define the content of a Third Offset Strategy. That group included Bob Work, Vice Chairman of the Joint Chiefs of Staff Admiral James “Sandy” Winnefeld (and later, General Paul Selva), Defense Science Board Chair Craig Fields, DARPA Director Arati Prabhakar, Assistant Secretary of Defense for Research and Engineering Steve Welby, Acting ASD for Acquisition Jimmy MacStravic, and myself. We met for three or four hours on several occasions to consider options and review information from various sources. During this period, I also initiated a Long-Range Research and Development Program Planning Study led by Steve Welby.

			At the end of all this effort, we had come up with three features we thought would be central to a Third Offset Strategy: range, autonomy, and quantity at cost. I still think this is the right formulation, and that it can apply in multiple domains. Our work was incomplete, however, in that we never defined how these principles would be operationalized. What would we actually build and how would those components interact in an operational concept? Without answers to those questions, we were left with the idea of a Third Offset Strategy but no clear definition of what it was and no actionable plan to implement it. This book began as an attempt to move that work forward and to present some more specific ideas about what the next—pick your phrase—Military Technological Revolution, Revolution in Military Affairs, or Offset Strategy will consist of in meaningful operational and technical terms.5

			The primary way the focus on great-power competition manifested itself in the first Trump administration was an obsession with speed in acquisition programs. That emphasis is continuing in the second Trump administration. I believe this is a serious mistake for two fundamental reasons. The first is that haste makes waste. Trying to do an acquisition program on an arbitrary schedule faster than it can reasonably be completed has historically led to failure in the form of large schedule and cost overruns and nothing entering the inventory. History is full of examples. These include: the Army’s Future Combat Systems, the Navy’s A-12, the Air Force’s Single Integrated Air Picture, and the intelligence community’s Future Imagery Architecture. Unfortunately, facts and data never seem to overcome the unfounded optimism of amateurs with what they think is a new idea for how to acquire weapon systems.6

			The second is that going fast in the wrong direction doesn’t actually get you closer to your goal. We are in a strategic long-term competition with China and arguably with Russia. We need to be smart about what we choose to buy. Speed isn’t the only variable we care about. We also normally keep the weapons and other military systems we buy in our inventory for decades. If we expect to continue to do that, then it’s important that they be cost-effective and designed for the required service life. If not, then we need to plan and budget for short product life cycles. It’s also important that we commit to programs that will actually work in a realistic operational context. The defense industrial ecosystem, traditional and new entrants, has a lot of advocates for innovative ideas, but they haven’t always thought their way through all the operational implications of those ideas.

			A case in point was the Air Force’s multibillion-dollar airborne anti-missile laser program. This huge laser mounted in a Boeing 747 could shoot down missiles in boost phase, but the cost of always having these lasers on station and keeping them alive made the system unaffordable and impractical. Unfortunately, this was all discovered several years and several hundred million dollars into the program. The rush to field new technology in immature designs for concepts that don’t actually work in practice is not the path to success. Unfortunately, we are currently seeing a lot of that type of behavior from the second Trump administration.7

			Fundamentals

			For now, let’s ignore the notions of offset strategies or revolutions in military affairs and focus more directly on military fundamental attributes and the dominant variables in conventional warfare. I don’t want to get bogged down in semantics or taxonomy here, but it’s useful to start with a logical framework so that a reader will understand the origins of some of my thinking once I get into specifics.

			All attempts to achieve technology-based military advantage are rooted in some combination of fundamental attributes and variables that affect military success. All major improvements in military performance are also ultimately about some form of greater operational efficiency that has its origins in advantages in superior attributes or relative control over dominant variables. In operations research terminology, this all manifests itself in exchange ratios—kill ratios and cost-exchange ratios. If one side can find a way to better destroy the other side’s assets while losing fewer of its own, in both quantity and cost metrics, then that side has an advantage. If this gap is wide and difficult to overcome, the advantage is almost certainly decisive, and may be enduring, at least for a few years and potentially for a decade or two.

			When I first wrote the report about the future of warfare a few years ago, we already had the example of achieving high cost-exchange-ratio efficiency in the successful use of inexpensive drones to attack Armenian armor and fixed positions in the conflict between Armenia and Azerbaijan in the summer of 2020.8 More recently, we have seen the use of drones proliferate in the Ukraine conflict with the same result. For some, the jury is still out on how significant this development really is. I think these examples are clear indicators of where warfare is heading next.

			Historically, and for the US, the first two so-called offset strategies provide good examples of fundamental changes in battlefield efficiency, but with very different approaches to achieving operational efficiency. The first offset strategy increased operational efficiency through the ability of a single expensive weapon, a nuclear weapon, to kill a lot of enemy platforms and people. The second offset strategy increased efficiency by using a lot of relatively inexpensive but very accurate individual weapons to each kill a single platform—one shot, one kill. Both modern offset strategies were about achieving cost-effective lethality, but by using the opposite approaches. I expect the next round of change to be about the lethality of relatively inexpensive reusable autonomous systems.

			Overall, what attributes and variables drive operational efficiency metrics? The attributes of most direct significance are cost, lethality, and survivability. These, in turn, are all coupled to advantages in range and speed, and in detection and concealment. Every one of these variables or attributes is connected and dynamic, but let’s consider each briefly, and consider the United States’ current posture with regard to these parameters. All these variables, and many others, must be traded off with each other in design studies and analysis.

			My trade-offs in this paper will be primarily intuitive, based on my decades of experience doing, managing, and learning from operational analysis. My original intent was that the report this book is based on would lead to deeper, more analytical trade studies and better-informed decisions about new American weapons programs. As the Secretary of the Air Force, I worked to ensure that operational analysis informed all the decisions we made for modernization of the Air Force and Space Force during my tenure. I took a number of steps to increase the Department of the Air Force’s analytical capacity, including elevating the Studies and Analysis Office to be a direct report to the Secretary of the Air Force. The entire Department of Defense still needs to increase its capacity to conduct operational analysis.

			Let’s start with cost. Cost is usually measured in absolute terms (dollars), but in practice, relative cost is what matters. A good example is using a $100,000 air-to-air missile to shoot down a $1,000 drone as opposed to using the same missile to shoot down a $50 million tactical aircraft. When Iran launched its drone and missile attacks on Israel, some very expensive missiles were used to shoot down relatively low-cost drones. The same thing has happened repeatedly during the Russia-Ukraine conflict. This type of adverse cost-exchange ratio isn’t sustainable.

			There are some other complicating factors when one analyzes cost in a specific conflict, however. One of those factors is that cost isn’t a perfect measure of value. Value assessments are relative and they have a nonlinear quality. Think of it this way: The first and last aircraft carrier in the inventory may have similar costs, but as carriers are lost in combat and can’t be replaced, the operational value of the remaining assets increases substantially. The “cost” in operational terms of an incremental loss increases disproportionately and nonlinearly as the asset pool shrinks. Also, if we only have one of something and we lose it, the cost of that loss is 100 percent of that capability. If we can’t replace that system for a matter of years, the operational cost of that loss could be very high because of the overall impact it would have.

			The US has this problem in spades today because we are very dependent on a small number of assets for critical functions. Independent of their dollar cost or even their cost-exchange ratio, these assets have enormously high value in our operational plans and concepts of operation. Loss of these assets, or a high fraction of them, could lead to operational or even strategic failure very quickly.9 I believe that China in particular has identified this US weakness and has modernized specifically to take advantage of it.

			In addition to cost in dollars, there is also cost in human lives. The US may have a significant and enduring disadvantage when it comes to our asymmetric valuation of human life compared to opponents. To our credit, we are reluctant to expend large numbers of American lives. Our experience for the last few decades has been with operations that have involved comparatively low numbers of casualties. This is a relatively recent development. We had over fifty thousand casualties in Vietnam. We expected over ten thousand casualties in the First Gulf War. We shocked ourselves, in a good way, with the efficiency improvements we had built into our Joint Task Force in Kuwait and Iraq in 1991. We did experience significant losses in Iraq and Afghanistan counterinsurgency campaigns, but not on the scale of previous major conflicts. We bore those losses, but we also took extraordinary measures to reduce them. My guess is that if the motivation for the conflict was strong enough, the US could still accept high losses to achieve a vital national military objective, but this proposition hasn’t been fully tested for the current generation or for an all-volunteer force.

			We also have a cost problem of a related but slightly different nature for another reason within the systems that we have in higher quantities, such as fighter aircraft and surface combatant ships. It may be true that we would not lose a high fraction of these higher-quantity assets in the opening hours or days of a conflict. However, at reasonably foreseeable exchange ratios against a peer competitor, these forces would be fairly quickly attrited. Even modest attrition rates become unacceptable very quickly when measured in the fraction of our capacity that would be consumed in continuous operations over just a few weeks. A good example is the acceptable loss rate for continuous air operations, such as those waged over Germany in World War II or North Vietnam during that conflict. The problem is compound interest in reverse. A loss rate of 1 percent to 2 percent a day in continuous operations may be acceptable on a given day, but over consecutive days it consumes a force very quickly.

			In a study I participated in at the Center for Strategic and International Studies (CSIS) led by former Deputy Secretary of Defense Kathleen Hicks (then at CSIS), we reviewed some alternative future force structures that had been hypothesized under different defense budget assumptions. The minor epiphany that struck me was that even the largest of the forces being considered could not sustain anything near historic loss rates in a protracted conflict, either episodically or through continuous attrition. As with the high-value, small-quantity assets discussed above, the replacement time for the systems in our inventories is measured in years. The implications of this situation are strategically significant. We cannot solve this problem with the resources we have if we continue to buy the types of tactical systems we’ve been buying for decades.

			It’s worth thinking about our solution to this same problem during the Cold War when we were trying to stop a potential Soviet invasion of West Germany. Even though we had significantly higher fielded inventory and much more force structure than today, we still assumed we would fall back on tactical nuclear weapons if or when the conventional force was about to be overwhelmed. Today we no longer have that disturbing option.10 There has been some discussion in recent years of acquiring more military production capacity to provide a reserve surge capability for high-priority systems. Having built many defense budgets over the years, I do not see how this could be realistically achieved.

			Let’s move on to lethality and survivability. These variables are inherently relative and measured in relation to specific threat capabilities. They tend to be thought of on a weapon and platform basis respectively, and that’s a good place to start, but force lethality and survivability are also important and bring in added complexity. The armor protection versus anti-armor munitions contest of the Cold War is a good example of the platform versus weapon perspective. This contest was an exercise in continuous incremental competitive improvements in lethality and survivability on both sides. While these attributes can be measured on a system-by-system basis, it can be more important to assess them for forces consisting of combined systems. For example, just the addition of the JSTARS airborne wide-area targeting radar to the First Gulf War battlefield in 1991 dramatically improved the lethality of the US-led coalition force.11 Lethality and survivability metrics are quantifiable at both levels and lend themselves well to comparative analysis and trade-offs. Former Secretary of Defense Jim Mattis strongly emphasized improving lethality of US forces during his tenure.12 I’m a huge admirer of Jim Mattis, but I think he got this wrong; US forces have a much bigger problem with survivability than with lethality. I also think there is a strong cultural bias in any military, US or otherwise, currently and historically, to discount vulnerabilities that implicate a military organization’s sense of identity. It often takes a shocking operational event to force this recognition, and sometimes even that doesn’t do the trick. Examples are legion.13

			There are other variables to consider. Range, or the ability to act from longer range than the enemy, to both see and kill from farther away, has been at the heart of many, if not most, major advances in warfare over all of human history. Range can confer survivability, but it is only of value in improving operational efficiency if adequate lethality and acceptable survivability and cost are also available with the increased range. Speed, both speed of movement and speed to deliver effects that derives from certain physical features originating at the platform or weapon system level (such as supercruise in the F-22, or most recently hypersonic missile propulsion), has operational value. Speed confers the superior ability to create or shorten range, and in the aggregate, the ability to maneuver forces more rapidly, implying the ability to, in the much-overused phrase, “move to a position of advantage.” An ageless adage for fighter pilots is “speed is life,” referring to the value of the superior ability to separate from or close with an adversary in aerial combat. Superior speed of movement has military value, but it is very context-dependent and usually does not provide an enduring advantage. Adversaries can emulate major advances in this area relatively quickly.

			Another, and neglected, fundamental is sustainability, which I define broadly to encompass everything necessary to bring a force into battle and keep it effective throughout its employment. Professionals do worry about logistics, and any discussion of the future of warfare must take this into account. It can be great fun to imagine new operational concepts and new platforms, weapons, and force structures, but that’s only half the problem of conducting military operations. Forces have to be ready when needed, and they have to get to the battlefield and be supported efficiently and fully once they arrive.

			Sustainment considerations are also critical to total life cycle cost. Cost considerations have to take the total cost of operating systems into account when exchange ratios and value comparisons are made. For a given weapon system, sustainment costs are generally much higher than the costs of development and are comparable to or greater than the costs of production. Sustainment is often, if not usually, the most significant contributor to the total lifetime cost of ownership. An enormous part of the cost of our current human operator-centric military enterprise is the cost to operate and maintain the equipment and train the people associated with the equipment.14 The current US paradigm for many systems, and the nature of modern warfare up to this point, leads to complex systems that require the almost continuous training of human crews on their own organization’s equipment to maintain proficiency in very perishable human skills. Automation and the development of AI, and as we shall see, the increasing availability of autonomous systems, is fundamentally changing this part of the military value equation.

			For the US in particular, sustainment is part of a vicious cycle. Complex and expensive human-operated systems can only be afforded in small numbers. Because they can only be afforded in small numbers and because they take a long time (years) to manufacture, they also have to be highly survivable, reliable, and field supportable so they can be kept on the battlefield throughout a conflict. All of this drives support cost up. In the US model, our platforms are also used frequently, if not continually, for training purposes, which in turn leads to continuous maintenance at the operational level punctuated by higher-level depot or equivalent maintenance. Any significant upgrades have to be scheduled around the human operators’ peacetime operational deployment and training tempos. In wartime use, our complex crewed systems must be maintained at or as close to the operational echelon as possible so they can stay in the fight. A great deal of the current US force structure, at all echelons, is necessary today to maintain relatively small numbers of actual fighting platforms and to provide the trained and deployable people to operate them.

			For contrast, it’s interesting to compare the US and the Soviet sustainment models. The Soviets designed their systems for their expected battlefield life, not for decades of use in training. The Russian World War II experience was a very high attrition rate over a protracted period. They accepted that high losses in people and equipment would occur. If their World War II experience-based models of combat attrition indicated that a main battle tank would have a three-day life in combat, why design it to be reliable for more than a few days? It would be destroyed by then anyway. In peacetime, the Soviets also only used a small fraction of their equipment in training, and they used the same equipment repeatedly. The balance was parked and only checked occasionally for readiness.15 As we think about future forces and operational concepts, we should treat sustainment as both a critical parameter and cost factor, and we should be open to new sustainment paradigms that technology might enable.

			By now, some readers are likely to be apoplectic that I haven’t talked about decision speed and quality. We live in the world of rapidly maturing AI, and the US has long emphasized decision-making superiority and the ability to conduct coordinated action more effectively than an opponent. This attribute of Command, Control, Communications, and Battle Management (C3BM) is a significant contributor to relative efficiency and advantageous exchange ratios.16 In the United States, this emphasis also dates to the Air-Land Battle doctrine. It was integral to FOFA operational concepts in the 1980s and provided the focus of both digitization and network-centric warfare in the early ’90s. Most recently, the quest for decision speed and quality takes the form of Combined Joint All-Domain Command and Control (CJADC2) and in each of the military services’ versions of that concept.

			This aspirational goal had not been converted into reality, or anywhere near reality, when I took office as the Secretary of the Air Force in 2021. I made a number of organizational, personnel, and management changes designed to move CJADC2 into reality for the Air Force and Space Force. When I left, they were still works in progress, but progress was being made. I view the C3BM function as supporting an operational concept, not the other way around. My view is that, with effort and attention, we can build the C3BM networks we would need to support the operational concepts I will define. C3BM and automated functionality within the networks are important design considerations and enablers, as well as potential vulnerabilities. I’ll discuss them later in this book, but they won’t be my central focus.

			The Soviets were a little obsessed with quantified theoretical measurements of relative combat power, what they called correlation of forces, but they also firmly believed that time was the most important variable on the battlefield. They had a point. Today’s advocates of unlimited connectivity and infinite bandwidth, coupled with massive computational power and AI-based human decision support, want to take that point to an extreme level. I believe this visionary concept has some merit, but in addition to not being very well-defined, or, as far as I can tell, adequately supported by analysis, the current concepts have at least two flaws: They don’t adequately consider the degree to which the enemy has a vote, and they overly value centralized human decision-making.

			Americans generally talk about operational decision time in terms of the Observe, Orient, Decide, and Act (OODA) Loop. The ability to control time, to move and/or take effective action faster than the opponent, is derived from the collection of capabilities that affect decision speed and quality. It is a feature of C3BM systems’ performance and the intelligence, surveillance, and reconnaissance (ISR) systems that feed information into those networks. In recent years, American military leaders have spoken ad nauseam about the need to “engage
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