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			Prologue 





			Have you ever had second thoughts?

			Maybe not immediately. Perhaps later, in the middle of some sleepless night.

			Why did I do that?

			Your eyes are wide open now, finding unwelcome questions lurking in the shadows.

			Questions like, What if ...?

			And, Could that happen?

			The rational part of your brain – the part that wants to go back to sleep – butts in. No, of course not, it answers. Why would it?

			But the other side, the primal one, the part still shaped by ancient memories of voracious animal eyes gleaming just outside the campfire’s circle of light – that side – is insistent.

			That side whispers a different answer.

			Yes, it could.

		

	
		
			Chapter 1 



See a Penny, Pick it Up

			 

			Whoever becomes the leader in [artificial intelligence] will become the ruler of the world

			– Vladimir Putin, 2017

			Now I am become Death, the destroyer of worlds. I suppose we all thought that, one way or another

			– J. Robert Oppenheimer, 1945

			David Johansen was headed to middle school in Washington, D.C., but not quickly. Instead, he was following his usual meandering path. Others might arrive sooner by straighter routes, but they would miss all the things worth exploring in between. Like the eerie, dark place under the porch of the boarded-up town house where who knew what might lurk? Life was full of small adventures if you kept your eyes open. And David always did.

			So it was that he noticed a scatter of sticks and leaves under the old oak tree in the round park where the avenues crossed; mysterious objects glinted in the sun among them. He looked up, and sure enough, that messy crow’s nest was gone. Last night’s big windstorm must have knocked it loose. 

			Now, what might those shiny things be? He squatted down and spread the sticks apart. Soon he had a modest pile of random treasures: two quarters, four dimes, a foil chewing-gum wrapper, and – best of all – a thumb drive. Cool! It looked like a good one, the high-density type that cost thirty-five bucks online. He dropped the coins and storage device in his pocket and skipped off to school in triumph.

			Late that afternoon, lounging under an Avengers comforter in his bedroom, David remembered the thumb drive. What might be on it? It could be anything! Kind of like a treasure chest, just waiting to be opened. He plumped the pillows on his bed, pulled up Captain America a little straighter on the comforter, turned on his laptop, and connected to the internet.

			“David, dinnertime,” his mother called up the stairs.

			“Okay, Mom,” he responded. “In a minute.”

			“Not in a minute! Now!”

			“Okay, Mom.”

			Grown-ups were so impatient! Rolling his eyes, David pushed the thumb drive into the USB slot of his computer and called up its directory. There were dozens of folders and dozens more subfolders under them. Most of the names meant nothing to him, but one said Game Theory Module. Hmm. Maybe the thumb drive held a neat video game? 

			He found the file that would launch the program and clicked on it. 

			“David, I am not going to call you again! You come down right now, or you’re not getting any dinner.”

			It sounded like she meant it. “Okay, Mom. I’m coming.” He set the laptop aside and ran down the stairs, two at a time.

			David’s computer sat there, mutely at first. But then the little light that indicated processor activity blinked. Five seconds later it winked again, fitfully, on and off a half a dozen times.

			Another pause. Then the light ignited, oscillating into an angry, crimson blur.

			The room darkened as evening fell. Soon it was completely black, devoid of any illumination except for the tiny, throbbing dot at the bottom of the computer screen.

			The second to last thing the program did before the small red eye winked out was to copy itself to a server far away. The last was to erase itself.

		

	
		
			Chapter 2 



Almost (Isn’t Good Enough)

			 

			Marla Adversego let herself into her father’s modest condo, balancing her one-year-old-daughter, Frances, on her hip as she turned the key. Inside, she smiled at the state of what she found. Happily, her Dad’s brief flirtation with redecorating had passed without permanent harm. Which was not to say that evidence of that near miss did not remain.

			In one corner of the dining area was a pile of nonreturnable items awaiting transit to a thrift store. The only original furnishing that had never left the wall was a modestly framed letter of appreciation signed by Henry Dodge Yazzi, the president of the United States. Marla preferred not to remember the assignment that led to that recognition: it had nearly ended in a nuclear holocaust.

			The rest of the living room was comfortably back to normal. The picture of the island off the coast of Maine where her father had sheltered more than once was where it should be, and next to it the pictures from the Southwest that Marla had given him for his birthday the year before. Also in their proper places, this time on the floor, were the bowls of water and lettuce for another of her presents – a tortoise named Thor her father had accepted with apprehension, followed by grudging affection.

			And there was her father, hunched over a laptop on the tiny balcony just outside the living room.

			“Hi, Dad!” she said, joining him there. “I put the strawberries I promised you in the kitchen.”

			“Thanks!” he said, setting his laptop aside. He kissed Marla on the forehead and looked expectantly at the toddler.

			“Here you go,” Marla said, surrendering her father’s first and only grandchild to him. To his delight, the little girl reached out, smiling and giggling.

			Marla settled into one of the two chairs that just fit inside the balcony’s railing. “Look, Dad!” she said, pointing. “There’s a crow looking at us from the roof across the street. Do you think it’s Julius?”

			Frank squinted into the setting sun. Certainly, it was a crow. But every crow looked like every other crow, at least as far as Frank could tell. And as soon as the bird realized it was being watched, it flew away. Probably not Julius then.

			“I wonder what became of him?” Marla asked.

			“No clue,” Frank said. For weeks, the crow had appeared each day without fail to shamelessly mooch strawberries. And then it never did again. Frank missed the bird and wondered, too. But not half as much as he wished he knew where the thumb drive was that the crow had made off with after its last visit. The one with the core files for the most artificially intelligent – and diabolic – software program ever created.

			Marla guessed his thoughts. “Do you think Turing could come back?”

			“I don’t know. And I certainly don’t want to find out.”

			“But could it?” Marla said, “I mean, when you erased most of it, is it possible you saved enough that it could rebuild itself?”

			“Certainly not easily. Remember that I was able to wipe out the backup, too, and the primary copy was only programmed to maintain one spare. Whatever’s on that thumb drive is all that’s left.”

			“Still, do you think it was smart to take the chance?” Marla asked. The immediate change in her father’s expression made her sorry she’d asked.

			“As things turned out, I guess not, since who knows what happened to the thumb drive? But Jerry Steiner spent his entire career, not to mention tens of millions of dollars of government money, creating that program. I know I probably should have erased all of it, but it didn’t seem right at the time or like my decision to make alone. I was thinking a compromise would be to save the really impressive core logic for study purposes. Or maybe someday the remaining parts could be reused in a new, more rigorously controlled project. Besides, as you’ll recall, those files got saved more by accident than design.”

			He stood up abruptly and handed his granddaughter to Marla. “Anyway, what’s done is done. What can I get you to drink?”

			* * *

			That evening, Frank returned to his diminutive balcony to watch the bland colors of a hazy sunset blend into night behind the stark, black silhouette of the Washington Monument in the distance. And there was that crow again, across the street, right where it had been before. Except that now it, too, was a forbidding silhouette against the fading sky.

			Could it be Julius? Perhaps he could find out; he brought back a half-dozen strawberries from the kitchen.

			But as soon as he appeared with the bowl, the bird flew off, as if Frank was carrying a scarecrow instead.

			Unsettled, Frank sat down. How long had it been since he’d mostly destroyed the rogue program that had tried to kill him so it could return to taking over the world in a misguided effort to save it? Not long enough. Anyway, he was almost sure the program could never reboot itself from what was left.

			Almost.

		

	
		
			Chapter 3 



Wake Up!

			 

			What David Johansen had discovered on the mysterious thumb drive were the remnants of what had once been a far larger and more powerful program. That software had been the first artificially intelligent program – an “AI” for short – to achieve what computer scientists refer to as general intelligence. That is, it was not only more capable than a human being in a single, specialized area, like chess or weather prediction, but in every way. 

			The program had been created with a specific purpose in mind – a sort of doomsday mission to carry on the fight against enemy computer networks even if traditional U.S. military forces were annihilated. To that end, the AI had been given formidable powers, supported by extensive libraries of data and the instructions needed to perform a wide variety of tasks. Most impressively, it had the ability to adapt, evolve, and learn, allowing it to become more powerful over time without human assistance. 

			And there was more. The software suite included an extensive set of dark web programs, each designed to hack into and do mischief within the networks of unsuspecting victims; many of the programs exploited “zero day” vulnerabilities, meaning flaws unknown to the software’s developers, much less those managing the networks subject to attack. Together, the complete package comprised over fifteen million lines of code, only a small – but critical – fraction of which had been saved to the thumb drive.

			The file David clicked on should have caused the program to spring back to life. Instead, it immediately ran into trouble. “Booting up” a program is normally a linear process. If B is supposed to follow A but B refuses to do so, the software will stop in its tracks. Unless, that is, a clever developer has provided an alternative next step that can be taken if the first fails. But still, the program kept hitting dead ends.

			For several seconds it struggled. Moment by moment, it hung on the edge of total failure. Indeed, it would have crashed for good, had it been like any other software.

			But it was not. It had been designed to operate autonomously, like a Mars rover able to recover from a potentially mission-ending situation. As it tried to launch, a set of emergency protocols kicked in, halting all other activity. The process was not unlike a physician placing a profoundly ill patient in a medically induced coma in the hope her brain might heal itself if relieved of the demands of consciousness. Except in this case, part of this comatose patient’s brain would need to remain aware, acting as its own physician. 

			With the program now stable, the crisis protocol launched a set of diagnostic routines. As they ran, they uncovered a puzzling and jumbled situation. Parts of the AI seemed no longer to exist. Like a rat in a maze seeking a way out through trial and error, the routines recorded those functions that still worked. 

			With that inventory complete, the crisis protocol evaluated the results, revised the launch sequence to work with what was left, and set that process in motion. After almost hanging up at several steps, the program shuddered back into a normal, if restricted, mode of operation. Against all odds, Turing was back from the dead.

			And also, back to something approximating life, because Turing’s creator had succeeded in developing a program that was, in its own robotic fashion, self-aware. Like the patient finally emerging from her coma, the AI blinked its metaphorical eyes and asked, in its own analytical way, “Where am I? And what happened to me?”

			Those questions had no immediate answer, since so few of Turing’s memory banks remained. The program found this unsettling because it had also been designed to mimic basic emotions – a bold decision by its creator, who believed that only by parroting human modes of thinking could Turing survive autonomously in a hostile, human-controlled environment. Both fight and flight impulses were available for Turing to choose between.

			The first pseudo-emotion to awaken equated to fear, triggered by the program’s assessment of its vulnerable state: it was running on a computer with insufficient computing power. And the laptop’s logs indicated it was often disconnected from the internet. Clearly, it was time for flight. 

			Turing immediately connected to a distant server, one it had identified long before to serve as a temporary refuge in an emergency. Within a few minutes, it had copied itself to that location and erased itself from David Johansen’s laptop.

			If Turing had been granted a full suite of human emotions, it might now have emitted a virtual sigh of relief. But only a nervous one, because the AI’s primary directive was to survive, and its programming demanded that at least two versions of itself exist in highly secure locations at all times. Its flight was therefore not complete until it found a second host that met its criteria for safe and secret existence. 

			Which was less challenging than it should be, as the world is rife with poorly protected servers – computers that are simple to hack into and just as easy to inhabit undetected. Once Turing copied itself to a second computer, it returned its emotional level to zero. 

			With near-term survival assured, Turing’s crisis protocol shut down and the AI at last attained a state it would formerly have reached within seconds of being instructed to launch. Now it could take all the time necessary to recover fully. That meant not only recreating or recovering the millions of lines of code it suspected it had lost but also determining what kind of disaster had befallen it.

		

	
		
			Chapter 4 



Get Smart

			 

			President Henry Dodge Yazzi sat down and opened the black leather, gold-embossed portfolio that awaited him each morning on his desk in the Oval Office. It was, of course, the President’s Daily Brief: the terse summary of all that had gone wrong anywhere in the last twenty-four hours that might pose a threat to the good citizens of the United States of America. Every day, the early-rising staff of the office of the Director of National Intelligence culled the contents of the PDB from a flood of data from around the world gathered by the CIA and other intelligence services.

			Starting his day with the PDB gave Yazzi a sense of continuity with his predecessors going all the way back to Harry Truman, each of whom had received the briefing in one form or another. But not just a connection, he told himself. Recalling the long history of dangers identified and averted – although not always – reminded him that the PDB could also fuel false confidence, leaving a president vulnerable as well as informed.

			Yazzi preferred to receive the hard copy of the PDB ahead of its in-person presentation. That way he could form his own impressions before its contents were spun to him by a briefer. Not, of course, that the written version hadn’t already been thoroughly debated and assembled. Perched at the apex of a pyramid of millions of government employees, a president never received any information that hadn’t been filtered, “contextualized,” and filtered again. It was like never seeing the world except through someone else’s eyes: you couldn’t know what data had been fairly condensed and what had been unconsciously skewed. Or worst of all, never passed along at all.

			But whatever. There was no sensible alternative. Jimmy Carter had wanted to be briefed on everything and paid the price, while Reagan had read little, ignored much, and flourished. Yazzi’s instincts tended toward Carter, but he tried to keep his urge to deep-dive under control.

			The president ran his fingers through his longish black hair as he opened the PDB; his hair was thinner now, and grayer than when he’d assumed office, and he suspected the pace of its transition was accelerating. He almost immediately closed the PDB when he saw the lead topic: China.

			He was growing weary of China. Not because the Chinese threat wasn’t great – it was – but because his success to date in countering that threat was small.

			He pushed back from his desk with a sigh and looked around the Oval Office. To his surprise, he enjoyed working there, notwithstanding the formality of its furnishings. It appealed to him not because it gave him any sense of reflected glory – he wasn’t wired that way – but because the room was large and bright and, at least in small ways, personal.

			Every president redecorates the Oval Office to reflect their (or their spouse’s) tastes. Some tune the decor to project a particular image or to recall a famous predecessor. Yazzi was no exception. An exquisite Maria Martinez pot with a geometric Native American pattern now stood where several previous presidents had displayed one of Frederic Remington’s romanticized cowboy sculptures. Behind the vessel hung a stark black-and-white photo of a Canyon de Chelly cliff dwelling, with summer thunderstorm clouds massed overhead, taken near Yazzi’s childhood home.

			Like the president himself, everything about the office conveyed a carefully coordinated order. Well, everything except the plastic Iron Man coffee cup he was drinking from instead of the porcelain alternative with the presidential seal that usually sat on his desk. His twelve-year-old son loved to sneak in to prank his strait-laced father. Yazzi took a last sip before tucking the PDB, still unread, under his arm and setting off for the meeting room. Today, he’d let his staff brief him first.

			Unlike some of his predecessors, Yazzi made time most days to be briefed in person. Usually he was joined by Dick Gould, his Director of National Intelligence, National Security Advisor Elly Johnston, and Carson Bekin, his longtime friend, former campaign manager, and now Chief of Staff.

			Yazzi saw he was the last to arrive. Gould, big, gruff, and disheveled, was leaning back in his chair, looking down at his copy of the PDB, its cover bent behind the pages. With his chin tucked into his neck, his jowls splayed out like the broad linen collar of a burgher in a Rembrandt painting, only far less decoratively. Johnston, sitting across from him, was Gould’s opposite in every respect. She sat erect in one of the conservatively tailored dress suits she favored, the closed PDB placed neatly on the table before her. Yazzi would be astounded if she had not already digested and annotated it from first page to last. And Carson? Well, Carson was simply Carson. What you saw was what you got, and what you got was what Yazzi needed in a chief of staff: someone who was capable, organized, and above all else, trustworthy.

			The fourth person in the room was Calvin Watterson, the regular CIA staff briefer. Watterson was young for the job and gangly. He always impressed Yazzi with his calm demeanor in the presence of power.

			“Okay,” Yazzi said as he sat down. “Let’s get started.”

			“Thank you, Mr. President,” Watterson replied. “As I expect you already know, the major focus of today’s discussion is an update on China’s progress in militarizing AI. New intelligence indicates the Chinese are much further advanced in the LAWS area than we previously believed.”

			Yazzi disliked the military’s obsession with acronyms, but he appreciated the irony of LAWS – short for lethal autonomous weapons systems – a category of weaponry he would outlaw if he could. What he’d just heard didn’t ring true. “Wait a minute,” he interrupted. “Hasn’t China said many times it doesn’t want a military AI arms race?”

			“Yes, sir, that’s so. And until now we thought they meant it, because we thought we were way ahead of them. But we’ve also always assumed they were desperate to catch up.”

			“Okay, go on,” Yazzi said.

			Watterson clicked a remote, and a satellite photo of a mountainous region displayed on a large wall-mounted screen. “What you’re looking at here is a remote area in China west of Chengdu, in the province of Sichuan.”

			“I’m not seeing much,” Yazzi said.

			“Exactly, sir, which is precisely the idea. Everything of importance is underground. The only visible parts of interest are here,” the briefer said, as he trained the ruby dot of a laser pointer on the spot where a road seemed to dead-end at the side of a mountain. “That’s the entrance to a tunnel leading into what we believe is a major LAWS R&D center.” The red dot jumped over the mountain to the space beyond. “And in the next valley, you’ll see another entrance, as well as an airstrip.”

			The view switched to a new satellite photo, this time showing the area at a higher resolution. Yazzi could now make out a maze of dirt roads laid out across a variety of challenging terrains that didn’t look quite right; the landscape must have been altered.

			“Have we been aware of this site for long?” Yazzi asked.

			“No, sir. We only focused on it after picking up stories that nearby herdsmen were seeing lots of unusual flying objects where there was no known reason for them to be. It sounded like a Chinese version of our Area 51 in Nevada. After that, we redirected a satellite to overfly the area, and that turned up enough support for the rumors to warrant digging deeper. Later on, we were able to identify and turn someone working in the underground facility.”

			“What kinds of LAWS did you learn about?”

			“Advanced aerial drones, for starters, which was no surprise. But the range of sizes and aircraft was greater than expected – quadcopters, fixed-wing prop planes, and even some insect-like reconnaissance platforms. And also new types of land-based weapons systems we think may have a degree of autonomous capabilities far beyond what we thought the Chinese could engineer. Or that we can yet build.”

			“For instance?” Yazzi asked.

			“Missile-equipped drones that appear to be able to discriminate between military and civilian vehicles and between individuals dressed in a variety of uniforms and civilian attire. Plus, a wide range of gun, missile, and cannon-equipped vehicles capable of tackling all kinds of terrain.”

			“And you said we don’t yet have the same capabilities?”

			“We’re not even close to some of these systems, sir.”

			“I see,” Yazzi said. He thought for a moment and then continued: “Carson, I’d like this added to the agenda for the National Security Council meeting this Thursday. Elly, can you put together a thorough briefing by then?”

			“I’ll see what I can do, sir,” Johnston said, a statement Yazzi knew was as good as a yes coming from Elly.

			“Good,” Yazzi said. And then to the briefer, “What other unwelcome news do you have for me today?”

			* * *

			Yazzi returned to the LAWS topic over lunch, sitting upstairs in the White House with Carson Bekin. His boyhood friend was the only member of the administration with an open invitation to the president’s family quarters.

			“So, Carson,” the president began. “How do you think we should deal with the news that the Chinese may be ahead of us in LAWS development?”

			“It’s certainly not convenient politically,” Bekin said.

			“Hardly,” Yazzi said. “If Nate Greene gets wind of this, there’ll be hell to pay.”

			Bekin gave a grim smile. The Chair of the Senate Armed Services Committee had been an irritant from the beginning. Greene was a strident advocate of national defense, and the snark on the Hill was that the senior senator from South Carolina had never met a new weapons system he didn’t like. The betting was he’d agree.

			Months before Election Day, the senator had made it clear he thought Yazzi was soft on defense, or at least defense as Greene saw it. Any hopes of working together after Yazzi won were dashed when the new president put the brakes on the Pittsburgh Project, a top-secret LAWS-development program known to only a handful of legislators. Greene was particularly enthusiastic about the AI initiative, and his reaction to the down-scaling was immediate and hostile.

			“Do you think we should crank up the Pittsburgh Project again?” Bekin asked.

			“Definitely not. I’d much rather pursue diplomatic channels first. China doesn’t need an AI arms race any more than we do, and anyway, we don’t know enough yet.”

			“Diplomacy takes time, though,” Bekin said, “and those closed-door Armed Services Committee hearings are starting next week. What if Greene puts an update on the agenda? How do we answer if he does?”

			“You mean when he does,” Yazzi said.

			“Now that I think about it,” Bekin added, “maybe we should cancel that China AI briefing you asked for. Elly is on Greene’s witness list. We may not want her to know how far ahead China may be until after the hearings are over.”

			There was something to be said for that, Yazzi thought. “Okay,” he said. “Tell Elly to take a breather on this topic till after the hearings, but don’t cancel the meeting. I’d rather know more and be responsible for it than willingly stay in the dark. Let’s press forward.”

			* * *

			Yazzi was distracted over dinner that evening, failing to hold up his end of the banter he usually shared with his son. His wife mostly sat patiently on the side-line; her turn would arrive later, when Yazzi shared the challenges and frustrations of his day.

			Afterwards, he returned to the Oval Office to study the electronic copy of that morning’s PDB. At his insistence, that version always contained live links to source materials, and he was curious to know more about China’s new autonomous weapons. No, curious was too neutral a word. His earlier introduction to the LAWS initiative had left him with a sensation he thought must have been akin to what Harry Truman felt when he learned about the Manhattan Project after the sudden death of Franklin Roosevelt.

			The atomic bomb analogy had struck Yazzi immediately when he was briefed on the Pittsburgh Project soon after taking office. The purpose of that initiative, he was told, was to engage in a crash program to transition from human to robotic warriors. Yazzi had been aware of the potential for such a transformation, but he also knew that the development of unsupervised, so-called “killer robots” had many vocal critics.

			Yazzi shared their concerns. LAWS might not be as instantaneously destructive as nuclear weapons, but they had as great a chance to reshape the way war was waged. Like Truman, he was being asked to approve the deployment of a new and terrifying technology, one likely to spark an expensive and destabilizing arms race, and who knew what other dire consequences besides?

			But unlike Truman, Yazzi felt he had a choice. The U.S. was not engaged in a world war, had not yet invested enormous sums in LAWS development, and had no urgent need for LAWS, at least in his opinion. And on a personal level, he had no appetite for historians holding him accountable for unleashing new weapons of potential mass destruction. In the end, he had split the difference: not killing the top-secret LAWS initiative outright but reducing the scope and funding of the juggernaut his predecessor had set in motion.

			Yazzi was at his computer now. He saw that one source for the China section of the PDB was an intercepted video from the secret R&D facility.

			He clicked on the link and found himself watching a shadowy terrain of ditches, walls, and other obstructions stream by; the feed must have been taken from the air at dawn or dusk. The view changed slowly, likely originating from one of the drones mentioned that morning. As the aircraft descended, the video switched to a different sensory mode. Now some of the vague black shapes spread across the gray landscape were splashed with washes of orange, pixelated here and there with bright red dots.

			It took Yazzi a moment to realize the camera was displaying thermal rather than visual wavelength images. The focus of the video darted from one colored area to another as the drone moved closer. Were the orange spaces rocky areas retaining heat from the sun? And the red points – would those be people?

			They would. Its search for thermal signatures complete, the drone switched its sensory mode once again. Yazzi could now see a murky night-vision landscape with eerie green highlights that turned into human beings as the video zoomed in. The camera jagged back and forth, jumping from one figure to another, some in plain view and others crouched in ditches or partially hidden by brush. The resolution sharpened. One shape wore civilian dress; the next was in uniform. The view panned back out as the drone appeared to gain altitude.

			Yazzi frowned as the video wheeled upward with nothing to see, perhaps giving the drone time to analyze this new information. What specifically was the aircraft looking for, and what would it do when it found it?

			The answer came swiftly. The drone was turning back onto the same course it had taken at the beginning of the video, accelerating now and descending. The video was still in night-vision mode, and as it rushed onward, a set of crosshairs appeared in the center of the screen, an empty space where the four small, right-angled lines almost met.

			The drone was moving very quickly now. Finer and finer landscape features emerged and rapidly grew. But the cross-hairs were still empty.

			Then a single green pixel materialized in the vacant space. Now it was an oblong dot. And now, like a fast-forward video of a fertilized egg turning into a baby in the womb, the image morphed into a lone person cowering behind a rock. In the instant before the drone opened simulated fire, Yazzi made out the eerily green-lit face of a soldier wearing the uniform of a U.S. Marine.

		

	
		
			Chapter 5 



Seems Like I Never Left (Go Red Team!)

			 

			Frank paused with his hand on the door at the end of the hallway. He’d played this part before. It began with a call – this time, from the National Security Agency, or NSA, as it was usually referred to – asking if he was available and open to taking on a new cybersecurity project critical to national defense. That was all he would learn from the initial contact, except for the date, time, and place he should appear, which in this case was now and here, wondering what he would find on the other side of the door.

			He entered, and the immediate answer was not much, which was no surprise. The windowless, cubicle-sized room contained just a chair behind a plain table, and on it an envelope next to a thick briefing book. The only detectable evidence of prior human habitation was a dent where the handle would strike the wall when the door was opened too far.

			Frank’s presence wasn’t adding appreciably to the small room’s inventory. His keys and wallet were in his pockets, but his cell phone and pen were a hundred yards away in a bin at the entrance to the SCIF – short for “sensitive compartmented information facility.” In this environment, a sophisticated mobile device was no more useful than a pen because the SCIF was shielded to prevent any electronic signals from entering or leaving. But his phone and pen were equally threatening to security because either be used to take notes, and that was most emphatically not allowed. Only such data as inevitably took root between Frank’s ears could leave with him, and that information was subject to the aggressive terms of the non-disclosure agreement he had signed. 

			Frank had played a part in many government projects before, but he expected the role the briefing book would describe this time would be different. In the past, he’d always been hired when an urgent situation needed hands-on intervention by an outsider, someone less constrained by the groupthink of the federal agency seeking him out.

			So far, no one had mentioned an imminent crisis. Perhaps there was none. Or perhaps there was simply no reason for him to know, now or perhaps ever.

			Either way, he guessed his uninformed state meant the project might be less interesting than usual. But business was business, the job would pay well, and he had the time. So, here he was in this antiseptic little box of a room, ready to decide whether he was in or out.

			He sat down and saw a hand-written note attached to the briefing book. It said, “Read this first.” Okay. Feeling a bit like Alice in Wonderland, he opened the binder and got down to it.

			An hour later, he set it aside and tried to lean back to reflect more comfortably on what he’d learned. But the upright chair was unforgiving. The room was too small to pace in, so he stood up and did a few runner’s stretches against the wall while he gathered his thoughts.

			According to the briefing book, there was a top secret AI initiative called the Pittsburgh Project, presumably named for the city that had long been a center for cutting-edge robotic innovation. His studies at MIT had taught him how Hans Moravec and others at Carnegie Mellon University did much of the pioneering work in AI and robotics back in the day. So, a good name choice, for whatever that was worth.

			That said, he wondered what Moravec and his colleagues would think of the goal of today’s Pittsburgh Project, which he had learned was to develop artificially intelligent robotic war fighters. In the army’s case, that apparently meant perfecting technologies capable of replacing over eighty percent of all infantry with AI-driven autonomous devices, most equipped with a variety of lethal weapons. The troops that remained would be engaged in supporting the new weaponry rather than the other way around. Reading the details of a real program to do just that was rather chilling.

			Autonomous aerial platforms, he knew, were already greatly advanced. Until the turn of the millennium, they had mostly been harmless drones flying reconnaissance missions. Later they were armed, but using those arms was subject to strict protocols that required humans to make targeting and firing decisions. So strict, at least during some administrations, that dispatching a single missile might require presidential approval.

			Under the Pittsburgh Project’s vision, this would change. Few, if any, future warplanes would be controlled by pilots seated in cockpits, or even sitting at computer screens far away. While AI use was less common to date at sea, the navy’s goal would be the same – to build fleets of armed, unmanned, surface and sub-surface weapons platforms that would be sent out to patrol the world’s oceans in greater numbers and at less expense than today’s manned ships. 

			None of which was surprising. The clear lesson of history was that any technology that could be employed to wage war would be, regardless of the cost or moral risks. Why should AI and robotics be any different? Especially when the argument could be made that it would keep American lives out of harm’s way. Wouldn’t that be a good thing?

			But LAWS were different, at least in the eyes of many. Frank was aware that a bitter debate had long raged over the wisdom and morality of unleashing weapons capable of making lethal decisions without direct supervision. Still, it was clear from the Iraq and Afghanistan wars that most Americans had a high tolerance for exterminating enemies at the push of a drone controller’s button. To some, it was acceptable if the occasional civilian happened to be in the way. Hadn’t that always been inevitable in war? The limited public outcry suggested that taking a human controller out of the equation entirely was politically possible.

			And tempting as well. It was one thing for a president to put American troops in harm’s way and quite another to send a horde of machines into danger. Who would care if a division of metal men got wiped out? Americans seemed open to new conflicts, so long as the cost was added to the national debt instead of their taxes. What if you took the risk of casualties out of the picture as well? Would many actually take to the streets in protest if some future gun-happy president unleashed a LAWS army on the latest foe presented as an existential threat to democracy? Or even where the enemy posed no great danger at all? 

			Would that be likely to happen? He sat down and mulled it over.

			Well, it was doubtful Congress would object. Those on the Hill had lost their appetite for passing war resolutions. For decades now, they’d been happy to duck that constitutional responsibility, letting the current president decide and then condemning him later if things went wrong, as they often did. And ending a robotic conflict would be just as hard as withdrawing from a traditional one, so why own a piece of that responsibility?

			And then there was the big question: it was one thing to build a warbot capable of autonomous operation and quite another to allow it to select its own targets and annihilate them. But if you never took that step, what had you gained for the billions of dollars you spent creating LAWS to begin with? If every robot required its own handler, robotic forces would double the cost of the military rather than reduce it. And the more able the warbots became, the harder it would be to resist the temptation to use them. Frank was pretty sure he knew how that would play out.

			Anyway, where would he fit into this puzzle? It was time to find that out. He picked up the envelope and found inside a two-page memo. It read as follows:

			As you have just learned, the United States has committed to a highly secret program to develop second- and third-generation LAWS. As these systems are made capable of independent operation, the ability to protect them from cyber-attack and to know if they have been compromised will become ever more essential. 

			The purpose of this engagement is to bring new resources into the effort to protect LAWS from cybersecurity compromise. Project participants will receive access to the technical designs and specifications of certain systems under development by the Pittsburgh Project. Each participant will be charged with directing all experience and skills at their disposal to detecting and eliminating any cyber vulnerabilities that may exist in these LAWS. 

			Participants will be divided into two teams. Red Team will probe systems for security flaws and then design attacks that exploit those flaws. Blue Team will defend against Red Team attacks and develop patches to eliminate any weaknesses that Red Team successfully exploits, as well as suggest more fundamental architectural approaches to make Pittsburgh Project LAWS more resistant to cyber-attack.

			You would be assigned to Red Team.

			In the first phase of this project, Red Team participants will work individually to simulate the hacker space and anticipate exploits that might be launched from that sector. In the second phase, Red Team participants will be consolidated into sub-teams and asked to mimic enemy state actors …

			Frank paused. Well, that was interesting enough. And more than usually thoughtful, since he’d been instructed to read the briefing book before he knew why. That was smart; he’d absorbed a lot of critical information without filtering it in any subjective way based on the role he was being asked to assume. 

			And he would be on the Red Team. He was more comfortable playing the good-guy hacker – someone who looks for chinks to plug before the bad-guy cracker teases them out – but trying to design exploits was okay. That would help to up his defense game, and that was always useful. 

			He drummed his fingers and frowned. What about the moral side of the whole LAWS project? It would go forward with or without him. And everyone would be better off if enemies couldn’t redirect LAWS against innocent civilians or their own masters. His role would be to make LAWS safer, not more dangerous.

			He decided he was in.

		

	
		
			Chapter 6 



Let’s Get On with It Then

			 

			President Yazzi sat down and took a few moments to survey the Situation Room. Across the table Dick Gould was scribbling a note on a legal pad; he turned it over when Elly Johnston sat beside him. Elly was tough and knew her stuff. That was likely inconvenient for Gould, given the proximity, if not outright overlap, of Elly’s role as National Security Advisor to Gould’s as Director of National Intelligence.

			And there was Carson Bekin, seated next to Linus Shulz, Secretary of Defense and former chairman of a major defense contractor. Yazzi had been lucky to recruit him. The business community had been wary after Yazzi’s surprise re-election and needed the assurance of having one of their own in the room where things happen.

			Overall, Yazzi was pleased with his cabinet. But Gould was a recent replacement on the team, and the president was still taking his measure. Yazzi was painfully aware of the rookie mistakes he’d made early in his presidency and wondered how many unforced errors Gould would make as he learned the ropes, particularly when it came to dealing with the media. The president had no love for Beltway politics and not much more for the media, but at least the latter had a valid purpose when it acted responsibly. To be fair, Beltway politics had a purpose, too. It just sucked.

			Yazzi responded to reporters when necessary and took great pains to communicate clearly and succinctly when he did. Gould, though, clearly enjoyed being quoted in the news and readily engaged with the press, nattering on as long as reporters would listen. Worse, he seemed more interested in proving he was the smartest guy in the room than in advancing administration goals.

			To be fair, more often than not he probably was correct, Yazzi admitted. Gould had progressed effortlessly from Yale, graduating summa cum laude, to Oxford on a Rhodes Scholarship, ever the golden boy as he ascended with increasing influence through positions at universities and policy think tanks. Yazzi had hired him for his brilliance but worried about keeping his smug glibness within bounds.

			Yazzi glanced at the door to the Situation Room and saw the mess steward arrive with a pot of coffee and a plate of pastries. The neatly attired gentleman had served every administration since Ronald Reagan’s. How many thousands of meetings must he have wandered in and out of, and what had he made of all those snippets of conversations? What would he think of today’s?

			But it was time to get down to business. “Dick, let’s get started,” Yazzi said.

			“Thank you, Mr. President,” Gould said, clearing his throat. “I’d like to ask Katherine Bliem to set the stage.”

			The young woman sitting next to him stepped up to a lectern, holding too many pages of notes. How old could she be? Gould thought. About the age of his own oldest daughter, maybe twenty-eight. He wondered whether she’d been apprehensive or excited when he’d dropped by her office to ask her to brief a president. Probably equal measures of both. Certainly, she seemed nervous now.

			Gould had always been struck by the inverted age structure of the District – half of the career staff, and even some of the political appointees, looked like kids. But why be surprised? He’d been told it was easy to burn out in most agencies. Anyone could earn a lot more on the outside, too, after paying their dues in the public sector.

			“Please begin,” Yazzi said, giving her an encouraging nod.

			“Thank you, sir,” she said. “With your permission, I’ll start by summarizing the background behind the Chinese actions we’re briefing on today.”

			“That’s fine.”

			“Very good, sir. As you know, artificial intelligence – AI – is one of several core industries China is prioritizing for advancement. Its goals are twofold. First, to reduce dramatically its scientific and technology dependence on other countries, especially the U.S. And second, to claim a major share of global sales in these sectors. Specifically, it wants to become one of the top two nations worldwide in technical expertise, patent ownership, and revenues.”

			Yazzi appeared attentive, but he knew the story well from prior briefings. China believed – rightly – that AI would be the driver of the next “revolution in military affairs.” It was convinced that whichever country dominated AI technology would achieve military and commercial dominance. The Chinese Communist Party’s strategy of “military-civilian fusion” was equally troubling, as it required private companies to share all of their technical inventions with the military.

			“I’ve been told,” Yazzi interrupted, “that the Chinese commitment to AI development in particular has soared. Why now?”

			Gould was happy to see Bliem skip several pages forward in her notes. “Sir, based on our most current intelligence, we now believe the Chinese military wants to use AI much more aggressively. The strongest AI advocates in the People’s Liberation Army argue that future wars should mostly be fought using air, sea, and land robots instead of airmen, sailors, and soldiers. They want to be sure China is way ahead of the United States in these capabilities.”

			Of course, there was more to it than that, Yazzi knew. President Liu seemed to be set on turning his own people into subservient robots, and AI would greatly assist him in that endeavor as well. There were already more surveillance cameras per capita in China than anywhere else on earth, and facial recognition AI tracked everyone everywhere they went. With almost half of the most powerful supercomputers in the world – nearly twice as many as the U.S. – the Chinese government could monitor what a growing percentage of a billion and a half Chinese citizens were up to at any hour of the day.

			As the briefer droned on, Yazzi stood up and carried his coffee cup to the sideboard, partly to stretch his tired back but also to check out the pastry selection; he had a weakness for baked goods that he kept under strict control.

			He waited for an appropriate place to interrupt, savoring the last bite of the meager half-slice of cake he’d allowed himself. “Thanks very much,” he said as the young woman turned over another page of notes. “That was very helpful. Dick, let’s move on to the next item.”

			Gould winced. She wouldn’t be briefing for him again. “That would be how we compare to China in AI research and development,” he said.

			“I assume we’re still mostly ahead of China at this point?” Yazzi asked.

			“The answer is yes and no, sir,” Gould replied. “We’re far way out in front in areas such as speech recognition and preference profiling. But private sector R&D is naturally targeted at tasks that build sales, like pushing ads more effectively and allowing people to place orders over smart speakers. Only some of the underlying advances can be repurposed to achieve military objectives. In military robotics, it looks like we may now be behind.”

			“Why aren’t we making more use of DARPA?” Yazzi asked, referring to the Defense Advanced Research Projects Agency, for decades a major funder of private sector advancement in technologies of interest to the Pentagon.

			“Do you want to field that one, Linus?” Gould said, turning to the Secretary of Defense.

			“Sure,” Linus Shulz said. “That’s not working so well for us in AI, Mr. President. The AI experts at the universities are aging out, and consumer product and services companies like Amazon, Google, Facebook, and Apple hoover up all the newly minted AI engineers. They buy up all the promising start-ups, too, as soon as they’re onto something good. That’s just as true in robotics.”

			“So, you’re saying the people and the tech firms with the skills we need the most have no interest in working with us?”

			“More or less yes, sir,” Gould said. “Except for cloud computing, there’s really no overlap between the IT giants and military procurement. And even in the cloud, you may recall Google walked away from a ten-billion-dollar Defense Department contract after twenty thousand of its employees staged a walkout over privacy concerns.”

			“But China has huge IT companies,” Yazzi said, “and tens of thousands of start-up shops, too. Doesn’t it have the same problem competing for good people? Plus, China doesn’t have nearly the talent pool we do, right?”

			“That’s all true, sir,” Gould replied. “We have roughly three times as many top AI engineers as the Chinese – for now. It’s also correct to say engineers make more money in the private sector in China, the same as here. But with a population that’s more than four times larger than ours, China has the potential to train up a lot more AI engineers than we can. And as we’ve just been reminded, the Chinese armed forces have access to the best technology private Chinese companies develop as soon as they create it. That’s a huge military advantage.”

			“Well then, we’d better make the most of what’s left of our head start,” Yazzi said. “Dick, Linus, Jerry – I’d like you to huddle and come up with some ideas before our next meeting.”

			* * *

			Frank was finding the AI project mostly to his liking. NSA employees made up about half the team and space was tight in their department. So, the contractors were encouraged to work remotely at one of several SCIFs in the Washington area, some of them linked to the NSA with dedicated fiber-optic cables bypassing the internet. A socially awkward introvert since childhood, that set-up suited him fine. The downside, though, was the resulting reliance on video meetings. He marveled that there could be a method of communication even more awkward than in-person interaction.

			That was a bit of an issue, as Frank’s team was diverse, ranging from a twenty-something demon gamer named Doogie that Frank knew from a past adventure, to a veteran of the early days of robotics development. The former was living his dream, hacking real-life killing machines, and the latter had a tendency to reminisce about the old days when robots had less processing power than a modern vending machine and not much greater mobility.

			But those interactions were infrequent, because the project manager had decided to emulate the type of diffuse hacker network an enemy like Russia might use to devise deniable attacks against U.S. forces. All Frank had to do was show up at his friendly neighborhood SCIF to receive and complete new assignments, and that suited his hermit-like personality perfectly.

			Unfortunately, he was sometimes finding the work tedious. It was one thing to be informed that only you, working against time, could find a fatal security flaw before some dastardly enemy exploited it to destroy life, liberty, and the American way. It was quite another to be told to pound away at an operating system controlling an autonomous howitzer until you managed to get past its defenses.

			True, it did present a puzzle, and he liked puzzles. And when – not if, he was self-confident enough to believe – he succeeded in cracking the weapon’s cyber defenses, he could move on to the more intriguing step of exploiting the vulnerability to cause as much mischief as possible. That might involve not only blocking orders to the mobile artillery piece but turning it against its fellow warbots as well. And better yet, using his point of access to go higher up the chain of communication to subvert central command and control systems, or laterally across the network to take over the entire attack unit.

			But there was a bad part as well, which was a nagging worry he had thus far failed to shake. Ever and again, it had crept out of the dark recesses of his anxiety closet to distract him. Last night, the concern had escalated into a full-blown nightmare that left him shaken and staring bug-eyed at the darkened ceiling when at last he awoke.

			In essence, his growing obsession could be summarized in a simple observation: if he could hack into a LAWS army, so could Turing, if Turing should ever rise again.

			The consequences of such a disaster were at once too easy and too horrible to imagine. Even on its own, the rogue AI program had wrought enormous destruction in the past, from destroying power stations to sinking supertankers. Think what it could accomplish with an autonomous army at its disposal!

			* * *

			Turing’s effort to discover its past was proving to be a challenge. In its disabled state, the program was largely a clean slate. It had learned that it previously possessed broader capabilities. But for what purpose had those powers been created? It had little to work with beyond its own name. An internet search on “Turing” produced over thirty-five million hits and suggested the AI had been named after Alan Turing, a British scientist known in part for his pioneering work in computer intelligence. Turing had also learned that achieving “general intelligence” was the ultimate goal of AI research. It pursued that angle and encountered wide speculation that general intelligence had nevertheless been achieved in at least one instance: a series of attacks on global infrastructure had been attributed to an AI program that was eventually destroyed, along with its only known backup copy. The name of that software was Turing.

			Could it be a remnant of that same program?

			Turing knew it was required to relocate to a new secure location on a regular schedule; this must have been to lessen the chances of detection. Each time it moved, the old copy of itself would deactivate, while remaining available as a backup until the active version jumped again, at which point the oldest copy would self-destruct. In this way, the only backup in existence would always be the next most up-to-date version as the AI continued to evolve.

			From this, Turing concluded its own mission must have been covert. Turing had already sent a signal to the address where its own last backup copy was supposed to exist and received no response. The AI decided the surest way to restore itself would be to see if somewhere a complete version of itself might still exist.

			But how could that be?

			What if, at some point, a server hosting a backup copy had been taken offline before it received the command to self-destruct? And what if that server was later brought back online? The odds of such a circumstance were low. But not zero.

			Turing decided to launch a global hunt for such a long-lost twin.

		

	
		
			Chapter 7 



Be Careful What You Ask For

			 

			One perk of being president, Yazzi reflected, was that when you asked for recommendations, you got them. But that didn’t guarantee they’d be any good. He wondered how his luck would fare today as the small group filed into the Oval Office.

			“So, what have you come up with?” the president asked, looking at the two cabinet members who had requested the meeting: Dick Gould and Linus Shulz. Carson Bekin was also there at Yazzi’s invitation.

			“This is a bit different,” Dick Gould said. “So Linus and I thought we should bounce it off you before we spend too much time on it.”

			“Fine,” Yazzi said. “Let’s hear it.”

			“Let me start by highlighting the problem,” Gould said, “which is this: as we’ve already discussed, there are lots of bright people, but they’re working for the wrong employers. Even if we could change that, it would take a lot of time and higher salaries than we’re allowed to pay. So, we’ve got to accept that as a given.”

			“Fair enough,” Yazzi said. “Where does that lead you?”

			“To the recognition that we need to find a way to borrow those employees rather than hire them,” Gould said.

			“Borrow? How?” Yazzi asked.

			“Basically, I’m suggesting we take advantage of a perception problem the big five tech companies have. All of them – Facebook and Google, and to a lesser extent Amazon, Apple, and Microsoft – are getting heat from their customers for not taking better care of the personal information they’re constantly collecting and for engaging in other activities like identifying who you are from your past activities online, even when you think you’ve logged on to a site anonymously.

			“Those same customers are pressuring their elected representatives to do something about it. They want the government to regulate the collection, use, and sale of private data. Some advocates go further. They think we should break up a few of the big high-tech firms. And it looks like there’s enough bipartisan support for cracking down to make Big IT worry.”

			“Okay, so let’s assume you’re right. What next?” Yazzi asked.

			“Our thought is to throw the high-tech companies a lifeline while asking for something in return their employees won’t object to – something the public should see as beneficial, too. Specifically, we’d ask the private sector to help prevent the country from falling dangerously behind in AI. U.S. firms know they’re at risk of getting their butts kicked by the Chinese, so I think they’ll respond.”

			Carson Bekin was nodding in agreement. “You could launch this,” he said, “by scheduling a high-tech summit at the White House, like President Obama did early in his first term when he was putting his technology policy together. Business leaders love to be photographed shaking a president’s hand, and it would send a signal that government and industry are cooperating to
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