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Introduction
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Learning UNIX, including the most common variants (Linux, Apple Darwin, Mach, Solaris, BSD, FreeBSD, HP-UX, Xenix, AIX, AUX, etc.) is often a daunting task for both novice and relatively experienced users. The problem is the complexity of UNIX itself.  To  complicate matters, there are multiple Linux versions: Red Hat (now Fedora), Ubuntu, SUSE, and Debian are the most common.  Linux itself was created by Linus Torvalds who, while a student at the University of Helsinki, was motivated to create a new kernel which would have the same functionality as UNIX and MINIX.  (MINIX was created by Professor Andrew Tanenbaum of Vrije Universiteit in The Netherlands as a small modifiable version of UNIX that could be used for teaching purposes.)  These UNIX versions have much more in common than they have differences, although the differences, when they occur, can be confusing even to an experienced user.  As much as possible, we will focus on the commonality and discuss the major differences as appropriate.

Why is it so hard to understand UNIX? The UNIX operating system is entirely too large to be described in detail in any series of books, much less in a single book!  Here’s an illustration of this point.  Mark G. Sobell has written an excellent series of books on UNIX and Linux.  Some titles in the series are:


• A Practical Guide to Linux Commands, Editors, and Shell Programming ( 3rd Edition) - 1154 pages

• A Practical Guide to Fedora and Red Hat Enterprise Linux, Sixth Edition - 1266 pages

• A Practical Guide to Ubuntu Linux (3rd Edition) - 1251 pages


Clearly, there are sufficient differences between just these three variants to justify these large books devoted to a single variant.  And these books only treat variants of Linux!

The important system calls and shell commands that we discuss in this book were listed in alphabetical order in the introduction.  Now we present them differently.  For pedagogical reasons, these important system calls and commands are grouped into several different categories, depending on the most likely roles that a user of the system call or shell command will have in his or her use of the computer’s operating system.  For each of these system calls or shell commands, we give the formal syntax, a description of the purpose of the system call or shell command, and the most likely usage.  In some cases where the concepts are complex, we will provide a longer discussion of the system call or shell commandThere are more than 2000 entries for common commands, system calls, and utilities in many on-line UNIX manuals.  Unfortunately, using on-line manuals as the only source of information can be confusing and time-consuming.  As an example, the associated on-line manual pages on one Solaris system implementation required 7234 megabytes for storage of the 2545 entries on disk.  This is equivalent to more than 1400 pages of text! To make matters even more complicated, most system calls can have multiple arguments, many of which interact with other arguments, and the number and order in which these arguments occur can also vary.  The combination of system calls with a typical number of arguments results in a syntax approximately as rich as the active vocabulary of the average high school graduate in the United States.

The spelling is also daunting to the new UNIX user.  Why, for example, is there a system call named creat() instead of create()?  Why is umount not spelled unmount?  It makes no sense to anyone today, and may not have done so, even when these names were given.  Of course, unusual spelling makes it even more difficult for anyone looking up these names in an on-line manual of commands.

Even after learning all this information in detail, you would be able to learn only the syntax and common error codes associated with these commands, system calls, and utilities.  We’ll simplify matters here by limiting ourselves to what I judge to be the most important system calls and shell commands and for these, we will limit our discussion to the most important function arguments.  My judgement of what is important is based on several things:


• my experience as a professor teaching both novice and advanced students of UNIX over twenty times in classes on operating systems,

• my experience as an author of two books on UNIX,

• and my experience as a consultant who, while doing quality checks on software, analyzed  many software systems running on UNIX and Linux operating systems and comprising hundreds of thousands of lines of code across several different application domains.


The system calls and shell commands that we will discuss here in this book are listed below. in alphabetical order.  For clarity, we have indicated which ones are system calls by using parentheses.  We have also grouped related commands on the same line.

Here is the alphabetical list:

––––––––
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accept()

awk

bind()

cat

cc

gcc

cd

chdir

chmod

chown

chroot

close()

connect()

cp

cpio

creat()

crontab

csplit,split

df

diff

du

dup

echo

edit, ed, sed, vi

exec

exec(), execlp(), execle(), execvp(), execve()

exit()

file

find

finger

for, foreach, do, done, if, ... (built-in shell commands)

fork()

ftp

getopt, getopt()

getuid(), geteuid(), getgid(), geteuid()

grep

head

man

IPC commands

ipcs

ipcstat

kill

listen()

ln 

logout

lp

lpstat

ls

make

mkdir

mkfifo()

more

mount

msgctl()

msgget()

msgrcv()

msgsnd()

mv

newgrp 

nice()

nmake

nslookup

open()

passwd 

ping

pipe()

ps

pwd

rcmd

rcp

read()

restore

rlogin 

rm 

rmdir

RPC commands

rsh

semctl()

semget()

semop()

send()

set

setuid(), seteuid(), setgid(), setegid()

sh, csh, ksh, bash, posix shells

shmat()

shmctl()

shmdt()

shmget()

shutdown

signal()

sleep()

socket()

ssh

system()

tail

tar, ar, bar, rar, gzip, gunzip, zcat

telnet

thread commands

touch

umask

umount

uname

wait()

wc

who, whoami, whois

write()







Here is how the rest of this book is organized.  In the rest of this introductory chapter there are two additional sections.  One will provide an overview of UNIX and the other will describe the basics of UNIX system architecture.

Chapter 2 discusses the 101 most important UNIX shell commands and system calls.  We provide the syntax of each of them, followed by a discussion of their design, usage and pitfalls, followed by examples of their most common usage.

There are two appendices.  Appendix 1 is entitled “The Most Essential UNIX Files.”  In this appendix, we discuss the important files stdout, stdin, and stderr.  We will also discuss file descriptors; the redirection commands <, <<, >, and >>; and how to use simple shell commands to do things such as redirect the contents of the errors in stderr to an error log file.  Appendix 1 also contains a description of i-nodes and i-numbers to help explain some of the system calls, as well as a discussion of the differences between i-nodes in UNIX and Linux systems.

Appendix 2 is entitled “The Most Essential C Functions” and includes a discussion of what I have found to be the most useful functions in the standard C library, plus a few useful functions from the math library.  Functions such as memcpy(), which are not really system calls, are discussed here.  

The book closes with a short list of relevant references.

UNIX was designed to be a powerful general purpose operating system that allows multiple users to use the computer at any one time and allows each of these users to be able to run many concurrent processes.  It is currently implemented on a large variety of computers with different hardware architectures including: personal computers with a single processing core, personal computers with a multicore architecture, workstations, minicomputers, mainframes, supercomputers, and parallel computers.  Many important software applications have versions that run on computers using some the UNIX operating system or some variant thereof.

The UNIX operating system was originally developed at AT&T Bell Laboratories by Dennis Ritchie and Ken Thompson.  Their goal was to develop a small but powerful operating system that would be easily ported to computers other than the one for which the system was initially developed.  UNIX had several important features.


•  It had an elegant view of the features of an operating system in that every essential feature could be classified as either a file or a process.  

•  Files were streams of bytes, with any other structure of the file imposed by the application program accessing the file.  No assumption about file organization such as database design, size of records, etc, was made by the operating system.  Thus there was a high level of portability of applications programs because the high-level information about file organization was described in the application, not the operating system.  The file system had a hierarchical, tree-like design.

•  The software was written in layers with only the lowest level of software, called the kernel, being able to access the hardware directly.

•  It was largely written in the C programming language, with about ten percent written in assembly language, instead of being entirely written in the assembly language of the host computer.  (C was developed at the same time at AT&T Bell Laboratories.)  Thus most of the code was portable from one platform to another.  As mentioned above, Linus Torvalds wrote the Linux kernel in C.

•  The command interpreter used for the user interface was a powerful programming language called the UNIX shell.  It included facilities for the execution of processes, combination of processes into larger processes, as well as the control structures and variables that are typically found in programming languages.  Multiple shells are now available: the Bourne shell, C shell, bash (Bourne again) shell, POSIX shell, and Korn shell are the most popular, with the bash shell being the default shell for Linux and Macintosh systems.  (Generally speaking, the bash shell is a superset of the Bourne shell.)  For simplicity of discussion, we will use the term “shell” without modification whenever we encounter a shell command that works in all common UNIX shells.  A Wikipedia entry for “Comparison of Command Shells” provides a summary of differences between these and other UNIX command shells.

•  The operating system allowed multiple users to run their processes by interleaving execution on the same CPU.  The scheduling of processes was dynamic and was intended to maximize throughput.  A process that was I/O intensive received ready access to the CPU when it needed it.  A CPU-intensive process could not control all the CPU cycles but was given reasonable access to computing resources.  (The concurrency allowed by having processes has been extended to lightweight processes and threads for efficiency reasons, especially in a heavily networked environment.)
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