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				Laws are as fair as a spider’s webs.

				A sparrow will fly through them, but a fly will die.

				—Jan Kochanowski
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			PART I

		

	
		
			CHAPTER ONE

			• •   • •   • •

			THE PANOPTICON

			In the summer of 2012, a group of young men, who at the time were American soldiers, found themselves in one of the most dangerous and treacherous places in the world. Thinking they were on one kind of mission, they really were unwittingly part of something much bigger and, perhaps, even nefarious. It was June 4, 2012, and there, on the northern slope of the Arghandab River in Zhari District, Afghanistan, in the village of Payenzai, the soldiers from First Platoon, Charlie Troop, 4/73rd Cavalry Regiment, 4th Brigade Combat Team, 82nd Airborne Division, were getting ready to head into battle, as millions of soldiers had before them, in countless wars across thousands of years. Private 1st Class Samuel Walley remembers the day indelibly, because it was his birthday, and only once in a person’s lifetime do you turn twenty years old.

			“We captured the number two most wanted Taliban in [the] South,” Walley recalled. And though time and priority have diluted the significance of this most-wanted catch, it was important for a number of reasons. “We captured him,” said Walley, “by getting his fingerprints.”

			Private Walley grew up in Georgia on four acres of land, climbing trees and jumping in rivers. His family was military stock. He was raised to be rugged. Turn problems into solutions. In the second grade, he developed a lisp and other kids made fun of him. He willed what was wrong with him away by speaking with a British accent, like James Bond. Now he was twenty years old, six foot, one inch tall. He had green eyes, sandy-brown hair, and weighed 185 pounds. He was fit; he ran a six-minute mile and bench-pressed 240 pounds. Sit-ups were his weakness. He had two atomic bombs tattooed on his left arm with the word “Chaos” written beside them, a nickname from what felt like forever ago but was only last year: high school. His platoon, First Platoon, had been in southern Afghanistan for a little more than three months. Today, Walley carried the biggest weapon on first squad, the M249 Squad Automatic Weapon, a belt-fed killing machine capable of firing 900 rounds per minute. He checked and rechecked his gear. Everyone was ready. It was time to go.

			The soldiers lined up in a staggered file formation, originally designed for road marches but adapted for goat paths and grape rows in southern Afghanistan. It was baking hot. Already more than 100 degrees. One of the Afghan National Army soldiers opened Strong Point Payenzai’s plywood gate and out the American soldiers went, one after the other, leaving the zigzagged entry control point spaced ten feet apart. The soldiers headed east, then north, into Sarenzai Village, a community of mud-brick buildings and labyrinthine walls located roughly two football fields from the strongpoint. They knew the village well. They patrolled the terrain here two times every day, five or more hours at a time, or until something went wrong.

			“Payenzai and everything around it was a hellhole,” Walley remembered.

			Life here resembled existence after an apocalypse. Decades of war had left Zhari District in a state of collapse. Anarchy and terror had long since vanquished the rule of law. The villagers here had no electricity, no running water, no shops or food stores of any kind. “Mud-brick buildings bombed-out and long abandoned,” remembered company commander Captain Patrick Swanson. “No fertile fields, no marketplace, no schools.”

			“Our minds are dark—we don’t know anything, and our children can’t even write their names,” district governor Niyaz Mohammed Sarhadi told the State Department’s Jonathan Addleton in 2012.

			At the Pentagon, war strategists called life here “simple and Hobbesian—nasty, brutish and short.” State Department estimates put the villagers’ life expectancy at forty-four. It was understood by everyone in the American chain of command that the area around Strong Point Payenzai was ruled by a network of Taliban insurgents and that improvised explosive devices, or IEDs, were sewn into the terrain—into the roads and pathways and farmers’ fields. Insurgents stockpiled homemade explosives in the abandoned compounds across this area of operations (AO) and recruited new members from among local villagers. Assassinations and murders were commonplace. In 2012, bomb production was on the rise. The Taliban ran IED assembly and distribution across the terrain. The buildings reduced to rubble around here served as bed-down locations for fighters coming in from Pakistan, trafficking weapons and materiel to make more bombs.

			After more than a decade of losing this war, in more ways than it could count, the Defense Department believed it had found a technology-based solution to the human problem of insurgency. All across Afghanistan, U.S. military forces were capturing biometric data: electronic fingerprints, iris scans, facial images, and where possible, cell swabs of DNA. The Pentagon believed that through mass biometric collection, it could bring the rule of law to this land where insurgents reigned. The effort was called Identity Dominance. The product was biometrics-enabled intelligence. The battlefield component of this data-driven mission fell to combat infantry soldiers in the field. One member of the platoon, the Company Intelligence Support Team member, the COIST, handled technical collection. The rest of the platoon supported the COIST’s efforts with varying degrees of military presence and force.

			It was still early in the morning on June 4 as the platoon entered the village of Sarenzai. The temperature had already hit 102 degrees. First Platoon set up a security perimeter. Some soldiers took off their helmets. Others sat down.

			“We had the biometrics on maybe one hundred of the military-age villagers in the area,” said Captain Swanson, years later in 2019.

			“Some of them . . . they had been biometrically enrolled by me on more than one occasion. They were usually working the fields around the area,” Private 1st Class James Skelton, the COIST, would later tell a military judge.

			Private Walley spotted a man nobody recognized. “He had a white beard, a dark turban, and was maybe forty or fifty years old.”

			“He looked tired,” remembered Specialist Anthony Reynoso.

			“I didn’t notice him at first,” Specialist Dallas Haggard said.

			Walley made eye contact with the man. “He was walking in one direction, then after he saw me, he kind of veered off and pretended he was going to the water pump.”

			Walley gave 1st Lieutenant Dominic Latino a nod. “The lieutenant saw him too.”

			As platoon leader, Latino was the highest-ranking soldier on the patrol. Off Walley’s look, Latino called for an Afghan interpreter, who ordered the man to stop.

			Lieutenant Latino began asking the man questions according to protocol. Did he live here in the village? Was he just visiting? If so, for what reason? The man’s answers were suspicious. Private Skelton would now use the army’s newest biometric collection device, the Secure Electronic Enrollment Kit, the SEEK, to capture the man’s biometrics.

			Skelton set down his backpack and pulled out the SEEK, a portable piece of military hardware the size of a small shoebox used to electronically capture fingerprints, iris scans, and facial images from civilian villagers and suspected insurgents alike, all across Afghanistan.

			Fingerprint matching is a precise science. In order to capture clear, non-smudged friction ridges from a human fingertip, the fingers must be clean. “Most of the farmers’ hands were very dirty, and it would sometimes take a package of baby wipes to get a good scan,” remembered 2nd Lieutenant Jared Meyer. Scanning each fingertip was an art. The COIST needed to apply slight but consistent pressure for each fingerprint rolled. Thumbs needed to be rolled toward the subject’s body, from one end of the nail to the other, but fingers needed to be rolled away from the subject’s body, with the knuckle going in, up, and out from the device. The SEEK’s collection screen, called a silicone platen, had to be entirely free of smears, dirt, grease, or dryness before each fingerprint scan; the COIST was required to take prints of all ten digits. Uncooperative detainees could be flex-cuffed with their hands behind their backs and fingerprinted that way, but the COIST needed to remember there were different protocols involved when using the SEEK upside down.

			Scanning the irises with the SEEK came with its own list of dos and don’ts. Eyelids had to be up, not down. Iris and pupil had to be imaged together with no glare. Direct sunlight rendered the image obsolete. If the person was dead, iris capture needed to happen “within thirty minutes post-mortem,” or problems could arise.

			Capturing facial images had its own set of technical requirements. A neutral background was necessary, “showing no additional personnel or maps, equipment, vehicles, [or] vessels.” Criminal enrollment photos needed to include images of the person from front, right and left profiles, and right and left 45-degree-angled images. “Capture subject’s face expressionless and with the mouth closed and eyes open,” COIST members were told. And the camera lens needed to be held at the subject’s nose height to prevent distortion. There, in this dystopian environment that made Afghanistan one of the poorest, most corrupt, most dangerous and ungovernable nations on Earth, nearly two dozen soldiers of an approximately thirty-man platoon stood in the hot sun waiting and watching while Private Skelton took the man’s biometrics. In a war zone, a second can last forever.

			After Skelton finished, there was another period of time to wait. The SEEK had the capacity to match new data inputted by the COIST against classified data in the Defense Department’s biometrics-enabled watchlist, the BEWL, but there were limitations. The full BEWL was too large to fit on the SEEK, official documentation warned. As a workaround, the Pentagon developed what it called “mission specific BEWLs,” meaning watchlists that had been customized for individual terrorists thought to be operating in certain districts or villages.

			“Mission specific BEWLs may be loaded onto handheld collection devices,” an unclassified monograph reveals, “allowing an immediate alert to be triggered if the sought-after individuals are encountered during identification or verification operations.” Which, shocking as it may seem, is precisely what happened next. The SEEK compared the digital fingerprints of the man in the dark turban to the preexisting biometric identities stored on its own drive—and delivered a match-hit.

			“The lieutenant did a quadruple take,” Walley recalled. “He looked down at his [information]. Checked and rechecked it. The man was the number two most wanted Taliban in [the] south.”

			The privates flex-cuffed the man. “A woman and a bunch of children came running out of a doorway from one of the compounds,” Walley remembered. “One of the kids started beating on me. The woman was shrieking and screaming because we were taking her husband away.”

			The man was marched back to the strongpoint. From there, he disappeared into a world guided by the Defense Department’s monolithic charter on how to handle detainees. Eventually, he would have been taken north, to a newly renovated American prison next to Bagram Airfield and called the Detention Facility in Parwan. Detractors called this prison Afghanistan’s Guantánamo Bay.

			Across the 82nd Airborne, the capture of the man in the dark turban was hailed as a success, celebrated at the battalion level, at Combat Outpost Siah Choy, and above it at the brigade level, at Forward Operating Base Pasab. But for the soldiers of First Platoon, catching a middle-aged man at a water pump hardly felt like a battlefield victory in war. And, as it went with so many combat infantry platoons in Afghanistan, this small measure of success was almost immediately overshadowed by a dark turn of events.

			“I thought we were in Afghanistan to jump out of airplanes and kill Taliban,” Walley told me—looking back through the lens of hindsight, in 2019.

			“I thought we were in Afghanistan to kill Taliban and build schools,” said Walley’s platoon mate, Private 1st Class James Oliver Twist.

			“We patrolled hard, knowing we were walking into a minefield every day,” remembered Captain Swanson. “From a counterterrorism perspective, we were grasping at straws. We were on a beat, like local cops.”

			Except they were not police officers, they were soldiers, which made what they were doing less like law enforcement and more like martial law.

			

			• •   • •   • •

			Sectioning off an area, registering inhabitants, limiting their freedom of movement, and enforcing compliance with threat of detainment or imprisonment but under the guise of the rule of law is reminiscent of a draconian system of control implemented across Europe in the Middle Ages to fight bubonic plague. This period of time began before the era known generally as the Age of Reason and Enlightenment.

			In the 1600s, a series of civilization-threatening plague epidemics gave birth to one of the most heavy-handed surveillance states in the Western world. These were the worst outbreaks of plague since the Black Death ravaged Europe between 1347 and 1351. Urban centers were particularly hard-hit. In London, for example, in a three-month period in 1665, 15 percent of the population died, akin to modern-day New York City suffering 1.3 million deaths over the summer. To combat the epidemic, many villages across Europe were put under quarantine, partitioned into quadrants, and placed under control of a government official. In France, this process was called quadrillage. At a town’s gates, an observation post was constructed. Freedom of movement was prohibited; only the government’s sentries and administrators were allowed to walk the streets. Michel Foucault, philosopher and historian of ideas, tells us what happened next, in his 1975 lectures and subsequent book, Discipline and Punish: The Birth of the Prison.

			In order to impose the rule of law, the government ordered the full-scale cataloging of people. A medieval version of biometrics-enabled intelligence. “At the start of the quarantine,” Foucault writes, “all citizens present in [every] town had to give their name. The names were entered into a series of registers. The local inspectors held some of these registers, [and] others were kept by the town’s central administration.” Name, age, and sex of villagers became identifying data for the sick and the healthy alike. Once the infected were identified, these plague-ridden citizens were removed, carted off by government workers. Remaining healthy family members living within each quadrant were required to stay indoors or face punishment, even death.

			State-sanctioned rations of food were hoisted into homes by pulleys and baskets. The tracking of people was required; this is what the underlying catalog was for. Every day, twice a day, every member of each family was required to put his or her face in the front window of their home as a designated sentry passed by. “All the information gathered through the twice-daily visits,” writes Foucault, was then “collated with the central register held by the deputy mayors in the town’s central administration . . . in a kind of pyramid of uninterrupted power.”

			What this meant was that the location of each individual was to be constantly known to the state, “observed at every point . . . [his] slightest movements are supervised . . . all events are recorded [to include] death, illness, complaints, irregularities.” Power was exercised without restraint. “Surveillance had to be exercised uninterruptedly.” The state’s reasoning for the draconian measures was simple: it had to contain the plague. It had to make sure no newly infected, or sick, were concealed from the state. Hiding an infected person could bring new outbreaks of disease.

			With each passing day, each government sentry delivered his data up the chain of command, up the pyramid of power, through the registry. A higher-level administrator turned that biometric data on the people into information about the villages, for the mayor or magistrate to review. Another higher-ranking government official then turned the information into knowledge, in order to determine what action to take next. After a newly infected or dying person was identified, the process of state-sponsored purification began. In some cases, healthy family members were temporarily removed from their home by government law enforcers, the furniture in the house raised up by ropes and suspended over the floor. Windows, doors, keyholes, and cracks were sealed with wax, the home doused with perfume and set on fire. Louis Pasteur’s germ theory of disease was still 200 years down the road and officials believed perfumed smoke could get rid of plague. When the decontamination was completed, a curious effort went into play. The government’s sentries were body-searched in front of the family, the state’s attempt to demonstrate it was only acting in good faith, and that workers could not act with impunity, and had not stolen anything from the home. Martial-law efforts were for society’s greater good was the message. An omnipotent government was necessary to rid society of plague. The government was justified in its actions, and was also fair. Of course, perfume did not end the plague, and historians still argue about what, exactly, did.

			In the 1970s, Michel Foucault famously drew a parallel between the surveillance state that arose during the time of plague and a prison designed by the English philosopher and social theorist Jeremy Bentham a century after the plague ended. The prison was called the Panopticon, which means “all-seeing.” Bentham’s architectural plans show a circular prison where all the cells and all the prisoners can be observed by a single guard, watching from a central guard tower. The prisoners, however, cannot see the guard.

			The point of the Panopticon was to make everyone feel as if they were constantly being watched. Bentham believed that the fear of being watched could produce the same results as actually being watched would, namely obedience. With the Panopticon, the power of ubiquitous surveillance was that verifiable or not, it still felt absolute.

			

			• •   • •   • •

			The idea that the Defense Department’s biometric database could become an all-seeing panopticon is not without merit. What follows tells the story of the birth, rise, and weaponization of combat biometrics. How the paratroopers of First Platoon became unwittingly entangled in the Pentagon’s efforts is a canary-in-the-coal-mine tale. That one member of the platoon would be convicted of war crimes and sent to a military prison at Fort Leavenworth, Kansas, only to be pardoned by the president of the United States complicates an already tragic chain of events. But there is more to that story, as there is to all of this. This story and its aftermath beg the question, what happens when a federal government is able to tag, track, and follow every one of its citizens, everywhere, all the time?

			In 2013, speaking out in opposition to a ruling on Maryland v. King, about probable cause and a cheek-swab collection of DNA during a routine traffic stop, U.S. Supreme Court Justice Antonin Scalia warned against the creation of what he called a “genetic panopticon.” In Scalia’s scathing dissent, he expressed fear for an American future where a person’s biometrics could be taken by police, at will, for storage in a federal database for future use.

			“I doubt that the proud men who wrote the charter of our liberties would have been so eager to open their mouths for royal inspection,” Scalia wrote. The question, then, is: Are biometrics born on the battlefield, without checks and balances, and with questionable legislative oversight, the fruit of a poisonous tree? Are they in the interest of the public they are taken from?

			This is a book about identity in the age of identification. About the rule of law in an age of increasing civil disorder and asymmetric warfare around the world. It is a story about how biometric databases are dividing individual people into groups: state versus anti-state, friend versus foe, us versus them. America’s Revolutionary War was fought to change “King Is Law” into “Law Is King.” What does the future foretell? Is there a new social contract on the horizon, one that crowns biometrics-enabled intelligence a new king?

		

	
		
			CHAPTER TWO

			• •   • •   • •

			THE TWO WILL WESTS

			The story begins where part of it ends, at Leavenworth Penitentiary in Kansas. The year was 1903, and an inmate was being booked for admission. For decades, the strange case of the two William Wests was rumored to be a fable. Then, in 1987, Kansas Bureau of Investigation agent Robert D. Olsen, Sr., set the record straight in an article for Identification News. It was May 4, 1903, when the storied federal penitentiary in east Kansas received the new prisoner who said his name was Will West, and that he had never been incarcerated at Leavenworth before.

			As was protocol for first-timers, the prisoner’s Bertillon measurements were taken by the records clerk, a man named M. W. McClaughry, who also happened to be the warden’s son. This tracking system—still state-of-the-art in 1903—was based on anthropometry, the science of measuring humans. It had been developed several decades before, by French criminologist Alphonse Bertillon. Bertillon measurements were skeletal-based, meaning body parts were measured by a tailor’s tape. Computations like head breadth, length of left foot, and length of the middle finger were painstakingly recorded, then written out on a paper card with a two-image photograph, or mug shot, attached to the record.

			Here in the Kansas federal penitentiary at the turn of the twentieth century, the prisoner’s measurements card was then placed into the Bertillon System, a card-based database for searching and matching known criminals to crimes by using their unique identifying features on record. The Bertillon System was like a library’s card catalog. Entries were alphabetized and searchable by name, but there were also other ways to locate, or cross-reference, information, such as height, or skeletal anomaly like a missing finger or bum leg.

			Once McClaughry filled out the card for the new prisoner, he moved to file the card in the Bertillon System. It was at this point that he realized he’d been lied to. In the spring of 1903, there already was a card for William West in Leavenworth’s Bertillon System, meaning this man had been an inmate here before. His Bertillon measurements were originally taken two years before, on September 9, 1901, the card said. Sure enough, the mug shot and body measurements were exactly the same.

			Here, the story took an unusual turn. The Leavenworth inmate William West was serving a life sentence for murder. What was going on? Had he escaped without notice, gone on to commit another murder, and been caught anew? At once, a guard was sent to check the cell. There, he found William West, inside the cell where he was to be confined for life. Same face, same man. Except it wasn’t the same man. There were two William Wests. They were apparently identical twins with the same common-law name.

			The following year, the clerk M. W. McClaughry attended the St. Louis World’s Fair in Missouri, where he met a sergeant from Scotland Yard named John K. Ferrier. Ferrier introduced McClaughry to a new and improved turn-of-the-century, state-of-the-art technology for identifying criminals. A technology system being used in England and beyond. It was called the fingerprint system. No two fingerprints are alike, John K. Ferrier explained, not even among identical twins.

			By year’s end, the U.S. attorney general authorized the warden at Leavenworth to adopt the fingerprint system, leading to the Bertillon System’s collapse. On September 19, 1905, the ten fingerprints of each of the two William Wests were rolled. To look closely reveals an exclusive pattern of whorls, loops, and arches. Indeed, every set of human fingerprints is unalterably unique.

			

			• •   • •   • •

			Human beings have been pushing their fingerprints into the historical record for tens of thousands of years, from the walls of Paleolithic caves 40,000 years ago to clay tablets in the palace in Nineveh, circa 2100 bce to today. Fingerprint pads are part of every human’s individual identity, from before birth. A person’s fingerprint ridges first arrange into an infallible means of authenticating individual identity inside the womb, creating a uniqueness that is with us from the moment each of us enters the world until our deaths. No two human fingerprints are alike, no two people the same.

			Using fingerprints as a means of verifying identity is traced to the Chinese emperor Qin Shi Huang, circa 250 bce. By marking royal documents with his own fingerprint, it was as if the emperor was saying, This is no one else but me. Archaeology tells us so much about the past, but it also fosters new ideas about the future, which is what happened in 1874, in Japan. A Scottish physician and missionary named Henry Faulds was working on an archaeological dig outside Tokyo when he noticed an ancient fingerprint left behind on a pottery shard. Unlike the emperor’s print, designed to demonstrate authenticity, this particular fingerprint looked inadvertent, at least to Dr. Faulds’s eye. Imagining how one of these “finger-marks” might be helpful in identifying a criminal, and to use as evidence in a court of law, Dr. Faulds wrote to a colleague, the eminent scientist Charles Darwin, sharing his idea.

			Darwin was old and of ill health, and he famously passed the request on to his cousin Francis Galton, an anthropologist, statistician, and eugenicist. Galton had a laboratory at the National History Museum in South Kensington, England, where he was conducting anthropometric studies using the Bertillon System. With this new information, fingerprints became Galton’s obsession. “Curved or whorled, having a fictitious resemblance to an eddy between two currents,” Galton mused, “the bulb of each finger a maze of minute lineations.”

			It was the enduring nature of the fingerprint that amazed him most. “From babyhood to boyhood . . . childhood to youth . . . from middle life to incipient old age,” to Galton’s eye, the bewildering patterns of a man’s fingerprint “proved to be almost beyond change.” Fascinated with possibilities, Galton began writing articles about fingerprint science and, in 1892, published the first major book on the subject, Finger Prints.

			In law enforcement circles, Galton’s fingerprint science made its way around the world, including to Argentina, where a Croatian émigré named Juan Vucetich served as chief of the La Plata Office of Identification and Statistics. In July 1892, Vucetich would make history. A horrific crime had been committed in the seaport town of Necochea. Two young boys were found brutally murdered in their home, each killed by blunt-force trauma to the head. The devastated mother, twenty-seven-year-old Francisca Rojas, identified the prime suspect to police. The murderer was likely an elderly farmhand named Pedro Ramon Velasquez, she said. Velasquez wanted to marry her, and had even threatened to harm her children if she refused. She was in love with another man, Francisca Rojas told police, she had refused Velasquez’s advances, and now her beloved children were dead. Police detained Pedro Velasquez and—so the story goes—interrogated him without mercy, tying him up in a room with the bodies of the children in an effort to elicit a confession. But Pedro Velasquez had a solid alibi and was soon released.

			Two weeks later, a fingerprint protégé of Juan Vucetich was dispatched to the scene of the crime. There, the protégé spotted a detail previously unnoticed: a bloody fingerprint on the bedroom doorjamb. It had to have come from the killer, the detective surmised. Francisca Rojas told detectives she never touched the bodies of her dead children. Neighbors told police that when the horrified mother came running to their house after she discovered the bodies, her hands were clean. Juan Vucetich’s protégé cut the fingerprint out from the doorjamb and returned to police headquarters with this forensic evidence. The police had a new suspect, and when the mother of the murdered children was fingerprinted, Juan Vucetich got the match he suspected. Confronted with the evidence, Francisca Rojas confessed. Her children stood in the way of her marrying her paramour, she told police, and, yes, she had killed them. Francisca Rojas stood trial and was convicted, the first person convicted on fingerprint evidence used in a court of law. Police stations around the world began replacing Bertillon measurement cards with fingerprint cards.

			And a new concept was born: fingerprints don’t lie.

			

			• •   • •   • •

			Using a fingerprint inadvertently left behind at a crime scene opened up a new door in forensic science, a discipline in which professionals analyze physical crime scene evidence for law enforcement purposes. But what about using a fingerprint to single out and identify a criminal hiding in a crowd? What if you could catch a criminal by matching his or her fingerprints against an existing registry or database?

			Far away, on the Indian subcontinent, the inspector general of the Bengal Police, a man named Sir Edward Henry, read Francis Galton’s book Finger Prints and was struck with an idea: fingerprint cards could, and should, be used to create a searchable database of the identities of known criminals. To test his theory, Sir Henry ordered his police force to collect the fingerprints of every criminal in every prison in all of Bengal. He assigned two of his deputies, a statistician named Qazi Azizul Haque and a mathematician named Hem Chandra Bose, to create a mathematical system in which to sort information about fingertips, according to what Francis Galton had codified in Finger Prints. This system would become known as the Henry Classification System. It was faster by a power of ten, and infinitely more reliable than the Bertillon System, because no two fingerprints are the same. In no time, the Henry Classification System began replacing the antiquated Bertillon System worldwide, including in the United States.

			Fast-forward two decades, when an act of Congress put the Federal Bureau of Investigation in charge of America’s fingerprint database. When the database at Leavenworth Penitentiary was handed over to the FBI, in 1924, it contained the fingerprint records of 810,188 criminals, including those of the two William Wests.

			FBI Director J. Edgar Hoover was a champion of this new, science-minded, state-of-the-art database. “Through this centralization of records it is now possible for [a law enforcement] officer to have available a positive source of information relative to the past activities of an individual in his custody,” Hoover said in 1925. What this meant for the bureau was that a significant new methodology was being systematically pursued for the benefit of law and order. Fingerprints could reliably be used to link crimes from the past to individual persons in the present—criminals whose fingerprints were now and forever in the government’s database. FBI clerks assigned to the bureau’s Identification Division got to work. More than 7,000 law enforcement agencies around the country began sending fingerprint cards to the FBI’s archive in Washington, DC. Over the next twenty-five years, the FBI’s fingerprint database would swell: 5 million, 10 million, 11 million cards.

			The FBI’s public-relations department began promoting fingerprint science every chance it got, including for a Time cover story in August 1935. “FBI men reassuringly point out that the bureau’s file of 112,500,000 fingerprints [i.e., 11.25 million ten-print cards] were used in some 9,000 cases last year. . . . The FBI got 97.2% convictions.” But the sheer number of fingerprint cards the FBI was dealing with had also become untenable. In 1962, a special agent in the Identification Division, Carl Voelker, proposed a radical solution: What if computers could be taught to do some of the grunt work in the time-consuming human job of fingerprint matching?

			The FBI turned to its federal partners for help. On the military-science side of the government, over at the Advanced Research Projects Agency (ARPA), great strides were being made in electronic programmable computers. And at the Department of Commerce, inside the National Bureau of Standards, a team of engineers led by scientist Russell Kirsch had recently engineered the world’s first device that was able to optically scan images that could be converted into digital data. This new invention was being called a “scanner.” What if these two new innovative automated machines could be taught to somehow work together? To read, capture, and save scanned images of criminals’ fingerprint cards? What if the FBI’s paper database could be transformed into an electronic one?

			The challenges were enormous. The scanner had to be taught how to read and record fingerprint images down to Francis Galton’s level of minutiae. And these scanned images had to remain consistent over time. These two federal agencies, the FBI and the National Bureau of Standards, joined forces and got to work. After years of development, in 1974, Rockwell International Corporation was awarded a federal contract to build five prototypes of these automatic fingerprint-reader systems. In 1975, the first of these machines was delivered to the FBI. The system was called the Finder. This was the state of affairs at the FBI’s Identification Division when a young man named Thomas E. Bush III joined the bureau in 1975.

			

			• •   • •   • •

			
			All throughout high school, Tom Bush wondered how he was going to pay for college. Being a kid from a relatively poor family in Mississippi, he got excited when he learned about a scholarship program funded by the Law Enforcement Assistance Administration and created by President Lyndon B. Johnson to fight the so-called War on Crime.

			“The deal was,” Bush recalled, “every year you worked for law enforcement after graduating from college, they’d cancel twenty-five percent of your debt, which was like three or four thousand dollars at the time.” It was the early 1970s, the Vietnam era, and young people were hardly signing up in droves to join law enforcement agencies. Cops still got called pigs, a by-product of the 1968 National Democratic Convention in Chicago, when a group of antiwar demonstrators presented a small pig as their presidential candidate and police intervened.

			Shortly after graduating from college, Tom Bush was working a temporary job at a moving company in Gulfport, Mississippi, when he learned the county courthouse was on fire. That’s where his high school sweetheart, Cynthia, worked. He rushed over to see if she was okay. As circumstance would have it, standing out in front of the burning building alongside Cynthia was Louis S. Bullard, the sole FBI agent in the small town. The two men began chatting. Tom Bush said he was looking for a job in law enforcement.

			“Have you ever thought about the FBI?” Bullard asked Bush.

			So began Tom Bush’s extraordinary career. He would rise to become the head of the Criminal Justice Information Services Division, or CJIS (pronounced “see-jiss”), the FBI’s largest and most powerful division, the bureau’s high-technology, identity-information nerve center with an operating budget of more than $1 billion a year. But no one starts out at the top. Tom Bush’s career began at the very bottom.

			“No one started lower,” Bush clarifies.

			In September 1975, Tom and Cynthia Bush, newly married, left Mississippi for Washington, DC, in an old Toyota Celica to work for the FBI, as clerks. Tom Bush was assigned to the Identification Division, “flipping and picking” through fingerprint cards. One card after the next, matching a fingerprint on file to a fingerprint pulled from a crime scene took patience, diligence, and, in 1975, the human eye. “It was not a ‘lights-out’ job.” Meaning the system could not operate without a human.

			The FBI’s Identification Division was massive, with 3,000 clerks working with purpose and precision. “The code of conduct was, ‘You do not make a mistake.’ If you did, you got three days off,” without pay. Another task at hand was scanning the FBI’s now 15 million fingerprint cards into the new automated fingerprint-reader system—aka the Finder.

			“It was like a big Xerox machine,” recalls Bush. “We sat there, scanning cards. All day.” The notion that there was simply too much data for human clerks to process at the FBI was about to compound exponentially. In 1976, new provisions to the Freedom of Information Act were passed, including “the right to see records about [one]self,” and the FBI was suddenly inundated with citizens’ requests for information. In 1977, when Congress learned the bureau had a backlog of 6,000 unassigned FOIA requests on hand, Tom Bush got a fortuitous opportunity. He became part of Operation Onslaught, the FBI’s effort to speed up its processing of requests. At night, Tom Bush took accounting classes. Diligent worker that he was, one Friday in 1979, he was given yet another amazing opportunity. “I was told to report to Quantico, on Monday.” Moving from FBI clerk to FBI agent was a huge step.

			Tom Bush’s first job as an FBI agent was with the DC field office, where the majority of its three hundred agents worked white-collar crime. “Just twenty-five square miles, but with so much focus on foreign counterintelligence.” But Tom Bush wanted to identify, locate, and capture society’s most dangerous criminals, he says, and so, when an opportunity came up to join the FBI’s C-4 Fugitive Squad, he raised his hand. For years, he chased bank robbers, fugitives, extortionists, kidnappers, and an array of other dangerous, felony-level criminals. One night, in the winter of 1988, he just so happened to be on “agent duty” on the C-4 Fugitive Squad when his history entwined with the FBI’s second most important biometric after fingerprints: facial images, or mug shots.

			The FBI had agreed to assist a group of Hollywood producers in their efforts to launch a new, crime-fighting reality TV show called America’s Most Wanted. The idea was simple: “Watch Television. Catch Fugitives.” And the show was popular from the very beginning. As part of agent duty, Tom Bush was working the phones the night that first episode aired.

			“The phone kept ringing and ringing,” he recalls. Humans are incredibly talented at recognizing faces, and “seventy-five citizens called in and accurately recognized and identified the featured most wanted criminal, from his FBI mug shot shown on TV.” The man was a serial murderer and rapist named David James Roberts, hiding in plain sight by using the false name Bob Lord and a fabricated identity. Four days after episode one of America’s Most Wanted aired, David James Roberts was recaptured and sent back to Indiana’s Pendleton Correctional Facility, where he would forever remain.

			A human’s ability to precisely recognize another human’s face has been part of the human condition since humanity began. How, now, to make computers do this? To make automated machines do the grunt work, just as computers had been made to read FBI fingerprint cards? The facial images of criminals were originally hand-drawn, including bank robbers and train robbers on early Wanted posters. The practice of cataloging images of criminals had been around since the popularization of photography. By 1870, the New York Police Department created its first archive of images, called daguerreotypes, which soon became known as mug shots—“mug” being a slang word for face. By 1900, as photograph reproduction became cheaper, the photographs fused with biographic information on criminals, which led to the issuance of the FBI’s first Most Wanted Fugitives List, in 1950. These one-sheets were hung in post offices and other buildings, resulting in the occasional tip. But the speed and success of catching criminals by putting hundreds of thousands of human recognizers to work from their living rooms, as America’s Most Wanted had, was about to be challenged by the idea that maybe machines could be taught to recognize faces too.

			The American scientist who first attempted to get a computer to recognize a human face was a nuclear weapons engineer named Woodrow Bledsoe. This was in the late 1950s, when operating a computer required an advanced degree. Bledsoe was interested in automated reasoning. In how to get computers to think. In 1960, with colleagues Helen Chan Wolf and Charles Bisson, he examined a set of law enforcement mug shots. The scientists’ seminal idea was to turn those faces into maps. They made coordinates for each human facial feature. Data points for attributes like the center of the pupil, the outside corner of the eye, a point on a widow’s peak, the apex of the eyebrow. It was labor-intensive, and also a shot in the dark. This concept had never been tried or tested before. Each scientist plotted out roughly forty facial images per hour, hour after hour, week after week.

			Each facial image was assigned a name and a list of corresponding coordinates, all of which was then stored in a database. For the recognition phase, “the set of distances [were] compared with the corresponding distances for each photograph, yielding a distance between the photograph and the database record.” The closest-match hits were returned. The machine’s pattern-matching capabilities had problems with head rotation and tilt, lighting, facial expression, and age. The scientists kept trying, kept plodding along—trying and retrying—as scientists do. By the 1970s, advances in automated face recognition came from teaching machines to learn nuance: things like hair color, lip thickness, misshapen eyes.

			In 1988 semiautomated facial recognition technologies made their way out of the lab and into a police station. The Lakewood Division of the Los Angeles County Sheriff’s Department installed a system that could take a mug shot, a sketch artist’s drawing of a suspect, or even a still video image of a person committing a crime, and search it against its database of digitized mug-shot photographs. The system sped up the process by narrowing down possible match hits, but a human was still required.

			The real breakthrough came in research sponsored by the Defense Department. In 1992, the Defense Advanced Research Projects Agency, or DARPA, the Pentagon’s powerful science and technology agency, launched its Face Recognition Technology, or FERET, program, a blue-sky, biometric project. The goal of FERET was to advance face recognition technology research into a single, standardized database for the military, intelligence, and law enforcement communities to share. In 1993, a young, ambitious electronic engineer named P. Jonathon Phillips won an Army Research Laboratory grant that put him in charge of the FERET program’s core team. Building on concepts first developed by Bledsoe back in the 1950s, the team finally created an algorithm that could recognize a human face without the aid of a human. To do this, says Phillips, the machines had to be taught to recognize front-facing images, but also how to “perceive” those same faces in left and right profile. The results were promising and the science moved forward, sometimes quickly, sometimes slowly. Still, for another quarter of a century, humans would retain pole position as the so-called super-recognizers.

			Around this same time, a third biometric aimed at identifying humans for law enforcement and other purposes emerged, namely the iris scan. Like fingerprints, the iris develops prenatally, in the womb. Although iris color and structure are genetic, the pattern of the iris is unique. And because each human’s irises, or irides, are structurally distinct, the iris can be used for recognition and identification purposes. In 1994, the first patent for an automated iris-recognition algorithm was granted. The license and title holder was a British-American computational neuroscientist named Dr. John Daugman. When Daugman took a digital image of his irides in 1993, there was an existent database of one. Twenty-five years later, the number of people whose irides had been scanned for a government database, using the Daugman algorithms for enrollment, exceeded 1.5 billion of the world’s 7.5 billion people. India maintains the world’s largest biometric database, with fingerprints, photographs, and iris scans on more than 1.2 billion of its citizens.

			

			• •   • •   • •

			In the 1990s, the unofficial motto at FBI was “Up or Out,” says Tom Bush, meaning you move up the ladder or you leave the FBI. After eight years on the FBI’s Washington, DC, C-4 Fugitive Squad, it was time for him to take a field supervisor job. “Jackson, Mississippi, in the 1990s meant violent crimes and civil rights,” Bush recalls. The FBI office there was one-tenth the size of the DC office, and he had ten agents under his command. Three years later, it was time to move up or out again. In 1996, he became an assistant special agent in charge of the FBI’s Atlanta, Georgia, field office.

			As circumstance would have it, he arrived in the middle of a law enforcement national nightmare. A lone-wolf terrorist, later identified as a white supremacist and anti-abortion anarchist named Eric Rudolph, had set off a homemade bomb at Centennial Olympic Park, during the 1996 Summer Olympics in Atlanta. The blast killed spectator Alice Hawthorne and wounded 111 people. A cameraman named Melih Uzunyol died of a heart attack after racing toward the crime scene to help victims. New to the Atlanta bureau, Tom Bush played a minor role in the FBI task force initially assigned to identify, locate, and apprehend the bomber. Then, six months later, in January 1997, another bomb exploded in Atlanta, this time at an abortion clinic in the suburb of Sandy Springs.

			The FBI has oversight over abortion-clinic bombings and domestic terrorism. Tom Bush rushed to the scene. He remembers ducking beneath the yellow crime-scene tape, then—another bomb exploded. “I was twenty feet away from Eric Rudolph’s second bomb,” Bush recalls. Particularly wicked because it was “set up to kill first responders,” the bomb was made of twenty sticks of dynamite and flooring nails.

			The federal agents at the crime scene were “extremely lucky,” Bush says. A lone BMW parked inadvertently between the agents and the bomb absorbed much of the blast. Tom Bush lost his hearing for a while. Seven people were injured, some seriously, including the FBI’s Mike Rising and federal agents with the Bureau of Alcohol, Tobacco, and Firearms. “ATF did an amazing job,” remembers Bush. “They recovered 70 to 80 percent of the pieces of the bomb. Wire, batteries, explosives, nails, even an egg timer.” As he looked at these bomb components retrieved from the crime scene, an idea unfurled in Tom Bush’s brain: he wondered if latent prints could actually be pulled from the bomb components retrieved.

			A veteran and accomplished ATF agent named Lloyd Erwin said “impossible,” Bush recalls. “He explained in great scientific detail how the inferno-like heat and fire from that powerful an explosion would almost certainly have burned off any usable prints.” But Tom Bush wasn’t so certain. For him, it was a what-if moment. For the time being, the two federal agents agreed to disagree.

			The following month, the bomber struck again, this time at a nightclub called the Otherside Lounge. Four people were injured. FBI agents landed a fortuitous lead. “We located a second bomb before it detonated,” says Bush. But months passed. The FBI had the bomber’s fingerprints now, and residual DNA from the unexploded device. But the bomber had never crossed paths with law enforcement before. His biometrics were not locatable in any of the FBI’s criminal databases.

			Eleven months later, the bomber struck yet again, targeting an abortion clinic in Birmingham, Alabama. Early on the morning of January 29, 1998, security guard Robert “Sande” Sanderson, an off-duty police officer, noticed a flowerpot in an odd position near the entrance to the clinic. As he bent over to have a look, Eric Rudolph detonated the bomb via remote control.

			“It blew off Sande’s arms and legs,” Bush remembers. “All that was left of him was a naked torso.” The effort to locate serial bomber Eric Rudolph set off a five-year manhunt, the biggest in FBI history at the time. The search involved all of the high-technology systems in the FBI’s arsenal, including helicopters outfitted with advanced cameras and sensor systems. But ultimately, it was an observant citizen who helped the FBI identify Eric Rudolph.

			“A college kid recognized his strange behavior near the crime scene,” remembered Bush, “and used quarters in a pay phone to call the local police.”

			

			• •   • •   • •

			In 2000 Tom Bush had been with the FBI for a quarter of a century when it was time again for another “up or out” move. This time the job opportunity was in West Virginia.

			He was returning to the Identification Division, the bureau’s biggest division. Only now it had gone through a massive information-technology overhaul and been redesignated the Criminal Justice Information Services Division. Tom Bush was its new section chief, Programs Development Section. CJIS was a state-of-the-art data center built on a sloping hillside in Clarksburg. The facility was massive. Its main building was a half-million-square-foot behemoth several stories tall and three football fields long. Its cafeteria seated 600 people; the auditorium held 500. But more important to this story, CJIS was home to the most scientifically advanced tools and services in the nation, designed to help the FBI identify, locate, and catch criminals nationwide and around the world. Inside CJIS’s 100,000-square-foot data center, clerks and statisticians compiled and analyzed vast amounts of crime data. CJIS housed two of the FBI’s three most powerful criminal databases, the National Crime Information Center (NCIC) and the Integrated Automated Fingerprint Identification System (IAFIS), with the Combined DNA Index System (CODIS), located at Quantico, in Virginia.

			In use since 1967, NCIC served the FBI as its electronic clearinghouse of crime data, accessible to every criminal justice agency across America, twenty-four hours a day, 365 days a year. The IAFIS database housed the bureau’s automated fingerprint records and was also a searchable system. In 2000, it contained approximately 40 million digital, ten-print fingerprint records, each of which was accessible electronically to law enforcement in all fifty states, as well as some federal agencies. As for CODIS, the FBI’s integrated database for digital DNA records, in 2000 it was the most nascent of the automated systems. Begun as a pilot software project in 1990, CODIS was formalized with the DNA Identification Act of 1994. Like the FBI’s other databases, CODIS allows state and local law enforcement officers, as well as some federal agencies, to exchange and compare DNA profiles electronically, linking serial violent crimes and criminals to one another through individual criminal profiles.

			

			• •   • •   • •

			Tom Bush recalls arriving at CJIS and being utterly amazed. “I’d been in the FBI [for] twenty-five years. I think I know everything. Then I walk into CJIS. A lightbulb goes on,” he remembers. “They’re running 100,000 fingerprints a day. Very cool. There’s NCIC. Just, wow. NCIC is a name-based system,” meaning it works to authenticate and certify an identity by matching it to a name. “If I’m going after a criminal named Tom Bush, I want the right Tom Bush. Biometrics allows for that. It lets us make sure we have the right bad guy. What I’m seeing at CJIS is something [I’ve] not seen before: biometrics. What I’m thinking is, This is huge. Biometrics is going to make everything different from here on out.”

			Tom Bush could almost see the future unfolding, right before his own eyes.

		

	
		
			CHAPTER THREE

			• •   • •   • •

			THE HIJACKER’S FINGERPRINTS

			Shortly after the 9/11 terrorist attacks, an FBI fingerprint expert and special agent named Paul Shannon was standing in a room inside the New York City morgue when he got a germ of an idea that would change history. It was a grim place, this room. A sign over the doorway, written on yellow legal-pad paper, read: fingerprint-able body parts. There had been a terrible crime, a mass-casualty terrorist attack on U.S. soil. There were 2,753 victims who needed to be identified, and yet far fewer body parts. Each person had a unique identity. But who were they? And where to start?

			“I would walk with the widows,” recalled Shannon. He would point at objects found in the rubble and ask, “Have you ever seen this?” Found objects included wedding rings and neck chains, noncombustible objects able to withstand intense heat or a thousand-foot fall. Something—anything—to help the FBI identify the dead. “So many people had been ground up,” Shannon remembered.

			In his decades with the FBI, Paul Shannon had never seen anything like this, and hoped to never see anything like it again. Fingerprintable body parts found in the rubble of the Twin Towers were rare. The New York City Office of Chief Medical Examiner cataloged approximately 20,000 human remains, from which it identified 58 percent of the victims, primarily through DNA testing, not fingerprints. Shannon remembers one success story only: a sixty-year-old man was identified from a forty-two-year-old fingerprint card taken in Las Vegas, Nevada, where he’d been arrested in 1959, age eighteen. Francis Galton was right. From womb to tomb, the human fingerprint stays the same. It was this fingerprint match-hit that gave Paul Shannon the seminal idea.

			“Everything about the terrorist attack had been done overseas, with the exception of the execution,” Shannon explained in 2019. It was late September 2001. “We had all these people getting ready to head into Afghanistan.” The CIA’s paramilitary units were already there, and the Defense Department was now sending its own teams of Special Forces operators into battle. “There was going to be a whole bunch of fighters captured on the battlefield. We needed to fingerprint them and we needed to do it to law enforcement standards,” Shannon says. It was like a lightbulb going on.

			Shannon reached out to CJIS Section Chief Tom Bush and told him his idea.

			“My thinking,” Shannon explained, “went like this: with fingerprints [in the United States] we can link a burglary in Seattle to a bank robbery in New York. We can find and arrest fugitives. But we can’t say who trained at an explosives camp in Afghanistan, and that needs to change. We need to send FBI agents to Afghanistan, and we need to do it now.”

			When running an idea by Bush, Paul Shannon generally knew when he was on to something from the expression on Bush’s face. After hearing Shannon’s idea about fingerprinting battlefield captures in Afghanistan, “His left eyebrow went up an inch,” Shannon recalled.

			Paul Shannon was a field agent. Tom Bush was an administrator who could make good ideas come to fruition by elevating them up the chain of command.

			“Write a memo,” Bush said.

			Shannon sat down and wrote a memo. Bush read the memo and then elevated it to Robert Mueller, director of the FBI. A copy also went to Attorney General John Ashcroft, for legal review.

			“CJIS is like an aircraft carrier,” Shannon explained. “There are thousands of people running it. Thousands of people operating the machines, making identifications, running fingerprints. At the other end of the spectrum there are people effecting remote identifications in the field. We’re like fighter pilots on an aircraft carrier. I was one of them.” Shannon requested to be sent to Afghanistan. He wanted to fingerprint the captured prisoners himself.

			In his memo, Paul Shannon tried to make the case that the Defense Department was not collecting fingerprints from fighters they detained on the battlefield because “they didn’t see the value in it,” Shannon wrote. “They were treating everyone they captured like POWs from World War II. As if there’d be an armistice and everyone would go home and tend to their garden in Hamburg or wherever,” as had been the case with many top Nazis after the war. “The fighters in Afghanistan were asymmetric warriors. Their idea was, all we have to do is wait. You have children, wives. We have jihad. All we have to do is wait it out. They would tell us this.”

			Shannon’s thinking was that if the FBI had the fingerprints of these battlefield captures on file, in the event of a future terrorist attack, crime-scene evidence could be collected for a potential fingerprint match-hit.

			“Be careful what you ask for,” said Shannon. “Four days later I was on a plane to Afghanistan.”

			The plane Shannon flew on was the FBI director’s Gulfstream aircraft. In the four days between when Shannon wrote the memo and when the director signed off on it, the CIA’s Bin Laden unit read Shannon’s memo too. The CIA was in the identity-information business as well, but with a different mandate and a different intended outcome. The CIA is not a law enforcement agency, the FBI is. The CIA cannot arrest people. The FBI can.

			On the FBI director’s airplane with Shannon was a small team that now included three agents from the Newark field office. Outfitted with printer’s ink, 4,000 fingerprint cards, cameras, and DNA swabs, they flew to Pakistan via Italy. “The Gulfstream has these great big windows,” Shannon remembers, and he spent much of the trip marveling at the natural wonders of the world down below, including Mount Vesuvius and Mount Everest. “I had to pinch myself and ask, How did I wind up here?”

			Before Paul Shannon was an FBI agent, he was a journalist. A “hot spot” reporter for the Miami Herald during the city’s 1980s crime wave, he covered bank robberies, murders, and other high-risk felony crimes, many of which involved ex-Cuban nationals. Most of these criminals had been former prison inmates released by Fidel Castro and sent to Miami as part of the infamous Mariel boatlift. “Criminals are interesting,” he says, “and so are high-risk arrests.” Eventually Paul Shannon got recruited by the FBI agents he was using as sources. In 1987, he became an FBI special agent. Now here he was in the FBI director’s Gulfstream, about to make FBI history in Pakistan and Afghanistan.

			

			• •   • •   • •

			The aircraft landed at a clandestine air base near Peshawar, Pakistan—a former CIA airfield and listening post. This was the location from which the CIA’s first U-2 spy-plane missions departed. Renamed Camp Badaber, the airfield was in close proximity to a prison where the Pakistani Army was now housing a group of thirty detainees, men recently captured near the Spīn Ghar Mountains in eastern Afghanistan. They were attempting to illegally cross the border into Pakistan when they were detained. The timing of their capture was significant; it coincided with the Defense Department’s bombing of an al-Qaeda cave complex located in nearby Tora Bora. One of the detainees was young, small in stature, unwashed, with a scraggly beard. But he was memorable to Shannon because of the unusual tale he told.

			“Most of them had the same story,” remembered Shannon. “They were a cook or a driver. This guy claimed he was in Afghanistan to learn the ancient art of falconry. That he only cared about predatory birds.” He was nicknamed “the Falconer.”

			To roll fingerprints, Shannon and the team needed a large, flat surface. The Pakistani Army set up the FBI agents in a room in the prison with an old rickety Ping-Pong table.

			“The guards carried [the Falconer] in, strapped down on a kitchen chair. There had been a prisoner uprising on a bus and his legs had been shot up. He couldn’t walk. There were no wheelchairs, just a kitchen chair.” Shannon rolled the Falconer’s ten fingerprints. “I did one hand, first. Then the guards came in and picked him up in the chair, and turned him around so I could do the other hand.”

			Each detainee was fingerprinted this same way. A mug shot was taken with a 35mm film camera, a DNA specimen collected from the inside of each man’s cheek. “Oral swabs like oversized Q-tips were used to collect [these] DNA samples,” Shannon recalled. Height, weight, and detainee eye color were cataloged, then handwritten onto fingerprint cards along with alleged date of birth and nationality. Each prisoner was photographed next to a piece of paper or a small erasable whiteboard on which an identifying number was written in longhand. With this, each man’s biometric profile was complete.

			The team departed Peshawar under the cover of night. “The Pakistani Air Force had set up temporary lights that winked on when we landed, and they winked off again when we flew away,” remembered Shannon. “As if we were never there.” The next stop was northern Afghanistan, to visit the notorious Sheberghan Prison outside Mazari Sharif. Here, Shannon and the FBI team captured biometric data on each of the military-age males caught fleeing the Battle of Qala-i-Jangi, the first battle of what would be another nineteen years of war. After two and a half weeks of work, that effort was complete. The FBI’s goal, to “freeze the identities” of all military-age males caught fleeing the battlefield in Afghanistan, had been achieved.

			What Paul Shannon did not yet realize was that his germ of an idea was about to initiate what is known as a revolution in military affairs. It would not only transform future wars, but it would soon reshape the life and liberty of billions of people around the world.

			

			• •   • •   • •

			Paul Shannon and the FBI team returned to the United States, hand-carrying the fingerprint cards, photographs, and DNA swabs. The data in these biometric profiles were scanned and readied for upload into any one or more of the FBI’s powerful databases.

			But there was a hitch. FBI databases are governed by laws enacted by Congress. The biometric profiles hand-carried by Paul Shannon and the FBI team back from Pakistan and Afghanistan were atypical and did not have a legal framework to rely upon. The FBI’s existing databases “were comprised exclusively of domestic criminal information,” explains Shannon. These new biometric profiles were of people of unknown nationality who had been detained on foreign soil. In order to upload the data on the thirty men caught fleeing the battle space in Afghanistan, and the battlefield captures from Mazari Sharif, the FBI would need permission from the U.S. attorney general to proceed. In March 2002, Attorney General John Ashcroft issued a formal directive giving the FBI the green light to go ahead.

			“Fingerprints do not lie,” Ashcroft famously declared.

			Once the data was uploaded into the systems, the IAFIS computer system began running searches for potential match-hits. The computer kicked back its information, which FBI fingerprint experts scoured and analyzed.

			“Delivering a match-hit is not a lights-out process,” Tom Bush explains.

			In 2002, the most critical roles were for human analysts to undertake. The analyst examining the fingerprint data on the Falconer produced an extraordinary, almost unbelievable match-hit. Paul Shannon was in his kitchen when he learned just how mind-boggling the match-hit really was.

			“I received a phone notification,” he remembers. “It was CJIS calling. They said, ‘Hey, we just got an ID on one of those guys’” in Afghanistan, and referred Shannon to a photograph he’d taken at the prison in Peshawar. Shannon pulled up the image of the man being discussed. “It was the guy that had been strapped to the kitchen chair. Scraggly beard. Bullet holes in his legs. Said he was a falconer.” As it turned out, this mysterious, bedraggled pedestrian captured 7,000 miles from America’s East Coast was already in the FBI’s database. This meant one thing to

			
			
			
			
			

			• •   • •   • •
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