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1. Introduction to AWS Certified Cloud Developer – Associate
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CHAPTER 01 / CLOUD COMPUTING




1.1 Exam Overview and Structure

The AWS Certified Cloud Developer – Associate (DVA-C02) exam is designed to validate a candidate’s proficiency in developing, deploying, and debugging cloud-based applications using AWS. Understanding the exam’s structure and its core focus areas is critical for effective preparation and for maximizing your chances of success.


Exam Format and Delivery


	Format: Multiple choice and multiple response questions.

	Delivery: Available via Pearson VUE testing centers or online proctored exams.

	Length: 130 minutes (2 hours, 10 minutes).

	Number of Questions: Typically 65.

	Passing Score: AWS does not publish exact passing scores, but it is generally around 720 out of 1000.

	Language Availability: English, Japanese, Korean, and Simplified Chinese.





Domains and Weightings

The exam blueprint is divided into four main domains, each with specific weightings reflecting their importance:




	Domain
	Weight (%)





	1. Deployment
	22



	2. Security
	26



	3. Development with AWS Services
	30



	4. Refactoring, Monitoring, and Troubleshooting
	22





Each domain assesses a range of skills, from designing deployment strategies to implementing security and monitoring solutions.



Key Content Areas


	Deployment: Covers CI/CD pipelines, infrastructure as code, and deployment automation.

	Security: Focuses on IAM, encryption, secure coding, and compliance.

	Development with AWS Services: Involves integrating AWS SDKs, error handling, and using core AWS services like Lambda, S3, DynamoDB, and API Gateway.

	Refactoring, Monitoring, and Troubleshooting: Emphasizes application optimization, logging, monitoring, and debugging within AWS.




📝 Exam Tip: Review the official AWS Exam Guide and sample questions to familiarize yourself with the question style and coverage for each domain.





Types of Questions


	Multiple Choice: Select one correct answer from four options.

	Multiple Response: Select two or more correct answers from five or more options.

	Scenario-Based: Many questions are presented as real-world scenarios, requiring you to choose the best solution based on AWS best practices.





Registration and Cost


	Registration: Via AWS Certification Portal (https://aws.amazon.com/certification/)

	Cost: USD $150 (subject to change; check AWS for current pricing)

	Retake Policy: 14-day waiting period between attempts.





Real-World Relevance

The exam mirrors real developer tasks, such as: - Implementing serverless architectures with AWS Lambda. - Securing applications using IAM roles and policies. - Automating deployments with AWS CodePipeline and CloudFormation. - Monitoring applications using Amazon CloudWatch and AWS X-Ray.



Step-by-Step Preparation Guidance


	Review the Exam Guide: Download from AWS Certification site.

	Study Each Domain: Use the exam blueprint to focus your studies.

	Hands-On Practice: Use the AWS Free Tier to gain practical experience with services like Lambda, S3, and DynamoDB.

	Take Practice Exams: Identify weak areas and adjust study plan.

	Join Study Groups: Leverage discussion forums and AWS learning communities.




💡 Pro Tip: Allocate study time proportional to each domain’s weight. For example, spend more time on “Development with AWS Services,” which is 30% of the exam.





Common Edge Cases


	Trick Questions: Some questions may have multiple technically correct answers; select the one that best matches AWS-recommended practices.

	Service Limits: Be aware of service quotas and default limits, as questions may test your knowledge of scaling and error handling.

	Integration Scenarios: Know how to connect multiple AWS services in a secure, efficient manner.





Tools and Resources


	AWS Training and Certification Portal

	AWS Whitepapers and FAQs

	AWS Documentation

	AWS Skill Builder and Official Practice Exams



Understanding the exam structure, content domains, and question types is a foundational step toward certification. This clarity will help you allocate study time effectively and approach the exam with confidence.


⚠️ Common Pitfall: Don’t neglect lower-weighted domains; even a few missed questions can impact your passing score.






1.2 Who Should Take the Exam

The AWS Certified Cloud Developer – Associate exam is designed for individuals who are involved in developing and maintaining applications on the Amazon Web Services (AWS) platform. Understanding the intended audience for this certification is crucial for both career planning and ensuring readiness for the exam content. Below, we outline the ideal candidate profile, relevant roles, prerequisite knowledge, and scenarios where pursuing this certification is most beneficial.


Ideal Candidate Profile

This certification is best suited for professionals who:


	Have one or more years of hands-on experience developing and maintaining AWS-based applications.

	Are proficient in at least one high-level programming language (e.g., Python, JavaScript/Node.js, Java, or C#).

	Understand core AWS services, their use cases, and AWS best practices for application development.

	Are familiar with the AWS shared responsibility model, application lifecycle management, and CI/CD concepts.





Relevant Roles

Typical job roles and titles that align with this certification include:


	Cloud Developer / Software Engineer: Developers building cloud-native or hybrid applications using AWS services.

	DevOps Engineer: Professionals automating deployment, monitoring, and management of applications on AWS.

	Full-Stack Developer: Those integrating AWS services into front-end and back-end solutions.

	Solutions Architect (Associate Level): Architects who want to deepen their developer-focused AWS skills.

	Application Support Engineer: Engineers responsible for maintaining and troubleshooting AWS-based applications.

	Technical Lead / Team Lead: Leaders guiding development teams in cloud migration or AWS adoption projects.




🔎 Did You Know? Many organizations now require cloud proficiency for software engineering roles, and AWS certifications are among the most sought-after credentials for validating these skills.





Prerequisite Knowledge and Experience

While there are no formal prerequisites to sit for the exam, AWS recommends candidates have:


	At least 1 year of practical experience designing, developing, and deploying cloud-based applications using AWS.

	Familiarity with AWS CLI, SDKs, and core developer tools (e.g., AWS Cloud9, CodeCommit, CodeBuild).

	Understanding of application lifecycle management, version control (e.g., Git), and CI/CD pipelines.

	Knowledge of security best practices, including IAM, encryption, and secure API development.





When Should You Take This Exam?

Consider pursuing the AWS Certified Cloud Developer – Associate if you:


	Are transitioning from traditional on-premises development to cloud-native application development.

	Want to validate your AWS development skills for career advancement or a new job role.

	Are working on projects that require integration with AWS services such as Lambda, API Gateway, DynamoDB, or S3.

	Plan to pursue more advanced AWS certifications (e.g., AWS Certified DevOps Engineer – Professional) and want to build a strong foundational understanding.





Real-World Scenarios

Some concrete examples of professionals who benefit from this certification:


	A Python developer building serverless backends with AWS Lambda and API Gateway for a mobile app.

	A DevOps engineer automating application deployments using AWS CodePipeline and managing infrastructure as code with AWS CloudFormation.

	A full-stack developer integrating Amazon S3 for file storage and DynamoDB for NoSQL data persistence in a web application.

	A support engineer troubleshooting and optimizing application performance using AWS CloudWatch and X-Ray.





Edge Cases and Considerations


	Entry-Level Developers: If you have little or no hands-on AWS experience, consider starting with AWS Certified Cloud Practitioner before attempting this exam.

	Non-Developers: IT professionals focused solely on operations, networking, or security may find other certifications (e.g., AWS SysOps Administrator) more aligned with their roles.

	Advanced Developers: If you already have extensive AWS development experience, you might consider skipping to the professional-level certifications, though the associate exam provides a solid foundation.




⚠️ Common Pitfall: Attempting the exam without real-world AWS development experience often leads to failure. Be sure to gain hands-on practice with core AWS services and tools before scheduling the exam.





Summary Table: Is This Exam Right for You?




	Criteria
	Recommended for Exam?





	1+ year AWS development
	✅



	Proficient in programming
	✅



	Familiar with AWS CLI/SDKs
	✅



	Purely sysadmin/networking focus
	❌



	No AWS hands-on experience
	❌










1.3 Certification Value and Career Impact

The AWS Certified Cloud Developer – Associate certification is a highly regarded credential in the cloud computing industry, specifically tailored for professionals involved in designing, developing, and deploying applications on the Amazon Web Services (AWS) platform. Understanding the value of this certification and its impact on your career is crucial for motivating your study and aligning your professional development with industry trends.


Why the Certification Matters

Market Demand:

Cloud adoption continues to accelerate across all sectors, with AWS maintaining its position as the leading cloud provider. Organizations are increasingly seeking developers who possess validated AWS skills to build scalable, resilient, and secure cloud-native applications.

Skill Validation:

The certification demonstrates your ability to: - Develop and maintain AWS-based applications - Use AWS SDKs, CLI, and core services (e.g., Lambda, S3, DynamoDB) - Implement security best practices - Optimize and troubleshoot cloud applications

Professional Credibility:

Earning this certification signals to employers and peers that you have a solid, exam-verified understanding of AWS development tools, services, and best practices.



Career Impact

Job Roles Enhanced by the Certification: - Cloud Developer / Cloud Software Engineer - Application Developer with AWS focus - DevOps Engineer (with development responsibilities) - Solutions Architect (associate level) - Cloud Consultant

Salary and Opportunities:

According to industry surveys (e.g., Global Knowledge IT Skills and Salary Report), AWS-certified professionals typically command higher salaries than their non-certified peers. The AWS Certified Developer – Associate is often cited as one of the top-paying IT certifications globally.

Career Advancement:

The certification can serve as a stepping stone to: - Senior developer or architect roles - Specialized positions in serverless, DevOps, or cloud-native development - Further AWS certifications (e.g., AWS Certified Solutions Architect – Professional, AWS Certified DevOps Engineer – Professional)


🔎 Did You Know?

Over 80% of IT managers report that AWS certification improves team performance and reduces project risk due to increased technical proficiency.





How the Certification Benefits Organizations


	Reduced Risk: Certified developers are less likely to make costly mistakes in design, security, or deployment.

	Faster Time-to-Market: Teams with AWS-certified members can more quickly build, test, and launch cloud solutions.

	Competitive Edge: Organizations can highlight AWS-certified staff in proposals and marketing, signaling technical excellence to clients and partners.





Real-World Examples


	Startup Example: A SaaS startup seeking to launch a serverless product on AWS prioritizes hiring developers with this certification, reducing onboarding time and accelerating their MVP release.

	Enterprise Example: A large enterprise migrating legacy applications to AWS leverages certified developers to lead refactoring efforts, ensuring best practices are followed and compliance is maintained.





Step-by-Step: Leveraging the Certification for Career Growth


	Preparation: Study AWS core services, SDKs, security, and deployment strategies.

	Certification: Pass the AWS Certified Cloud Developer – Associate exam.

	Visibility: Add the certification to your LinkedIn, resume, and professional profiles.

	Apply Skills: Use your knowledge in real projects—seek opportunities to contribute to AWS-based initiatives at work.

	Network: Join AWS user groups, attend AWS events, and participate in online communities.

	Advance: Pursue additional certifications or specialize in areas like serverless, DevOps, or machine learning on AWS.





Industry Standards and Recognition


	AWS Certification Digital Badge: Issued by AWS, can be shared on professional networks.

	Alignment with Industry Frameworks: The certification maps to roles and skills outlined in frameworks like NICE Cybersecurity Workforce Framework and SFIA (Skills Framework for the Information Age).




⚠️ Common Pitfall:

Some candidates treat the certification as a one-time achievement. To maximize career impact, continuously update your AWS skills and stay current with new services and best practices.





Edge Cases


	Non-Developer Roles: While targeted at developers, the certification is also valuable for technical project managers or architects who need a developer’s perspective on AWS.

	Global Recognition: The certification is recognized internationally, but some regions may have additional expectations (e.g., local language proficiency or region-specific cloud regulations).








1.4 Key Cloud Developer Concepts

Cloud development on AWS requires a solid grasp of several foundational concepts that underpin both the AWS platform and modern cloud-native application design. This subsection explores the essential ideas every AWS Cloud Developer Associate must master, explains their significance, and demonstrates how they are implemented in real-world AWS environments.


Core Concepts

1. On-Demand Resource Provisioning - Definition: The ability to allocate and release compute, storage, and networking resources as needed, without manual intervention. - Why it matters: Enables rapid scaling, cost efficiency, and agility. Developers can spin up EC2 instances, Lambda functions, or S3 buckets programmatically, matching resource usage to application demand. - Example: Using AWS CloudFormation or the AWS SDK to deploy a new application stack in minutes, rather than days.

2. Infrastructure as Code (IaC) - Definition: Managing and provisioning computing resources through machine-readable definition files, rather than physical hardware configuration or interactive configuration tools. - AWS Tools: AWS CloudFormation, AWS CDK (Cloud Development Kit), and Terraform (third-party). - Benefits: Repeatability, version control, automation, and reduced human error. - Example: Defining a CloudFormation YAML template to create a VPC, subnets, and EC2 instances.

3. Serverless Architectures - Definition: Building and running applications without managing servers. AWS automatically handles the infrastructure, scaling, and availability. - Key AWS Services: AWS Lambda, API Gateway, DynamoDB, S3, Step Functions. - Why it matters: Reduces operational overhead, allows for granular scaling, and supports event-driven design. - Example: An image processing pipeline using S3 triggers, Lambda functions, and DynamoDB for metadata storage.

4. Event-Driven Programming - Definition: Application components communicate by producing and responding to events, rather than direct calls. - AWS Implementations: S3 event notifications, SNS (Simple Notification Service), SQS (Simple Queue Service), EventBridge. - Use Cases: Decoupling microservices, building scalable workflows, and integrating asynchronous processing. - Example: Order processing system where placing an order sends an SQS message, triggering downstream Lambda functions.

5. Security and Identity Management - Definition: Managing access to AWS resources using fine-grained permissions and secure authentication mechanisms. - AWS Services: IAM (Identity and Access Management), Cognito, KMS (Key Management Service), Secrets Manager. - Best Practices: Least privilege, role-based access, multi-factor authentication, and encryption. - Example: Assigning an IAM role to a Lambda function to grant it read-only access to a specific S3 bucket.

6. Scalability and High Availability - Definition: Designing applications to handle increasing loads and to remain operational despite failures. - AWS Features: Auto Scaling Groups, Elastic Load Balancing (ELB), Multi-AZ deployments, S3 cross-region replication. - Example: Configuring an Auto Scaling Group for a web application to automatically add EC2 instances during peak traffic.

7. Monitoring and Logging - Definition: Collecting, analyzing, and acting on logs and metrics from applications and AWS resources. - AWS Tools: CloudWatch (metrics, logs, alarms), X-Ray (tracing), CloudTrail (API activity). - Why it matters: Enables proactive troubleshooting, performance optimization, and security auditing. - Example: Setting up CloudWatch Alarms to notify developers when Lambda error rates exceed a threshold.



Step-by-Step: Applying Key Concepts


	Design an Application: Start by defining requirements for scalability, security, and availability.

	Model Infrastructure as Code: Use CloudFormation or CDK to describe the needed AWS resources.

	Implement Serverless Components: Use Lambda and API Gateway for stateless business logic.

	Secure the Application: Apply IAM roles and policies to restrict access.

	Enable Monitoring: Configure CloudWatch for metrics and logging.

	Automate Deployment: Use CodePipeline for CI/CD, integrating testing and deployment stages.





Common Edge Cases


	Resource Limits: AWS imposes service quotas (e.g., Lambda concurrency, S3 bucket limits). Always check and request limit increases if needed.

	Cold Starts in Lambda: First invocation latency can impact user experience; mitigate with provisioned concurrency.

	IAM Misconfigurations: Overly permissive roles can expose your application; always adhere to least privilege.




⚠️ Common Pitfall: Neglecting IAM best practices can lead to unintended data exposure or privilege escalation. Regularly audit policies and use IAM Access Analyzer.




📝 Exam Tip: Expect scenario-based questions requiring you to choose the best combination of AWS services and features to meet requirements for scalability, security, and automation.










2. Understanding AWS Core Services
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CHAPTER 02 / CLOUD COMPUTING




2.1 Compute Services: EC2, Lambda, Elastic Beanstalk

AWS offers a suite of compute services tailored for various cloud development scenarios. Understanding the differences, use cases, and configurations for EC2, Lambda, and Elastic Beanstalk is essential for any AWS Cloud Developer Associate.


Amazon EC2 (Elastic Compute Cloud)

Concept:

EC2 provides resizable virtual servers (instances) in the cloud, giving you full control over the operating system, storage, networking, and installed software. You can run almost any workload, from web servers to high-performance computing.

Why It Matters:

EC2 is the backbone for traditional server-based applications and is ideal when you need granular control over your environment or have legacy applications to migrate.

How It Works:

- Launch an Instance: Choose an Amazon Machine Image (AMI), select an instance type (e.g., t3.micro, m5.large), configure networking, storage, and security groups. - Scaling: Use Auto Scaling Groups (ASG) to automatically add or remove instances based on demand. - Networking: Place instances in Virtual Private Clouds (VPCs) for network isolation and control. - Storage: Attach Elastic Block Store (EBS) volumes for persistent storage.

Common Commands/Configurations: - Launching an instance (CLI):

aws ec2 run-instances --image-id ami-1234567890abcdef0 --count 1 --instance-type t2.micro --key-name MyKeyPair - Configuring security groups to allow HTTP/HTTPS traffic.

Real-World Example:

Hosting a multi-tier web application, where EC2 instances run the application servers and connect to an RDS database.


💡 Pro Tip: Always use IAM roles for EC2 instances to grant permissions securely, instead of embedding AWS credentials in your application code.





AWS Lambda

Concept:

Lambda is a serverless compute service that runs your code in response to events (e.g., HTTP requests, S3 uploads) without provisioning or managing servers.

Why It Matters:

Lambda enables you to build highly scalable, event-driven architectures with minimal operational overhead and pay only for compute time consumed.

How It Works:

- Function Deployment: Package your code (Node.js, Python, Java, etc.) and upload via the AWS Console, CLI, or CI/CD pipeline. - Event Sources: Lambda integrates with S3, DynamoDB, API Gateway, CloudWatch Events, and more. - Scaling: Lambda automatically scales by running code in parallel in response to incoming events. - Timeouts & Limits: Each invocation can run up to 15 minutes; memory allocation ranges from 128 MB to 10 GB.

Common Commands/Configurations: - Deploying a function (CLI):

aws lambda create-function --function-name MyFunction --runtime python3.11 --role arn:aws:iam::123456789012:role/lambda-role --handler lambda_function.lambda_handler --zip-file fileb://function.zip - Setting environment variables and concurrency limits.

Real-World Example:

Processing image uploads to S3 by triggering a Lambda function that generates thumbnails and stores them back in S3.


📝 Exam Tip: Lambda functions are stateless. For persistent storage, use services like S3, DynamoDB, or RDS.





AWS Elastic Beanstalk

Concept:

Elastic Beanstalk is a Platform-as-a-Service (PaaS) that simplifies application deployment by managing the underlying infrastructure (EC2, load balancing, scaling, monitoring) for you.

Why It Matters:

Beanstalk is ideal for developers who want to focus on code, not infrastructure, and need to deploy and manage applications quickly.

How It Works:

- Application Deployment: Upload your application (Java, .NET, Node.js, Python, Go, Docker, etc.) via the AWS Console, CLI, or CI/CD. - Environment Types: Choose between web server environments (with load balancers) or worker environments (for background jobs). - Managed Resources: Beanstalk provisions EC2 instances, ELBs, Auto Scaling, and RDS as needed. - Customization: Use .ebextensions for advanced configuration (software, environment variables, packages).

Step-by-Step: 1. Package your application (e.g., ZIP or Docker image). 2. Create a new Beanstalk environment. 3. Upload and deploy the application. 4. Monitor health and logs via the Beanstalk dashboard.

Real-World Example:

Rapidly deploying a Python Flask web app that automatically scales and self-heals without manual intervention.


⚠️ Common Pitfall: Customizing the underlying EC2 instances outside of Beanstalk (e.g., via SSH) may cause configuration drift and deployment issues. Always use Beanstalk configuration files.





Comparison Table










	Feature
	EC2
	Lambda
	Elastic Beanstalk





	Control
	Full (OS, SW)
	None (code only)
	Limited (via configs)



	Scaling
	Manual/Auto
	Automatic
	Automatic



	Pricing
	Per hour/sec
	Per invocation
	Underlying resources



	Use Case
	Custom apps
	Event-driven
	Web apps, APIs










2.2 Storage Services: S3, EBS, EFS

AWS offers a range of storage services designed to meet diverse application needs, each optimized for specific use cases: Amazon Simple Storage Service (S3), Elastic Block Store (EBS), and Elastic File System (EFS). Understanding their differences, features, and best practices is critical for any AWS Cloud Developer.




Amazon S3 (Simple Storage Service)

Concept & Use Cases:

Amazon S3 is an object storage service designed for scalability, durability (11 nines: 99.999999999%), and accessibility. It is ideal for storing unstructured data such as images, videos, backups, logs, and static website assets.

Key Features: - Stores data as objects in buckets. - Supports versioning, lifecycle policies, and event notifications. - Integrates with AWS services (Lambda, CloudFront, etc.). - Unlimited storage capacity; access via HTTPS using REST APIs, AWS CLI, SDKs.

How It Works: 1. Create a bucket (globally unique name). 2. Upload objects (files) to the bucket. 3. Set permissions using bucket policies or IAM. 4. Access objects via URL or API.

Example:

Hosting static website assets:

- Create a bucket (e.g., my-website-bucket). - Enable static website hosting. - Upload HTML, CSS, JS files. - Set public read permissions for web access.

Common S3 Storage Classes: | Storage Class | Use Case | Durability | Availability | |—————————–|———————————|———————-|—————| | Standard | Frequent access | 99.999999999% | 99.99% | | Intelligent-Tiering | Unknown/variable access | 99.999999999% | 99.9-99.99% | | Standard-IA (Infrequent) | Infrequent access, quick needs | 99.999999999% | 99.9% | | Glacier/Glacier Deep Archive| Archival, long-term backup | 99.999999999% | 99.99% |


💡 Pro Tip: Use S3 Lifecycle Policies to automate data transition between storage classes and cost savings.







Amazon EBS (Elastic Block Store)

Concept & Use Cases:

EBS provides persistent block-level storage volumes for EC2 instances. It’s akin to a virtual hard disk attached to a server. Use EBS for databases, file systems, or applications requiring low-latency, consistent performance.

Key Features: - Volumes are attached to EC2 instances (one at a time, but can be detached/reattached). - Supports SSD (gp3, io1/io2) and HDD (st1, sc1) volume types for different workloads. - Snapshots for backup and disaster recovery. - Encryption at rest and in transit.

How It Works: 1. Create an EBS volume in the same AZ as your EC2 instance. 2. Attach the volume to the EC2 instance. 3. Format and mount the volume (e.g., using mkfs and mount on Linux). 4. Use for OS, databases, or application storage.

Example:

Provisioning a 100 GB gp3 volume for a MySQL database: - In AWS Console/CLI:

aws ec2 create-volume --size 100 --volume-type gp3 --availability-zone us-east-1a - Attach to EC2 instance, format, and mount.

EBS Volume Types: | Type | Use Case | Max IOPS/Throughput | Example | |——–|——————|——————–|————-| | gp3 | General purpose | 16,000 / 1,000 MBps| Web servers | | io2 | High IOPS | 256,000 / 4,000 MBps| Databases | | st1 | Throughput opt. | 500 MBps | Big data | | sc1 | Cold HDD | 250 MBps | Archival |


⚠️ Common Pitfall: EBS volumes are AZ-specific. You cannot attach a volume created in one Availability Zone to an instance in another without creating a snapshot and restoring it in the target AZ.







Amazon EFS (Elastic File System)

Concept & Use Cases:

EFS is a fully managed, scalable, NFS-based file storage that can be mounted concurrently by multiple EC2 instances across multiple Availability Zones. It’s ideal for workloads requiring shared file access, such as web servers, content management, or home directories.

Key Features: - Provides POSIX-compliant file system semantics. - Automatically scales to petabytes. - Supports encryption, lifecycle management, and performance modes (General Purpose, Max I/O). - Can be accessed from on-premises via AWS Direct Connect.

How It Works: 1. Create an EFS file system. 2. Configure mount targets in each required VPC subnet/AZ. 3. Mount using NFS (mount -t nfs4 ...) on EC2 or on-premises servers. 4. Manage access via security groups and POSIX permissions.

Example:

Mounting EFS on Linux EC2 instance: - Install NFS client: sudo yum install -y nfs-utils - Mount: sudo mount -t nfs4 fs-xxxx.efs.us-east-1.amazonaws.com:/ /mnt/efs

Performance Modes: - General Purpose: Low latency, recommended for most use cases. - Max I/O: Higher throughput, slightly higher latency, for large-scale parallel workloads.





Choosing the Right Storage Service










	Requirement
	Use S3
	Use EBS
	Use EFS





	Object storage
	✔
	
	



	Block storage
	
	✔
	



	Shared file system
	
	
	✔



	Single EC2 attachment
	
	✔
	



	Web-scale, static content
	✔
	
	



	Database storage
	
	✔
	



	Multiple AZ access
	✔
	(via snapshot)
	✔






📝 Exam Tip: Know which AWS storage service to use for specific scenarios—object







Summary


	S3: Object storage, scalable, for static files, backups, data lakes.

	EBS: Block storage, high performance, for EC2-attached disks and databases.

	EFS: Managed NFS file system, scalable, for shared file storage across instances.







2.3 Networking: VPC, Route 53, ELB



Amazon VPC (Virtual Private Cloud)











Amazon Route 53











Elastic Load Balancing (ELB)














	Service
	Key Configuration Elements
	CLI Example





	VPC
	CIDR, subnets, IGW, route tables, SGs
	aws ec2 create-vpc --cidr-block 10.0.0.0/16



	Route 53
	Hosted zones, records, health checks
	aws route53 create-hosted-zone --name example.com



	ELB
	LB type, listeners, target groups
	aws elbv2 create-load-balancer --name my-alb --subnets subnet-123 subnet-456












2.4 Databases: RDS, DynamoDB, Aurora



Amazon RDS (Relational Database Service)













	Feature
	Description





	Multi-AZ
	Automated failover to standby in another AZ



	Read Replicas
	Scale read operations, improve performance



	Automated Backups
	Point-in-time recovery up to retention period



	Encryption
	At rest (KMS), in transit (SSL/TLS)



	Monitoring
	CloudWatch metrics and Enhanced Monitoring











Amazon DynamoDB













	Feature
	Description





	On-Demand Scaling
	Automatic throughput scaling



	Streams
	Change data capture for event-driven workflows



	Global Tables
	Multi-region, active-active replication



	TTL
	Automatic item expiration



	Encryption
	At rest (KMS), in transit (TLS)











Amazon Aurora













	Feature
	Description





	Aurora Replicas
	Up to 15 read replicas for scaling



	Global Database
	Cross-region disaster recovery and low-latency



	Backtrack
	Roll back DB cluster to a previous point-in-time



	Serverless
	Auto-scaling compute layer (Aurora Serverless v2)



	High Durability
	Six-way replication across three AZs











Edge Cases and Considerations


	RDS: Not ideal for unpredictable workloads due to instance-based scaling.

	DynamoDB: Not suitable for complex transactions or multi-table joins.

	Aurora: Higher cost than standard RDS but offers superior performance and features.
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